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啟 您  [ ]  [ ]  [ ] 

 [ 值]  

您  

 

您  

  Windows  

  Windows  - (  Windows XP Service Pack 2 )  

 您 Avira 產  

  >  

  
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您  [ ] 

錄  

您 錄  

您啟  

 

[ ]  [Windows 檔 ]  

  狀  

  狀  

   

 

啟 您 [Alt] + 

說  

  

 

 

啟  

啟  

您  

   [ ]  

   

 -  - 

   [ ]  
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   啟狀  

您  

   [ ]  

   

您 值  

   [ 值] 

  值  

您 值  

 

 

 Scanner  

   

  

  

 啟  

  

 Real-Time Protection  

  

   

 步  

  

 啟  

  

 Backup  
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 Backup  ( 份 份 ) 

 檔  

  

  

 Proxy  

 FireWall FireWall  

 卡  

  

  ( ) 

  Windows  

  ( ) 

 Web Protection Web Protection  

 啟  Web Protection 

  

 檔  MIME  URL 

( )  

 Web Protection URL 檔 MIME  

 Web Protection 啟  

  

 Mail Protection Mail Protection  

  POP3 戶 IMAP 戶  (SMTP) 啟  

  

 步  

 Mail Protection 啟  

 AntiBot  SMTP  

 Mail Protection  

  
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 垃圾  

  

  

  

 Safe 

Browsing

 

  

 Scanner  Real-Time Protection  

 啟  ProActiv  Protection Cloud  

  

  

 啟 產  Windows 檔   

 WMI 啟  WMI  

 錄  

  

 錄  

  

4.1.4  

您  Avira 產  

 說  

 

Avira Real-Time Protection 

啟  FireWall 啟  

 

Avira Real-Time Protection 

  FireWall  
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 Real-Time Protection  FireWall 狀  

您 內  Avira 產  

啟內  

內  

 啟  Real-Time Protection 啟  Avira Real-Time Protection  

 啟  Mail Protection 啟  Avira Mail Protection  

 啟  Web Protection 啟  Avira Web Protection  

 FireWall  

 啟  FireWall 啟  Avira FireWall 

 啟   ( /IP 127.0.0.1) 

 

 啟  Avira Internet Security 啟  

  Avira Internet Security 啟 . 

 啟  Avira 產  

 啟產 閱  

  

 說 啟 說  

  Avira Internet Security  Avira 

產 產 啟內  

  Avira 啟 Avira  

您  

4.2 Avira SearchFree Toolbar 

Avira SearchFree Toolbar Avira SearchFree  Toolbar  
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Avira SearchFree Toolbar   (Firefox  

Internet Explorer) 您  您  

Avira SearchFree Toolbar  

Avira SearchFree  Avira  Avira 

  Avira  

您  Avira  Avira 

狀  [Options]  

  

 Avira  

 狀  

狀  Web Protection 狀  Avira 

產 狀 您  

  

Avira   

Facebook 您  (  Firefox  Internet 

Explorer)  

  

您  [Options] 

歷 錄

 Avira SearchFree Toolbar (  Firefox  Internet 

Explorer)  

4.2.1  

Avira SearchFree 

您  Avira SearchFree  

 Enter  [Search]  Avira SearchFree 
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 Internet Explorer, Firefox  Chrome  Avira SearchFree 

  

狀  

Web Protection  

您   

 狀  說  

 Web Protection 您 Avira 

Web Protection is active. Your browsing is 

protected. 

步  

 Web Protection is 

inactive 

您 Avira 

Web Protection is off. Click to find out how to 

turn it on. 
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 No Web 

Protection 

您  

 You do not have Avira Web Protection installed. Click to find 

out how to protect your browsing. 

 您  Avira Antivirus 

 

 Web Protection is included for free with Avira Antivirus. Click 

to find out how to install it. 

 您  Web Protection 

 

  您  Avira 
 Avira 產  

 Error 您 Avira 

reported an error. Click to contact Support for 

help. 

   Avira  

  

 

Avira SearchFree 

Facebook  Browser 

Security  

Facebook 

 

您  Facebook  
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您  

您  

Browser Security 

 

 

 Firefox  Internet Explorer  

 

  

啟  

  Cookies 

您啟 您  cookies  

  (Firefox) / InPrivate  (Internet Explorer) 

您 啟   Internet 

Explorer 7  8  

 錄 (Firefox) / 歷 錄 (Internet Explorer) 

 

Website Safety Advisor 

 

Website Safety Advisor   

您 查 您  

步 份

 

Website Safety Advisor 狀  Toolbar 

 Avira  
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 狀  說  

 Safe  

 Low risk 黃  

 High risk  

 Unknown 狀  

 Verifying 狀  

Browser Tracking Blocker 

 

啟  Browser Tracking Blocker 

您 您   

您  

  

  

  

  

4.2.2  

Avira SearchFree Toolbar  Internet Explorer Firefox  Google 

Chrome  

 Internet Explorer  

 Firefox  

 Google Chrome  
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Internet Explorer 

 Internet Explorer  Avira SearchFree Toolbar  

[Options]  

Toolbar options 

Search 

Avira search engine 

 [Avira search engine] 您  

 

Open searches in 

 [Open searches in] 您 [Current] 

[New]  [New]  

Display recent searches 

啟  [Display recent searches] 

您  

Auto clear recent search history when I close the browser 

您 錄 啟  [Auto 

clear recent search history when I close the browser]  

More options 

Select toolbar language 

 [Select toolbar language] 您  Avira SearchFree Toolbar 
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 Avira SearchFree Toolbar 您  

您  

Show button text labels 

您  Avira SearchFree Toolbar  [Show button 

text labels]  

Clear history 

您 錄 啟  [Clear history]  

Help 

 [Help] 內  (FAQs)  

Uninstall 

您  Internet Explorer  Avira SearchFree 

Toolbar  

About 

 [About]  Avira SearchFree Toolbar  

Firefox 

 Firefox  [ ]  Avira SearchFree Toolbar 
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Toolbar options 

Search 

Select Avira search engine 

 [Avira search engine] 您  

 

Display recent searches 

啟  [Display recent searches] 

您  

您  

Auto clear recent search history when I close the browser 

您 錄 啟  [Auto 

clear recent search history when I close the browser]  

Display Avira search results when I type keywords or invalid URLs into 

the browser address bar 

啟 每 您  URL 

啟  URL  

More options 

Select toolbar language 

 [Select toolbar language] 您  Avira SearchFree Toolbar 

 

 

 

 Avira SearchFree Toolbar 您  

您  
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Show button text labels 

您  Avira SearchFree Toolbar  [Show button 

text labels]  

Clear history 

您 錄 啟  [Clear history]  

Help 

 [Help] 內  (FAQs)  

Uninstall 

您  Firefox  Avira SearchFree 

Toolbar  

About 

 [About]  Avira SearchFree Toolbar  

Google Chrome 

 Chrome  Avira SearchFree Toolbar  

Avira  

Help 

 [Help] 內  (FAQs)  

說  

您  



 Avira Internet Security  

Avira Internet Security - ( : 12 Jun. 2013) 54 

About 

 [About]  Avira SearchFree Toolbar  

/  Avira SearchFree Toolbar 

您  Avira SearchFree Toolbar  

4.2.3  

 Avira SearchFree Toolbar (  Windows 7)  

   Windows [ ] 啟 [ ]  

   [ ]  

   Avira SearchFree Toolbar plus Web Protection  

[ ]  

  您 產  

   [ ]  

  Avira SearchFree Toolbar plus Web Protection 

您 啟 Avira SearchFree Toolbar plus 

Web Protection 錄 檔 錄  

 

您  Avira SearchFree Toolbar   

Firefox  Internet Explorer  

  啟 [Options]  

   [Uninstall]  

  您 啟 您  

   [ ]  
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  Avira SearchFree Toolbar plus Web Protection 

您 啟 Avira SearchFree Toolbar plus 

Web Protection 錄 檔 錄  

 

 Avira SearchFree 

Toolbar 啟  

 

 

Firefox 

  [ ] > [ ] > [ ]  您  Avira 

啟  

Internet Explorer 

  [ ] > [ ]  您 啟  Avira SearchFree 

Toolbar  

Google Chrome 

  [ ] > [ ] 啟  

  

4.3 ...? 

...? 產 啟 說  Avira 

產  Avira 

產 說 說  
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4.3.1 啟  

啟 您 Avira 產  

 .KEY 檔啟 您 Avira 產  您  Avira 檔  

檔 您 產  

您  Avira 產  

  檔 您 錄  

   Avira 產  

  檔  

您  Avira 產  

   [檔 ] 啟 檔  [ ] 

啟  

 -  - 

  Avira 產  [說 ] > [ ] 

 

 Windows Vista  [ 戶 ]  

  [ ]  

  檔  [ 啟]  

   

   [ ]  

  啟  

  啟  
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4.3.2 啟 產  

您 啟  Avira 產  

啟  

啟 您 啟  (內 )  

您 啟 產  

啟  

您 產 啟  Avira 產 內  Avira 

產  

 

啟 產 您  

 Avira 查  HTTP 

 80 ( )  SSL  443 

啟 產  您  

查  

說 啟  Avira 產  

您  Avira 產  

   Avira 產  

  您 啟  

 啟 產 啟  

 產 啟  

  啟 啟  

   [ 步] 啟  

   [ 步]  

  您  您  Avira 產 啟  
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您  Avira 產  

   [說 ] > [ ]  

  啟 您 啟  

產 啟 步  

4.3.3  

 Avira  Avira 產  

   [ ]  >  

    [ ]  

  [ ]  

   

   [ 步]  

  [ ]  

   [ ]  

   [ 步]  

  [ ]  

   

  

 每  

 每  

  

  

  
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 2 . 

   

   ( )  

  

 

  ( ) 

 

   [ 步]  

  [ ]  

   

  

  

  

   [ ]  

   > 狀 啟  

( )  

   

步  

 

 

 

 



 Avira Internet Security  

Avira Internet Security - ( : 12 Jun. 2013) 60 

 

4.3.4 啟  

您 檔

 

 Avira 產  

   Avira  

  內  

   [ ]  

  [ ]  

-  - 

   [ ]  [狀 ]  

   [ ]  [ ]  

  [ ]  

-  - 

   [ ]  [ ]  [ ]  

  [ ]  

 

2 . 

  

 

您  Windows  
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4.3.5 檔  

檔內 碟 錄  

檔  

檔 您  

檔  

您 檔  

檔 ( )  

您 檔  

檔  

啟 檔  

 Windows XP  Windows 2000  

  檔啟   

 Windows Vista  

  Microsoft Windows Vista 

錄 檔 您

檔 您 每

檔  

 檔啟  Windows Vista 

錄 檔  

 啟

檔 錄 檔  

檔  

   [ ]  [PC ] > [System Scanner]  



 Avira Internet Security  

Avira Internet Security - ( : 12 Jun. 2013) 62 

  檔  

  檔  

 - - 

 檔 [ ]  

 - - 

 檔 

   (Windows XP    Windows Vista  ). 

  [Luke Filewalker]  

   

您 檔  

  檔  [ ] 

檔 狀 啟 碟 錄  

  + 錄  

  - 錄  

  錄 您 錄  

 錄  

 錄 錄 ( ) 

 錄 錄 ( 錄 ) 

 錄 ( ) 

您 檔  

     檔  

  [ 檔] 檔 檔  

  檔  . 

  錄 錄  
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 錄  

 錄 錄 ( ) 

 錄 錄 ( 錄 ) 

 錄 ( ) 

4.3.6 拖  

拖  

  Avira 產 啟  

  您 檔 錄  

  檔 錄拖  [ ]  

  [Luke Filewalker]  

   

4.3.7 內  

內  

  您 檔 錄  (  [Windows 檔 ] 

桌 啟  Windows 錄)  

  [Windows 檔 ] 內  

  內  [  Avira 檔 ]  

  [Luke Filewalker]  
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4.3.8  

Note 

 

 

   [ ]  >  

      

  [ ]  

   

   [ 步]  

  [ ]  

   [ ]  

   [ 步]  

  [ 檔]  

  檔  

   [ 步]  

  [ ]  

   

  

 每  

 每  

  

  

  
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   ( )  

 

 

   [ 步]  

  [ ]  

   

  

  

  

  您  [ ]  

 

   [ ]  

   > 狀 啟  

( )  

   

步  
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4.3.9  Rootkit  

 Rootkit 檔 [  Rootkit 

]  

 Rootkit  

   [ ]  > Scanner  

  檔  

  檔 [  Rootkit ]  

  錄 錄  

   (Windows XP  Windows Vista  )  

  [Luke Filewalker]  

   

4.3.10  

 Avira 產 您  [ ]  [ ] 

 Avira 產  

Real-Time Protection  ProActiv  [Real-Time 

Protection ]  

Scanner  

 

Scanner  

啟 值  

 Scanner 

您 內 檔  
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您 檔  

您 檔  Scanner  

 

您   

Real-Time Protection  

 

絕 桌  

桌 您  [ ] 

 Scanner 步  Scanner 

啟 您 內 檔  

( 閱  > Scanner)  

 

您   

 Mail Protection Web Protection  

 

您

 啟 值  

 

您   

您  

[ ]  

您  
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 (Avira Real-Time Protection Avira 

Scanner Avira Mail Protection Avira Web Protection) 

 

Scanner  Real-Time Protection  (  ProActiv )  

 

檔  

檔  

 

檔  *.vir 檔  檔  ( )  

檔  

 

檔  (*.qua) 碟 錄 

INFECTED  

錄 檔  Avira  

 

  [ ]  

  

 

步  檔  

 

檔  檔  
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[ ]  

 

Real-Time Protection Real-Time Protection 

步  檔  

檔 步 啟 檔

步  

 

Rootkit  

 |  

碟  

 Avira 產 您  

 

您  

ProActiv 狀  Real-Time Protection  

( )  

 

 ProActiv 

  [內 ]  

檔 內 ProActiv  ( 閱 

)  
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 (  )   ProActiv  

 

 (  )   

( 閱 )  

 

  ProActiv  

Mail Protection 內  

 

 ( )   

內  

 

 內  

 

內  

內  

 

 

 ( 內 )  
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您   

[ ]  

戶 絕 啟  

Mail Protection  

 ( ) 

 ( )  

您 戶  您  

您 戶  

 ( ) 

您 戶  

您  

您 戶  

 

 

 

 

Web Protection  

絕  

/ 檔 您  

您 絕  
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/ 檔  

檔 值  

Avira  

 

Web Protection 

/ 檔 您  

 

您   

[ ]  

 

您 檔  

  

 

您 啟 檔  

您 檔 http://www.avira.tw/sample-upload 

您 檔  HEUR/  

HEURISTIC/ 啟 檔 HEUR/testfile.*  

4.3.11 檔  (*.qua) 

檔  

   [ ]  >  

  查哪 檔 檔  

您 檔  

http://www.avira.tw/sample-upload
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  檔   

  [ ] 內 檔  

您 檔  

 Avira 產 檔 您 檔  

您 檔 檔  

  檔   

  您 檔  

   [ ] 

內 檔 狀  

檔  

  檔   

  您  [ ]  

您 檔  Avira  

  您 檔  

      

  啟內 您  

   

  檔  檔  

  HTML HTML  

   [ ]  

  檔  Avira  
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 Avira  

啟  ( 檔 )  Avira 

產 檔  Avira 

產 檔 檔

 

檔 您 檔 檔

 

檔 您 您  Avira 

產 檔 狀  

  

 

檔  20 MB ( )  8 MB ( )  

  

 

您 檔   

您 另 錄  

    

  [ ] 啟 您 錄  

  您 錄  

  錄  

 

檔  
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您 檔  

    

  檔  - 啟  

  檔  

您 檔  ( 閱 檔 )  

4.3.12 檔  

 

 Windows XP  

 檔 錄  

 檔 錄  

 Windows Vista  

  Microsoft Windows Vista 

錄 檔  

您 檔  

您 每 檔  

 檔 錄  

 檔 錄  

錄  

檔  

 

 

 [ ]  

夠 檔  
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  檔  

   [ ]  >  

 

檔  *.eml    

檔  

  檔  (Windows XP Windows Vista  )  

 

 

檔  *.eml    

  您 檔  

   [ ]  

  檔 錄  

檔 錄  

  檔   

  您 檔  

   [ ]  

   Windows  [另 檔] 您 錄  

  檔 錄  

  檔 錄  
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4.3.13 檔  

檔  

   [ ]  >  

     

   Windows 您 檔  

  檔  [ 啟]  

  檔  

您  Avira Scanner 檔  

( 閱 檔  (*.qua))  

4.3.14 檔 檔  

檔 檔 檔  

( 檔)  

   [ ]  > Scanner  

  您 檔  

  內  

   [檔 ]  

  內 步 內  

  [ 值] [ 檔 ]  [ ]  

   [ ]  

  [ 檔 ] 內 檔 檔  

您 檔  

  檔  [ ]  
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您 檔  

  檔  

   [ ] 檔 檔  

 10   (*  ?) 

 

4.3.15 檔 桌  

您 桌 檔 啟  Avira 產  

檔 桌  

   [ ]  > Scanner  

  您 檔  

     

  桌  

4.3.16  

Avira 產 產   >  (Windows 

)   

 Backup 

 FireWall 

  

 Mail Protection 

 Real-Time Protection 

 Safe Browsing 

  

 Scanner 
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  

 Web Protection 

 

  

  

  

  

 

   [ ]  >  

  啟  

 -  - 

  

   

 -  - 

  

4.3.17  

哪  ( )  Mail Protection  ( )  

   [ ]  > Mail Protection  

  內  

  您  Mail Protection  

   Mail Protection  

  

 垃圾  
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垃圾  

 

 Mail Protection  

 

 [ ]  Mail Protection >  > 

您

 

4.3.18  AntiSpam  

AntiSpam 內  您 錄  

內 垃圾 您

 

 

   [ ]  > Mail Protection  

  內  

  您  

  垃圾

 

  垃圾  

 

您  Mail Protection >  > AntiSpam 
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AntiSpam  IMAP   IMAP 

 ([  - 

] [垃圾  - ])  您  IMAP 

 

4.3.19  FireWall   

 您 卡  

 

 

擊  

 

 TCP  UDP  

擊  

( ) 

 

 

 

擊  

 

卡  
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 Avira FireWall  [ ]  

 FireWall  

   [ ]  > FireWall  

   

   

4.3.20 份 

 Backup 您 份   [Avira Backup] 

您 份  [Avira 

Backup] 您 份  

檔  

 

份 份 份  

份內 份  

檔 份

份 檔  

  

 

 [Avira Backup] 

值 檔 檔  

您  [Backup] > [ ]  

 Backup  

   > Backup  
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  份 檔  

  份 檔  

 - - 

 份 檔 [ ]  

 - - 

 份 檔 

   [ 錄] 檔  

 份 碟 碟 (  USB 

碟 碟 ) 錄  

     

  [Avira Backup] 份  

份 狀 份  

您 份 檔  

  檔  [ ] 

檔 狀 啟 碟 錄  

  + 錄  

  - 錄  

  錄 錄  

 錄  

 錄 錄 ( ) 

 錄 錄 ( 錄 ) 

 錄 ( ) 

您 份 檔  

    [ 檔]  
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  [ 檔] 檔 檔  

    份 檔  

  錄 錄  

 錄  

 錄 錄 ( ) 

 錄 錄 ( 錄 ) 

 錄 ( ) 

4.3.21 份 

說 啟 份  

   [ ]  >  

     

  [ ]  

   

   [ 步]  

  [ ]  

   [Backup ]  

   [ 步]  

  [ 檔]  

  檔  

 

份 檔  

   [ 步]  
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  [ ]  

   

  

 每  

 每  

  

  

  

  

份 檔 碟

份  啟 份  USB 

碟  

   

   ( )  

 

 

   [ 步]  

  [ ]  

   

  

 份  

 份  

   [ ]  

   > 狀 啟  

( )  
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步  
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5. Scanner 

 Scanner 您  ( )  

檔  

 內  

您 檔 錄 您 內  

(  [  Avira 檔 ] )  

內 另 啟  

 拖  

您 檔 錄拖 Scanner 

檔 錄 錄  

您 桌 檔 錄 您  

 檔  

您 錄 碟  

( 您 檔 錄 碟 ) 您  

您 每 錄 碟

檔   

  

您  

 Rootkit  

 

 檔  Rootkit  Rootkit  

 檔 [ ]  

  [ ]  [ 錄 ...]  
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6.  

狀 檔  

 Avira 產   Avira 

產 狀   

 檔  

 檔內  Avira 

產  

  

 內  Avira 產  

 檔  (產 )  

 產  

查 檔 產 狀  

產 您 啟  

檔 啟  

產 您  

您 產  

您 檔 產  

 

產  

 

查  Windows 

檔 說  

URL   Windows 

檔 檔  



 更新 

Avira Internet Security - ( : 12 Jun. 2013) 89 

2   

您 內

 您 啟  

 [ ]  [狀 ]  

 內  

您   Avira 

 您  [ ] > [ ]  
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7. FireWall 

Avira Internet Security 您  

 Avira FireWall 

您  Windows 7 您  Avira Internet Security  Avira 

FireWall   
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8. Backup 

份 您  

 Backup 份 

您  Backup  Backup 檔 檔 啟  

Backup  

 Backup 份 

[ ] 您 份  [ ] 

份  您 份  
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9.  

 Avira 產 步  

 閱 說  

 閱  

 閱 Windows  (Windows XP  Vista)  Windows 

 (Windows 7  8) 

9.1 說  

您  

 檔 啟  

 啟 檔  ...  

  

 狀  

 份  

 啟  Avira Real-Time Protection  Avira Mail Protection  

 Avira Mail Protection  

  Avira FireWall  Avira FireWall 

虛  ( VMWare Virtual PC) 

 

  Avira FireWall 虛  (VPN)  

  TLS  Mail Protection  

  

檔 啟  

檔  
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  啟 您 啟 檔 錄 啟   

啟 檔  ...  

您   

   WWW 夠  

 

 Proxy  

  查 Proxy  

您  update.exe 檔  

  您  update.exe 檔  

 

  查 [ ] ( )  >  

 

檔  Windows  

   Avira 產  

  您  Windows XP  [ ]  

  啟  [ ]  

  啟  Avira 產  [ ] ( )  

  Scanner >  > 檔  > 檔  [ ]  

  碟 啟  

  啟  [ ]  

   

  啟  [ ] ( )  
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狀  

Avira Real-Time Protection  

   [狀 ] 啟  [ ]  [Real-Time 

Protection]  

- - 

   [ ] 啟內   [啟  Real-Time 

Protection]  

  

Avira Real-Time Protection  

   Avira Real-Time Protection  Avira 

Real-Time Protection  127.0.0.1 (localhost)  

  Avira Mail Protection  

 

  查 Avira Real-Time Protection 啟  

啟  [ ] > [ ] > [ ]  

啟  (  Windows XP  Applet  

[ ] 錄 )   [Avira Real-Time Protection]  

啟 自動 狀 已啟動   

[啟 ] 啟  查  

份  

份 Avira Real-Time Protection 份 檔  

   [  ( )]  [Real-Time Protection] > [ ] > 

[ ] 份  
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啟  Avira Real-Time Protection  Avira Mail 

Protection  

 TCP/IP  Avira Real-Time Protection  Avira Mail 

Protection   

   Avira Real-Time Protection  Avira Mail Protection  

Avira Real-Time Protection  127.0.0.1 (localhost)  

  Avira Mail Protection  

Avira Mail Protection  

 Avira Mail Protection 查  Avira Mail Protection 

 

查  

  查您 戶 夠  Kerberos APOP  RPA  

 

  查您 戶 夠  SSL (  TLS  )  

Avira Mail Protection  SSL  SSL  

您  Mail Protection  SSL  

Mail Protection   Mail Protection  [Mail 

Protection] > [ ]  

  Avira Mail Protection 啟  啟  [ ] 

> [ ] > [ ]  啟  (  Windows XP 

 Applet  [ ] 錄 )   [Avira Mail 

Protection]  啟 自動 狀 已啟動  

 [啟 ] 啟  

查  您  [ ] > [ ] 

> [ ] > [ ]  Avira 

產 啟  
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 SSL (  TLS ( ))  POP3 

 

 Kerberos RPA  

Avira 產 查  

 

您  Microsoft  

 Avira FireWall  Avira FireWall 

虛  ( VMWare Virtual PC) 

 

虛  (  VMWare 虛 )  Avira FireWall 檔 

Avira FireWall Avira FireWall 

虛  FireWall  

虛 卡  

虛  (UDP ) 

 Avira FireWall 

絕  

步  

   [ ]  [ ] > [FireWall]  

   [ ]  

 [ ]  您  [ ]  

  啟  [ ]  

   [ 卡 ]  
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   [ ]  

   [ ]  [UDP]  

   [ ]  

   [ ]  

  查  [ 絕  IP ]  

 

 UDP  

虛  

 Avira FireWall 虛  (VPN)  

 VPN  (  

GRE )  

 Avira FireWall  [ 卡 ]  VPN  

 VPN  

 TLS  Mail Protection  

Mail Protection  

(TLS )   

   25 (SMTP )  Mail Protection 

 

   TLS 戶  TLS  

   [Mail Protection] > [ ]  ( ) Mail Protection 
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 HTTP 內  'transfer-encoding: chunked' 

 

Web Protection 

查  

 transfer-encoding: chunked  Web Protection 

 

   URL  ( 閱 Web Protection >  > 

)  

9.2  

 ( ) 您 擷 啟  

 說  

9.2.1  

 說  

Ctrl + Tab 

Ctrl + Page 

down 

 

 

Ctrl + Shift + 

Tab 

Ctrl + Page up 
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Tab  

Shift + Tab  

 啟  ( )  

Alt + 

 

啟  

 

F4 

啟  

Esc  

 

Enter 啟  
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9.2.2 說  

 說  

Alt +   

Alt + Tab 說 啟  

Alt + F4 說  

Shift + F10 說 內  

Ctrl + Tab  

Ctrl + Shift + 

Tab 

 

Page up 內  

Page down 內  
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Page up 

Page down 

 

9.2.3  

 

 說  

F1 說  

Alt + F4  

F5  

F8 啟  

F9  

 

 說  

F2 檔 

F3 檔  

F4 檔 桌  

Ins 檔 
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Del 檔 

FireWall  

 說  

Return  

 

 說  

F2  

F3  

F4  

F6 ... 

Return  

Ins 檔  
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Del  

 

 說  

F2  

Return  

Ins  

Del  

 

 說  

F3 檔 

F4 檔 

Return  

Del  
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 說  

F3  

Return  

Del  

9.3 Windows  

- Windows XP Service Pack 2  Windows Vista - 

9.3.1  

Windows 查 狀  

 

( )

 

9.3.2 Windows 您  Avira 產  

FireWall 

您  

 FireWall 啟 /FireWall 啟  

 FireWall /FireWall  

FireWall 啟 /FireWall 啟  

 Avira 產  Windows  您  
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FireWall /FireWall  

您  Avira FireWall  

 

 

您 狀 啟  Avira FireWall  

 

您  Avira FireWall 

 

/  

您  Windows  

  

 狀  

 啟 

  

  
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 Windows 您  

 

 

 Avira 產  

狀  

您  Windows XP Service Pack 2  Windows Vista  Avira 

產  Windows XP Service Pack 2  Windows Vista  

Avira 產  

 

 

 Windows 您  Avira 

產 狀   

啟 

 Avira 產 您  
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您  Avira 產 狀  Avira Real-Time Protection 啟  

 

您  Avira Real-Time Protection  Real-Time Protection 

 

 

 

您 狀 啟  Avira Real-Time Protection  

您 啟  Avira Real-Time 

Protection 啟  

 

您  Windows 

您 狀  
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Windows Vista  

 

Avira 產  Windows  您  [ ] 

啟  

  

 

您  Windows XP Service Pack 2  Windows 

Vista   Windows 

您  

您

 

9.4 Windows  

- Windows 7  Windows 8 - 

9.4.1  

 

 Windows 7 Windows Windows 

 您 狀  
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Windows 查 狀  

您  [ ] > [ ]  

 

( )

 您  您  [ ]  

[Windows ] 狀  

Windows  您  

( )  

您  ]  

( )  

9.4.2 Windows 您  Avira 產  

 

您  Windows  FireWall  

 Avira FireWall 啟  

 Windows   Avira FireWall 狀  

 Windows    

Avira FireWall 啟  

 Avira 產  Windows  您  [ ] > [ ] > 

[ ] Avira FireWall 啟狀  您  

Avira FireWall  (  Windows   Avira FireWall 

 W)  

 

 [ ] > [Windows ]  Windows 

 Avira FireWall 產  
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您  

Windows 您  

您 Avira 產 您   

 

Windows  Avira FireWall 狀  

您  Avira FireWall  

 

 

您  Avira FireWall 

 

Windows   

 

 Windows  Avira 啟   

  Windows 7  

Avira FireWall  Windows  

Avira FireWall   Avira  
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您  Windows  

 Avira Desktop 狀 啟   

 Avira Desktop  

 Avira Desktop 狀  

 Windows  

 Avira Desktop  

Avira Desktop 狀 啟 

 Avira 產 您  Windows  

您  [ ] > [ ] Avira Desktop 

狀 啟  您  Avira 產 狀  Avira Real-

Time Protection 啟  

Avira Desktop  

您  Avira Real-Time Protection  Real-Time Protection 

  

 

 

您  Avira 狀 啟  Avira Real-Time 

Protection  您 啟  Avira Real-Time 

Protection   Windows  [ 啟] 

啟  Avira 產  您  Avira   
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[ ] Real-Time Protection 

啟  

Avira Desktop 狀  

您  Avira 檔 您 Avira 

產 檔  Windows  Avira 

產 您  

 

 

 Windows 您  Avira 

產 狀   Avira 產  

Windows  

 Windows 您   

 

 

 Windows 8  Windows Defender 

 

 

 Avira 產  
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Avira Desktop  

Avira 產  Windows  

您  [ 閱]  Avira  

 

 

 Windows 8  

 

您  Windows  

 Avira Desktop 啟  

 Windows Defender  Avira Desktop 狀  

 Avira Desktop 狀  

 Windows Defender  

 Windows Defender  

Avira Desktop 啟 

 Avira 產 您  Windows  

您  > Avira Desktop 啟  

您  Avira 產 狀  Avira Real-Time Protection 啟  

Windows Defender  Avira Desktop 狀  

您  Avira Real-Time Protection  Real-Time Protection 
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您  Avira 狀 啟  Avira Real-Time 

Protection  您 啟  Avira Real-Time 

Protection   Windows  [ 啟] 

啟  Avira 產  您  Avira   

[ ] Real-Time Protection 

啟  

Avira Desktop 狀  

您  Avira 檔 您 Avira 

產 檔  Windows  Avira 

產 您  

 

 

 Windows 您  Avira 

產 狀   Avira 產  

Windows Defender  

 Windows Defender 啟 您  您  Avira 

產   
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Windows Defender  Windows 

 

Windows Defender  

Windows Windows Defender 

 Windows  

您  您  Avira 

產 Avira   
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10.  

Avira Internet Security  

您 說  

 

  

  

10.1  

 

 

 

 

您  Avira 產  [ ] 啟  (  [ ] 

) 您  Avira 產  

/ 碟  

 

您  Avira 產 /  [ / ] 啟  

(  [ ] ) 您  Avira 

產  

 

APPL  
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您  Avira 產  (APPL)  [ ] 啟  (  

[ ] ) 您  Avira 產  

戶  

狀

  ( 戶 ) 

內  

您  Avira 產 戶  [ 戶 ] 啟  (  

[ ] ) 您  Avira 產  

 

  0190/0900 

 (  09x0 

 09x0 )  

 

內  

 

 ( ) 

  

產  

偷偷  

 ISP ( ) 

每  0190/0900 

 ( 產 )  

 0190/0900 

每  
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您  

(0190/0900 )  

Avira 產  

[ ] 啟  (  [ ] 

) 您  

您  0190/0900  

您 檔  

檔 檔  

檔 檔   

您  Avira 產 檔 檔  [ 檔 檔 ] 啟  (  

[ ] ) 您  Avira 產 檔  

 

您

 

 

 

擊

擊  

您  Avira 產  [ ] 啟  (  [ ] 

) 您  Avira 產 檔  

 

咖  ( )  

踩

 您  
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( )  

 

 

您  Avira 產  [ ] 啟  (  [ ] 

) 您  Avira 產  

您  

 

 

 

碟  (DRAIN.COM)  (BUGSRES.COM)  

 徵狀  

 

Avira 

產  

[ ] 啟  (  [ ] 

) 您  

 

 ( ) 

瞄

戶 戶  

您

 (Internet Crawling 

Spider) 攔 您  

您  Avira 產  [ ] 啟  (  [ ] 

) 您  Avira 產  
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您 您

 

您  Avira 產  [ ] 啟  

(  [ ] ) 您  Avira 產  

 (PCK) 

檔 檔  

您  Avira 產  [ ] 

啟  (  [ ] ) 您  Avira 

產  

10.2  

 

 

 

 

 

 

擊  
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碟  

 

 

殭  

 ( )  

殭

 ( )  

擊

 

 

 

 ( ) 

 擊  

 

 

您

 

 

 

擊

擊  
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每  

 

 ( )  

錄 擊   - 

 

擊 錄  

 

 ( WinWord 6.0  

WordBasic)  

 

啟

 

擊 檔 擊

 

 

檔 查  

 

份   DNS 

擊  

檔 擊
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瞄  

揭 戶  PIN  TAN  

 

絕 卡

PIN TAN  

 

  

 

夠  

 

 

狀  

Rootkit 

Rootkit 

錄  

 

 

內
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 Javascript VBScript 

 

檔  ( )  

 

 

 

 

攔 內  

擊  

 ( ) 

 

 

 

 (SEX.EXE  

STARTME.EXE) 啟  

啟 碟  

 

 

擊

  (DoS) 

擊 垃圾  
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11.  

 

 閱  

 閱  

 閱 檔  

 閱  

 閱 您  

11.1  

您  Avira 產  

閱說  >  Avira Internet Security  

11.2  

Avira 您 幫您  

您   

http://www.avira.tw/premium-suite-support 

您 您  

  您 說  >  Avira Internet Security > 

 閱  

  您 說  >  Avira Internet Security > 

 閱  

  Service Pack  

  

http://www.avira.tw/premium-suite-support
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 檔  

11.3 檔  

產 檔  

您  

  

(  ) 檔 內 檔  

  (  WinZIP PKZip Arj ) 

檔  

virus-premium-suite@avira.tw 

檔  

( )  

 您 檔 http://www.avira.tw/sample-upload 

11.4  

您  Avira 產 檔 檔  

(  WinZIP PKZip Arj )  

virus-premium-suite@avira.tw 

檔  

( )  

11.5 您  

 Avira 說 戶  每  Avira 

產 產  

 

您 產  

vulnerabilities-premium-suite@avira.tw  

mailto:virus-premium-suite@avira.tw
mailto:virus-premium-suite@avira.tw
http://www.avira.tw/sample-upload
mailto:virus-premium-suite@avira.tw
mailto:vulnerabilities-premium-suite@avira.tw
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12.  

錄  

12.1 Scanner 

 [Scanner]  ( ) 

12.1.1  

您  ( )  

您 錄 Scanner  

  

  

 錄 檔 檔  

檔  

Scanner 檔  ( ) 檔  

檔  

啟 檔  ( 內 檔 ) 

  

 

啟 檔 檔  

檔  

啟 檔   Avira 

檔 內  
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檔

檔  啟  

 

檔 啟 檔  

檔  

啟 檔 檔  

檔  

檔  

 

啟 您 檔  [ 檔 ] 

檔  

檔  

啟 檔

檔  檔 您  

 

 

 

碟  

啟 Scanner 碟  

啟 狀  

 

啟 Scanner 碟  



 參考：組態選項 

Avira Internet Security - ( : 12 Jun. 2013) 129 

檔  

啟 檔  

檔  

說 檔  (HSMS) 

碟 檔  啟 狀  

檔 查 

啟 每  Windows 

檔 查 查 檔  

檔 檔   

 

 

 Windows Vista ( )  

  

 

您 檔

  skinpacks TuneUp  

Vista Customization  

 

啟 Scanner  

錄  
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啟 Scanner 

檔 錄 檔

 

 

檔  (  

mklink.exe 產 )  (  junction.exe 產 )  

 Rootkit  

啟 啟  Scanner  Windows 

錄  Rootkit  檔  

Rootkit 夠  

Rootkit  您 檔  

 

Rootkit  Windows XP 64  

  

錄 

啟 錄  

您 檔  

碟 檔  

啟 碟  

您啟  
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啟 您  [Luke Filewalker] 

 [Luke 

Filewalker]  [ ]  

您  啟 狀  

 

Scanner  

  

 

 Scanner 

 Scanner  

 Scanner 

 

 

Scanner  

 

啟  

 

 

Scanner   Scanner 

 

 

您 Scanner  

( ) 
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啟  Scanner   Scanner 

您 內 檔  

您 檔  

您 檔  Scanner  

 

 Scanner  [ ]  

內 步  

 

啟  Scanner 

您  

檔  

啟 Scanner 份  

檔 值 份  

您 份  Avira 步 查  

 

 Scanner  

檔

 

 

您  [ ]  ( )  

 

啟 Scanner 檔   Scanner 

檔  
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 Scanner 檔  

 

啟 Scanner 檔  檔  

( )  檔  

 

啟 Scanner 檔  

檔  Avira  

 

啟 檔   

 

啟 檔 檔 狀  

 

檔   

 

啟 Scanner 檔  

檔  

 

您  [ ]  ( )  

您 檔 哪  

 

啟 Scanner 檔  檔  

( )  檔  
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啟 Scanner 檔  

檔  Avira  

 

啟 檔   

 

啟 檔 檔 狀  

 

檔   

 

啟 Scanner 檔  ( )  

檔  

 

您  [ ]  [ ] 

您 啟

檔  

 

Scanner 

 

檔  ( ) 

 

啟  啟 值  
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啟  

檔  

啟 檔 檔 Scanner 

檔 檔  ( )  

每 檔 啟   *.zip  *.xyz 

檔  Scanner  啟 值  

 

 

 

 

啟 您  

( )   

 

Scanner 

 

 

啟  [ ]  

您  值  

1  99  值  20  

值 

值  
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您  Scanner  您  

 

Scanner 檔 ( ) 

 Scanner 檔  

 

您 檔 您  

 

 6000  

 

檔  

 

檔 錄 檔  

查 檔 檔 您 檔

 檔  

 

您 檔  

檔  

 

啟 您 檔  

您 檔 檔  
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您 檔 檔  

( 碟 )  

 

您 檔  

 

  
  

啟  

啟  ( ) 

Avira 

產 內 內 啟

 

涉 查

 徵  

  

 

啟  

啟  

您  Avira 產 內 啟  

啟

您  

啟  

啟  (AHeAD) 
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啟  AHeAD 

您  Avira 內 內  Avira AHeAD 

啟  ( )  

啟 您 啟  

啟 狀  

 

啟

 

 

 

您 啟 啟  

 

啟  

12.1.2  

Scanner  您  

檔  

( ) 

 

 Scanner 

您 啟 檔

 

 

 

啟 Scanner  
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值 

啟 Scanner 錄 檔  

檔  

 

啟 Scanner 錄  

(cloud)  Protection Cloud  

 

啟 Scanner 錄 檔  

檔 檔  

 

您 檔  ( ) 檔  

12.2 Real-Time Protection 

 [Real-Time Protection]  

( ) 

12.2.1  

您 您  您  Real-Time Protection (= 

)  

您 啟 檔

 ( ) 

檔  

Real-Time Protection 檔  ( ) 檔  
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檔  

啟 檔  ( 內 檔 ) 

 

 

啟 檔 檔 啟 檔

檔  

檔  

啟 檔  

檔 內  

檔

檔  

 

檔 啟 檔  

檔  

啟 檔 檔  

檔  

檔  

啟 狀  

 

啟 您 檔 檔

檔  
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檔  

啟 檔 檔

 檔 您  

 

檔  

 

檔  

 

啟 Real-Time Protection 

檔  

 

啟 Real-Time Protection 檔  

您 檔  

 

啟 Real-Time Protection 

啟 檔 檔 檔  

啟 狀  

碟  

碟  

啟 碟 碟 碟  ( 碟 ) 

檔  
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啟  [ 碟 ] 

 

 

碟  

碟  

 

碟 檔  [ 碟 ] Real-

Time Protection 檔  

碟 檔 啟狀  

[ 碟 ]  檔  [ 檔 ]  

檔 碟 檔  Real-Time 

Protection 檔 檔  ( 閱 Real-

Time Protection >  > )  

啟  

啟 Real-Time Protection 碟 檔  

碟 碟

 

 

 

啟  檔  

 檔  

您 檔  
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產  

查  

 

Real-Time Protection 

 

您  值  

1 檔  

檔  

檔  

檔 值  10  

 (KB) 

 值  1000 KB  

 

您 Real-Time Protection  

( ) 

 

啟  Real-Time Protection 

桌  

您

  啟 狀  

 

您 步  

您 啟  
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Real-Time Protection 檔  

 

Real-Time Protection 檔  檔  

( )  檔  

 

Real-Time Protection 檔  

檔 值  Avira 

 檔 您  

 

檔   [ ]  ( 閱 )  

 

檔 檔  

 

Real-Time Protection 檔  

檔  

 

 Real-Time Protection  [ ] 檔  

值 

您 啟  

啟 值  

 

您  [ ]  
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啟  Real-Time Protection 

您  

檔  

啟 Real-Time Protection 

份  份  

值  

您 份  Avira  

您  

 

 Real-Time Protection  

檔

 

 

您  ( )  

 

啟 Real-Time Protection 檔   Real-

Time Protection 檔  

 

 Real-Time Protection 

檔  

 

啟 Real-Time Protection 檔  

檔  ( )  

檔  
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啟 Real-Time Protection 檔  

錄 檔  Avira  

 

啟 檔   [ ]  

 

啟 檔 檔 狀  

 

檔   

 

啟 Real-Time Protection 

檔  檔  

絕  

啟 啟 Real-Time Protection 

檔  啟 Real-Time Protection 

錄  

  

 Real-Time Protection  [ ] 檔  

 

您  ( ) 

 您 檔 哪  
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啟 Real-Time Protection 檔  

檔  ( )  

檔  

 

啟 Real-Time Protection 檔  

檔  Avira  

 

啟 檔   [ ]  

 

啟 檔 檔 狀  

  

檔   

 

啟 Real-Time Protection 

檔  檔  

絕  

啟 檔 啟 Real-Time 

Protection 檔  啟 Real-Time 

Protection 錄  

 

您  [ ]  [ ] 

啟 檔

 



 參考：組態選項 

Avira Internet Security - ( : 12 Jun. 2013) 148 

步  

錄 

啟 每  Windows 錄  

您  Windows  啟 狀  

( ) 

 

您  Real-Time Protection  ( )  

 Real-Time Protection 

檔  

份  ( ) 

檔  

每  

 

Real-Time Protection  

檔  Real-Time Protection  

 

  

檔  255  您  128 

  6000  

 Unicode  

您 錄  

碟  [磁碟代號]：\ 

 (:) 碟  

您  * ( )  ? ( )  
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C:\Program Files\Application\application.exe 

C:\Program Files\Application\applicatio?.exe 

C:\Program Files\Application\applic*.exe 

C:\Program Files\Application\*.exe 

 Real-Time Protection 

* ( ) ? ( ) / ( ) \ 

( ) . ( ) : ( )  

您 內  Real-Time Protection 

 application.exe 

檔 碟  

碟 檔 碟  

碟  

碟 檔  碟 碟  

CD DVD  USB 碟  

 

錄 檔

 

 

啟 您 檔  

 

啟  

 

您  

 

您  

 Real-Time Protection 檔  
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檔  Real-Time Protection  

 

您 檔  

檔  

 6000  

您  * ( )  ? 

( ) 檔  (內 )  

C:\Directory\*.mdb 

*.mdb 

*.md? 

*.xls* 

C:\Directory\*.log 

錄  \  

錄 錄  

每 碟  ( 碟 )  20  

 

C:\Program Files\Application\Name.log 

 64   

*.log 
\computer1\C\directory1 

碟 碟 錄 碟

 

\Device\HarddiskDmVolumes\PhysicalDmVolumes\BlockVolume1\ 

您  (  C:\DynDrive) 碟  您  Real-

Time Protection 檔  

 

啟 您 檔  
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您 檔  

 

您 檔  

步  

 DOS 檔  (8.3 DOS ) 

檔  

內 檔   

C:\Program Files\Application\applic*.exe\ 

 

碟 您 碟 碟 檔

 Real-Time Protection   UNC 

碟  UNC  (IP 

碟 ) 檔  

Real-Time Protection   Real-Time Protection 檔  

UNC  

\\<電腦名稱>\<啟用>\ -  - \\<IP 位址>\<啟用>\ 

您  Real-Time Protection 檔  Real-Time Protection 

檔    [Real-

Time Protection] > [ ]  Real-Time Protection  

[ ]   Real-Time Protection 

啟 狀 檔 碟 碟  

您  Real-Time Protection 檔  檔  

[ ] > [Real-Time Protection]  

啟  

啟  ( ) 
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Avira 

產 內 內 啟

 

涉 查

 徵  

  

 

啟  

啟  

您  Avira 產 內 啟  

啟

您  

啟  

啟  (AHeAD) 

啟  AHeAD 

您  Avira 內 內  Avira AHeAD 

啟  ( )  

啟 您 啟  

啟 狀  

 

啟

 

 

 

您 啟 啟  
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啟  

12.2.2  

Real-Time Protection 

錄 錄  

( ) 

 

檔 內  

 

啟 Real-Time Protection 錄  

您 錄 您

 

值 

啟 Real-Time Protection  

( ) 

錄 檔 懂  

啟 狀  

 

啟 Real-Time Protection 檔  

 

啟 Real-Time Protection 

錄 檔 檔 檔  

檔 
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 n MB 

啟 檔   1  100 MB 

值  檔  50 KB  

錄檔  50 KB 

 50 KB  

份 

啟 檔 份  

檔  

啟 錄 檔  

 

您 檔 檔  100MB 

檔  檔 份  

檔 份  份  

12.3  

您  [ ]  您  

 

 n / /  

您  

 

 ( ) 

啟

 ( ) 
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啟

( ) 

12.3.1  

 

您  ( ) 

 

 ( ) 

您  

 

您  

哪  

啟  您  Windows 

 

 

戶  

 

戶  您  (*)  

 

您 戶 您
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 ( SmartSurfer Oleco ) 

 

 

啟

 

 

 Windows XP  

啟  

Proxy  

Proxy  

 Proxy  

啟  Proxy  

 Proxy  

啟  Windows  Proxy 

  [ ] > [ ] > [ ] > 

[ ] 您  Windows  Proxy  

您  Internet Explorer  [ ]  

 

您  Proxy  [  Proxy ] 

 [  Proxy ]  

Proxy  
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 Proxy  

您  Proxy  

 

 Proxy  IP  

 

 Proxy  

 

 Proxy  

 

 Proxy  

您  (*)  

 

proxy.domain.com 8080 

192.168.1.100 3128 

12.4 Backup 

您  [ ] > [ ] > [Backup]  Avira 份  

( ) 

12.4.1  

您  [ ]  Backup  

 Backup 檔  

啟 份 份 份 檔

檔  

每 份 檔 份 檔

份 檔  
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啟 份

份  

份  

啟 份 檔  

檔  

啟  

12.4.2  

您 份 檔 檔  

份 檔  

份 檔  

 

 6000  

  

 

檔 錄 檔  

 

檔  

錄  

 

啟 您 檔  

您 檔 份 檔  

您 檔 每 檔  

( 檔 碟 )  
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您 檔  

 

  

 

值  

 

 檔  * ( )  ? ( )  

  

 錄 錄  

 檔  (內 )  

  DOS 檔  (8.3 DOS ) 

檔  

 

內 檔   

C:\Program Files\Application\applic*.exe\ 

 

 

 application.exe 

 \Program Files\ 

 C:\*.* 

 C:\* 

 *.exe 

 *.xl? 

 *.* 

 C:\Program Files\Application\application.exe 
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 C:\Program Files\Application\applic*.exe 

 C:\Program Files\Application\applic* 

 C:\Program Files\Application\applic?????.e* 

 C:\Program Files\ 

 C:\Program Files 

 C:\Program Files\Application\*.mdb 

檔  

檔  

啟 份 檔 檔  

啟 檔  

啟 份 檔 檔  

( 檔 檔 )  

檔  

啟 啟 啟 檔 份

檔  

檔 您  

啟 檔  

啟 檔 檔 檔  

檔  

啟 啟 啟 檔 份

檔  

檔 您  

12.4.3  

Backup 錄  
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檔 內  

 

啟 Backup 錄  

錄  

值 

啟 Backup  

( ) 

錄 檔 懂  

啟 值  

 

啟 Backup 檔  

 

啟 Backup 

份 檔  

12.5 FireWall 

12.5.1  FireWall 

Avira Internet Security 您  Avira FireWall  

 Avira FireWall 

12.5.2 Avira FireWall 

[ ] > [ ]  [FireWall]  Avira FireWall   
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卡  

 Avira FireWall 卡  ( miniport ) 

 ( 卡)  

Avira FireWall 卡 卡  

( ) 

 ICMP  

 TCP  

 UDP  

  

  

  

卡  您   > 

FireWall 卡  

您 卡  FireWall  

[ ]  

 

 Avira FireWall  [ ]  

ICMP  

 (ICMP)  

 ping  tracer 狀  

您 擊  ICMP 

  ICMP 

擊 每 擊  CPU  

 ICMP  
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 50 擊  

絕  ICMP  

  

  

 

 50 擊  

絕  ICMP  

/  

 ICMP  

您 份  ICMP  

/  

 ICMP  

您 份  ICMP  

擊 

您  ICMP  

50  
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絕  ICMP  

絕 絕  ICMP  

TCP  

您  FireWall  TCP 

  TCP 

擊  TCP  

擊 擊  

 TCP  

  

  5,000 內  50  ( ) 

 TCP  

錄 擊  

IP 擊  

  5,000 內  50  ( ) 

 TCP  

錄 擊  

IP 擊  

  

 

您

 TCP  
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您  TCP 

 

 

錄 錄 擊  IP  

 

 TCP 

擊  

UDP  

您  FireWall  UDP 

  UDP 

擊  UDP  

擊 擊  

 UDP  

  

  5,000 內  50  ( ) 

 UDP  

錄 擊  

IP 擊  

  5,000 內  50  ( ) 

 UDP  

錄 擊  

IP 擊  
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您

 UDP  

 

您  UDP 

 

 

錄 錄 擊  IP  

 

 TCP 

擊  

 

 Avira FireWall  

 

 

您  

 TCP  
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  Avira FireWall  

  135  TCP  

 {135}  {0-

65535}  0.0.0.0 (  0.0.0.0)  TCP  

 

錄  

 < >  < >  0  

絕 135  TCP  

 {135}  {0-

65535} 絕  0.0.0.0 (  0.0.0.0)  TCP  

 

錄  

 < >  < >  0  

TCP  

 {0-65535}  {0-

65535}  0.0.0.0 (  0.0.0.0)  TCP  

 

錄  

 < >  < >  0  

 {0-65535}  {0-65535}  

TCP  

絕  0.0.0.0  TCP (  0.0.0.0)  

 

錄  

 < >  < >  0  
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  {0-65535}  {0-

65535}  TCP  

 0.0.0.0  TCP (  0.0.0.0)  

 

錄  

 < >  < >  0  

/ 絕 TCP  

絕  TCP  

IP  

啟 您  IPv4  IPv6 

 

IP  

啟 您  IPv4  IPv6 

 

 

您

 

 

您
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錄 錄

 

 

內  

絕  

您 檔 檔  

內  

您 內 檔  

內  

您  

內  

您 內  

 TCP  
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 UDP  

  

 - 

  {0-66535}  {0-66535}  UDP 

  

 0.0.0.0  UDP  (  0.0.0.0)  

  

錄  

 < >  < >  0  

 {0-65535}  {0-65535}  

UDP  

絕  0.0.0.0  UDP (  0.0.0.0)  

 

錄  

 < >  < >  0  

  UDP  

 {0-65535}  {53, 67, 68, 

123}   0.0.0.0 (  0.0.0.0)  UDP   

 

錄  

 < >  < >  0  

/ 絕 UDP  

絕  UDP  
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IP  

啟 您  IPv4  IPv6 

 

IP  

啟 您  IPv4  IPv6 

 

 

您

 

 

您

 

 

 

 

 

 

 

錄 錄
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內  

絕  

您 檔 檔  

內  

您 內 檔  

內  

您  

內  

您 內  

 UDP  

 ICMP  

  

 - 

  IP  ICMP 

 0.0.0.0 (  0.0.0.0)  ICMP  

錄  

 < >  < >  0  

  

/ 絕 ICMP  

絕  ICMP  
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IP  

啟 您  IPv4  

IP  

啟 您  IPv4  

 

錄 錄

 

 

內  

絕  

您 檔 檔  

內  

您 內 檔  

內  

您  

內  

您 內  

 ICMP  

 IP  

  

 - 

 - 
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 絕  IP  

絕  0.0.0.0 (  0.0.0.0)  IPv4  

錄  

/ 絕 

絕  IP  

IPv4/IPv6 

您  IPv4  IPv6  

IP  

啟 您  IPv4  IPv6 

 

IP  

啟 您  IPv4  IPv6 

 

 

 

 

 Avira FireWall  

您 IP ICMP UDP TCP  

閱  

 

 

您  
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 說  

 您  您 啟 [ ] 

 您  

  

  

  

 您 另  

 

您 卡 卡  

卡 卡 卡  

[ ]  [ ]  閱  

  
  

 

您 拖  

 

您   [ 卡 ] 

您 內   
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 4662  TCP  4672  UDP 

 

TCP  

您  TCP  

UDP  

您  UDP  

 VMWARE  

 VMware 虛  

 IP 

 IP  

 

您  IPv4  IPv6  

IP  

啟 您  IP  

 

 IP  

 

您  IPv4  IPv6  

IP  

啟 您  IP  
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啟 您  

 IP 

 IP  

 

您  IPv4  IPv6  

IP  

啟 您  IP  

 

 IP  

 

您  IPv4  IPv6  

IP  

啟 您  IP  

 

啟 您  

 

 80  80  TCP  

 

您  
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 VPN  

 IP  VPN (虛 ) X  UDP 

X  TCP  ESP(50) GRE(47) 

 IP  

 

您  IPv4  IPv6  

IP  

啟 您  IP  

桌  

 3389 桌  ( 桌 ) 

 

您 桌

 

 VNC  

 5900  VNC (虛 )  

 

您 桌

 

檔  

檔  IP  137 139  TCP 

 445  UDP  

 

  IP  

  ICMP  
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  UDP  

  TCP  

  IP  

 

  IP  

  ICMP  

  UDP  

  TCP  

  IP  

 

閱FireWall > 卡 說  

 

 說  

 卡  
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您  

您  

 

  Avira 

FireWall 每  

 

 說  

  

啟  啟 啟  

 Avira FireWall  

( )   

絕   

 

您

卡  

  啟  [ ]  [ ]  

   [ ] > [ ] > FireWall > [ ] 啟  [ ] 

 [ ]  

   [ ]  [ ]  
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   [ ] > [ ] > [FireWall] > [ ] 

 [ ] 

 [ ]  

 說  

 

 

啟

 

啟 啟  

 Avira FireWall  

( )  

您  [ ]  [ ]  

值 絕  

您  [ ]  [ ]  [ ]  [ ] 

啟 [ ] 您  

  您 另  

 

 

  您  [ ]  [ ]  

  [ ]  [ ]  

   [ ] 啟  
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您 絕 絕

  

/ 絕  

另

 (DLL)  

 

 

啟  

/ 絕  

/ 絕  

絕 /  IP  

絕 /  TCP  

絕 /  UDP  

您 每  

 ( 閱 )  

 

您  [ ]  [ ] 

 

您  [ ] 啟  

[ ]  

 

您   

  -  
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  - 檔  

 

 說  

 您  您 啟  

您  

  

  

( ) 

  

 

 

[ ] 

您  您  

[ ]  您 步  

您   

您  [ ]  [ ]  

 

您 拖  

 

 [ ]  
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  -  

  - 檔  

 

絕/  

絕

 

/  

 

絕/  

哪  

 

您

 您  

 

 

IP /TCP /UDP  

哪  

IP  

IP  

啟 您  IP  

IP  

啟 您  IP  
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TCP  / UDP  

 IP  

啟 您  IP  

 IP  

啟 您  IP  

 IP  

啟 您  IP  

 IP  

啟 您  IP  

 

您

 

 

您

 

檔 

錄 錄

檔  

 

 說  
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 Avira FireWall  

   

  

 

[ ] 份 產  

( ) 

您  [ ]  [ ] 

 您 啟  [ ] 

 

 

 

您  

您  

 

啟 內  

啟 值  
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 說  

  

 [ ]  [ ]  

   

 

您  [ ]  

 [ ]  您  [ ]  

[ ]  

  

 

FireWall 

您

 

 

 

 

啟  Windows  

啟  Windows  

啟 值  
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啟 說  

 n  

啟 說 您

 啟 值  

你   

 

您  FireWall 桌  

 

啟  FireWall 您 桌  

擊 

啟  FireWall 擊 您 桌  

 

啟  FireWall 絕  

( ) 您 桌  

 IP 

啟  FireWall 絕  (  IP 

) 您 桌  

 

您  FireWall >  

 

啟  
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啟  

 

 

查 啟  

啟 FireWall 

值  

每 值 啟  

 

每  

啟 每  

您   

 

啟  

啟 啟

 

 

啟

 

啟  

啟 啟

 

 ( 閱 )  
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狀  

啟 啟 狀

 

啟 啟  

 

 

您  [ ]  

 

啟 您

 

 

啟  

狀  

啟  

 

 

12.6 Web Protection 

[ ] > [ ]  [Web Protection]  Web Protection 
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12.6.1  

您 Web Protection 

 Web Protection 

 ( ) 

 

啟  IPv6  

啟 Web Protection  6  

 Windows 8  

偷 擊  

偷 擊 您  I-Frame ( 內 )  I-Frame  HTML 

 I-Frame 內  

(  URL)  I-Frame 

 I-Frame  

 I-Frame  [  I-frame] 

您 查  I-Frame  

 I-frame 

啟 您  I-Frame  

 I-Frame  I-Frame  

 

您 Web Protection  

( ) 

 

啟 您

檔  啟 值  
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啟 內  20 

桌  

桌 您  Web 

Protection 內 內

  

 

 

啟  Web Protection 

您  

 

 Web Protection  

絕  

/ 檔 您  

您 絕  Web Protection 

啟 錄 檔  

 

/ 檔

 

檔 值  

Avira  

 

Web Protection 

/ 檔 您  

檔 檔  
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檔   

 

您  [ ]  Web Protection 檔  MIME  

( 內 )  您  URL  Web 

Protection 您  

( ) 

Web Protection 檔 /MIME  

檔  MIME  ( 內 )  Web Protection 

 

 

您  Web Protection  MIME 檔  

檔 檔 .htm   MIME  

( )  video/mpeg  

audio/x-wav  

 

檔  Web Protection 

檔  

檔 檔 您

 

  

 

您 檔  MIME 檔  MIME  

(  Web Protection >  > )  

  



 參考：組態選項 

Avira Internet Security - ( : 12 Jun. 2013) 194 

 

檔  MIME  (* 

 ? )  

MIME  

 text = 檔  

 image = 檔  

 video = 檔  

 audio = 檔  

 application = 檔  

檔  MIME  

 application/octet-stream = /octet-stream MIME 檔  

( 檔 *.bin *.exe *.com *dll *.class)  Web Protection  

 application/olescript = /olescript MIME 檔  (ActiveX 

檔  *.axs)  Web Protection  

 .exe = 檔  .exe ( 檔) 檔  Web Protection  

 .msi = 檔  .msi 檔  (Windows Installer 檔 )  Web 

Protection  

 

您  MIME 檔  

 

  

 

內 每 內  URL  
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啟  

啟  URL  

 

您  Web Protection  URL 內  

 

 URL  (  Web Protection >  > 

)  

  

 

垃圾  URL 垃圾  URL  

閱 徵

 

 

您  MIME  ( 內 )  Web 

Protection  URL ( ) 檔  Web Protection  MIME 

 URL  

( ) 

Web Protection  MIME  

您  Web Protection  MIME  

( 內 )  

Web Protection 檔 /MIME  ( ) 

Web Protection  MIME  ( 內 )  
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您  Web Protection  MIME 

檔  檔 檔 .htm   MIME 

 ( )  

video/mpeg  audio/x-wav  

 

檔  MIME  (* 

 ? )  

 

步 檔 內

 (  [Web Protection] > [ ] > [ ] 

檔  MIME )  Web 

Protection 檔  MIME 

  

MIME  

 text = 檔  

 image = 檔  

 video = 檔  

 audio = 檔  

 application = 檔  

檔  MIME  

 audio/ =  Web Protection 檔  

 video/quicktime =  Web Protection  Quicktime 

檔  (*.qt *.mov) 

 .pdf =  Web Protection  Adobe PDF 檔  
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您  MIME 檔  

 

  

Web Protection  URL 

 URL  Web Protection  

 

您  Web Protection  URL 

( )  www.domainname.com  

您 URL domainname.com

  (.com  .net) 

domainname.  

您  net 

 NET  (www.domain.net)  

 

 URL 您  *  

您  

.domainname.* 

*.domainname.com 

.*name*.com ( ) 

 *name*  

 

 Web Protection 步  URL 

 URL 

 ( 閱 [Web Protection] > [ ] > [ ])  



 參考：組態選項 

Avira Internet Security - ( : 12 Jun. 2013) 198 

  URL  Web 

Protection  

 

您  URL ( )  

 

  

 URL 

 www.avira.com -OR- www.avira.com/* 

=  www.avira.com  URL  Web Protection 

www.avira.com/en/pages/index.php www.avira.com/en/support/index.htm

l www.avira.com/en/download/index.html  

 www.avira.de  URL  Web Protection  

 avira.com - - *.avira.com 

=  avira.com  URL  Web Protection 

 

.avira.com www.avira.com forum.avira.com  

 avira  - - *.avira. 

* =  avira  URL  Web Protection 

 

.avira www.avira.com www.avira.de forum.avira.co

m  

 .*domain*.* 

 domain  URL  Web Protection 

www.domain.com www.new-domain.de www.sample-domain1.de ... 

 net - - *.net 

=  net  URL  Web Protection 

www.name1.net www.name2.net  
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 Web Protection  URL  

佈

 Web Protection 

 

您 domainname.com 

啟  

啟  ( ) 

Avira 

產 內 內 啟

 

涉 查

 徵  

  

 

啟  

您  Avira 產 內 啟  

啟

您  

啟 狀  

啟  (AHeAD) 

啟  AHeAD 

您  Avira 內 內  Avira AHeAD 

啟  ( )  

啟 您 啟  

啟 狀  
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啟

 

 

 

您 啟 啟  

 

啟  

12.6.2  

Web Protection 

錄 錄  

 

檔 內  

 

啟 Web Protection 錄  

您 錄 您

 

值 

啟 Web Protection  ( ) 

錄 檔 懂  

啟 狀  

 

啟 Web Protection 檔  
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啟 Web Protection 

錄 檔 檔 檔  

檔 

 n MB 

啟 檔 值 值  1  

100 MB  檔  50 KB  

錄檔  50 KB 

 20%  

檔  

啟 錄 檔  

 

您 檔 檔  100MB 

 檔  80 MB  

12.7 Mail Protection 

[ ]  [Mail Protection]  Mail Protection  

12.7.1  

 Mail Protection 內 垃圾  

 Mail Protection  

垃圾  Mail Protection 

垃圾  
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內  

啟 內 垃圾  

Mail Protection  POP3  IMAP  

啟 戶 戶  Mail Protection  

 POP3 戶 

啟  POP3 戶  

 

 POP3  

 ( ) 

值 

 POP3  

( ) 

 IMAP 戶 

啟  IMAP 戶  

 

 IMAP  

 ( ) 

值 

 IMAP  

( ) 

 (SMTP) 

啟  

垃圾  

 

 SMTP  

 ( ) 
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值 

 SMTP  

( ) 

 

啟 戶

戶內   

啟  IPv6  

啟 Mail Protection  6  

(  Windows 8 ) 

 

內  Mail Protection 

 

( ) 

 

內  

 

啟

您  啟 狀  

 

啟 Mail Protection  

啟  
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啟 您  Mail Protection 

您  

 

 Mail Protection 

 

 

 

啟  

內  

內  

 

啟  

您  

 

啟  ( ) 

   

內  

內  

 

您  

( )  

您  

 

啟 內
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啟  

 

Mail Protection 您  

您  

絕 啟  

 

啟  ( 內 )  

 

步  

內  Mail Protection 

 

( ) 

 

內  

 

內  ( )  

您  內  500  

您  

Ctrl + Enter =  

值 

內  
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內  ( )  

您  內  500  

您  

Ctrl + Enter =  

值 

內  

啟  

啟  ( ) 

Avira 

產 內 啟

 

涉 查

 徵  

  

 

啟  

您  Avira 產 內 啟  

啟

您  

啟  

啟  (AHeAD) 

啟  AHeAD 

您  Avira 內 內  Avira AHeAD 

啟  ( )  
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啟 您 啟  

啟 值  

 

啟

 

 

 

您 啟 啟  

 

啟  

AntiBot 

Mail Protection  AntiBot 

您 殭 份 垃圾 殭

垃圾 擊  IRC 

垃圾  

垃圾 Mail Protection 

查  SMTP  

 

 ( ) 

 

啟  Mail Protection  AntiBot  ( 閱 

[Mail Protection] > [ ]  [ ] )  

 

 Mail Protection 

 Mail Protection  
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 SMTP  

Mail Protection  SMTP 

 

 

 SMTP  IP  

 

您 戶

 SMTP  

 

您  

 

 

 

 

 

 

 Mail Protection 

 Mail Protection  

 

Mail Protection 

 

 

您  
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您  

 

 

 

 

 

12.7.2  

 

 

 Mail Protection  ( )  

 

Mail Protection 內 佔  

 

 

您  

您 Mail Protection  

 

您 * *  ? 

 

您 垃圾  
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您  [ ] 

 

您

 (*@*.*)  

 

 

哪 垃圾

 

 (垃圾 ) 

 virus@avira.* / = 

virus@avira.de virus@avira.com v

irus@avira.net  

 *@avira.com =  

avira.com virus@avira.com contakt@avira.com em

ployee@avira.com 

 info@*.com =  com  

info info@name1.com, info@name2.com,... 

 

您
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啟  

垃圾  

啟 垃圾  

 

您  

啟  

 

您  

啟  

 Outlook 錄 

您  MS Outlook 

錄  

垃圾  

Import Outlook Express 錄 (Windows XP) /  Windows Mail 錄 

(Windows Vista Windows 7) 

您  MS Outlook Express  Windows Mail 

錄  

垃圾  

 

Mail Protection  

Mail Protection  ( ) 
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內  

垃圾  (   垃圾  

 )   

 

您 啟 垃圾 內 份  

 

 Mail Protection  

 

 

您  

 

 

 

 

您  [ ]  

( ) 

啟  Mail Protection  ( 閱 [ ] > [Mail 

Protection] > [ ]  [  (SMTP)] )  您  

Avira Mail Protection  

您  

 Avira Mail Protection  
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 Mail Protection  

啟  Avira Mail Protection 

 Avira Mail Protection  Avira Mail 

Protection  Avira Mail 

Protection  Avira Mail Protection  [產 ] 

[ ] [ 檔 ]  

 

啟 您  

 

您  

AntiSpam 

Avira Mail Protection 查  

您 垃圾  ( ) 

啟  AntiSpam  

啟 啟  Mail Protection 垃圾  

 

啟 垃圾  

 

垃圾  [垃圾 ]  [ ] 錄  

啟 值  

 

垃圾

垃圾  
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啟 錄  

啟 Mail Protection 垃圾 檔  

 

啟 查

垃圾  

n  

 n 查  

 

 

 

啟 垃圾  

(  [Mail Protection] > [ ] > [ ] 

垃圾 )  

垃圾 內 垃圾  

  

 

啟  Mail Protection 啟  ( 閱 [Mail 

Protection] > [ ]  [ ] ) 

12.7.3  

Mail Protection 

錄 錄  

( ) 
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檔 內  

 

啟 Mail Protection 錄  

您 錄 您

 

值 

啟 Mail Protection  ( ) 

錄 檔 懂  

啟 狀  

 

啟 Mail Protection 檔  

 

啟 Mail Protection 檔  

檔 

 n MB 

啟 檔 值 值  1  

100 MB  檔  50 KB  

錄檔  50 KB 

 50 KB  

份 

啟 檔 份  

檔  

啟  Mail Protection 錄 檔  
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您 檔 檔  100MB 

檔  檔 份  

檔 份  份  

12.8  

 Avira  

 Safe Browsing 您  Windows  

每 絕  URL 

內 每  

 

 Safe Browsing 

12.8.1 Safe Browsing 

您  Safe Browsing 

內  Safe 

Browsing 份  

您  Windows 戶  

每  

  URL ( ) 

  URL  

  

內 Avira  URL 

內  URL  URL 每  

 

錄  5  
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啟  Safe Browsing  

 

 

 

 Safe Browsing 您 啟  Web Protection  

  

 

啟  Safe Browsing  Avira 產  

 Safe 

Browsing  您  [ ] > [ ] > [ ] 啟  

 

 啟  Safe Browsing 

  Safe Browsing  

 Safe Browsing  

啟  Safe Browsing 

  啟 Avira  [狀 ]  

  Safe Browsing 您 啟  Web Protection  

   [ ]  [狀 ] 啟  Web 

Protection  

 Web Protection 狀 啟  (I)  

  [狀 ] 啟  Safe Browsing  

 Safe Browsing 狀 啟  (I)  
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   Safe Browsing 檔  [狀 ]  

Safe Browsing  

 

 Safe Browsing 

  Safe Browsing  

 Safe Browsing  

 Safe Browsing  

 

  您  Windows 戶  Avira  

 Safe Browsing  Windows 戶  

   Avira 產 啟  Safe Browsing  

  查  

   [狀 ]  Safe Browsing  

   [ ]  

 您  Windows 戶  

   [ ]  

   

 Avira Internet Security  

  

  

  

 值 您  

  您  
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啟  Safe Browsing Safe Browsing 

 

您  

   [ ]  

 

  

  

 

   [狀 ]  Safe Browsing  

  啟  

 啟 狀 黃  (I)  

   Safe Browsing  [ ]  

   ( )  [ ]  

   [ ]  

   [ ]  

 

  

 Safe Browsing  

 

   [狀 ]  Safe Browsing  

  啟  

 啟 狀 黃  (I)  
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   Safe Browsing  [ ]  

   ( )  [ ]  

 

您  

   (  30 )  [ ] 

 

   [ ]  

 

 Safe Browsing  

  

  Safe Browsing  

您  Safe Browsing  [ ]  
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