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Notification options in SMC 2.6

The following notification options are available in SMC 2.6:

1. SMC server informs by email on the basis of product events
2. The managed product itself sents emails

3. Send product status by email

4. Internet Update Manager notification emails

1. SMC server informs by email on the basis of product events

This function is there to ensure that the service of the Security Management Center
Server itself informs the administrator about critical events or alerts via email.

This can be set in the SMC Frontend under "Configurations".

The SMTP server, sender address and the login credentials for the SMTP server can be
entered under "General Settings".

7 General Settings
[ ceneral settings ~Email notification
=174 Server Settings
T L% General SMTP Server [ 10.50.21.34
1 o o
2 K Communication Sender email address ] SMC2_t@testexchange.net
#d Event Settings
A2 Update IV Use login data
SMTP Login ] TestexchangelAdministrator
SMTP Password I seese
Description
Enter the user for the SMTP server login here

Reset | OK I Cancel

"Event - Settings" may now be configured to define when an email should be
sent to the administrator.



Configuration il . ll

174 General Settings
[=)-1#4 Server Settings
B2 General
L. A2 Communication
TR ent Settings
A2 Update

« Event Settings

Email notification
Email address I Administrator@testexchange.net

IV Send after count of I 1 _J; warning event(s)

IV Send after countof |1 ;‘ critical event(s)

[V Delete events in database older than I 30 _J::' day(s)

Description

Reset I OK I Cancel I

Also, there is the possibility to remove old events automatically from the database
that are older than x days.

A warning event would be e.g. if a file could not be scanned, or an update has
failed of a managed product.

A critical event would be when a virus has been found.

Here are a few sample emails how the SMC informs in case of such events:

Mame I Level | Product ] Actor I Message
b vmxpsp2en ‘Warning Avira Antivir Professional 10 (Windows), EN  Guard Service has been deactivated.
A\ vmxpspzen Critical Avira Antivir Professional 10 {Windows), EN  Guard Malware 'Eicar-Test-Signature' [virus] was found in file 'C...




Warning Event:

From: Avira Security Management Center [SMC2_6@testexchange.net] Sent: Mi 20.04.2011 08:35
To: Administrator
Ca
Subject: SMC ALERT on VMXPSP2EN (10.50.21.204)[AntiVir checked]
s
Host Name:  VMXPSP2EN (10.50.21.204) =
Modul Name: Guard
Event Level: Warning
Issue Time: Wed Apr 206 ©8:33:45 20611
Message: Service has been deactivated.
-
Critical Event:
From: Avira Security Management Center [SMC2_6@testexchange.net] Sent: Mi 20.04.2011 08:29
To: Administrator
Cc
Subject: SMC ALERT on VMXPSP2EN (10.50.21.204}[AntiVir checked]
-~

Host Name:  VMXPSP2EN (10.50.21.204)

Modul Name: Guard

Event Level: Critical

Issue Time: Wed Apr 20 ©8:28:39 2011

Message: Malware ‘Eicar-Test-Signature’ [virus] was found in file 'C:\Documents
Settings\Administrator\Desktop\eicar.com’. Action taken: Allow access.

and
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2. The managed product itself sents emails

Additionally it can also be configured if it is desired that each managed product
sends out an email or when a critical event or warning occurred.

However, it is recommended that only one option is configured, as otherwise the

overview may get lost.

AV10 Professional:

Right-click on the product to be managed and then select Configuration ->

Configure

In this dialogue there is the possibility to get information via email from the module

(Guard, scanner, updater).

1. Step:

The SMTP server information must be provided. In case authentication is needed,
it should be mentioned as well.

Configuration TN

\e) ‘\f_‘/ .‘gﬂ"-‘
V' Expert mode

= [ standard configuration
p Scanner
@ Guard
£% MaiGuard
& WwebGuard
= Firewall
@ Update
= % General
Threat categories
Password
Security
WMI
Events
Reports
Directories
Alerts
» Metwork
» Email
» Guard
» Scanner
» Updater

m
[ H vvwvwwvwvvwww

I~ Inhient configuration

=

General > Alerts > Email

— Email messages
SMTP Server:

| 10.50.21.34

Sender address: I AVProf@testexchange.net

Authentication

[V Use authentication

Login name: I Testexchange\Administrator

Password: I Heokkok

Send test email ]

— Description

When vou click on the button, Avira Antivir Professional attempts to send a test email to the sender
address to check the data entered.

Send later Send now Cancel




2. Step:

Which modules should inform by email in case an error or a positive event have
been recorded.

Guard:

It is possible to get information by email if a find has been reported in real-time
search and if a critical error has occurred within the guard.

The email templates can be adapted using the "Edit" option in case an extension
is desired.

Configuration N

v

»
»
»
»
»
»
»
S|

V' Expert mode

[l [ standard configuration

,O Scanner

@ Guard

C% MailGuard

@ WebGuard

= Firewall

@ Update

= % General

Threat categories
Password
Security
WMI
Events
Reports
Directories
Alerts
» Metwork
» Email
» Guard
» Scanner
» Updater

I~ Inhert configuration

General > Alerts > Email > Guard \?) Help

— Guard
[V Email alerts

Email messages for the following events

[V The on-access scan detected a virus or unwanted program

V' & critical error occurred in Guard

Recipient{s): Administrator@testexchange.net

Description

Enter the email address{es) of the recipient(s) in this box. The individual addresses are separated by
commas. The maximum length of all addresses together {i.e. the total character string) is 260
characters,

Send later I Send now I Cancel




Scanner:

In this dialogue it is also possible to configure the scanner module in such a way
that an email is sent out in case of a find during the scan search. Also, an email
can be sent when the end of a planned search operation has been reached.

Advantage of this notification method:

The files that have been reported as finds and the searched objects can be traced
immediately with the help of the log file of the search operation.

Configuration i &

x|

»

»

»

»

»

»

»
=
S|

[V Expert mode

=[] standard configuration

,O Scanner

@ Guard

£% MailGuard

@9 WebGuard

= Firewall

@ Update

= % General

Threat categories
Password
Security
WMI
Events
Reports
Directories
Alerts
» Metwork
» Email
» Guard
» Scanner
» Updater

I~ Inhernit configuration

General > Alerts > Email > Scanner

— Scanner

V' Email alerts
Email messages for the following events

? ) Help
[V The on-demand scan detected a virus or unwanted program

I End of scheduled scan Edit

IV add report file as attachment

Recipient(s): l Administrator@testexchange.net

Description

Enter the email address(es) of the recipient(s) in this box. The individual addresses are separated by
commas. The maximum length of all addresses together {i.e. the total character string) is 260
characters.

Send later I Send nowl Cancel




Updater:

The email alert will also be activated in the dialogue "Updater". Here you have the
option to trigger an email alert only in case of a negative result (update failed) or
only in case of a positive result (no update required, update completed

successfully, etc.)

Again you have the option to include the log file in case of an error.

Configuration T

V' Expert mode

p Scanner

@ Guard

£% MailGuard

@ WebGuard

= Firewall

@ Update

= % General

Threat cateqgories

» Password

» Security

b WML

» Events

» Reports

» Directories

> Alerts

» Network

= » Email
» Guard
» Scanner
[ ¥ pdater

» Acoustic alerts

v

I~ Inherit configuration

L«

— Updater

General > Alerts > Email > Updater

=l

g

[V Email alerts

— Email messages for the following events

[™ Mo update necessary.
‘Your program is up to date,

[ Update completed successfully.
New files were installed

[~ Update finished successfully,
A new product update is available.

[V Update failed.

Edit

Edit

Edit

[V add report file as attachment

Recipient(s): Administrator@testexchange.net

— Description

Send later

Cancel

| Send now I




3. Send product status by email

This feature can be activated if a valid email address has been stored within the
user administration for the created user and the service of the SMC server has
registered valid SMTP-data.

The user administration must be used to perform an adaptation of an existing user
/ admin account within the SMC Frontend.

Using a right mouse-click on existing users, the option features can be selected.
Now a valid email address should be provided.

Once this is done, you will be informed immediately if the services have been
deactivated at a client or server.

You will also be informed in case of a reactivation about the positive result.

Product status email in a negative case:

From: Avira Security Management Center Server [SMC2_6@testexchange.net] Sent: Mi 20.04.2011 08:34
To: Administrator

Ca

Subject: The product Avira AntiVir Professional 10 (Windows), EN has errors on computer vmxpsp2en[AntiVir checked]

J» 1

Module List:

Module name Module error status Module status Module details
Antivir Guard Not ok Deactivated

AntiVir Scheduler 0k Activated

Antivir MailGuard Ok Not installed

AntiVir WebGuard 0Ok Not installed

Avira Firenall 0ok Not installed

Status of update 0Ok Not available
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Product status email in a positive case:

From: Avira Security Management Center Server [SMC2_6@testexchange.net] Sent: Mi 20.04.2011 09:01
To: Administrator
Cc
subject: The product Avira AntiVir Professional 10 (Windows), EN reverted to normal operation on computer vmxpsp2en[AntiVir checked]
. &
Module List: m
Module name Module error status Module status Module details
Antivir Guard ok Activated
Antivir Scheduler 0k Activated
Antivir MailGuard Ok Not installed
Antivir WebGuard Ok Not installed
Avira Firelall Ok Not installed
Status of update 0Ok Not available
=
Note:

Only the SMC agent in push mode can retrieve the module status list.
This option is not supported in pull mode.

There are 2 different ways to switch off the email notifications of the product
status.

1. You remove the email address from the SMC Account

2. You disable the user right "Product status email received" under user rights
within the security environment.



x

Mame I Manage users I
Everyone
Adrinistrator
Permissions
Install products Zl

Uninstall products

Configure products

Send commands

Manage server tasks
Generate reports

Manage group permissions
[ receive product status E-Mail

™ lse parent setting | oK I Cancel

Note:
The product status email will be sent out in an interval of 2 minutes.
4. Internet Update Manager notification emails

The Internet Update Manager is responsible for the central management of

updates and their distribution for the managed products within the Avira SMC
environment.

Email alerts can be set here, too.



Info Center

Avira Internet Update Manager

- SVW2K3SP2EN:7050

QE Released products

Avira Antivir Professional (Windows), EN
Avira Antivir Server (Windows), EN
Avira Security Management Center Agent (Al platforms), All languag
Avira Security Management Center Frontend (Windows), All languag:
Avira Security Management Center Server {Windows), All languages

General
Network

% Frontend Settings

SMC2_E@testexchange.net
| Administrator@testexchange. net

Testexchange\Administrat

Information




Example of an error:

From: Avira Internet Update Manager [SMC2_6@testexchange.net] Sent: Mi 20.04.2011 10:00
To: Administrator
Co
Subject: SVW2K3SP2EN : Avira Internet Update Manager Error[AntiVir checked]
-

The Avira Internet Update Manager, with the address SVW2K3SP2EN, has detected the following error:

Update failed.

il

4

Example of a warning:
From: Avira Internet Update Manager [SMC2_6@testexchange.net] Sent: Mi 20.04.2011 10:10
To: Administrator
Ca
Subject: SVW2K3SP2EN : Avira Internet Update M Warni iVir checked]
-

The Avira Internet Update Manager, with the address SVW2K3SP2EN, has detected the following warning:

Downloading files from server http://d13.antivir.net was not successful. Error while downloading file idx/master.idx: 537

[

<[




Example for informations:

From: Avira Internet Update Manager [SMC2_6@testexchange.net] Sent: Mi 20.04.2011 10:14
To: Administrator

Ca

Subject: SVW2K3SP2EN : Avira Internet Update Manager Information[AntiVir checked]

| » |

The Avira Internet Update Manager, with the address SVW2K3SP2EN, would like to notify you about the following event:

Update finished successfully.

il

[«

The restart of the Internet Update Manager will be done after the SMTP-data has
been registered. This causes a temporary deactivation of the Avira Internet
Update Manager. The connection will be restored automatically.



