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General information

All necessary packages for the installation and all manuals as pdf-files can be found
on our website.

Note

There are different installation packages for the different MS Exchange systems!
Please make sure to use the right installation package (Exchange 2000/2003 or
2007).

For information about the installation of clusters, contact the Avira Sales team.

System requirements

It should be noted that that the minimum system requirements must be met prior to
any installation of “Avira Security Exchange®.

Operating systems (32-bit and 64-bit)
o Windows Server 2003 (including latest service packs and patches)
o Windows Server 2008 (including latest service packs and patches)
o Windows Server 2008 R2 (including latest service packs and patches)

MS Exchange server
o MS Exchange Server 2003 (or higher, i.e. SP1/ SP2 including all Security Up
dates up-to-date)
o MS Exchange Server 2007 SP1 Update Rollup 4 (64 Bit) (or higher, i.e. SP2/
SP3 including all Rollups up-to-date)
o MS Exchange Server 2010 (64 Bit) (or higher, i.e. SP1/ SP2 including all Rol
lups up-to-date)

RAM
o Exchange-recommended + additional 64 MB

Hard drive
o At least 400 MB for the installation

Other
o CD-ROM drive or network access
Microsoft .NET Framework 3.5 plus 4.0 .NET Framework Client Profile
100 MB for event logging recommended
Internet access for engine updates (Scan Engine and Antispam Engine)
User access rights: Active Directory user with full reading access to the Active
Directory.

o
o
o
o
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Installation

Operating systems for Avira Exchange Management Console

o Windows Server 2003
Windows Server 2008
Windows Server 2008 R2
Windows XP Professional
Windows Vista

Windows 7

o 0O 0 O O

1. Installation of “Avira Exchange Security*

After downloading the installation package for

“Avira Exchange Security”, please start

the installation on your “Microsoft Exchange Mailserver*.

During the installation a window will be displayed which allows you to choose the
components you need to install. Please make sure that the management console as

well as the server components are selected.

i Avira Exchange Security - InstallShield Wizard 3

Custom Setup
Select the program features you want installed.

g
(X, AVIRA

Click on an icon in the list below to change how a feature is installed.

ERI== R4 Avira Exchange Security 11.1
E| Q ~ | Avira Exchange Security Managemen

- (= - | Online Help
5 g User Manual

| Avira Exchange Security Server Com|
- (= = | Information Store Grabber
- (=) = | Mail Transport Grabber

¥ - | LDIF Mode

= Feature Description

This feature requires 19MB on
your hard drive. It has 2 of 3
subfeatures selected. The
subfeatures require 240MB on

P | | _;I your hard drive.
Install to:
C:\Program Files (x86)YAvira\Avira Exchange Security, Change. .. |
Installshield
Help I Space | < Back I Mext = I Cancel I

After selecting the features for the installation, you are prompted for an existing confi-

guration.

This issue is only of interest, if you already have a previous “AntiVir Exchange®

installation, which should be replaced now.
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You can select between three different possibilities:

e Create local configuration
Select this item if there is no previous configuration, if this is an initial installation

e Use existing configuration
Here can be specified when reinstalling, whether the previous stored configurati-
on should be maintained during a reinstallation. Therefore, the file configdata.xml
has to be saved into the installation directory of “Avira Exchange Security”

e Specify path to configuration manually

If the configuration should be located in a different directory, you have the possi-
bility to specify the path here

Note
The chosen directory path cannot be changed afterwards!

i'._% Avira Exchange Security - InstallShield Wizard i ﬂ

Configuration Options

Settings for the Avira Exchange Security configuration file. R, Av I RA

Please select the configuration:

% Create local configuration
™ Use existing configuration

™ Spedify path to configuration manually

D C:\Program Files (x88)\Avira\Avira Exchange Security\Config\ConfigData. xml

Installshield

< Back I Mext = I Cancel |

In the next steps, you are prompted to configure certain administrative presettings.
These include the Email address of the responsible administrator and a possibly exis-
ting proxy server for the internet update.

These settings will be stored during the installation in the savapi.ini file, where they
can be adjusted manually afterwards.
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2. Licensing

During installation, the license file will be be queried and properly integrated.
For a subsequent change of license, please proceed as follows:

e Copy the file HBEDV.key, which you have received via Email into the installation
directory of “Avira Exchange Security“. There is already a directory named “licen-
se” into which the file has to be saved. The directory “license” contains already a
file named oem.lic, which has to remain there.

e After copying the license file into the corresponding directory, a restart of the
service “Avira Exchange Security Control” is necessary. During the restart, you
receive a hint that the service “Avira Exchange Security” has to be rebooted as
well. Please confirm with Yes.

Restart Other Services i ZI

. When Avira Bxchange Security Control restarts, these
__L other services will also restart

Avira Exchange Security

Do you wart to restart these services?

.

In order to check if the license file has been entered properly, start the “Avira Ex-
change Management Console® and open the menu “Avira Monitor®. Open the proper-
ties of the server in the following window in order to check the license information:

R, Avira Exchange Security N B i ]

He scton ven i x|
e d | Ll ‘ El o} = ‘ | General | Sean engine Test | Infomation Store Scan |
E Avira Exchange Security Mame :
% Basic Configuration P& Quarar SERVER1

# Policy Configuration Bl Avira R

= & Avira Monitor B server Server Information

B Efy Servers n
ESER_\(ER_]_ Filetime: 2013-03-13T11:29:14

m Schema: 11.1.1.0

Status: Configuration successfully running since
2013-03-13T11:38:38

License Information

m License: Avira Exchange Security License
Customer: Test-license_Avira_Support_Departmant
Version: 11.1.%

Server: Serverl.mycompany.local

Mode: FULL

State: VALID

Walid until: 2014-01-01

1S Scan Information

® ScannerDLL state: Unloaded

® Version: 2
® Lastrescan: 2011-08-11T11:25:01
® Mext scheduled rescan: -- -- LI
@ oK ccel | oy ||
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Here you can see your license information. The values “Mode: FULL" and “State: VA-
LID* show that the license has been installed properly and that it is valid. If this is not
the case, check via the text file lic_info.txt, if you have used the correct license file.

If necessary, please contact the Avira support and send the license file for scrutiny.

3. Creation of new Email Filters

Directly after the installation the product is already preconfigured. Incoming Emails
will already be checked for viruses and moved into quarantine in case of a virus
detection. In order to extend the Email filtering and integrate new jobs, you can use
the predefined job templates.

You will find preconfigured jobs which extend the already activated virus scanner with
spam filtering or a content / attachment filter.

& Avira Exchange Security . =101 x|
File Acton View Help

e |2|Ho= HE

E Avira Exchange Security Priority | Name | Job Type &
%3 Basic Configuration 1 Block Protected Attachments Avira Protected Atta
=1 §# Policy Configuration 2 Scanning with Avira Scan Engine Avira Scanning

& Information Store Jobs 3 Scanning and disinfection with Avira Scan Engine Avira Scanning
g PAA Tr st lofic 4 Block emails with more than 50 redpients Avira Antispam Redp
@ ks Te.mplates 5 Block emails greater than 100 MB Avira Email Size Filtel
8 Avira Monitor 3 Block all archives except ZIP-files Avira Attachment Fil
Advanced spam filtering Avira Antispam Span
3 Antispam regarding sender address Avira Antispam Email
9 Antispam regarding word lists (subject) Avira Antispam Cont
10 Antispam regarding word lists (body) Avira Antispam Cont
11 Block suspidous attachments Avira Attachment Fil
12 Blockimages Avira Attachment Fil
13 Block video files Avira Attachment Fil
14 Block sound files Avira Attachment Fil
15  Block executable files Avira Attachment Fil
16 Blodk office files > 10 MB Avira Attachment/Siz
17 Block sound files > 5MB Avira Attachment/Si;—
18  Blodk video files > 5 MB Avira Attachment/Siz
19 Block offensive content Avira Antispam Cont
20 Block script commands Avira Antispam Cont
L A O S A= s PRPE )|
d | 5T

24 job templates. [

In order to activate a filter job of your choice, simply “drag & drop“ it into the “Mail
Transport Jobs”. There, it can be enabled and configured.

Note

If you are not sure which filter to choose, we recommend the “Advanced spam fil-
tering” job. This job includes already several filtering methods and provides there-
fore a good detection rate.
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Creation of Email Filters

Other jobs filter the content of Emails based on fingerprints. A so called Fingerprint is
the pattern of the respective file. These patterns are classified by the file extension or

its binary code.

e.g.: Basic Configuration > Utility Settings > Fingerprints > Images

=Y
File Acton View Help
e | 5| LR o= HE D
=] & Utility Settings ;I MName | MName Pattern Binary Pa:l

Sl FIEQEFDVI"T‘E 25 Deluxe Paint * lbm Mo
cf.‘f All fingerprints 6 Device Independent Bitmap = dib Mo
cff Unas.mgned fingerpri 6 Encapsulated PostScript Version 2 (*.eps, *.ps) Yes
cf.‘f Archive 6 Encapsulated PostScript Version 3 (*.eps, *.ps) Yes
C—E‘f sl é Fax Viewer Document *.awd Mo
c—i Eocumznts " Fractal Image Format * fif Mo
= iy 6 GIF in Microsoft Excel Yes
4 Executables e
4 Fonts d} GIF in Microsoft Word Yes
(;;5 Trries d} Graphics Interchange File (*.gif) Yes
(1'_5 Internet é HP Graphics Language *hgl Mo
& ]
c_”.‘ﬁ' Mail é HP Printer Control Language
cf;ﬁ‘ Microsoft Office ‘ JPEG ( ;. jpeg)
5 Microsoft Office 2007 /%) Kadak Digital Camera File * kdc Mo
b Micrasaft Windows /% Kodak Photo €D *pcd No
cf;ﬁ‘ Misc é Lotus Freelance Graphics (*.prz) Yes
r_”:\? OpenOffice & Lotus WordPro Graphics (*.sdw) Yes
¢ Sound —| & Madintosh PIC *pct No
éj‘ Sound MP3 .{6 MacPaint *mac Mo
5 Suspicious Attachmer .{6 Micrografi Draw = drw Mo

5 Video 6 i i
L&, Microsoft Paint (*.msp)

{2 Dictionaries & PP R N PO |
| I B 1/'[

Yes
-
| . _'l_I

|58 Fingerprints

Single fingerprints are summarized in groups. The “Images”-group for example con-
tains a multiplicity of known file extensions and patterns.

Such a fingerprint group (e.g. Images) is now being assigned to a job. This job filters
Emails and checks if it contains such a fingerprint.

Job example

Function

Block image files

This job accesses the fingerprint group
“Images”, where it gets the information
what an image file is and how to recog-
nize it.

Block video files

It is the same principle as before. The
difference is the group and so the pat-
terns. Accessed group: “Video*.

Block archive, except ZIP-files

This job accesses the fingerprint group
"Archive®. But the fingerprint “ZIP Archi-
ve“ is set as an exception in the proper-
ties of this job.

Avira Exchange Security 11 (Status 04-10-2013)
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4. Configuration of the Email Filter

Considering that most filters are already preconfigured, an adjustment is not manda-

tory. If you should not use these default settings, the filters can be individually custo-
mized.

In order to open the properties for the configuration, you may double-click on the
desired job.

Note
The addition [Avira checked], which appears in the subject of an Email, is added

by the job “Scanning with Avira Scan Engine”. If you do not want this addition, you
can remove it via the properties of the job.

Every new job is deactivated by default. In order to activate it, please change the
settings in the tab “General” to “Enabled: Yes”.

% Avira xchange securty _ioix]

File Action View Help

@ |7 | XEB oz HE > =&

E Avira Exchange Security Priori Name | Job Type
4. Basic Configuration 1 Scanning with Avira Scan Engine Avira Scanning
&8 Policy Configuration 2 Filtering Spam with Avira Antispam Avira Antispam Spam Fil

8 Information Store Jobs
% Mail Transport Jobs

Gy Job Templates Properties of Scanning with Avira Scan Engine Ll

[+ Avira Monito = = = =
& Bl Avira Moritor General |Addresses| Eondltlonsl Avira Scan Englnel Actlonsl Senv ‘I :

Scanning with Avira Scan Engine

Mame 5 canning with Avira Scan Enginel

Jab type: Awira Scanning

Enabled: " No
Subject extension: " Add no subject extension
ol I[Avira checked] I¥]
Buarantined emails  lgnore emails resent from quarantine
4| " Check emails resent from quarantine |

By default, each job will be applied for all incoming and outgoing Emails. In order to
change this and optionally to use black- / whitelists, please switch to the tab “Addres-

Ses .
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Properties of Scanning with Avira Scan Engine [

x|

" General  Addresses | Conditionsl Avira Scan Enginel Actionsl Sern 4 | »

v Split up emails with multiple recipients

Sender/Recipient conditions: Advanced | |

Meszage from: IAII Sender/Recipients

Addressed to: IAII Sender/Recipients

% Lancel | Apply |

Configuration of the Email Filter

Via the menu item Advanced, the view of the window will change and you have the
possibility to enter addresses/address lists as exceptions.

Properties of Scanning with Avira Scan Engine ] | Properties of Scanning with Avira Scan Engine [ =
General Addresses I Conditions I Avira Scan Engine | Achons | 5 erVILI_'I General Addresses | Conditions I Avira Scan Engine I Achions I Sern 4 | L4
¥ Split up emails with multiple recipients ¥ Split up emails with multiple recipients
Sender/R ecipient conditions: Sender/Recipient conditions:
Address Selection = Address Selection =
Run this job when a message arrives from Run this job when a message arrives from
All Sender/Recipients All Sender/Recipients
Except where addressed from | Except where addressed from
Mo addresses selected lNo addresses selected
And where addressed to And where addressed to [
All Sender/Recipients All Sender/Recipients
Except where addressed to Except where addressed to
Mo addresses selected No addresses selected
= =
2| ok | cencel | ey | 2| oK | cees | spey |

Every Email from external or to external
will be checked by this job.

You can add own addresses or address
lists which are excepted from the job. (e.
g. whitelists)

Avira Exchange Security 11 (Status 04-10-2013)
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As already displayed in the screenshot, the addresses can be adjusted. You can add
an address list via a simple mouse-click on “No addresses selected” in the menu “Ex-
cept where addressed from”.

Properties of Scanning with Avira Scan Engine i X|

Gereral Addresses |E0nditi0ns| Awira Scan Enginel Actionsl Sery 1 I ’I

¥ Split up emails with multiple recipients

Sender/F ecipient conditions;

Address Selection ﬂ

Run this job when a message arrives from
All Sendar/Racipiants

E m
Mo addresses selacted

And where addressed to
All Sender/Recipients

Except where addressed to
Mo addresses selacted

[

% ak | Cancel | Apply |

All senders that are stored in this address list will be excepted from this job. This me-
ans, the Emails will be sent to the recipient in each case.

7 Select Addresses ' =10l x|

-y Addresses — User defined address list:
gsers Mamme |Emai| address

o €T Antispam: Elacklist

D
Eg:::; SRR €77 tintispam. Newsletter Blacklist
€7 Antispam: Mewsletter Whitelist ‘
fﬁf-\ntispam Whitelizt h
% User defined addiesses Edit k
T Search addiesses = L
Add | h Bemaove

 Selected addr k
I ame | Email addrezs | h
|

EI 0K I LCancel |

If you decide to use one of the stored lists, an adjustment might be necessary.

Avira Exchange Security 11 (Status 04-10-2013)
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This adjustment can be done subsequently via the program menu Basic Configurati-
on > General Settings > Address lists > Antispam: Whitelist.

& Avira Exchange Security 3 =101 x|
File Acton View Help

e |1 Xbo= HE D

E Avira Exchange Security (*) Name | Expandable I Last Modification
(=] w5 Basic Configuration [ -%Antispam: Blacklist Yes 23.02.2013 10:0
=] iy General Settings €7 Antispam: Newsletter Blacklst Yes 23.02.2013 10:0

B Proxy Servers

"ﬁAntispam: Mewsletter Whitelist fes 23.02.2013 10:0
§ Antispam: Whitelist Yes 23.02.2013 10:0

g Address lists
ER Templates
@ Database Connections
[Ty Avira Server
£ Folders
(i Utility Settings
ﬁ Policy Configuration
& Awira Monitor

4 address lists | |

To determine what should be done in case of a classification as spam/virus, you
have to customize the settings in the “Actions®. (Policy Configuration > Mail Transport
Jobs). Here you have various possibilities, depending on the spam probability.

General | Addresses | Conditions  Actions | Serverl Detailsl

Actions for low spam probability:
— Action Settings

=
Spam Probability; Mone Standard:
3 2 l_ Copy to Quarantine: Antispam: Low

Subject extension: Il [¥1 using label: Spam level: Low ([VAR]spamvalues

Spam Probabilty: Low [0, 29] [vaRT)
[T Delete Email

L Low [T add email sender/recipients to userlist

Spam Probabilty: Medium [30. 63] V7! Add subject extension: [Spam probability=[VAR]

spamvalue;[/WAR]] at the beqginning
I VT tedium | Send notification to Administrator
Spam Probability: High [70..100]

Advanced Configuration:

Send notification to &ll Senders

aod

Send notification to All Recipients

Definite Critenia | Combined Criteria |

=

I ite spam result in Exchange SCL field

|+ frite spam value in mail header figld

% aK I Cancel | Apply | % ak I LCancel | Apply |

Every job has to be configured separately via the tab “Actions”.
Modifications take effect only for the particular adjusted job.
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After the configuration is complete, confirm this with a click on OK and then save the
changes in “Avira Security Exchange®, by clicking on the floppy disk icon.

Note
Without saving the performed modification, the changes will not be applied and
are therefore ineffective. This concerns all alterations in the program.

e Definite no-spam criteria (Whitelist):
Addresses of all known senders who are always permitted and who definitively do
not send spam. In principle, these are all regular communication partners and the
domains of customers and suppliers. The more complete this list, is the less the
system will have to carry out unnecessary checks

e Definite spam criteria (Blacklist):
Addresses from all senders who are always identified as spam senders. The
default configuration already contains a list of known addresses. You can define
additional addresses of your own

e Combined Criteria:
The combined criteria will be applied only if the definite criteria were not appli-
cable. For spam detection via combined criteria, multiple analysis (criteria mat-
ching) are performed in parallel. Subsequently, after the analysis of the Email all
criteria are offset against each other.

In addition, a word list recognition for the subject line and the message text is
used. The word lists are static and are not automatically updated. However, the
word lists can be adjusted manually. (Policy Configuration > Mail Transport Jobs >
Filtering Spam with Avira Antispam > Properties > Actions > Combined Criteria >
Spam[Subject])

Avira Exchange Security 11 (Status 04-10-2013) 13
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B | select Items i E|
I = A in
Mo Spaml Spam [Elassification]l Spam [Header] Spam [Subject] | St I 7 Sifzetlln
Axailable [tems Selected ltems
crraT — ;I
- . Mame |
Spacing string threshold: : -
Offenzive Language [English]
[+ Emails containing these phrases Antispam: Denied Character Sets a Offenzive Language [German)]
S:F'e‘:t dictionaries: T 3 Antispam: Sample Business Words a Antispam: Frequently Used Spam Phrazes
Offensive Language (Englis = . . E, . . .
Offensive Language (German) 3 Ant!spam. Spam Fontent [Body] 5 | Ant!spam. Attracting ‘Words .
Antispam: Frequently Used Spam 3 Antispam: Suzpicious HTML Code (1) Antispam: Spam Content [Subject]
Antispam: Attracting Words 3 Antizpam: Suspicious HTML Code (30) 55 | Antizpam: Offers
Relovance of thic oritarias m % Antispam: Suzpicious HTML Links Antispam: Pharmacy Offers
aso —| Antizpam: »-Mailer List ‘ *
Minimum threshold: = hl
Maxi L _d ﬁ Confidential Information B L e
aximum score: =] CWs And Application Letters
= <<
[¥ Emails containing these concealed words 3 HTML Spam Detectar
Select dictionaries: 3 Migeria Connection
Offensive Language (English] 3 Script Commands —
Offensive Language (German) j I Cantent [Bod
Antispam: Frequently Used Spam Phra... = pam Cantent (Body)
Antispam: Attracting Words 3 Spam Content [Subject]
3 Stock Trading
Relevance of this criteria: I 5 5 I =
Very high 4 I I j

Minimunm thrachald- | I—| j : LI_I
Edit | Edit |
% ak I LCancel | Apply | % oK I Cancel |

5. Information Store Jobs

In addition to the virus scanning at the transport level (Email traffic), “Avira Exchange
Security” is also able to verify the data within the public or private information store
of the MS Exchange (including drafts). Thus, the “Information Store Scan® is a server
setting, for each server is only one information storage scan job available.

Basically, this filter is disabled by default, but can be activated on request.

Note
After enabling or disabling the “Information Store Scan Job*, it may take up to two
minutes before the modification takes effect in the Exchange Store.

5.1 Activation of the “Informations Store Scan“
To activate the “Informations Store Scan“ go to the following menu item: Avira Ex-

change Security > Policy Configuration> Information Store Jobs > Double click Infor-
mation Store Scan on “server”,

Avira Exchange Security 11 (Status 04-10-2013) 14
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Properties of Informations Store Scan on SERVERL 5[

General | Dptions' Avira Scan Enginel Actionsl Detailsl

Informations Store Scan on SERVER1
Active: | (* ‘Yes | = Mo

Select Information Stores to scan:

| IF'livate and Public Information Stare j |

Scanmaode:  ( Bealtime [with optiohal rescan times)

| * Scheduled [with rezcan on specified time periods) |

Time periods for scheduled szanning:

| Name | Divration |
53 AL 20000 [on every week day) | 8 hours

—]

Edit Femove |

% Ok LCancel | Apply |

Activate via the tab “General“ the “Information Store Scan®. Using the drop-down
menu, you can select which of the three information stores should be checked
(Private Information Store / Public Store / Private and Public Information Store).

Additionally, you have the option to perform a scan in real time or time-controlled.
When selecting a scheduled virus scanning, you can determine time periods for virus
scanning.

By using the tabs “Options®, “Avira Scan Engine®, “Actions” and “Details®, further con-
figurations may be applied. Confirm all configurations with a click on Apply and OK.

5.2 Manually start of the “Informations Store Scan*

With a start of the “Information Store Scan® all the elements within the information
store will be rescanned again. Consequently, the search will be time and resource
intensive. Therefore, it is recommended to perform a manual scan of the “Information
Store Scan® in off-peak times.

A manually start of the “Information Store Scan“ can be performed via the menu Avira

Exchange Security > Avira Monitor > Server > right-click on ,Server Name*“ > Proper-
ties > Information Store Scan > Rescan now.

Avira Exchange Security 11 (Status 04-10-2013) 15
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6. Quarantine

Avira Exchange Security has a central quarantine available, which can be displayed
via the menu Avira Monitor > Server > “Your server” > Quarantine Areas.

After the product installation, the most important quarantines are predefined by de-
fault. A spam filter checks all incoming Emails for viruses and moves them to defined
quarantines in case of a detection. The following quarantines are available in addition
to the familiar quarantines, e.g. “Default Quarantine® and “Infected Mails®.

Information Store Quarantine

This is the quarantine for Information Store policy restrictions. This quarantine
contains Information Store documents. Normally, these documents will be Email
attachments or Exchange Public Folder documents. Depending on your Informati-
on Store policy configuration, the documents contain:

o avirus (unwanted program)

o orthose that failed to be checked by the Avira Scan Engine

Antispam: Low

This quarantine keeps the Emails of the last days with low spam probability.
Check these Emails from time to time, and if required, adjust the spam filter set-
tings accordingly. To improve the classification results, add all spam senders to
the “Antispam: Blacklist®

Antispam: Medium

The ,Medium® quarantine covers the range of “uncertain“ Spam/NoSpam clas-
sification. Check these Emails regularly for misclassified NoSpam Emails (“false
positives®), or activate the User Accessible Quarantine features for this quarantine
to allow the recipients check their Emails themselves.

To keep the rate of Emails in the “Medium® spam probability as small as possible,

you might use the e-mails to improve your spam filter settings, e.g.

o add the sender of newsletter e-mails you want to receive to the Antispam Whi-
telist address lists

o add the sender of newsletter e-mails you want to block to the Antispam Black-
list address lists

Antispam: High
This Antispam quarantine keeps Emails of the last days with high spam probability

Avira Exchange Security 11 (Status 04-10-2013) 16
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&, Avira Exchange Security =1l x|
File Action WView Help
@ | %|o=|HE
E Awira Exchange Security (*) MName | Ttem count | Usage Size
%5 Basic Configuration [E] BADMAIL o 19 1MEB
&8 Policy Configuration [E] Antispam: High 0 1% 1MB
= Q& Avira Monitor [E] Antispam: Low 0 1% 1MB
El Egy Servers [E] Antispam: Medium i 1% 1MB
= @ swvert [®] Default Quarantine 0 1% 1MB
3 EEEiEes [ Infected Mails 0 1% 1MB
Avira R ts
m foria bt [E] information Store Quarantine v} 1% 1MB
« | 2

In case another quarantine is needed, you can create it in the sector Basic Configura-
tion > Folders > Quarantines.

Please take into consideration that the predefined quarantines were already assigned
to each individual job and that further adjustments might be necessary.

I. Eonditionsl #vira Scan Engine  Actions I Sewerl Detailsl

x

Actions for unscannable objects:

Standard: il

¥ Copy to Quarantine: Default Quarantine
using label: [no label

N Actions Assistent

Copy to guarantine:

b M |

Default Quarantine

e Wi M2 |

Antizpam: High
Artizpam: Low
Antizpam;: Medium
tDefault Duarantine
Infected Mails
Information Store Quarantine

In order to use your new quarantine, it has to be saved into the chosen job in the tab
“Action”.
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7. Summary Reports (Quarantine)

The “Summary Report” notifies the recipients or groups regarding the Emails that
have been quarantined. Any required supplementary information of a message can
be configured within the “Summary Report".

In order to use the “Summary Report* function, please proceed as follows:
e First enable the quarantine access: Basic Configuration > General Settings >

Avira Server > double-click on “server name” > Quarantine Access > Allow users
to request quarantined items by HTTP

R, Avira Exchange Security I =lalxi
File Action View Help Properties of SERVER1 L ﬂ
2 i : - :
@& $ | Eal | x D Sz E | E Genera\l Addreszs Settmgsl Prosy Server  Huarantine Access | Quareﬂ_’l
E Avira Exchange Security (¥) Name
= w Basic Configuration SERVER. — User accessible Quarantine setting:

[= g General Settings ; : ;
Allow users bo request quarantined items by emaik
[E%; Proxy Servers . St el

g Address lists Mailbos: EI
R Templates
@ Database Connections I~ Delete email requests after processing
[Ty Awira Server
{1 Folders v Allow users bo request quarantined items by HTTP |
[ [ Utility Settings
&% Fingerprints Server or |P: I
2 Dictionaries
Avira Scan Engine HTTP poit: I 2009
Avira Spam Engine

ﬁ Policy Configuration
Q Avira Monitor

= J
@ oK I C | | £ |
1 Avira Servers = Lancel Apply

e Then, please go to: Basic Configuration > Folders > Quarantines. There, you

open the properties of the chosen job by double-clicking on it. Then, click on Add
in the tab “Summary Reports”.
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R, Avira Exchange Security J =10l x]
File Action View Help Properties of Default Quarantine L 1[
o= [ H|RE o= HE D "Genersl Summan Fispotts | Jobs | Details |
E Avira Exchange Security (*) MName
El % Basic Configuration [£] antispa Uszed Quaranting summary reports:
I General Settings [X] Antispa
[y Avira Server [E Antispa Mame I Enabled I
El gy Folders [ Default
F®& Quarantines E infects:

Bl i Utility Settings
[E7% Fingerprints
[+ Dictionaries
Avira Scan Engine

[Elnforme

[z4 Avira Spam Engine
ﬁ Policy Configuration
& Avira Monitor

Edt | Agd\| Bemove |
il— El oK I LCancel | Apply |

|E Quarantines

In the properties of the summary report, you can define who should receive this mes-
sage. In addition, you define a name and the contents here.

Properties of New Quarantine Summary Report I 5[

General | Recipients | Summany Fields | Whitelist Fields | Blacklist Field ¢ | |

c
New Quarantine Summary Report

Mame:
Buctivve: * Ve Mo
Template: Quarantine Surmmary Report j By
Summary data: Al mails 7+ New mails anly
= Mails older than m days
Options: Proceszing:

da nat process by Avira jobs j

@ | oK I LCancel | Lipply |

In the tab “Summary Fields”, you define which possibilities the recipient should have.

Note

As the quarantine access was set to HTTP, only a HTTP access is possible here.
In case the Email access should be used, this has to be activated also in the qua-
rantine access.
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Properties of New Quarantine Summary Report |
General | Reciients  Summary Fields | whitsist Fields | Blacklit Field 4 | »
[+ Create summary report as kable
Select colummns:
Yariable -
Delivery date and time |
Sender |-
Subject -
Size
M5 HTTP =
— Linksz in Report [HTTE] Links it Repaort [k ail)]
[¥ Request [~ Request
[~ Relsase [~ Relsase
I Hemove I Remove
[ Addto user whitelist [~ Addto user whitelist
[ Addto user blacklist [ &ddto user blacklist
@ | Ok I Cancel | Apply |

Once the possible actions are defined, it is left to configure the schedule time,
which defines when the summary reports should be sent.

The point “Add to user white- / blacklist” in the register “Summary Fields” refers
to separate address lists and not to the lists in the sector Basic Configuration > Ge-
neral settings > Address lists.

8. Update Settings

Since version 8, the update settings can be configured within the Avira Exchange
Management Console.

Navigate to Basic Configuration > Utility Settings. Open the properties of Avira Scan
Engine (virus signatures) and accordingly Avira Spam Engine (AntiSpam signatures).
In the Tab “Update” the option “Update program data using predefined settings® is
preselected. This designates the Avira update servers in the Internet.

It is also possible to choose your own update server or to disable the update comple-
tely (which is not recommended).
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&, Avira Exchange Security I 1ol =i
Properties of Avira Scan Engine 1[

File Action View Help
@ = | Ll | X = q [ | & J »  General| Retum Code Settings Update | Prosy Server | Jobs | Detais |

A

m Avira Exchange Security (%) MName X . "
= §3 Basic Configuration TR Update program data uzsing the following settings:
I General Settings — General Setting:
[y Avira Server Update interval I B0 minutes
[ Folders
(= @& Utility Settings Update timeout I 900 zeconds
[E7% Fingerprints
v Dictionaries [~ Motify administrator on successful updates
Avira Scan Engine
Avira Spam Engine - Update Setting:
& Policy Configuration = Don't update program data

Q Avira Monitor - - -
| f* Update program data using predefined settings

™ Update program data using customized settings:

= Berform lozal update from [ho proq):

€ Download server [Uses prozy settings]:

Ihttp:h’example. comdupdates

LI_ % oK I LCancel | Spply | g

1 Avira Scan Engine(s)

All relevant logfiles can be found in the following directories:

e Avira Spam Engine:
C:\Program Files (x86)\Avira\Avira Exchange Security\Bi'\SPACE\Update\avup-
date.log

e Avira Scan Engine:

C:\Program Files (x86)\Avira\Avira Exchange Security\Bin\Savapi\Update\avup-
date.log

8.1 Update via Proxy Server

It is also possible to configure your proxy via the Avira Exchange Management Con-
sole.

The necessary configuration must be done in different places. First, you have to spe-
cify one or more proxy servers.

Navigate to the Basic Configuration > General Settings > Proxy Server and create a
new entry.
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(& Avira Exchange Security

Update Settings

N ~=1ol]

File Acton View Help

e | # | XD acl= BHE

E Avira Exchange Security (¥) | Proxy | Port | Last Modification Date | o]}
[=] W5 Basic Configuration Bl New Proxy Server 192,168.1.250 8080  14.03.201309:20:21

[=I Ifig General Settings

[E5 Proxy Servers

I Address lists Properties of New Proxy Server il
3 Templates
G | i
(4 Database Connections (==l | DEta"SI
Ly Avira Server
R Folders Hew Proxy Server

i Utlity Settings
&8 Policy Configuration

Mame: INew Fro=y Server
& Avira Monitor
Pleaze configure your proxy settings:
Frozy name or |F: |182.1 £5.1.250
Prawy port: I 8030
Prosy user: Iuser
Prozy password: I"’“‘"

3

Within the properties, enter the DNS-name or IP-address as well as the port and pos-
sibly the user name and password.

This server must be selected in the properties of your Server under Basic Configurati-
on > Avira Server > Tab “Proxy Server*

(. Avira Exchange Security == ;Iglil
File Action View Help
|| X a= | HE
E _Avira Exchange Security {*) | Event Logging Level | Last Modification Date
=l %3 Basic Configuration SERVER1 Medium 13.03.2013 11:29:14
Ifig General Settings
iy Avira Server Properties of SERVER1 x|
@ Folders

i Utility Settings
& Policy Configuration
& Avira Monitor

| Generall Address Settings  Prowxy Server | Quarantine Access | Quars 4 I L4

Select prosy server.

" Mo prosy server

Select proxy server: | Mew Proxy Server j

|

v

Thus, you have defined a global proxy server, which will be recorded by default in the
following modules:

e AntiVir Engine
e AntiSpam Engine
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These modules can be found under Basic Configuration > Ulility Settings.

Update Settings

Open the properties of the according module and make sure that the option “Proxy
server of AntiVir Server” is selected in the proxy tab.

Z, Avira Exchange Security

=101 ]

File Acton View Help

& 5 XKEB o= HE J»r =

E Avira Exchange Security (¥) | Enabled I Last Modification Dal
[=l w5 Basic Configuration Avira Scan Engine Yes
1 General Settings

23.02,2013 10:00:01

[Ty Avira Server

£ Folders
= @@ Utility Settings
[E7% Fingerprints
(2 Dictionaries
Avira Scan Engine
Avira Spam Engine
ﬁ Policy Configuration
& Avira Monitor

Properties of Avira Scan Engine il

" Gereral I Feturn Cade Settings I lUpdate Proxp Server | Jobs I Details |

Select proxy server

Mo prosy server

+ Prowy server of Avira Server |

" Custom proxy server

Select proxp server: INew Fromy Server jgl

ol

Note

It is possible to configure multiple proxy servers and to assign a different server to

each module. In this case, select the option “Custom proxy sever” and choose the
concerning server from the list.
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9. Job recommendations

9.1 Remove Addition in subject

In the default configuration, Avira Exchange Security adds the subject [Avira checked]
in each Email. To turn the Subject extension on or off, each job has to be configured
separately (Policy Configuration > Mail Transport Jobs > Scanning with Avira Scan
Engine > General > Subject extension).

Open the properties of each job and verify in the tab “General® if the addition is set.

R

File Acton View Help

e |1 XBoz | HE» = &

E Avira Exchange Security (*) Priority | Name | Job Type
'\: Basic Configuration 1 Scanning with Avira Scan Engine Avira Scanning
= Q Policy Configuration 2 Advanced spam filtering Avira Antispam Spam Fil
8 Information Store Jobs 3 - . . - - - - Fil
B x
a %r:oa;eibr:?abes General | Addreszes I Conditions I Avira Scan Engine I Actions I Servnil_’l

Scanning with Avira Scan Engine
S canning with Avira 5can Engine

M ame:

Job type: Avita Scanning
Enabled: * Yes i Mo
Subject extension: = Add no subject extension
o I[Avira checked) [¥]

Guarantined emails: ' |gnore emails resent from quarantine

™ Check emails resent from quaranting

9.2 Block unwanted attachments

In order to block certain unwanted file attachments, Avira Exchange Security offers
some pre-configured “Job Templates®. These are referred in the column “Job Type*
as “Avira Attachment Filtering”. Therefore, you can either use those pre-configured
jobs and add criterias accordingly, or simply create a new job. The detection based
on fingerprints is the best way to block unwanted attachments.

Navigate to the Policy Configuration > Mail-Transport-Jobs and create a new job, in
this case “Avira Attachment Filtering”.

Open the properties of this job and configure conditions and/or exceptions in the tab
“Fingerprints®.
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Properties of Avira Attachment Filtering ll

-Genenall Addressesl Conditions ~ Fingerprints IActionsl Sewerl Detailsl

Scan ophion: ¥ Scan inside compressed attachments

Edit archives |

Fingerprint conditions:

Fingerprint Selection =]

When the message attachment is |

Except when message attachment is
Mo fingerprints selacted

-]

% Ok | Lancel | Apply |

Fingerprints can be blocked here (even an entire fingerprint group, e.g. image files).
Additionally, exceptions can be set for certain fingerprints (e.g. all image files except
JPEG).

Select Fingerprints |
All Fingerprints Selected Fingerprints:
E'@ Fingesprints = [‘jﬁ' Suspicious Afttachments

,::‘:f) Al fingerprints

cfﬁ Unaszighed fingerprints
cff) Archive

A ASC

,::‘:f) Diocuments

cfﬁ Encryption

cf."? Executables Add Remove
20 Forts
é:-? Images E xceplions:
i Internet

A Mail

-.53 Microzoft Office

£ Microsaft Office 2007
cfﬁ Microsoft Windows
cf."? Mizc b
-0 OpenOffice

E}; Sopund : I I ﬂ
A% Saund MP3 j Add Femove |

L]
=

If you want to notify the sender about blocked attachments, activate the option
“Send Sender: forbidden attachment found to All Senders”.

It is recommendable that the administrator does not receive an Email each time an
attachment is blocked. Disable the option according to your requirements.
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9.3 Advanced Spam Filtering with separate Quarantines

Job recommendations

Note

Please note, that the following job proposal (Advanced spam filtering) is included
and activated by default in “Avira Exchange Security*.

With the job “Advanced spam filtering”, the detected spam can be divided into three
categories. Navigate therefore to: Basic Configuration > Folders > Quarantine.

e Antispam: High
e Antispam: Low

e Antispam: Medium

R, Avira Exchange Security i =l x]
File Action View Help
&= | H|o=z HED
E Avira Exchange Security (*) | Path
[=] 8 Basic Configuration [E] Antispam: High AntiSpam_High
1B General Settings [E] antispam: Low AntiSpam_Low
[y Avira Server [E] Antispam: Medium AntiSpam_Medium
B & Foldrs . [%] pefault Quarantine Default Quarantine
a]' Quarantines [ infected Mails Infected Mails
@_ Uity Sethngs [%] Information Store Quarantine information-store-guarantine
ﬁ Policy Configuration
& Avira Monitor
Ol i3

A separate quarantine folder can be selected for each category for incoming Emails

and may thus be stored in different quarantine folders.

After that, the job “Advanced spam filtering“ under “Mail Transport Jobs“ must be
configured accordingly. The previously created quarantines must be defined in the
properties of this job within the tab “Actions®.
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{Z, Avira Exchange Security
File Acton View Help

y =1o1x]

% Mail Transport Jobs
(G Job Templates
& Avira Monitor

Properties of Filtering Spam with Avira Antispam h

Generall Addressesl Conditiors  Actions | Server' Detai\sl

—Action Setting:
Spam Probability: Hone

Subject extension | [¥]

Spam Probability: Low [0.. 23]

Spam Probability, Medium [30..69]

Spam Probability: High [F0..100]

@ || REB o= | HE » = & %
E Avira Exchange Security {*) Priority | Mame | Job Type
i Basic Configuration 1 Scanning with Avira Scan Engine Avira Scanning
=] Q Policy Configuration Ea Advanced spam fitering Avira Antispam Spam Fil
&8 Information Store Jobs 3 Filtering Spam with Avira Antispam Avira Antispam Spam Fi

x|

Job recommendations

Now, configure each category (in the example High) and select the appropriate

quarantine folder:

moh x|

Actionz for high spam probability:

| Standard:

IF Copy to Quarantine: Antispam: High
using label: Spam level: High ([VARIspamvalus

[VAR

Delete Email

Add email sender/recipients to userlist

Send Administrator: spam detected to Administrator

Send naotification to All Senders

OO0 WO F8

Send Recipient: spam detected to All Recipients

E

Cancel | Lpply |

Repeat this process for the category Medium and Low.

Avira Exchange Security 11 (Status 04-10-2013)

27



K AV I RA Job recommendations

9.4 Add recipient automatically to the whitelist
You can add a recipient automatically to the whitelist in the following way:

e Create a new job under “Mail Transport Jobs”:
»#Avira Antispam Email Address Filtering"

e Navigate to the tab “Actions” and set the check mark *only* on “Add Email sender/
recipients to userlist Whitelist” (like shown in the screenshot below)

e Move the job in “Mail Transport Jobs® to the first place (right mouse-click on Avira
Antispam Email Address Filtering > All tasks > To the top)

-l

File Action View Help

o0 |5 XRBoz HE» = & @

m Avira Exchange Security (*) Priori Mame | Job Type
[] W Basic Configuration 1 Avira Antispam Emai Address Filtering | Avira Antispam Email Ad
Ifig General Settings 2 Scanning with Avira Scan Engine Avira Scanning
[y Avira Server [mEN = 3 = = = Fil
roperties of Avira Antispam Email Address Filtering | |m Fil
@ Folders 4 = £ i = m Fil
G Utlity Settings General | Addresses | Conditions | Regular Expressions  Actions |Ser ol I K

= 8 Policy Configuration
&8 Information Store Jobs ) )
& Mail Tra Sriny Actions for denied addresses:

&y Job Templates Standard: d
Q Avira Monitor
[T Copy to Quarantine:

using label:

[~ Delete Email

[T Add subject extension: [Forbidden sender(s] found]
at the end

[T Send Administrator: forbidden sender{s) found to
Administrator

[T Send Sender: forbidden recipient(s] found to All
Senders

[~ Send Recipient: forbidden sender found to All
Recipients

Now, every following Anti-spam job must be configured like this, so that the job will
be ignored if the sender is listed in the Whitelist.

e Open the properties of the corresponding job and navigate to the tab “Conditions”

e Add a new condition: “...sender is *not* in the user list ‘Whitelist”
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Conditions provids a way ta select emai messages for a specific job.
They are combined with the selection from the address tab.
Conditions:
2 i3 Cancel | | i |

=10l

Job recommendations

- S |

.. addressed to the following SMTP redpients

sender s in the userlist
.. with following headers 2
. with TNEF mail body

with HTML mail body

ntaining a read request

... containing a delivery request

2

cute job on messages fulfiling all of the following conditions...

... sender is in ‘e userlist

Userlist

Select userist

[

whitelist

" Runjob when emall sender exists in the selected userlist

|r? Ianore job when email sendsr exists in the selected userlisk |

=

=

After you have saved the configuration, all recipients will be added automatically to
the Whitelist and ignored by the following Antispam jobs.

9.5 Password protected Archives

All password protected archives will be blocked by default. However, a new job exists
since version 8: “Avira Protected Attachment Detection®. As this job is not activated
by default, you have to enable it first.

Configure the mentioned job under “Mail Transport Jobs” and move it to the first

place.

& Avira Exchange Security )

File Acton View Help

=101 ]

@2 |H|o= HE

E Avira Exchange Security (¥)
= \_“ Basic Configuration
1y General Settings
[FEy Avira Server
& Folders
i Utility Settings
= Q Policy Configuration
& Information Store Jobs
ﬁ Mail Transport Jobs
(&g Job Templates
& Awvira Monitor

Priori

11

Name

| 0b Type

Avira Protected Attachment Detection

Avira Protected Attachn

w2
¥ 3
T4
¥ 5

Avira Antispam Email Address Filtering
Scanning with Avira Scan Engine
Advanced spam filtering

Filtering Spam with Avira Antispam

All Tasks 3
Refresh

Export List...
View 3

Arrange Icons  #
Line up Icons

Avira Antispam Email Ad
Avira Scanning

Avira Antispam Spam Fil
Avira Antispam Spam Fil

Avira Scanning

Avira Email Size Filtering

Avira Attachment Filtering

Avira Attachment/Size Filtering

Avira Pro ttachment Detection
Avira Annmt Filtering

Avira Antispam Email Address Filtering
Avira Antispam Recipient Limit Filtering
Avira Antispam Spam Filtering

Help

Creates a new item in this container.

Now, you can configure the job and define how an Email is processed after password
protected files have been detected. Open the properties of the job and navigate to
the tab “Actions”. Please do not forget to save the configuration to activate the chan-

ges you made.
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