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What is SPACE ?

SPACE: Spam and Phishing Advanced Crossform Engine
SPACE is an interface, which is used for the detection of spam and phishing emails.
SPACE is part of the job “Advanced Spam Filering”.

The SPACE engine uses the information form a local data base and different RBL
DNS server (real time black lists) for the analysis of emails. The data base is
updated periodically

SPACE is activated and deactivated via the job “Advanced Spam Filtering”.

Propetties of Advanced spam filtering x|

Generall .ﬁ.ddressesl Conditions  Actionz | Serveri Detailsl

—Action Settings
Spam Probability: Mone [0..29]

Subject extension; | [¥]

Spam Probability: Law [30..65]

[ f L e

Spam Probability; Medium [70..50]

| i Medium

Spam Probability: High [91..100]
[ - High

Advanced Configuration;

Drefinite Criteria Combined Criteria

v ‘white spam result in Exchange SCL field

v ‘white spam value in mail header field

@ | Ok Cahcel Apply
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The option SPACE can be activated via the “Combined Criteria” and “Spam
(Classification).

Properties of Advanced spam filtering El

Mo Spam | Spam [Classitication] I Spam [Header]l Spam [Sul:uiect]l St I ’I

Spam Criteria -l
[T Exchange SCL Value
Relevance of this criteria: I Lows ;I
SCL HAM/SPAM threshold: I 0 ;I
[+ Avira SPACE results
Relevance of this criteria: I Very high ;I
=
@ | OF Cancel | Bpply

Here the SPACE module is activated or deactivated. In case SPACE is deactivated,
the corresponding mail jobs have to be activated.
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The ,Advanced Spam Filtering“ offers different detection levels low, medium and
high.

Properties of Advanced spam filtering 1 x|

Generall .-’-'-.ddressesl Conditions  Actions | Serverl Detailsl

—Achion Settings
Spam Probability: Maone [0..29]

Subject extension: | ¥l

Spam Probability; Low [30..65]

[ T o

Spam Probability: Medium [70..90]

E— |

Spam Probability: High [31..100]
| F High

Advanced Configuration;

Drefinite Criteria Combined Criteria |

v “Wirite zpam result in Exchange SCL field

v “Wirite zpam walue in mail header field

% ak Cancel | Apply
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We recommend you to keep these settings also for the quarantine folders. By this
means the email which were declared as spam aren’t moved all together in only one
default quarantine. With only one standard quarantine folder you don’t have a good
overview. But first you have to create the different quarantine folders.

(=}

File  Ackion  Wiew Help
=B B 2HE )

[£4 avira antivir Exchange (*) Mame | Path
E|‘!...1" Basic Configuration [®] pefault Quarantine Default Quarantine
[+ General Settings E Infected Mails Infected Mails

{Ep: Ankivir Server [E] Infarmation Staore Quarantine information-store-quarantine
=€ Folders

: arantines
F-EEF Uity Settings
=88 Policy Configuration

-8 Tnformation Store Jobs
ﬁ Mail Transport Jobs

& Ankivir Monitar
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Quarantine folder

These folders are created via the option “Basic configuration” and “folder” in the
quarantine menu.

You open the quarantine via a simple mouse click.

The default folders are:

- Default quarantine
- Infected emails
- Information store quarantine

In order to create a new folder, go to the free space of the window and click with the
left mouse button. A pull down menu appears. Here you can choose “New” and
“‘Quarantine”. A new window opens. We recommend you to name the quarantine
folders just like the different levels.

(<, Avira Anti¥ir Exchange i - |EI|5|

|Ei|e Action  Wew  Help

e» BBR2HE

(44 tvvira Antivir Exchangs (%) Mame | Path
-4 Basic Configuration [E] pefaul: Quarantine Defaulk Quarantine
i General Settings X 1nfected Mails Infected Mails
@: Antivir Server [E] Irformation Store Quaranking information-store-quarantine
=1-£5 Folders

PR £F Quarantines
=i Uity Settings

=48 Policy Configuration

-8 Information Store Jobs
8 mail Transport Jobs

Quarantine |

----- Gy Job Templates Refresh
- Antivir Monitor Expart List. ..
Wiew »

Arrange [cons
Lire up Icons

Help

1| | i3

I % " = &
|Creakes 5 new item in this conkainer, |
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Properties of Quarantine ) ﬂ

:l Summary Fiepl:urtsl Jobs I Detailsl

E [JHarartine

Hame: IE! Larantine
Enlder Mame: IE! uaranting
Databaze connection: I Local databasze [*.mdb file) jgl

Delete mailz after I 30 days
Size of body excerpts: I 286 bytes

0 phioms: ¥ Include processing logs

[T Quaranting is mizsion chtical

@ | ak. Cancel Apply




Notification

You can create the summary reports in this register:

Properties of Quarantine i

General Summary Fieparts | Jobs | Details |

Used Quaranting summary reports:
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MHame

| Enabled

Edit

Add | Bemove |

@

LCancel |

Apply |

Properties of New Quarantine Summary Report _

General | Summan Fields | 'whitelist Fields | Blacklist Fields | Gchedule ¢ |

X

E NEw uaraniin

Mame: INew Huarantine Surmmary Repor]

Active: " Yoz " Mo

Processzing: Idu:u nat process by Antivir jobs j
Template: IQuarantine Summary Repart j |
Recipients: I.t'-\dministlatur j gl
Surmmany data: Al mails

% Mew mailz only

{ Maihnlderthanl 14 days

5]

LCancel |

Apply
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{Z, Avira Anti¥ir Exchange | 5 |EI|5|

File  Action Miew Help

= |0 HE @23

(74 avira antivie Exchange (*) Mame | Path

=2 Basic Configuration [E] pefaulk Quaranting Default Quarantine
*F’:& eneral Settings El Infected Mails Infected Mails
ﬁ AnCiiir Server [E] Irformation Store Quaranting information-store-quarantine
EEE Folders [E] uarantine Quatantine |

| F® Quarantines
- Uity Settings

=88 Policy Configuration

ﬁ Information Store Jobs
48 Mail Transport Jobs
m Job Templates
B & Ankivir Manitor

|4 Quarantines |

The other quarantine folders are created in this order.

Update of SPACE

SPACE cannot update itself at the moment. The files have to be changed manually.

An update is proceeded usually every two month or in case of significant false
positives.

The following files are part of the update:
= Antispam.dll
= Global_words.db
= Settings.db
These files are available on the following link:

http://www.avira.com/en/support/kbdetails.php?id=422
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Procedure:

After the download of the files the service “AntiVir for Exchange” is stopped. Then
the files are copied to the directory:

C:\Programs\Avira\AntiVir Exchange\ Bin\SPACE
or to
C:\Program Files\Avira\AntiVir Exchange\Bin\SPACE

After that the service ,AntiVir for Exchange® is restarted. Please, read the above
mentioned knowledge base article.
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