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1. About this manual

This chapter contains an overview of the structure and content of this manual.
» 1.2 Structure of the manual - page 5
* 1.3 Emphasis in text - page 6

1.1 Introduction

This manual contains all the information you will need to use the Avira Management
Console.

Additional help and information is available from our website, our Technical Support hotline
and our regular newsletter (see 10. Service - page 136).

Your Avira Team

1.2 Structure of the manual

The manual for your Avira software consists of several chapters containing the following

information:

Chapter Contents

1. About this manual - page 5 Structure of the manual, emphasis in text

2. Product information - page 8 Overview of software features

3. Installation - page 13 Important information on installation of the AMC
Server and AMC Frontend

4. Avira Management Console Overview of the AMC Frontend

Frontend - page 20

5. Configuration - page 29 - Configuration of the network and server

connections.

- Configuration of the Security Environment.
- Configuration and updating of AMC services.
- Installation of AMC Agents.

6. Operation - page 82 Working with AMC:

- Managing software packages.

- Installing and configuring Avira products.
- Managing computer groups.

- Running commands and planning tasks.

Avira Management Console - User Manual (Status: 20 Nov 2012) 5
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About this manual

Chapter

Contents

7. Updating the Software
Repository and installed
products - page 122

Methods for updating Avira products in the AMC

8. Troubleshooting - page 132 Preventing and fixing problems in the AMC
9. Products supported by AMC - Avira products supported by the AMC
page 135

10. Service - page 136

Support and service from Avira Operations GmbH
& Co. KG

1.3 Emphasis in text

The following emphases are also used in the text to improve readability and clarity:

Emphasis in the text

Explanation

C:\Program Files\Avira\

Paths and file names

Select components
Select all

GUI elements e. g. menu options, window titles, elements
in dialog boxes

www.avira.com

Hyperlinks

6. Operation - page 80
"Creating virtual groups" -
page 33

Cross-references inside the document

setup.exe /remove

User input, commands and parameters

Computer amount in
group

Displayed text in dialog windows; configuration options
group

Set up boot
scripts? [y]

Terminal output (command-line)

Prerequisites

... placed before conditions which must be fulfilled prior to
performing an action.

Warning ... placed before warnings of critical data loss or hardware
damage.
Note ... placed before an important piece of information, for

example, relating to steps being carried out, or a tip
facilitating the understanding and operation of the product.

Avira Management Console - User Manual (Status: 20 Nov 2012)
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1.4 Abbreviations

The following abbreviations are used in this manual:

Abbreviation Meaning
AMC Avira Management Console
AUM Avira Update Manager
DHCP Dynamic Host Configuration Protocol
(Protocol for the dynamic assignment of the host IP address)
GUI Graphical User Interface
MMC Microsoft Management Console
SSL Secure Sockets Layer (encryption algorithm)
TCP/IP Transmission Control Protocol/Internet Protocol (protocol for

communication between computers)
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2. Product information

The Avira Management Console (AMC) enables the remote installation and administration
of Avira products on the network.

Windows Server Windows

Administrator PC

] «—

AMC-Server

hAMC

+ Ewent Manager
L Awira Update
Manager

p Server

AMC-Frontend

LAN
% AMC-Agents
3 Awira Professional
_I 9 Secuity
]
=='| |_“Awla Server Securnty
3
Auita Antiin
¥ MaiGate
vind UNI=f b Avira Antivin
indows! UN Mar — ot ials Windows/ LN/ Mac

Components and services

The AMC consists of three components:

* AMC Server: This is the main application which runs on a central server on the network
and consists of three services:

- Server
- Event Manager

- Update Manager

This server also contains an integrated database for event administration.

+ AMC Agent: A service performed on the computers on the network which establishes

the connection between the main application (AMC Server) and the Avira products on
the computers.
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* AMC Frontend: A graphical user interface which can, for example, be installed on the
administrator’s computer and which facilitates the effective administration of AMC
services and components.

2.1 Functionality

The AMC Server operates with the aid of three services, each performing different tasks,
which communicate with each other via an SSL-encrypted TCP/IP connection.

It manages:

+ computers integrated into the Security Environment of AMC,

» Avira products installed on the computers,

+ software packages supported by AMC.

Avira software packages are stored in the Software Repository of the AMC and can be

remotely installed on computers in the Security Environment. An Avira product can inherit
the configuration settings from its group, if installed via AMC.

The Event Manager receives events (e.g. virus alerts), saves them in a database and
forwards them for display and generation of reports in the AMC Frontend.

The Update Manager carries out updates to the managed Avira products, the software
packages in the AMC repository, and the AMC components.

The AMC Agent, which is installed on the computers in the Security Environment, forwards
the commands, tasks and configurations of the main application AMC Server to the Avira
products on the computers. The AMC Agent can relay events and messages from the Avira
products to the AMC Server to be displayed in the AMC Frontend.

The AMC Frontend is a snap-in for the Microsoft Management Console (MMC). This
graphical user interface clearly displays all information.

2.2 Features

All computers (Windows and Linux workstations and servers) in the Security Environment
of the company network can be managed and monitored using the AMC. The computers
are arranged in the Security Environment in a freely configurable tree structure with
hierarchical groups.

Avira Management Console - User Manual (Status: 20 Nov 2012) 9
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The most important features and functions of Avira Management Console:

Configuring a secure network environment

Graphical user interface for the configuration and operation of AMC (snap-in for
Microsoft Management Console)

Silent setup of AMC Agents via the network

Remote installation, configuration, updating and uninstallation of the Avira security
software on all network computers

Central repository for Avira products for installation on the network

User management for adding and monitoring users and access rights to computers or
groups

Backup of server files
SSL-encrypted communication protocol

Support for computers with dynamically allocated IP addresses (DHCP)

Controlling Avira security products via the network

Central administration of product-specific actions (scan, update, etc.) via configurable
commands and tasks

Sharing files/licenses and Remote execution of programs from the share directory of
the AMC Server

Pull mechanism to reduce the network load on very large networks

Saving of pending operations and tasks (installation, configuration, commands) for
computers to which access is temporarily unavailable, and for pull AMC Agents

Updating Avira software via the network

Central and automatic updating of supported software packages and of AMC
components with Avira Update Manager

Monitoring products’ status

Central control of the update function for installed Avira products with Avira Update
Manager or via a scheduled task

Testing the updates before they are committed to the share directory

Avira Management Console - User Manual (Status: 20 Nov 2012) 10
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Monitoring the activity of Avira products via the network

« Event Manager to display network warnings and send email notifications for specific
events

» Configurable reports for Avira products on the network

» Central view of all events issued by Avira products on the network

2.3 Licensing

Licensing involves two steps:
1. the purchase of the license

2. the activation of the license after installing the Avira Management Console

Normally you receive a license file by email after purchasing Avira products and acquiring
the AMC.

The license is checked when computers are added to the Security Environment. If, for
example, you have acquired a license for 500 clients, you can include a maximum of 500
computers in the Security Environment.

Licensing is carried out after installation of the AMC (see 4.2 Licensing the AMC - page 23).
Evaluation mode

If the product is not licensed, every time the AMC Frontend starts, a notification is displayed
that Avira Management Console can be used in evaluation mode for a period of 30 days. In
evaluation mode, a maximum of 100 computers can be managed in the Security
Environment.

2.4 System requirements

AMC Server:

* Operating system: Windows Server 2003 (x32 or x64)(newest SP), Windows Server
2008 (x32 or x64)(newest SP)

« RAM: 1 GB dedicated to AMC Server

» Free memory space on the hard disk: 5 GB (including all products and update files)
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AMC Frontend:

» Operating system: Windows XP (x32 or x64)(newest SP), Windows Vista (x32 or
x64)(newest SP), Windows 7 (x32 or x64)(newest SP), Windows Server 2003 (x32 or
x64)(newest SP), Windows Server 2008 (x32 or x64)(newest SP)

+ RAM: 64 MB

* Free memory space on the hard disk: 100 MB

AMC Agent:

* Operating system: Windows XP (x32 or x64)(newest SP), Windows Vista (x32 or
x64)(newest SP), Windows Server 2003 (x32 or x64)(newest SP), Windows 7 (newest
SP), Windows Server 2008 (x32 or x64)(newest SP), Linux (glibc 2.2 or higher), Solaris
Sparc 9 and 10, Mac OS X version 10.6 or newer

« RAM: 64 MB

* Free memory space on the hard disk: 50 MB

* Use with 64-bit Linux: Please use the required 32-bit libraries
* Linux: strings tool is required by the AMC Agent installer

« Linux: Start and configure sshd for authentication via password, if needed

Note
Please note that the Windows 2000 operating system is no longer supported.

Avira Management Console - User Manual (Status: 20 Nov 2012) 12
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3. Installation

3.1 Important information on installation

You normally install the AMC Server on a central Windows network server and the AMC
Frontend user interface on a network computer, which you are using for AMC
administration. Both components can also be installed on the same server.

During installation, you must enter the computer’s IP addresses in a dialog box and open
certain ports, as the Avira Management Console needs these for communication.
Therefore, have the relevant information at hand during installation.

Installation steps

Installation comprises the following steps:

1. Install the AMC Server

2. Install the AMC Frontend

After installing the AMC Server and the AMC Frontend, you can configure the AMC, include

computers in the Security Environment and install and manage AMC Agents and Avira
products via the network. Details on this are available in the following chapters.

3.2 Carrying out the installation

3.2.1 Installing the AMC Server

Prerequisites

* You require administrator rights for the server.

* The ports required by the AMC Server must be opened (if necessary in the
firewall) and should not be used by other applications. The firewall integrated
into the Windows operating system, from Windows XP onwards, is configured by
the AMC Server.

1. Download the latest AMC version as a .zip file from the Avira website
(http://www.avira.com) and unzip the file to a local directory.

2. Double-click on the self-extracting file: Avira_Management_Console_Server_en.exe

A dialog box with a security alert is displayed.

Avira Management Console - User Manual (Status: 20 Nov 2012) 13
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3. Click Accept to begin the installation.

The installation file is extracted. The installation dialog box is displayed.

4. Click Next.
The License Agreement window is displayed.

5. Please read the agreement carefully, then enable the option | accept the terms of the
license agreement and click Next.

Note

Please note that the acceptance of the AMC license agreement also extends to
all Avira products that you install over the AMC. You can find the Avira license
agreement on the Avira website.

The window for installation location is opened.

6. If necessary, change the destination path for the installation and click Next.

The window for configuring the IP address and server port is opened.

7. If you want to allow access to the AMC Agent installation files via the network, enable
the option Create AMC Agent Network Share. For further information, refer to
5.5.3 Silent Agent setup in Windows - page 49.

Avira Management Console Server - InstallShield Wizard il

AMC Server Network Configuration

Specify the network, settings of the AMC Server. a Av I R A

—Avira Management Conzsole
Metwark Interface: Ivm-win2k3 j ¥ Multlanguage
Command Port: | 7000 Motify Port: {7001
Event Manager Port; IT-"EH 1] Agent Part; IT-"EISEI
[V Create AMC Agent Mebwark Share MNetwark Share Mame: If-‘«ME Agent

< Back I Hest = I Cancel
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If the Multilanguage option is enabled, the Avira Update Manager mirrors the update
files for AMC in both languages (German and English). If this option is not enabled,
AUM mirrors the update files of AMC in the installed language only.

If you are installing the AMC Frontend on a computer and there is a firewall present, the
AMC Frontend ports (by default ports 7000 and 7001) must be opened, to enable
communication with the AMC Server. The firewall integrated into Windows from
Windows XP onwards is automatically configured with the appropriate settings by the
AMC Server, Avira Update Manager and Event Manager.

Note
HTTP server port 80 must be opened and should not be used by another
application.

8. Where necessary, change the Network Interface setting.

For Network Interface you can either select the IP address of the network adapter you
want to use for the AMC communication, or choose the AMC Server’'s hostname in
order to use the primary network adapter that is linked to the hostname.

. Click Next.

After the wizard has checked the network configuration, the dialog box AUM-Server
Network Configuration appears.

Avira Management Console Server - Installshield Wizard x|

AUM Server Hetwork Configuration

Specify the network, settings of the AUM Server. a Av I RA

—Awira Update M anager

Command Part: | 7050 Matify Part: 7051
Hitp Server Part: Imgn Hitp Server Test Port: |?1 oo
Roat Directary: IE:'\DDcuments and Settingzhall Userzhdpplicati Change...

™| UNE authentization for root direstany

[=zemn I Faszword:

< Back
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10. Confirm the specified configuration by clicking Next. Or: If necessary, change the
predefined ports accordingly. The selected ports are opened automatically during
installation and then remain open.

If required, click Change... to select a different root directory. You can also use a UNC
path as the HTTP root directory and enter the UNC authentication here. However,
locally connected networks are not supported. Then press Next.

After the wizard has checked the network configuration for the AUM Server, a dialog for
entering the login data for the AMC Server opens.

11. Enter the name and password for the administrator account on this computer and click
Next.

Avira Management Console Server - InstallShield Wizard 5[

AMC Server Service Account

The AMC Server zervice requires an adminiztrative account ba rin a Av I RA
properl.

Enter an account in one of the following formats: "user”, "domaintuzer or "useri@domain, This
accaunt muzt have administrative rights on this computer.

&dministrative account: I.-’-'-.dministratur

Account password; I ]

¢ Back I Hest > I Cancel
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12.In the next window, enter the user name and the password for logging in to the AMC.

Avira Management Console Server - InstallShield Wizard El

Create AMC Server User

The AMC Server requires an user account ba log in through the a Av I RA
AMC Frontend.

Pleaze enter a uzer and password, that you want to uze o log in to AMC £ AUM Server through
the &kC Frontend. Thiz uzer will be automatically created in the AMC Uzer kM anagement.

AMC Uszer. I.i‘-.l:lministrat-:nr
AMC 2 ALK Paszword: I p—
Werify AMC / AL Paszword: I

¥ Reusze account of AMC Server service as AMC uzer account

[rztallS hield

Cancel |

If you want to use a different account for the AMC login via the AMC Frontend, disable
the option Reuse account of AMC Server service as AMC user account and enter the
required settings for AMC User and AMC/ AUM Password.

< Back

Otherwise keep the option enabled and click Next.

Note

Should you wish to change the settings of the administrative or user account,
you can do so after installation is complete: Right-click on Avira Management
Console Frontend, then select Settings in the context menu. Choose the tab
Administrator Account. Here you can change all the account settings which
you have specified at installation.

Avira Management Console - User Manual (Status: 20 Nov 2012)

17



(X, AVIRA nstallation

13. Continue with the configuration of the update scheduler.

Avira Management Console Server - InstallShield Wizard ™ 5[

Configure 5cheduler

Configure the scheduler settings faor updates. a Av I RA

— Scheduling
[+ Enable scheduling Please choose the time and date when
the task should start
. Cince
- Hourly Skart Lime Skark date
% Daily 15:18:16 = 15112011 =]
™ wWeekly
" Monkhly
" Every IEIEI day(=] 01 hour(s) 00 minuteds) ﬁ {min. 15 minutes)

Enter the required settings and click Next.

14.If the Windows Firewall is active, you will now be asked whether you want AMC Server
services to be dealt with as an exception to the Microsoft Windows Firewall.

If you confirm by selecting Yes, the firewall will be configured automatically; If you
choose No, you have to configure the firewall manually at a later stage.

15.Click Next.

The program is ready for installation.

16. Click Install.

The application is installed.

17.Click Finish.

The AMC Server and related components are now installed.

3.2.2 Installing the AMC Frontend

Prerequisites

* You require administrator rights to install the AMC Frontend.
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1.

Double-click on the self-extracting file: Avira_Management _Console Frontend _en.exe

Depending on the operating system, a dialog box with a security alert is displayed.

If appropriate, click Accept to begin the installation.

The installation file is extracted. The installation dialog box is displayed.

Click Next.

The License Agreement window is displayed.

Please read the agreement carefully, then enable the option | accept the terms of the
license agreement and click Next.

The window for installation path is opened.

If necessary, change the destination path for the installation and click Next.

The dialog box for completing the installation is displayed.

Click Install.
The AMC Frontend is being installed.

Click Finish when the installation is complete.

The Windows Start menu now contains the Programs group Avira > Avira Management
Console with the entry Avira Management Console Frontend.

Avira Management Console - User Manual (Status: 20 Nov 2012)
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4. Avira Management Console Frontend

You can manage the AMC with the AMC Frontend graphical user interface, which consists
of a snap-in for the Microsoft Management Console (MMC).

Note
The appearance, structure and menu structure of the AMC Frontend may vary

depending on the operating system, as the AMC Frontend is a snap-in for the
Microsoft Management Console (MMC) framework. This section describes only
the proprietary Avira elements of the AMC Frontend.

For further information on the MMC and on manual integration of a snap-in,
please refer to the user manual or the online help of your operating system.

Note
The AMC Frontend displays tooltips, when you point your mouse to input fields.

4.1 Starting the AMC Frontend and logging in to the AMC Server

Starting the AMC Frontend

1. In Windows, open Start > Programs > Avira > Avira Management Console > Avira
Management Console Frontend.

The AMC Frontend is displayed.

. Avira Management Console Frontend i =10l x|

E File Action Miew dindow  Help _|5’|5|
= |m| =2
£ Awira Management Console Frontend Marme |

E fvira Management Consale Fronkend E.ﬂwira Management Console Frontend

Logging in to the AMC Server

2. Click on the node Avira Management Console Frontend.
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The AMC Frontend establishes the connection to the AMC Server. The Login window is
displayed:
x|

Please enter wour AMC Server account and specify whether your AMC Server is installed
an the local machine ar on another machine in the network.,

— Bhwaws conneck ko:

Login: I |

Password; I

% | ocal Computer

i~ Remate compuker I Erowse

i

Settings

I | Cancel |

3. Type in the Login username and Password you provided for the administrator at AMC
setup.

You can later add more users in the AMC Frontend. The menus and options available in
the GUI depend on each user's permissions (see 5.9 User Management - page 75).

Enable the Local Computer option if the AMC Frontend is installed on the same
computer as the AMC Server. Otherwise enable the Remote computer option, and
enter the server name or click the Browse button to select the server.

Avira Management Console - User Manual (Status: 20 Nov 2012)
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If you are using a proxy for the connection to the AMC Server or have changed the port
settings during installation of the AMC, carry out the following steps:

1. Click Settings.

Login settings ) x|

Communicakion setkings I 551 Configuration I

~Proxy Server
¥ Use Proxy [™ only For updating the Frontend

Please supply the address of the proxy server and, if
needed, necessary login information:

Address: |12?,|:|,|:|.1:8I:I
™ Login I

Passwiord; I

—Port configuration

Twio parts are necessary ko conneck bo the server, Keepin
mind that the server must be configured ko use the same
bwo ports,

Swnc Pork: I?EIEIIII
Async Pork: I?IZIIZII

¥ Receive updates From Avira Update Manager

K, I Zancel amply

2. Enable the Use Proxy option and enter the address and ports in form of
"IP address:port", for example
127.0.0.1:80.

If you want to obtain AMC Frontend updates from the AUM integrated into the AMC,
enable the option Receive updates from Avira Update Manager. Otherwise product
updates are obtained from the preset Avira servers.

3. Click OK.

4. Optional: If you have created your own SSL certificates for your AMC Server and want
these to be used by the clients for server authentication (see 5.7 SSL certificate
administration - page 69), click the SSL Configuration tab and enable the Server
authentication options:
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Communication settings  33L Configuration I

Server authentication

W Request server authentication:

v “alidste commen name (server name)

5. Click OK.

Avira Management Console Frontend

With the login, the AMC Frontend establishes the connection to the AMC Server.

%, Avira Management Console Frontend |l =10l x|
E File  Action Miew indow  Help i | E‘lﬂ
& = | BRI 2
D Avira Management Console Frontend Marme |
Elﬁ Avira Management Console Frontend @ Software Repository
Software Repositary Iﬂl;lSecurit';.f Environment
-:ﬂl;l Security Environmenk n Metwork neighbiorhaod
i+ Metwork neighborhood a9 Eyenks
| '
:'h Eps \,Reparts
o . F'\epu:frts ) ",_.-—'Cnnl:iguratiu:-n
-0 Configuration
fﬁﬁ Uszer Management
A iser Management
‘ ﬁ] Info Center

- E] Info Cenker

-4 Avira Update Manager

E.ﬂwira Update Manager

4.2 Licensing the AMC

Prerequisites

» The AMC Server main application and the AMC Frontend graphical user
interface are installed (see 3. Installation - page 13)

* The license file is available (saved locally)

1. Start the AMC Frontend and establish the connection to the AMC Server
(see 4.1 Starting the AMC Frontend and logging in to the AMC Server - page 20).

The AMC Frontend is opened.

2. Right-click on Avira Management Console Frontend, and select License.
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The license window is opened. The status box contains the entry Invalid highlighted in
red.

R x

~ License user

Mame: I Iralid license g
Company': I Irvalid license
Email: I Inwalid license Mew License I

—Dates

License beqin:

E:xpirakion:

Issue:

—Skatus

License bype:

=

Agent counk:

status: |

3. Click on New License and enter the path for the license file.

4. Select the license file (e.g. hbedv.key) and click OK to confirm.

The license file is loaded and the License window is displayed:
icense

~License Information

Walid unkil: I 31.12,2012 00:00:00

x|
(0].4 I
e cense |

Mew license

Agent counk: I 10

Skatus: I Walid

The licensing procedure is complete.
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4.3 AMC Frontend user interface

You can use the AMC Frontend to configure and control the following components:
* AMC Server and its modules

* AMC Agents in the Security Environment

» Avira software in the Software Repository

» Avira software installed on the computers in the Security Environment

After you have logged in to the AMC, the main window is displayed.

Note
The access rights of the users determine which AMC Frontend functions are
shown.
. Arvira Management Console Frontend 'I oy ] 4
E File  Action VWiew Window  Help | = |5’|£|
e~ |RE P EHFRBEB 2E LOB'D
I:I &vira Management Console Frontend ame | Operating syskem | Computet status | Hostna. .. | Configuratior
EI--E Avira Management Console Fronkend | 3 win?xg4  Microsoft Windows 7 ... Online 10.40....  Inherited
@ SDFtw_are REPDSitDW 2 wm-win2k3  Microsoft 'Windows 20...  Cnline 10.40.... Inherited
=-gilg Security Environment * Marketing - OFffine, no agen...  YME-W... Inherited

iﬂ; Mew computers

% Filtered security environment
-- Win-group

- % Metwark neighborhood

----- ad Events

----- \, Repoarts

----- ¥ Configuration

----- ¥¥h User Management

----- E—l Info Center

EI--E Avira Update Manager

< | i
| | |

The AMC Frontend is divided into two areas: the navigation area (left-hand window) and the
details panel (right-hand window). The entries in the expandable navigation structure are
referred to as nodes e.g. the Events node, the node for the computer group win-group etc.

The navigation area contains the following nodes:

Software Repository

Security Environment

Network neighborhood

Events
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Reports
Configuration
User Management
Info Center

Avira Update Manager

The details panel contains detailed information on the selected nodes. The appearance of
the details panel (displayed contents, number and sequence of columns) can be changed
using the View menu options.

(see "Selecting and sorting the information displayed" - page 98)

Software Repository

The central database of the AMC Server for storing Avira products. The details panel
shows information on saved software packages: name, installation file, info- and license file
(see 6.2 Managing software packages - page 83).

Security Environment

A freely configurable, hierarchical structure of so-called virtual groups with assigned
computers. The groups can, for example, represent the business structure or the user
groups on the network.

The following nodes are displayed in the Security Environment:
- The group nodes with all computers assigned to the respective group.

- The computer nodes and the New computers node with sub-nodes for all Avira
products and AMC Agents.

- The Filtered security environment node, when filtered groups are created.

The details panel shows information on the status of groups, computers, modules, oper-
ations, tasks and events.

Group nodes:

At a group level (e.g. departments), information on sub-groups or integrated computers
is displayed: computer name and status symbols, version, status, operating system,
AMC Agent availability, etc.
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Computer nodes:

The following information is displayed for every computer, via the Views menu options
(Action > Views in the menu bar or Views in the context menu) or via the Toolbar:

Views Details

2 Product status Displays the name, icon, status and details of products

# Product version Displays the name and version number of products

Displays errors detected by Avira products on a computer

@ Error messages :
(with the product name, error status and error message)

Displays events detected by Avira products on the

i Events
computer

Displays tasks scheduled to be performed by Avira

®
Tasks products on computers

Displays scheduled tasks for computers in offline mode
and for pull AMC Agents. These tasks are executed when
the clients revert to online mode or when AMC Agents
perform synchronization.

Pending operations

For details, see 6.4 Displaying information on a computer or group - page 97.
* Network neighborhood

Workgroups and computers on your MS Windows network. You can choose whether
computers on the network display their name or IP address (right-click, Display IP
Addresses). You can integrate computers from the Network neighborhood into the
Security Environment by drag and drop or automatically, through the synchronization
feature (see "Importing computers into the Security Environment" - page 35).

e Events

A sorted or filtered list of events which have occurred on the computers. The events list
can be filtered (e.g. by Level or Product) to display specific events
(see 6.5 Displaying events - page 104).

* Reports

The report templates and the generated reports for all computers. For further details,
refer to 6.7 Creating and displaying reports - page 111.

e Configuration

General configuration options for the AMC components. For further details, refer to
5.6 Configuring AMC - page 52.
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* User Management

A list of managed users. Here you can create, delete or edit AMC users. The details
panel shows: User name, Complete name, Description, Email Address and Last login
to the AMC Frontend.

¢ Info Center

A website with the latest information on your product: known issues, tips and tricks, new
application options and product updates.

e Avira Update Manager

For each AUM server, the details panel shows the update status of the software pack-
ages in its repository, as well as configuration options for the AUM components.

The console tree of the Avira Update Manager contains the following nodes in the navi-
gation area:

Avira Update Manager:

This is the root node to which the managed AUM Servers are added. The detail window
shows the version of the AUM Frontend and the logdfile for automatic self-updates.

Servername:Port [e.g. vm-win2k3:7050]:

Displays the server name and the selected port used to connect the AUM Frontend to
the AUM Server. The following details are displayed in the detail window: Server data
(version information of the currently installed AUM Server), Update status and Lodfiles.

The following entries appear underneath the server node:
- Released products - products for product updating can be added here.
- Scheduler - configuration for the scheduling of product updates.

- Server Settings:
General (general configuration options for the AUM);
Network (configuration options for the source of updates: HTTP server, proxy server);
Email (configuration for the sending of email messages).

- Frontend Settings - SSL Server authentication.
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5. Configuration

5.1 Overview

The main application, AMC Server, and the associated services are configured with the aid
of the graphical user interface, AMC Frontend. The following steps should be performed
after installation:

» 5.2 Configuring network and AMC Server connections - page 29
» 5.3 Setting up the Security Environment - page 31
+ 5.5 Installing AMC Agents in the Security Environment - page 43

The settings for the AMC Server services can be customized if necessary:
+ 5.6 Configuring AMC - page 52
» 5.7 SSL certificate administration - page 69

In addition you can easily update AMC via the Internet when updates are available.
» "Updating the AMC" - page 73

» "Creating a task for the AMC Server update" - page 74

+ "Displaying and changing update tasks for the AMC Server" - page 75

You can adapt AMC user rights to the demands of your IT environment:

* 5.9 User Management - page 75

Starting the AMC Frontend

Carry out the steps described in 4.1 Starting the AMC Frontend and logging in to the AMC
Server - page 20.

5.2 Configuring network and AMC Server connections

You can configure the connection so that these processes are simplified when the
computer reboots and AMC Frontend starts.

Configuring the network connection

1. Right-click on the Avira Management Console Frontend node, and select Settings.
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The settings window is opened:

settings x|

Login Administrator Account |

—Login
Flease specify the account to be used to access the computers in
wour netwark (administrator privileges are required)

™ Lse the Following account:

Username: I

Password: I

% 1ze the server's current account:

™ Use 55H public | private key authenkticakion

ke file: I _I

I" | Save password [ 55H key: For Ehe current session

Save

[T Always save settings {except Password | 55H key')

| Ik I Zancel

2. Click the Administrator Account tab and enter the Username and Password, to be
used for remote AMC Agent installation. If the AMC Server’s administrative account is
also used for installing the AMC Agent on network computers, enable the option Use
the server’s current account.

Note
Installing the AMC Agent via the option Use the server’s current account only
works on Windows clients.

3. If you are accessing other client computers via SSH (e.g. Linux workstations), you can
enable the Use SSH public/ private key authentication option and select the Key file in
putty format with the aid of the browse button [...].

On the Login tab, you can change the login password of the current user for the AMC
Server.
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5.3 Setting up the Security Environment

In the Security Environment, AMC uses so-called virtual groups of computers to carry out
installation, configuration and monitoring tasks. Only computers integrated into the Security
Environment can be managed by AMC.

_Iojx
& bira Honspement ConsleFrankend____
@ =181

File Action Wiew window  Help
= | BEBEEFRRE 2E||E2O o

(L1 Avira Management Console Frontend

: v d d
E"E fvira Management Console Frontend ‘J '_) ')

@ Software Repository win 76 wm-winzhk3 Marketing
L_-_I--iﬂ; Security Enviranment
iﬂl; [ews computers
% Filkered security environment
El win-group

F- D win7xed

2 win-winzk3

- % Metwork neighborhood
----- 24 Events

----- \, Reports

----- ¥ Configuration

----- A User Management

----- E—E Info Center

EEI--E #fvira Update Manager

Security Environment nodes

The Security Environment presents the hierarchical structure of your network in such a way
as to optimize the installation and configuration of Avira products on the computers.

This requires the setting up of so-called virtual groups under the Security Environment
nodes, corresponding to the various network groups. For example, you can create groups
of computers from certain departments or combine computers with similar installation/
configuration (e.g. with English-language products).

You can also nest groups. Individual or multiple groups can be moved to other groups at
any time. You can choose which names you give to the computers and groups in the
Security Environment.
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Status in the Security Environment

When starting the AMC Frontend, the status of the computers and groups is displayed in

icon form.
Icon Meaning
: Monitor green, arrow green: Computer started, AMC Agent installed and
e started, full access available.

Monitor light blue, arrow red: Computer started, AMC Agent not installed.

&)

Monitor light blue, arrow orange: Computer started, AMC Agent installed,
no access available.

a Monitor dark, arrow orange: Computer switched off or not connected to
the network, AMC Agent installed, no access available.

Monitor dark, arrow red: Computer switched off or not connected to the
network, AMC Agent not installed.

o

a Monitor dark/light blue, arrow orange, red flag on the left next to the
monitor: Pending operations have been saved, as the computer is
switched off or not connected to the network, or no access to the AMC
Agent is available. The operation is carried out as soon as the computer
becomes available again in the Security Environment.

» Monitor green, arrow green, red flag on the left next to the monitor:

;J Pending operations and commands have been saved, as the AMC Agent
on the computer is configured to use the pull mechanism. The operations
are carried out when the AMC Agent performs the synchronization.

AMC is attempting to establish the connection or is executing a
command.

Error in computer or group.

Warning or notification in computer or group.

Virtual computer group.

Ba || O

Filtered security environment and filtered sub-groups.

e

|

Software package in Software Repository.
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Configuration

Icon

Meaning

B

AMC Agent installed on the computer.

&

Software package installed on the computer.

Lo

Update file in test mode, ready to be committed.

oA

Error status. Computer, product or group must be scanned.

5.3.1 Creating virtual groups

1. Right-click on the Security Environment or a group node in the navigation area and

select New > Group.

The Create new group window is displayed.

2. Enter a name for the group and click OK.

The new group is displayed under the Security Environment node in the navigation

area.

Displaying the name or IP address of the computer

Right-click on the Network neighborhood node in the navigation area, and select Display

IP Addresses.

- If the context menu option is highlighted: The computer IP addresses are displayed.

- If the context menu option is not highlighted: Only the names of the computers are dis-

played.

Searching for computers or groups

Using the Search option in the context menu of any group or of the Security Environment,
you can search for certain computers or groups.

Search text: I |

Search direckion

i Up

= Down

Cancel

x|
Find next I
_ Concel |
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You can search either by hostname or IP address, or using wildcards:
*: matches any sequence of characters

?: matches any single character

\\: searches for the \ character

\*: searches for the * character

\?: searches for the ? character

Example: searching for *server? will find mainserverl but not serveril2

5.3.2 Adding computers to virtual groups

From the Network neighborhood

Depending on the view settings for the Network neighborhood node, computers are
displayed by name or IP address.

1. In the navigation area, expand the Network neighborhood node and the node of your
network (e.g. Microsoft Windows network).
The connected computers are displayed in the results window.

2. Drag the computer or group from the network neighborhood into the Security
Environment.
—OR -

Right-click on a group or sub-group in the Security Environment, and select New >
Computer.

The Add new computer window is displayed.

3. Enter the Display name of the computer in the Security Environment, as well as the
hostname and IP address of the computer (Hostname/IP), and click OK.
The added computer is then displayed in its group in the navigation area under the

Security Environment node.

From the “New computers” node

There may be computers on which the AMC Agent is already installed, but which are not
yet integrated into the Security Environment. This may, for example, include laptops or
computers on which the AMC Agent was installed manually. These computers automatically
log in to the AMC Server if they are available on the network.

1. Click New computers in the Security Environment.
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Computers on which the AMC Agent is installed and which are newly available on the
network are displayed.

Configuration

2. Add the required computers to other groups in the Security Environment. To do this,
follow the steps described above.

5.3.3 Manually assigning a computer to an existing group

Starting with AMC Agent version 2.7, you can move computers from one virtual group to
another in the Security Environment, using the command line on the client computer:

agent --group <group name>

The group name must exist.

Conventions for hierarchical groups:

» Hierarchical groups must be specified relative to the Security Environment node,
separated by slash (/) and enclosed in double quotes.

« If the group name contains spaces, it has to be enclosed in double quotes

("san Francisco").

» If the group name contains the slash character (/), it has to be enclosed in apostrophes
('US/Mexico").

Note

Group names must not contain double quotes (").

Examples:

agent —--group
agent —--group
agent —--group
agent —--group

Sales
"San Francisco"
"Sales/'US/Mexico'"

"Sales/US/San Francisco"

In case of errors (for example, a group does not exist), the computer is not moved. Errors
are logged by the AMC Agent and the AMC Server.

5.3.4 Importing computers into the Security Environment

Computers can also be imported into the Security Environment via the Synchronize option in
the Security Environment’s context menu. The following sub-options are available:
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* Network neighborhood
 Comma separated file

* Active directory

Synchronization source 3

Please select the synchronization source;

% fletwork neighbourhood; [T synchranize ta all available workgroups | domains

" Comma separated file

" Ackive directory

Howy dio wou wank bo represent
wour Gckive Directory in the AMCT

£ Ignore ADS hisrarchy

Create groups based on bhe
computer DRSS names
Create groups based on
‘raanizational units"

< Back I hext = I Zancel

&

Network neighborhood:
To import computers from the Network neighborhood:
1. Right-click on the Security Environment node and select Synchronize > Synchronize.

2. Select the Network neighborhood as the import source and click Next.

The computer list from the Network neighborhood is displayed.
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3. Select the Computers to be added and the Computers to be removed as appropriate.

Computers ko be added to the security environmenk:
Marme | Group | Hostname | IP :l
WINTHIZ_4 Microsoft Windows Met,,,  WINTX3Z_4
WINFKIZ_5 Microsoft Windows Met,.,  WINTX3Z_5
WINTHIZ & Microsaft Windows Mek,,,  WINTX3Z_6 i
WINTREZ T Microsaft Windows Mek,.,  WINTKIZ_7 =
LLITR IS . LN, HIPS . S [ F P N P N LLITR IS &
4 | »
Remove selected computers Fraon list |
Computers ko be removed from the security environment:
Marme: | Group | Hostname | IP I
Remove selected computers from list
< Back I Mext = I Cancel
s

You can import/remove the entire list, or first select several computers and use the
Remove selected computers from list buttons.

Configuration

4. Click Next to import the required computers.
Comma separated file:

To import a computer list:

Create the computer list using a text editor and save it in the system. You can give the text
file (*.txt) any name you want. The list must have the following structure:

group, hame, IP or network name
First floor\Marketing,Computer(0l,mkpcl
Ground floor,Reception,192.168.146.1

- Group: Name of the group in the Security Environment, with the relative path to the
Security Environment, e.g. First floor\Marketing

- Name: Display name of the computer in the Security Environment

- IP: IP address or name of the computer on the network

Right-click on the Security Environment node, and select Synchronize > Synchronize.

Select Comma separated file as the import source.
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4. Enter the path of the file [pclist.txt] and click Next.

The computer list from the imported file is displayed.

smchromze

Computers to be added ko the security environment:

Computerdz First FloorMarkeking

Compuker03 First FloarMarketing rkpca

Compuker0d First FloaorMarketing mkprcd -
PSR B Y o ek Cle e drd i R I

| | _’l_l

Remove selected computers From lisk |

Computers to be removed from the security enwironment:

Mame | Group | Hoskname | IP |
Marketing win-group WMZ-WIN T Ke4

wemlinu Mew compukters

wm-winzks win-group

wWin7x=e4 win-group

Remove selected computers from list

< Back I Mexk = I Cancel

o

Configuration

5. Select the Computers to be added and the Computers to be removed and click Remove
selected computers from list as appropriate (as described above) and click Next.

The computer list is imported. The names of the computers are displayed in the Security

Environment.

Active directory:

To import computers from Active directory:

1.

Right-click on the Security Environment node, and select Synchronize > Synchronize.

2. Select Active directory as the import source.
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3. Select one of the options below.

Howe dio wou wank o represent
wour fckive Directory in the AMCT

{* Ignore ADS hierarchy
Create groups based on the
compuber DMNS names

Create groups based on
‘organizational units'

The computer list from the ADS is displayed.

4. Select the Computers to be added and the Computers to be removed and click Remove
selected computers from list as appropriate (as described above) and click Next.

The computer list is imported from ADS according to the defined settings. The names of
the computers are displayed in the Security Environment.

Note
The ADS communication port must be open to enable the import to be carried
out (see 8.2 Requirements for ADS synchronization - page 133).

5.3.5 Automatic synchronization with ADS/LDAP

In environments with multiple administrators, the security network can be synchronized with
the ADS/LDAP repository with the aid of the AMC. To do this, configure the scheduler for
synchronizations as follows:

1. Right-click on the Security Environment and select Synchronize.
2. Select Schedule synchronization.
3. Select an option under Active directory.

4. Click Finish.

The task scheduler window is opened:
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Please enter a name for the task,

Execute task

¥ One time
£ Haurly
" Daily

T Weskly

" Monthly

" Every II:II:I dayis) 01 hour(s) 00 minuke(s) == (min. 15 minutes)

< Back I Mexk = I

Cancel

Configuration

5. Enter a task name, select the interval at which the synchronization is to take place and

click Next.

Depending on the interval selected, you can specify the data and time for the task to

start:

Please seleck the date and time when to start the task:

Start kime Start dake
et ="
|.29.54 = 13.01.2011 j

Please seleck on which weekdays
the task should be executed

v Monday ¥ Friday
¥ Tuesday v Saturday
v “Wednesday v Sunday

v Thursday

k|

= Back I Finish I

Cancel
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6. Click Finish.
Note

AMC uses a request mechanism to carry out a synchronization at the stipulated
intervals.

5.3.6 Controlling and modifying created tasks
Right-click on the Security Environment and select View > Synchronize tasks.

-OR -

Click the Synchronize tasks button: .

(£ Avira Management Console Frontend ) o [
:
E Eile: | =l

Action  Wiew  window  Help

e DI PR FRE 2H| &0 o' B

|:| fvwira Management Consale Fron | Mame | Perind | start | Status | weekdays | Created
E‘E Avira Management Cansale F | 4o Active Directory synchronization  Weskly 12.11.2011... Mot yet executed Unavailable 12,10.201

-8 Software Repository
Security Enviranment

- Metwork neighborhood

----- a4 Events

----- \, Reparts

----- ¥ Configuration

----- W User Management

----- E—E Info Center

EEI--E Avira Update Manager

1 | Hin |

5.3.7 IP Address filter

Another useful function when grouping computers in the Security Environment is the IP
Address filter option in the context menu for a group.

Fiter x|

Mew computers can be aukomatically moved inko a certain group when their IP address
matches the groups Filkering criteria.

sage:

IP adresses consist of 4 parts: a.b.c.d,

For creating a filker wou need the possibility ko specify placeholders.

This is done by using a range of numbers; -y, YWhen you use a range on any of the four
parts of the IF address, vou must omit the subsequent parts,

Example:

192.168.0.10-50 matches all computers whose firsk 3 IP parts match 192, 168.0,, and whose
Fourth part is between 10 and 50.

10.1-254 matches all computers whose first IP part is 10,

If wou wankt ko specify several filker criteria make sure you divide them with ',

Filker: I |

Ik I Cancel
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You can enter an IP address range and, as soon as the corresponding new computers log
in to the AMC Server, they are integrated into the specified group (instead of the New
computers node).

5.3.8 Renaming virtual groups

1. Right-click on a group and select Rename (Shortcut: F2).

This makes the name editable.

2. Enter the new name and click next to the box.

The new name is saved and displayed.

5.3.9 Deleting virtual groups/computers

If you are sure that no Avira products are installed on computers or in groups, they can be
deleted. Right-click on the computer or group, and select Delete.

The computer or group is removed from the Security Environment.

5.4 Adding update servers to the AUM

If you are using more than one update server for your network, you can integrate them into
the AMC Frontend by adding them under the Avira Update Manager node.

Prerequisites

* The Avira Update Manager must be installed on the server you want to add. For
further information, please refer to the Avira Update Manager user manual.

1. Right-click on the Avira Update Manager node, and select New > Add AUM server.

2. Enter the name of the server, the communication ports and the password.

The new update server is added to the AMC Frontend under Avira Update Manager.

For further information on the configuration of the AUM Server, see "Configuration of the
Avira Update Manager" - page 62.

Afterwards, you can choose which server you want to use for automatic updates to AMC
components, virtual groups or computers. See 7. Updating the Software Repository and
installed products - page 122.
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5.5 Installing AMC Agents in the Security Environment

To install AMC Agents in the Security Environment you must have administrator rights on
all computers.

Note
Make sure that all AMC components and Avira products are always up-to-date
and can communicate with each other in the Security Environment.

Note

AMC can only monitor computers on which the AMC Agent is installed. It is
therefore recommended that you install the AMC Agents throughout the Security
Environment immediately after installation of the AMC.

If you add new groups or computers to the system at a later time, you can carry
out the installation of the AMC Agent for these groups or computers selectively.

You can use the automatic product installation feature, to install the AMC Agent
automatically on new computers (see "Automatic product installation" - page 88).

Furthermore, you can adapt the configuration of the AMC Agent at any time and assign the
new configuration to the required groups or computers (see "Changing the AMC Agent
configuration" - page 53).
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Requirements for communication between the AMC Agent and AMC Server

If a firewall is installed on a client, the following ports (TCP) must be enabled:
7000, 7001, 7080, 7010. ICMP queries must also be possible.

The firewall integrated into Windows since Windows Server 2003 is automati-

cally appropriately configured by the AMC Server, Avira Update Manager and
Event Manager.

Other firewalls may disrupt the communication between AMC Agent and AMC
Server. Should this be the case you’ll find corresponding error message in the
log files (see "Displaying log files" - page 120).

+  With an active Windows Firewall, exceptions for incoming ICMP echo requests

(ping), Windows remote administration and Windows file and printer sharing
must be configured.

+ The Simple file sharing has to be deactivated for Windows XP: disable the option

Windows Explorer > Tools > Folder Options > View > Use simple file sharing
(recommended).

« The AMC Server must be able to access the administrative share C$ (\\<Client-

IP>\C$) and the remote administration on the client with an authorized user
account.

Installation procedure

Depending on the operating system, there are various procedures for installing the AMC
Agent:
* Remote installation via the AMC Frontend

—"Installing the AMC Agent via the AMC Frontend (Windows XP Professional/ Vista/
Windows 7/ UNIX)" - page 45

* (optional) Manual installation with installation file

— "Manually installing the AMC Agent (Win XP Home Edition, optional: Windows XP
Professional/ Vista/ Windows 7)" - page 46

+ (optional) Silent Agent installation in Windows with a login script
— "Silent Agent setup in Windows" - page 49

* (optional) UNIX: Manual installation with installation file
— "Manually installing the AMC Agent (optional for UNIX systems)" - page 49
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5.5.1 Installing the AMC Agent via the AMC Frontend
(Windows XP Professional/ Vista/ Windows 7/ UNIX)

Prerequisites

« Computers/groups must be integrated into the Security Environment and have

the following status: ,,,) Monitor light blue, arrow red.

1. In the navigation area, click on the Security Environment node and then on the groups/
computers on which the AMC Agent is to be installed.

The computers or groups are displayed with status icons in the results window.

2. Right-click on the group and select Installation > AMC Agent > Install.

The Administrator Account window is opened:

Administrator Account il

—Login
Please specify the account to be used to access the computers in
wour network, (Administrator privileges are required)

{*' Use the Following account:

Usernarme: I.ﬁ.dministratur

Password! I |

" Use the server's current account

™ Use 55H public | private key authenkication

ke File: I |
—Save

[ Save password f 55H key For the current session

[T Always save settings {(except Password | 55H key)

Ik I Cancel

3. Enter the Username and the Password for the administrator account, if you are using a
different administrator account on the client computer, than on the AMC Server; On
UNIX - type the root user and password, unless using SSH.

-OR-
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Enable the option Use the server’s current account.

Note
Installing the AMC Agent via the option Use the server’s current account works

only on Windows clients.

4. If you are accessing client computers via SSH (e.g. Linux workstations), you can enable
the Use SSH public/ private key authentication option and select the Key file in putty
format with the aid of the search button [...].

5. Click OK.

The AMC Agent is installed on the selected computers and groups.

A green icon is displayed in the frontend for the client computer (e.g. D win7x64). The

agent status Ok appears in the results window:

(& Avira Management Console Frontend b 100 =l

E File  Ackion Wew ‘Window Help | _|E|5|
¢ = OmRPR2E ¥YPAOWS'S

[:I Avira Management Console Fron | Module name | Module efror status | Module skatus | Module dekails
=1-{@3 Avira Management Console F | (G awira Management Console agent Ok Ackivated

-4 Software Repasitory
Eliﬂ; Security Ensiranment
b By WinTusd
= 2 wm-winzk3

L2 AMC Agent
- ¥ Mebwork neighborhood
----- a@d Fyents
----- \, Reports
----- W Configuration
----- A Lser Management
----- ﬂ Info Center
EEI--E Avira Update Manager

« | sl | [

5.5.2 Manually installing the AMC Agent (Win XP Home Edition,
optional: Windows XP Professional/ Vista/ Windows 7)

To install the AMC Agent on a computer with the Windows XP Home Edition operating
system, you require the file Avira_Management Console_Agent_en.exe. This file can be
found in the local directory in which you extracted the .zip file (see 3.2 Carrying out the
installation - page 13).
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Prerequisites

» Computers/groups must be included in the Security Environment and have the

following status: &) Monitor light blue, arrow red.

1. Copy the file Avira_Management _Console_Agent _en.exe to the local computer on
which you want to install the AMC Agent.
2. Double-click on the file.

A window for extracting the installation file and starting the installation is displayed

3. Click Install.

The installation file is extracted. The window for the InstallShield wizard is displayed.

4. Click Next.
The License Agreement is displayed.

5. Please read the agreement carefully, then select | accept the terms of the license
agreement, and click Next.

The AMC-Server Configuration window is displayed.

Avira Management Console Agent - InstallShield Wizard ﬂ
AMC Server Configuration

Pleaze enter the IF addrezz or hostname and the ports of the computer on which the Server, Event
Manager and Update Manager are installed.

—IP or Hostname of the server

O |P-tddress: I o. 0.0 .10 o Hostname: Ivm-winEkS
— Portz
Server I?I:IDI:I Ewvent Manager: I?I:I1 n

Update Manager: |?|:|E|:|

< Back | Mext » I Cancel |

6. Enter the IP-Address or the Hostname of the AMC Server.

7. Enter the Ports you also provided during AMC Server’s installation.
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8. Click Next.

The AMC-Agent Configuration window is opened.
Avira Management Console Agent - InstallShield Wizard x|

AMC Agent Configuration

Configure the AC Agent a Av I R A

The AMC Agent iz an applization which rung on each computer bo control product: and manage
product inztallation. The AMC Agent needs an [P addres: and a part.

Pleaze provide the zame hoztname / |P addresz uzed in the AMC Frontend, othenwize the AMC
Server will not accept connechion attermpts fram this Agent.

Additionally provide the same port az in the AMC Server installation, othensize the AMC Server
cannot contact thiz Agent.

Computer name: Port:

Ivm-win2k3 7030

Activate the fallowing checkbax, if AMC Agent is located in a MAT -netwark [deactivated by
default].

[~ Pul Mode

< Back

Cancel |

9. Enter the data for the local computer: the Computer name assigned to the computer in
the Security Environment, and the Port for communication with the server, as provided
during AMC Server’s installation. Then click Next.

If the Windows Firewall is active, you will be asked whether you want AMC Agent to be
dealt with as an exception to the Microsoft Windows Firewall.

10.If you confirm by selecting Yes the firewall will be configured automatically, if you
choose No you have to configure the firewall manually at a later stage.

Click Next to confirm your choice.

The Select Destination Location window is displayed.

11. If necessary, select a different installation directory and click Next.

The program is ready for installation.

12.Click Install.
The AMC Agent is installed.

13.Click Finish.
The AMC Agent is now locally installed.

14. Restart the computer if necessary.

Avira Management Console - User Manual (Status: 20 Nov 2012)

48



(X, AVIRA Configuratior

15. Start the AMC Frontend on the AMC Server (see 4.1 Starting the AMC Frontend and
logging in to the AMC Server - page 20).

The computers/groups are displayed with their status icon in the Security Environment:
;J Monitor green, arrow green. The agent status reads Ok.

If the computers/groups are not yet integrated into the Security Environment, they are
displayed under New computers. From here they can be moved to other Security
Environment sub-categories. See 5.3.3 Manually assigning a computer to an existing
group - page 35.

5.5.3 Silent Agent setup in Windows

As an alternative to interactive remote installation with the AMC Frontend, AMC Agents can
also be installed with a Windows login script. The installation script is executed through file
sharing. The agents are installed without further user interaction.

Prerequisites

* The client computers must have access to the shared directory in which the AMC
Server administers the AMC Agent installation file. The default path reads:
C:\Documents and Settings\All Users\Application Data\Avira\Avira Security
Management Center Server\Agent\installagent.bat. For further information, refer
to 3. Installation - page 13.

To carry out the installation of the AMC Agent in silent mode, integrate the batch file on the
client computers into a login script.

If you have installed the AMC Agent on computers which are not integrated into the
Security Environment, the relevant computers are added to the New computers group.
From here they can be moved to other Security Environment sub-categories.

See 5.3.3 Manually assigning a computer to an existing group - page 35.

5.5.4 Manually installing the AMC Agent (optional for UNIX systems)
If necessary you can also install the AMC Agent on UNIX systems manually.

The program package for installing the AMC Agent on UNIX systems
(Avira_Management _Console_Unix_Agent.tgz) is available from the Avira website
http://www.avira.com
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Prerequisites
» Computers/groups must be included in the Security Environment and have the

following status: ") Monitor light blue, arrow red.

If you have installed the AMC Agent on computers which are not integrated into
the Security Environment, the relevant computers are added to the New
computers group.

* The IP address of the server must be known.

1. Save the program package for the AMC Agent for UNIX
(Avira_Management _Console _Unix_Agent.tgz) to the computer.

2. Extract the package:

linux:/tmp# tar -xzvf Avira Management Console Unix Agent.tgz

The files are extracted.

3. Change the installation directory:

linux:/tmp# cd Avira Management Console Unix Agent\

4. Install the AMC Agent:

linux:/tmp/Avira Management Console Unix Agent#
./install --server uri=http://HOST[:PORT] --update uri=
http://HOST[:PORT] --display name=<AMC display name>

The IP address of the server and the display name of the computer in the AMC Security
Environment must be specified. Port information is only required if the default port the
AMC Agent uses to communicate with the AMC Server has been changed.

The following message is displayed:

Starting Avira Management Console Agent (UNIX)
<version> installation...

The license agreement is displayed.

5. Read the text and then press y or Enter.
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After installing the components you will be asked if the Agent should be started
automatically:

Please specify if boot scripts should be set up.
Set up boot scripts? [y]

6. Pressy or Enter to create a boot script.

You will be asked if the agent should be started:

Would you like to start the Avira AMC Agent now? [y]

7. Pressy or Enter.

Installation of the AMC Agent is complete.

8. Please copy your license key file in /ust/lib/AntiVir/agent before running the software.
Without a valid license, the UNIX AMC Agent will not start.

If you have installed the AMC Agent on computers which are not integrated into the
Security Environment, the relevant computers are added to the New computers group.
From here they can be moved to other Security Environment sub-categories.

See 5.3.3 Manually assigning a computer to an existing group - page 35.

To check the status of the AMC Agent:

1. Change the installation directory:

cd /usr/lib/AntiVir/agent

2. Enter the following command:

./smc-agent status

3. If the AMC Agent is not running, start it with the following command:

./smc-agent start

The Enabled status 3) is displayed in the results window for the AMC Agent.
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5.5.5 Uninstalling the AMC Agent

1. In the Security Environment, right-click on the computer or group, and select
Installation > AMC Agent > Uninstall.

A security question is displayed (example):
Nuestion %] |

@ Are wou sure wou wank ko uninstall this software package?

2. Click Yes.

The AMC Agent is uninstalled. The status icon for the computer or group displays the
new status.

5.6 Configuring AMC

AMC includes the four services (AMC Server, Event Manager, Avira Update Manager and
Alert Manager), as well as the client service, AMC Agent. Except for the AMC Agent, all
services are automatically installed when the AMC is installed.

The configuration of a service can be changed in the Configuration window. Details are
available in the following sections.
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5.6.1 Changing the AMC Agent configuration

The AMC Agent is configured hierarchically in the Security Environment, i.e. you can

change the settings for each individual node, or the settings may be inherited from its
parent node.

Prerequisites

* We recommend that you configure the AMC Agent first on the Security
Environment parent node. Right-click on the node and select Configuration >
AMC Agent > Configure. The exact method is described later in this chapter. All
computers in the group inherit these settings. You can then change the
configuration of individual computers or sub-groups (if you have first disabled the
Inherit configuration option, in the lower-left corner of the Configuration
window). This will overwrite the settings inherited from the parent node.

1. Right-click on the computer or group, and select Configuration > AMC Agent >
Configure.

The Configuration window is opened.

2. Disable the Inherit configuration option and implement the required changes to the
General configuration and Communication sections (as described below).

- If you want the changed settings for the computer or group to be effective immedi-
ately:
Click Send now.
The new configuration is applied to the computer or group.

- If you do not want the new configuration to be applied to the computer or group until a
later time:

Click Send later.

The new configuration is saved in the AMC Server’s database. It can then be
assigned to the computer or group at any time.
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General configuration:

Configuration ! x|

f;j General configuration

@ zeneral configuration _ )

k2l Communication - Reqistration 2
Reqistration delay |3U 3 secondis)
~Events

v Drop Events
¢ Info " Info & Warning

Event cammit inkerval 0 secand(s)

~Server communication
= push = pul Pull interval |50 minuke(s)

Ji

[ 5et error skate on critical events

™ Get product installation packages From AUM

Description
The pull mechanism is suiteable Far clients which are Firewalled. The client establishes
communication to the server when it has network access

I | ket configuration Send later | Send now I Cancel

* Registration delay

The period between starting the client computer and starting the AMC Agent. This delay
ensures that services are available, upon which the AMC Agent service depends.

* Drop Events

Event types (Info or Info & Warning) not relayed by the AMC Agent, in order to reduce
data traffic on the network.

¢ Event commit interval

The time interval (in seconds) for the services to send events to the Event Manager. The
events are not sent immediately, but in batches, to reduce data traffic on the network.

e Server communication

The mechanism AMC Agents use to retrieve data from the server: Push (for clients on a
local network) or Pull (for very large networks).
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¢ Pull interval

The period (in minutes) over which the AMC Server is queried, if the pull mechanism is
active. The standard setting is 60 minutes.

* Set error state on critical events

If this option is enabled, the AMC Agent notifies the AMC Server of every critical event
(e.g. virus found). The AMC Server then displays an error status for the relevant
computer.

* Get product installation packages from AUM

If this option is enabled, product installation packages are downloaded from the assigned
AUM Server, instead of the AMC Software Repository.

Note
You have to set the corresponding AUM Server to mirror the product packages.

Communication:

Configuration i |

&7 Communication

----- @ General configur ation

""" Corrmunicakion [~ AMC Entities .
Event Manager LIRL I https: ffvm-winzk3: 7010
Server URL I htkps: fivm-win2k3: 7000
r Update
Update URL | hitkp: } fmn-win2k3: 7050

—35L Configuration
1 Request server authentication

W | validate common name (server mame)

Descripkion

[ Inherit configuration Send later | Send now I Cancel

Avira Management Console - User Manual (Status: 20 Nov 2012) 55



(X, AVIRA Configuratior

* Event Manager URL

The HTTP address and communication port of the computer on which the Event Manager
service is installed.

e Server URL

The HTTP address and communication port of the computer on which the AMC Server is
installed.

* Update URL

The HTTP address and communication port of the computer on which the Avira Update
Manager service is installed.

* Request server authentication

Used for SSL certificate management: If this option is enabled, SSL authentication is
used for the computer login.

¢ Validate common name
If enabled, the common name of the host is aso checked in the AMC Server certificate.
5.6.2 Exporting/ Importing the AMC Agent configuration

You can save (export) the configuration of the AMC Agent from a certain node of the
Security Environment and re-use the same configuration (import) on other nodes.

Export Configuration

1. Right-click the computer node from which you want to export the AMC Agent
configuration and select Configuration > AMC Agent > Export Configuration.

2. In the browse dialog, select the destination and give a name to the saved configuration
file.

Import Configuration

Note
The imported configuration replaces the existing one. The configuration import
also brakes the inheritance, if active.

1. Right-click the computer node on which you want to import the AMC Agent configuration
and select Configuration > AMC Agent > Import Configuration.
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2. In the browse dialog, select the configuration file from your system.
Note

You can always revert the configuration to the parent node’s settings, by
selecting Configuration > AMC Agent > Reset to parent’s configuration.

5.6.3 Changing AMC Server and Event Manager configurations

1. Click Configuration in the AMC navigation area.

The Configuration window is opened.

2. Click on the required settings group in the left panel.

The settings are displayed in the right panel.
3. Carry out the changes. The options are explained below.

4. Click OK.

You will be asked if you want to restart the service to implement the changes.

5. Click Yes.

This process only takes a few seconds. If the AMC Server restarts, the Frontend needs
to log in again.
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General configuration settings

General Settings:

Configuration :
General Settings
General Setkings L
: = r—Email nakificat
EE Server Settings it
i B General SMTP Server I
P f a1
: % Communication Sender email address I
@ Event Settings
B8 Update [ Wse login data
SMTP Lagin |
SMTP Password I
Description
Enter the SMTP server name For the email notification

Reset | QK I Cancel

e SMTP Server

The name of the mailserver from which AMC sends email notifications.

¢ Sender email address

The email address from which AMC sends email notifications.

* Use login data

If a login is required for the mailserver, enable this option and enter the user and
password.

* SMPT Login/SMPT Password

The user name and password for logging in to the mailserver.

Avira Management Console - User Manual (Status: 20 Nov 2012)

58



(X, AVIRA Confguratior

Server Settings

General:

Configuration ) : il

A2 Server Settings - General

G | Setti
E eneral Settings .

E..
[ Display agent synchronization command

ol Event Settings e
ﬁ:{ Update [ Minimize GUI refresh

[” Reset error states older thar | 168 _:I hour{s)

Descripkion
This option activates an additional command in the Security Environment conkesxt
menu: "Force Agent synchronization”, Pull agents can be refreshed immediately
with it

Reset K Cancel

* Display agent synchronization command

If this option is enabled, the Commands context menu of the Security Environment and of
computer groups contains the additional command Force agent synchronization, used for
pull AMC Agents. For further information, refer to "Push and pull mechanism" - page 107.

Configuration r |

Commands AMC Agent k
Automatic update ¥ Avira Ankivic Server 3 (UML) k
Synchronize 3 Bira At Wiarkstation SRR

Search dyira Bt WebGate (UM

Create report fyira Professional Security 12 (hwindowsy, EN
Iser permissions Awira Server Security 12 (Windows), ER k
IP Address Filker Force agent synchronization

[ew

¢ Minimize GUI refresh

If you are managing lots of clients via the AMC, you can enable this option to limit AMC
Frontend refresh instances and considerably improve AMC performance. The AMC
Frontend now only updates status icons to take account of error messages or pending
operations.
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* Reset error states older than...

To ensure the error status display is always up-to-date, the AMC can be configured to
automatically reset the error status after a specific number of hours. Enable the option
Reset error states older than... and enter the required number of hours.

Communication:

Configuration ) x|

A2 Server Settings - Communication

General Settings EeteteE
: ) Synichronization
=1 Server Settings

v Synchranize cient node hostname or IP address with client values

AP General

HIE S ﬁé’ Cormmunication s
d Event Settings ' Use IP address
ﬁ,{’;" Update

[ synchronize client node display name

* Synchronize client node hostname or IP address with client values

If you have enabled the option Synchronize client node hostname or IP address with
client values, you can choose between Use hostname or Use IP address for updating the
client node name. If this option is enabled, the AMC always retrieves the computer name
or IP address of the client computer from the AMC Agent.

* Synchronize client node display name

Enable this option if you want to display the computer name of the client in the Security
Environment.
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Event Settings:

Events sent by Avira products to the Event Manager (e.g. virus alerts) can be sent to an
email address. In this way, the administrator is directly informed about the events displayed
in the AMC Frontend, e.g. critical events.

Configuration i x|

=1 Fvent Settings

G | Setti

. e_|ngs r~ Email notification

- Server Settings

% General Email address I

o AP Communication - :

R et Settings ™" Send after count of I1 | g eEn)

AP Update

[~ Send after count of | 1 = critical eventis)
|

[~ Send after count of | 1 = error event(s)
=l

™ Send after count of I 1 E security event(s)

[ Delete events in database older than I 30 _lj dayis)

Descripkion

Reset | (0] I Cancel

* Email address
Email address of the recipient, e.g. the administrator or the collective address of the
administration system, so that multiple team members receive the notification. This applies
to the SMTP server settings from the General settings node.

* Send after count of... warning event(s)
Enable this option if you want to be notified of warnings by email. Then set the number of
events which must occur, for a notification to be sent.

» Send after count of... critical event(s)

Enable this option if you want to be notified of critical events by email. Then set the
number of events which must occur, for a notification to be sent.
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* Send after count of... error event(s)
Enable this option if you want to be notified of error events by email. Then set the number
of events which must occur, for a notification to be sent.

* Send after count of... security event(s)
Enable this option if you want to be notified of security events by email. Then set the
number of events which must occur, for a notification to be sent.

* Delete events in database...

This option can be used to set the number of days after which event entries are
automatically deleted from the database, to ensure that not too much memory space is
used unnecessarily and database limits are not exceeded.

5.6.4 Configuration of the Avira Update Manager

The Avira Update Manager (AUM) is integrated into the AMC Frontend and is responsible
for updates to Avira software packages and installed products.

Clients on the network no longer have to download the updates themselves from the
Internet; instead you can update the products via your intranet, reducing Internet data
traffic.

The Avira Update Manager service runs on one or more servers on your network and
manages product update downloads on these servers. You can configure and control the
AUM service remotely, using the AMC Frontend.

If you install the AMC Server, an AUM service is automatically installed on the same server.
You can add new servers to the AUM node at a later time (as described under 5.4 Adding
update servers to the AUM - page 42).

Avira Management Console - User Manual (Status: 20 Nov 2012) 62



(X, AVIRA

. Avira Management Console Frontend ) O] =|
E File  Action  Wew  Window  Help = |ﬁ’ |£|

Configuration

& = | Bm| @ mE

(23 Awira Management Console Frontend
ElE Avira Managemenk Console Fronkend
-4 Software Repository
-:ﬂl; Security Enviranment
- Y& Metwork neighborhood
----- ad Events
%, Reports

------ ¥ Configuration

- ﬂ Info Cenker

Elﬁ Avira Update Manager
B 2 wmZ-win2ka: 7050

[ 2% wm-winzkg: 7050

Mersion |

IumanapinExt-pl.dll « 2,06.01,000
iumsnapinext. dil : 2,07,03.05

1

If the automatic update mode is enabled (enabled by default, see 7. Updating the Software
Repository and installed products - page 122), update tasks no longer have to be
scheduled; moreover, the update server also does not have to be configured for each
product, because updates are automatically triggered and downloaded by the integrated
Avira Update Manager (AUM). The automatic update mode also ensures that available

updates are distributed to all client computers as quickly as possible.

You can use the Configuration settings (Configuration > Update > Default AUM for all
updates) to select a default AUM Server for all updates: AMC Frontend, Software
Repository, AMC Server (including installed AMC Agents and Avira products on the client
computers, if set to automatic mode).

Avira Management Console - User Manual (Status: 20 Nov 2012)

63



(X, AVIRA

Configuration n

Configuration

X

General Settings
Server Setkings

I
%.g General
- & Communication
i@l Event Settings

-

A% Update

r— Default AUM For all updates

Ivm—win2k3 {automatic mode)

=

— Synchronization

v Automatically synchronize software repositories bebween AMC and AUM servers

Descripkion

Reset

=1

Cancel

* Synchronization

You can separately enable the repositories’ synchronization option: Automatically
synchronize software repositories between AMC and AUM servers. If this option is
enabled, AMC automatically synchronizes all AUM instances in order to mirror all
products contained in the Software Repository. If you delete or add a software package in
the Software Repository, the AMC Server deletes/adds this product from/to all AUM

servers.

In order to configure the individual AUM servers in your Security Environment, expand the
Avira Update Manager node and then the server node (for example vm-win2k3:7050)
and use the configuration options under Server Settings and Frontend Settings.
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Configuration

AUM Server - General settings:

¢, Avira Management Console Frontend _ = |EI|£|
' :
E File window  Help

Acktion  Wiew

| =1e1]

&= | 2m| 2|

|:| Awira Management Console Fronter
EIE Avira Management Console Fron
EEI---@ Software Repository
Eﬂ--'ﬂg Security Enwviranment
- Metwork neighbarhood
----- ad Fyents
EEI---\, Reports
----- ¥ Configuration
----- ¥ User Management
----- E—l Info Center
EI--E Avira Update Manager

- 53 vmZ-wink3: 7050

Bl 5 wm-winzkd: 7050

-1 Products

1350 Scheduler
E%&’ Server Settings
/7 General

. .

o L Email

------ AL Frontend Settings

dl | ©

— Download location

Foot directory For update Files

I 14l Userst Application DatalAviralavira Inkernet Update ManageriHtkpRook “hange |

™| Use UNE authentication for Foot ditecbary

User I Password

~Updates
[” activate test mode

[¥ | Commit best Files automatically IDD dayis) 01 hour{s) 00 minuke(s) j after last update

V¥ activate automatic mode For &MC updates

—Configure Avira Update Manager updates

[~ Install ALIM service updates automatically

Log level

IInFD j

* Download location

To define the destination directory where the updated files and program packages are to
be saved: under Root directory for update files specify the destination directory on the
server. The destination folder should also be on the network. Shares are not supported.

Note

If the destination directory is on a computer on the intranet, you must specify the
path manually in the form of a UNC- path. Ensure that you have the appropriate
rights on the destination computer. The AUM service should not be logged in as
a local system account, as this will make it impossible to log in to the destination

computer. Example:
\\Destination computer\Share\Updates\Avira\

If authentication is required on the selected server, enable the Use UNC
authentication for root directory option and specify a User and a Password.

* Updates

In the Updates area, you can enable the Activate test mode option.

In test mode, new files are loaded and shared in a test directory (hosted by a second
HTTP server). If they have been scanned, they can be applied on the standard HTTP
server and made available via the Security Environment. See "Using the AUM in test

mode" - page 125.
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Enable the option Activate automatic mode for AMC updates, to update the
corresponding groups automatically via AUM (activated by default).

» Configure Avira Update Manager updates

Under Configure Avira Update Manager updates, you can enable the option Install AUM
service updates automatically, if you want AUM updates to be installed from the update
servers immediately after a successful download (does not apply to the AUM integrated

into the AMC).

Note

If you want to perform an update via the AUM in test mode, you first have to run
the command Commit products from the context menu. Otherwise you will not
be able to update the AMC Server and AMC Frontend at a later time.

* Log level

To define which events are to be logged in the AUM log file, go to the Log level drop-down
menu and choose between: Info, Warning, Error, Trace or Debug.
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AUM Server - Network settings:

¢ Avira Management Console Frontend ' =10] x|
E File  Action Wiew ‘Window Help | B |5’ |5|

¢ = |am|2mE

|:| Avira Management Console Fronter
EE Avira Management Console Frol ‘wieb server

@ Software Repository [ Use own server list [comma separatedf
iﬂg Security Environmment U i
- B Metwork neighborhood gtz sl [lel I

L@ Events Retries in caze of emar |1

#-%,| Reports

L W Configuration Wwait after retry |1|:| seconds

..... 1 Info Center THTTP server

EE fvira Update Manager Address of server Ivm-win2k3 j
- % i .
2 vmz -f.wnzks.?DED Port of zerver Fosn
= 2y wm-winZk3: 7050

-1 Products Port of test server |?1 00

i o] ) :
iy Seheduler ) M aximum connections I'IEIEIEI
El%g Server Settings

..... L/ General — Prowy server

£ e B pebwork U

- Email ZE SEMVEC

- Frontend Settings Address or name of server I
Fort of server IBDBD
[T Use authentication
Lagin name |
Login passwornd |

l | =

* Web server

To change the default download server, enable the Use own server list option, and
specify the address (IP address or computer name) of the required download server in the
Update server list field.

If the server uses a different port than port 80, the port number has to be added after the
server name. Example:

testserverl:7080, testserver?2

You can also enter multiple download servers, separated by commas. One will then be
selected at random.

e HTTP Server

Change the values under Port of server and Port of test server in the HTTP Server area,
if ports 7080 and 7100 are already being used by another application on the computer.
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* Proxy server

Configuration

If you are accessing the Internet via a proxy server, enable the Use server option in the
Proxy server area, and enter the proxy server data (the Use authentication option is

optional and dependent on the settings of the proxy server).

AUM Server - Email settings:

¢, Avira Management Console Frontend ',

Action  View

[ Eie

Window  Help

=101 %]

| =181

& » Bm @

=-

D Avira Management Console Fronter
E Avira Management Console Frol

[]---@ Software Repasitary
[]--iﬂl;i Security Environmeant
- ¥¥ Metwork neighborhood
----- ad Events
[]"'\n Reparts
----- ¥ caonfiguration
----- AWy User Management
----- &1 Infa Center
I'_—'I--E Awira Update Manager
- 3% wmZ-winZks: 7050
B3 wm-winzk3: 7050
-5 Producks
-39 scheduler
Elﬁ.f;' Server Setbings
e/ General
- netwark
-0 Emnail

.. A% Eronkend Settings

| ©

— Email meszages

[ Activate email notificatiord

SMTP Server I

Sender: I

Recipient[s]: I

Authentication

™| Uze authentication

Llzer name: I

FPazzward:

 Email notification for the following events

Error

]

Send test email

You can define the email messages sent by the Avira Update Manager as follows:

* Email messages

In the Email messages area, enable the option Activate email notification and fill in the
following fields:

e SMTP Server

Name of mail server. The hostname should be a maximum of 127 characters.
Example: 192.168.1.100 ormail.testcompany.com

* Sender

Sender’s email address
Example: sendername@testcompany.com
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* Recipient(s)

Email address of the recipient(s). Separate individual addresses with a comma.
Example: recipientname@testcompany.com

¢ Authentication

If the mail server requires authentication, enable the Use authentication option in the
Authentication area and enter the login data for the mail server.

In the Email notifications for the following events area, you can select when AUM emails
are to be sent: Error, Warning or Information. Please also note the information contained
in the log file. You can use the Send test email button to check the notification settings.

Note
The Simple Message Transfer Protocol (SMTP) is used to send emails.

AUM Frontend Settings:

Enabling SSL server authentication

(<. Avira Management Console Frontend ) -0 x|
E File  Action  Yiew Window  Help = |ﬁ’ |£|

= |B8E| 2 E

w21 Info Center ;I

ElE fvira Update Manager - e
B3 vm2-winzk3:7050 FHequest zerver authenticatiore

551 Configuration

= 2 wm-winz2k3: 7050
2 Products

----- ' E'.' Scheduler

-8 Server Settings

------ A% Frontend Settings

« | B

¥ | alidate comman name [zervern name]

-

AMC supports signed SSL certificates for all server applications, including the AUM Server.
As a client application, the AUM Frontend supports SSL server authentication (for further
information on the SSL function, see below).

5.7 SSL certificate administration

SSL ensures secure communication by means of data encryption and server/client
authentication. This means that before information is exchanged, the client must verify the
true identity of the server and the server must verify the true identity of the client. When this
has been done, the communication partners can exchange their encrypted information.
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The AMC supports signed certificates for all server applications (Event Manager, AUM
Server, AMC Server). The AMC Server contains a new tool that supports SSL certificate
creation and provision.

All AMC clients (AMC Agent, AUM Frontend, AMC Frontend) support SSL server
authentication.

5.7.1 Creating a signed certificate for AMC Server

If you want to create your own certificate for your AMC Server and want the clients to
authenticate the server, you can use the Certificate Creation Tool:

1. Double-click on the file SSLCertRequester.exe (in C:\Program Files\Avira\Avira
Security Management Center Server\), and click Next.

(%, Avira - More Than Security N =10 x|

——————  [IIIYHE

Please select your option

% reate SSL Certificate Request and Private Key:

" Import: signed Certificate and Private Key pair

2. Select the first option: Create SSL Certificate Request and Private Key.
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3. Fill out the data form and click Create Certificate.
(£ Avira - More Than Security )
TR —

Y F ¥ AT a

Please provide the certificate data

Certificate Mame

Cauntry

Organizakion

|
|
State |
|

Crganizational Linit I

Ciby |

Comrnon Mame I WL T COmpanty', Com

Password I

Descripkion

=< Back || Create Certificate =3 I

Configuration

The Common Name has to correspond to the hostname of the AMC Server’s computer.

The tool generates the CSR (YourNameReq.pem) and the private key

(YourNameKey.pem) for the AMC Server.

4. Save the private key in a secure location and send the CSR to a trusted Certification

Authority for signing.

5. If the signed certificate is returned by email, use the Certificate Creation Tool to update

the certificate and the private key in the AMC.

6. Double-click on the file SSLCertRequester.exe (in C:\Program Files\Avira\Avira Security

Management Center Server\), and click Next.
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7. Select the second option Import signed Certificate and Private Key pair.

(£ Avira - More Than Security N —|0O] x|

N 7 7 £ A v ir . T e

Please insert the Certificate and Key location

Private key: I Browse, .. |

Certificate: I Browse, ..,

Password: I

The Certificate will be imported for the following product:

fvira Management Console

Description

=< Back || Import == I

8. Click Browse and search for the Private Key and the Certificate on your system,
specify the Password and click Import.

5.7.2 Adding a Certificate Authority to the trusted list

If you want to use your own certificate, add the Certificate Authority (CA) that signed your
AMC Server certificate to the list of trusted CAs.

1. Add manually your CA’s certificate (the contents of cacert.pem) to the list of trusted CAs
in C:\Program Files\Avira\Avira Security Management Center Server\ssl\cacert.pem.
If you want to use only your CA’s certificate, replace the existing file.

2. Copy the modified cacert.pem file to the Application Data folder on the systems on

which the AMC components are installed: AMC Agent, AMC Frontend and AUM
Frontend. For example:

C:\Documents and Settings\All Users\Application Data\Avira\Avira Internet Update
Frontend\cacert.pem.

3. Turn on the SSL server authentication function in the configuration for the AMC Agent
(see "Changing the AMC Agent configuration" - page 53), AUM Frontend (see "AUM
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Frontend Settings:" - page 69) and AMC Frontend (see "Installing the AMC Frontend" -
page 18).

Warning
If the certificate is not valid, the AMC Agents lose communication with the AMC.

5.8 Updating the AMC

For proper functioning, it is important that the software is always up-to-date and that the
versions of the individual components are compatible with each other. The AMC
components (AMC Frontend, AMC Server and all associated services, and the AMC
Agents) can be updated quickly and easily. The AMC establishes an Internet connection to
the servers for this purpose, downloads the available updates and installs them.

Internet access is required to update the AMC. Where necessary, you also have to open
the necessary ports in your network’s firewall. The firewall integrated into Windows Server
2003 and Windows Server 2008 is automatically appropriately configured by the AMC
Server, Avira Update Manager and Event Manager.

Note
During installation of the updates, the connection to the AMC Server is
interrupted and the AMC Frontend must be closed.

If the automatic update mode is active, you will only be notified that new updates are
available for AMC Server and AMC Frontend.

5.8.1 Updating AMC Server and AMC Frontend

Direct updates

1. Right-click on Avira Management Console Frontend, and select
Update > Server > Start update, in order to update the AMC Server.

—OR-
Select Update > Frontend, in order to update the AMC Frontend.

The following message is displayed:
When updating the AMC Server:

CENN 5

9D Are wou sure you wank ko update the Avira Management Console Server?
‘,_ﬁ/ The server connection needs to be interrupted For the updating.
: Please re-establish the connection in a Few minukes,
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When updating the AMC Frontend:
uestion ]

9P Are you sure wou wank to update the Avira Management Console Frontend?
x,_*/ If the Frontend has ko be clased for this procedure the Updater will nokify wou,
: Please restart the Frontend after this procedure,

2. Click Yes to confirm and where necessary close the AMC Frontend.
The connection to the AMC Server is interrupted

The AMC establishes a connection to the Avira Update Manager, downloads and
installs the updates from the Avira servers.

3. Restart the AMC Frontend, and log in again to the AMC Server (see "Starting the AMC
Frontend and logging in to the AMC Server" - page 20).

Updating with Avira Update Manager

Under Avira Update Manager, expand the server node, right-click Released products and
select Update mirrored products.

The progress of the update is displayed in the Update status tab.

Creating a task for the AMC Server update
You can create a task to check for new updates of the AMC Server at regular intervals.

Note
The task for the scheduled update must be created by the administrator.

1. Right-click on Avira Management Console Frontend and select Update > Server >
Schedule update check.

The Create a Task window is displayed.
2. Enter a name for the task, select the frequency of recurrence and click Next.

3. Select the start date and start time for the task and click Finish.

The task is created.

You can edit the task settings at any time using the context menu options (see below).
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5.8.2 Displaying and changing update tasks for the AMC Server

Right-click on Avira Management Console Frontend, and select Update > Show tasks.

Task details for the server update are displayed in the results window
(see "Displaying tasks for software packages and AMC Server components" - page
110).

To edit a task:

1. Double-click on the task.

The Create a Task window is displayed.

2. Carry out the required changes and save the task.

5.8.3 Updating AMC Agents

It is recommended to update AMC Agents automatically via the Avira Update Manager
(default settings).

To update the AMC Agents manually over the entire Security Environment or in a specific
group:

Right-click on the Security Environment node or on the node of the group and select
Commands > AMC Agent > Start Update.

To update the AMC Agent manually on a specific computer:

Under the node of the computer in the Security Environment, right-click on AMC Agent, and
select Commands > Start Update.

You can also schedule AMC Agent updates. To do so, in the Commands window, click
the Schedule this command button.
To update the AMC Agents via AUM, when not in automatic mode:

Under Avira Update Manager, expand the server node, right-click Released products and
select Update mirrored products.

The progress of the update is displayed in the Update status window.

5.9 User Management

The User Management function lets you create users with specific access rights.
Administrators can use this function to organize the monitoring of the Security Environment
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effectively and delegate specific IT tasks to users. Certain users can be allowed to display
specific events or reports in the AMC, whilst being unable to change any security-related
settings.

Adding new users
1. Right-click on the User Management node, and select Create new user.

The New user window is opened.

2. Enter the user name, the full name, and optionally a description and email address:
Newuser x|

General I Permissions I

Iser name;: I testerl
Complete name: I Johin Smith
Description: I Windows tester
Email address; I jsmithi@company . com|

[~ Account is deactivated

The user will receive messages about changes in products’ status, if you fill in the email
address and activate the option Receive product status email under User permissions
(described below).

3. If the account is not to be activated until a later time, select the Account is deactivated
option.

4. On the Permissions tab, configure the user permissions.

o

Click OK to save the settings.

The Password window is opened.

»

. Enter the password and click OK.
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The new user is displayed in the results window.

Configuration

(. Avira Management Console Frontend ) -0l x|
E File  Action Wew indow  Help | & |E’|ﬂ
& = | B =
Avira Managemenk Console Fronbend User name | Complete name | Description | Email Address | Last login
E Avira Management Console Fronten Q Administrator 13,10,2011
D'"@ Softweare Repository Q kesterl John Sraith Windows tester  jsmith@company....  Unavailable
[]--iﬂl; Security Environment
- ¥ Metwork neighborhood
----- ad Fvents
[]---\, Reparts
----- ¥ Configuration
----- A User Management
----- 21 Info Center
EI--E Avira Update Manager
B 53 wmi2-winzk3: 7050
B 23 vrn-winzk3: 7050
K | 1]l o ml

Configuring the user account

The following settings can be defined for all user accounts:

Password: Enter the password with which the user logs on to the AMC.

Properties: Enter the user name, the full name, the description and the email address.

Rights: Define access rights for the AMC.

Note
The Security Environment is visible to all users.

You can assign the following rights to users:

Display network neighborhood
Display reports

Modify/delete reports

Manage users

Display events

Delete events

Manage Software Repository
Change own login password
Configure AMC

Configure AUM
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Manage filtering groups

Display filtering groups

Setting a password

1.

Right-click on the user icon in User Management and select Set password.

The Password window is opened.

2. Enter the password and click OK.

Access to the user account is password-protected.

Setting user’s properties

1.

Right-click on the user icon in User Management and select Properties.

The properties window is displayed.

Properties of testerl x|

GEmEral | Petrissions I

ser name:
Complete name: I Johin Smith
Description: I Windows kesker
Email address: I jsmithi@compary. com

[T account is deactivated

2. Make the required changes to the user properties.
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3. Click on the Permissions tab

Properties of testerl I |

General  Permissions |

ACCEss pErmissions |
Display network, neighborhood
Display reports

O modify | delete reports

D Manage users

Display events

[ pelete events

Manage Software Repository
O change own login password
O configure arMcC

O cConfigure aJm

[ manage filkering groups
Display Filkering groups

(o] 4 I Cancel

4. Enable/disable the required permissions, and click OK to confirm.
Deleting a user
1. Right-click on the user icon in User Management and select Delete.

2. Click Yes.

The user is deleted.

Configuring user rights for virtual groups

You can configure the access rights of users for virtual groups and computers in the
Security Environment. These rights are inherited downwards in the hierarchy of the virtual
groups. You can define the authorized users and their access rights for each node
individually or let them inherit the settings of the parent node.

The following rights can be assigned specifically to groups or users:

 Browse

* Create/ delete groups
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» Create/ delete computers

» Install/ uninstall/ configure agents

» Install/ uninstall/ configure products
+ Send commands

* Manage server tasks

* Generate reports

+ Manage group permissions

* Receive product status email

Note
The rights for the Administrator user cannot be changed.

1. In the Security Environment, right-click on the node of a computer or virtual group, and
select User permissions.

The User permissions window is displayed.
x|

| Manage users I

Adrminiskrakor

Petmissions

Browse

Creakte groups

Delete groups

Create camputers

Delete computers

Install agents

Uninskall agents

Configure agents

Install products

Ininskall products
Configure products

Send commands

Manage server tasks
Generate reports

Manage group permissions
Receive product status email

[ Use parent setking (0] 4 I Cancel

EEEEREEEREREREREE

K

2. Highlight a user and configure his/her rights in the Permissions area.
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You can configure users and their permissions for every node. If the settings are
inherited from the parent node, the Permissions area is greyed out (disabled)

3. Where appropriate, disable the Use parent setting option.

4. Click Manage users.

The Users window is displayed.

users x|

fyvailable users

add [elete

Selected users

Mame |
Ewveryone
Adminiskrakor

Ik I Zancel

5. Inthe Available users area, select the users who will be allowed to access the node and
click Add.

—OR-
Select the users who will not be allowed access to the node and click Delete.

The users will be added to or removed from the Selected users area.
Use parent setting

To apply the settings of the parent node: Enable the Use parent setting option.

The user and access rights settings are inherited from the parent node.
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6. Operation

6.1 Overview

This chapter describes the functions of AMC. These functions may vary slightly depending
on the operating system and MMC version.

With AMC you can perform the following tasks with Avira products:

Store, install, uninstall and configure software packages:
6.2 Managing software packages - page 83

Create filtered groups in the Security Environment (using specific criteria):
6.3 Creating filtered computer groups - page 92

Display different information on the computers in the Security Environment after
installation of the software packages:
6.4 Displaying information on a computer or group - page 97

Display and filter AMC messages after installation and configuration of the software
packages:
6.5 Displaying events - page 104

Perform product-specific actions (e.g. scan or update) and schedule regular tasks:
6.6 Executing commands and scheduling tasks - page 107.

Access reports and regularly retrieve the status of the installed software and overviews of past
events and messages on the computers in the Security Environment:;
6.7 Creating and displaying reports - page 111

Share and run files and special Avira tools via the network:
6.8 Sharing files, licenses and programs in the Security Environment - page 116

Record all AMC actions in log files (optional). This means, for example, that you can
identify software installation errors on the network more quickly:
6.9 Log files - page 120

Starting the AMC Frontend

Carry out the steps described in 4.1 Starting the AMC Frontend and logging in to the AMC
Server - page 20.
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6.2 Managing software packages

The AMC Frontend lets you install, configure or uninstall Avira products quickly and easily
on virtual groups in the Security Environment. In the AMC, Avira products are managed as
software packages in a proprietary database, named Software Repository under Security
Environment, and Products under each AUM Server node.

Note

The Software Repository node is used by default, when installing Avira products
on computers in the virtual groups. If you enable the option Get product
installation packages from AUM in the AMC Agent configuration, and use the
command Update mirrored products on the corresponding AUM Server, the
installation packages will be retrieved from the AUM Server. See 5.6.1 Changing
the AMC Agent configuration - page 53.

The Software Repository node

Software packages are displayed in the AMC Frontend under the node Software
Repository.

¢, Avira Management Console Frontend . I ||:||£|

E File  Action Miew Window  Help = |E’|£|
& = | B2
|:| Avira Management Console Frontend Marme: | Setup | Version | License File |
EI--E Awira Management Console Frontend | B avira Antivir Server... uxsrv.zip  3.1.3.4-3  HBEDY.KEY
E@ Software Repositary W ovira Antivie Works... wosks.zip 3.1.3.4-3  HBEEDW.KEY
M Avira Antivir Server 3 (UNIZ) | i svira Antivie WebG... wowgtzip  3.2.0...  HBEDY.KEY

- fwira ntivir Workstation 3 (Un G avira Professional ... avira_pr... 12.0.0... HBEDV.KEY

- m Avira Antivir WebGate (UNTX) E.ﬁ.vira Server Securi,.. avira_se... 12.0.0... HBEDY.KEY

Avira Professional Security 12 ¢
Avira Server Security 12 (wind
Eﬂ--ﬂ; Security Environment
- Metwork neighborhood
----- ad Events
EEl---\, Reports
----- ¥ Configuration
----- A User Management
----- &1 Info Center
E--E Avira Update Manager
-3y vmewinzks: 7050
- -1 Products
750 scheduler
ﬁ-&: Server Setkings
: - ﬁ-&: Frontend Settings
B %y wmzZ-winzk3:7050

1] | [
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General information about the software is displayed in the Details panel: the name of the
Avira product, the name of the installation file, the version and the license file.

6.2.1 Adding and deleting software packages

Avira products, such as Avira Professional Security 12 (Windows) are saved in the
Software Repository as software packages. A software package consists of all the Avira
product’s program files and an information file, packed in a self-extracting archive and
saved in the AMC database.

Note

Before you can install a software package in the Security Environment, you must
first obtain a license from Avira. Information on licensing can be found in the
manual for the respective Avira product.

Adding a software package

Prerequisites

» The Avira product must be saved to a computer on the local network.

1. Right-click on the Software Repository node, and select New > Software.

The window for selecting the software package opens.

2. Select the path for the software package and click Open.

The software package is saved. The data contained in the package’s information file is
displayed in the results window.

3. Click on the Browse button [...], enter the path for the software license file and click
Open.

The license file path is displayed in the results window.

4. Click Accept.
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After checking the license, the software is displayed under the Software Repository and
Avira Update Manager nodes. The details panel contains information on the software.

(. Avira Management Console Frontend ! - 10| x|
E File  Action View ‘Window Help | = |E’ |5|

o | @E| X 2@

[C Awira Management Console Frontend

ElE Avira Management Console Frontend - Software
El@ Software Repository Package name .
""" ' Awira Ankivir Server 3 (UNI2) Mame: I Avira Professional Security 12 (Windows), EM
M Awira Antivie Workstation 3 (U
- W Avira Antivic WebGate (UM< Installer For this package )
ssional Security 12 | Setup: IaviraJ:nruFessiDnaI_security_en.exe Ej
Avira Server Security 12 (Wind

[-#lm Security Enviranment Wersion information For this package
EEI---H Metwark, neighborbood

: version: | 12.0.0.1186 E‘]
----- ad Fyvents

% | Reports License For this package
----- ¥ Configuration

License File: | HEEDY.KEY

..... a1
5 Info Center
EEI--E Avira Update Manager
l | 2

Note

Please note that the license file is only valid for the new installation of the
software. If you want to extend the license for a specific, already installed
product, you have to renew the license file with the function Copy files (see
"Sharing license files" - page 118).

Deleting a software package

Note
Avira recommends that you do not delete existing software packages, as this
may delete linked files on the server hard disk.

1. Expand the Software Repository node.

The saved software packages are displayed.

2. Right-click on the software package and select Delete.

The software is removed from the AMC database.
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6.2.2 Installing and uninstalling software packages

Note
Read the readme.txt file in the AMC main directory.

The installation or uninstallation of software packages on computers in the Security
Environment starts in protected mode, i.e. the process cannot be either interrupted or
terminated.

The installation and uninstallation of software packages can only be carried out if all
computers in the Security Environment are in online mode, administrator access is
available and AMC Agents are enabled.

If there are computers in offline mode or AMC Agents with an enabled pull mechanism, the
actions and commands (e.g. installing a software package) are saved and automatically
triggered as soon as the computers or groups revert to online mode, or the AMC Agents
perform synchronization. The computers for which an action is available have the status

s :_) Pending operations (red flag on the left and/or orange arrow).

Note

Before the installation of a software package the Avira product must be
configured. The configuration of Avira products require precise knowledge of the
configuration parameters. Read and follow the configuration installations in the
manual of the respective Avira product before you perform a remote installation
or configuration with AMC.

Installing a software package

With AMC you can install Avira software packages on multiple computers at the same time.
The configuration will be applied as set on the corresponding nodes in the Security
Environment (see 5.3 Setting up the Security Environment - page 31).

Note
The AMC Agent must be installed first, if it is not yet available on the computer
on which a software package is to be installed.

During installation, the product-specific Install or Configuration window is displayed, in
which the required parameters can be defined (see 9.2 Product-specific configuration
windows - page 135).
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Example for Avira Server Security 12 (Windows):
mstall x|

Install path

HaPROGRAMFILES 4

Zomponents For installation
Realtime Prokection
[JR.ootkits Protection

Shell extension
[J¥rware Offline Scanner

General setkings
[ Program group in the Skark menu

¥ Create deskiop icon
¥ Enable Rollback function

¥ Restart compuker iF necessary

IDiah:u; b j

Please noke that, when migrating from AW 10 ko AY1Z, a kimeout error skake will
appear in AMC iF the required reboot is not performed in time.

Unkil reboak, the PCs are nok prokecked!

[+ Inherit configuratian Send later |

Cancel |

1. Right-click on the computer or group on which the software is to be installed.

2. Select Installation > [Name of software package] > Install.

The Install window is displayed.

3. If necessary, disable the Inherit configuration option and define the configuration
parameters for the Avira product.

4. Click Send later, to save the configuration for future automatic installations (see
"Automatic product installation" - page 88).

-OR -
Click OK, to start the software package installation immediately.

The AMC Agent installs the software package. Where appropriate, program-specific
dialog and message windows are displayed. The options in these windows correspond
to those in the installation dialog windows of the respective Avira product. However, the
setup provides only a standard installation, when done via AMC. For example, Avira

Server Security 12 (Windows) is installed with enabled Guard, Systray Tool and Remote
Control.
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5. In the navigation area, click on the computer or group on which the installation was
performed.

Information on the Avira products installed on the computer is displayed in the results
window.

Uninstalling a product

Prerequisites
» Computers/groups must be included in the Security Environment and have the

following status: <) Monitor green, arrow green.

1. Right-click on the computer or group on which the software is to be uninstalled.
2. In the context menu, select Installation > [Name of software package] > Uninstall.

3. Click Yes.

The product is uninstalled. The entries for this product are deleted in the results window.

Warning
Please note that some computers in your network might remain unprotected, if

you remove a security product.

Automatic product installation

You can configure automatic routines to install the AMC Agent and certain Avira products
on computers in groups, immediately after new computers are added to the group.

Note
For products to be installed automatically, the AMC Server user account must

have administrator rights on all computers, to which the automatic installation of

the AMC Agent applies.
The AMC Agent must be manually installed on UNIX systems.

1. Right-click on the group in the Security Environment and select Installation > Products.
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2. Disable the Inherit from parent option

Automatic product installation

™| Inherit From parent v _;:'nal:ulej

Please select products ko be installed:

[ Awira Ankivir Workstation 3 (UM (windows anly)
[]Avira Antivir Webizate (UM

[]Avira Professional Security 12 {windows), EM

[]Avira Server Security 12 (Windows), EM

]

_ — Install agent automatically when naok
[CAwira Ankivir Server 3 (UML) ¥ available on the target system

You can then select the products to be automatically installed when a computer is

added to the group.

Operation

3. If you want to install the AMC Agent automatically, when a computer is added to the
group, activate the option Install agent automatically when not available on the target

system (Windows only).

4. Click OK.

The selected products will be automatically installed on the computers of the chosen
group. The installation configuration is applied as defined under Installation > [Name of

software package] > Install (see "Installing a software package" - page 86).

6.2.3 Changing the configuration of an Avira product

Installed Avira products can be configured for each individual node. The settings are then

inherited downwards, from the parent nodes.

We recommend that you configure the Avira product first on the Security Environment

node. All computers in the group inherit these settings. You can then change the

configuration of individual computers or sub-groups (if you have first disabled the Inherit

configuration option), overwriting the settings inherited from the parent node.
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During configuration of an Avira product, the product-specific Configuration dialog window
is displayed in which the required parameters can be defined (see 9.2 Product-specific
configuration windows - page 135).

Example for Avira Server Security 12 (Windows):

Configuration N |
Systermn Scanner > Scan K re
Files Additional settings
= all files ¥ Scan boot sectors of selected drives
¥ Use smart extensions ¥ Scan master boot seckors
Scan e : 2
Use file extension lisk i
Action on dekection = V' 1gnore offine files
Further actions File extensions ™ Optirnized scan
Archives
Exception [ Follow symbalic links
Heuristics V¥ Scan Renistry
Report

u Realkime Prokection
SCan process

@ General SCanner priority: Imedium 'I
.- Update
., Alerts Description
Wwith the on-demand scan, the Syskem Scanner distinguishes between priority levels, This is only effective if
., B several processes are running simulkaneously on the workstation, The selection affects the scanning speed.

Send later | Sendnnwl Cahicel

Note

A product-specific configuration window is displayed during installation and
configuration of a software package on computers in the Security Environment.
The settings shown in this window are similar to the configuration options of the
relevant Avira product.

Please refer to each product’s documentation, for further information on
configuration parameters.

If there are computers in offline mode or AMC Agents with an enabled pull mechanism, the
actions and commands (e.g. installing a software package) are saved and automatically
triggered as soon as the computers or groups revert to online mode, or the AMC Agents
perform synchronization. The computers for which an action is available have the status

.. ’;_) Pending operations (red flag on the left and/or orange arrow).
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Configuring an Avira product

Prerequisites

» Computers/groups must be included in the Security Environment and have the

following status: +) Monitor green, arrow green.

1. Right-click on the computer or group.

2. Select Configuration > [Name of product] > Configure.

The product-specific Configuration window is opened.
3. Disable the Inherit configuration option and update the product settings.
4. If you want the changed settings for the computer or group to be effective immediately,
click Send now.
The new configuration is applied to the computer or group.
-OR-

If you want the changed settings for the computer or group to become effective at a later
time, click Send later.

AMC saves the new configuration locally for each node. It can then be assigned to the
computer or group at a later time, by selecting Configuration > [Name of product] >
Send now.

6.2.4 Exporting/ Importing the configuration of an Avira product

You can save (export) the configuration of an Avira product from a certain node of the
Security Environment and re-use the same configuration (import) on other nodes.

Export Configuration

1. Right-click the computer node from which you want to export the product’s configuration
and select Configuration > [product] > Export Configuration.

2. In the browse dialog, select the destination and give a name to the saved configuration
file.
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Import Configuration

Note
The imported configuration replaces the existing one. The configuration import
also brakes the inheritance, if active.

You can import a product configuration only to a product of the same family, e.g.
Avira Professional Security 12 (Windows) or Avira Server Security 12
(Windows). The language of the product is not a restriction.

1. Right-click the computer node on which you want to import the product configuration
and select Configuration > [product] > Import Configuration.

2. In the browse dialog, select the configuration file from your system.

Note
You can always revert the configuration to the parent node’s settings, by
selecting Configuration > [product] > Reset to parent’s configuration.

6.3 Creating filtered computer groups

You can use the New > Filtering group option in the context menu of the Security
Environment, to create sub-groups of computers which satisfy specific criteria. Filtering can
be performed according to the following criteria:

» Error status

* Product with an error message

* Installed or non-installed product

« Computers, groups, hostnames or IP addresses
+ Last AMC Agent’s registration date

You can then execute commands directly for the filtered group and do not have to search
the entire Security Environment for the required computers.
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1.

Operation

Right-click on the Security Environment node or on a group and select New > Filtering

group.

The filter wizard opens.

Add new filter wizard )

Welcome to the "add new filker" wizard,

Il=ing khis wizard wou can create a filkering group in oder ko
Filker computers From the security environment according ko
user defined filker criterias,

Please enter a name far the new group;

Filter computers

| =

= Back Mexk = | Zancel I

2. Enter a name for the filtered group you want to create (e.g. Errors), and select the

corresponding filter type from the menu.

Add new filter wizard _ x|

Welcome to the "add new filker" wizard.
IJsing khis wizard wou can create a filkering group in oder to

filker computers From the security environment according ko
user defined filker crikerias,

Flease enter a name For the new group:

Errars

Filker computers

baith error skakes assigned to Ehem

< Bach: I Finish I Zancel
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Error state:

Operation

Select the first filter type if you want to include in a sub-group all computers on which an
error has occurred. Then click Finish.

The sub-group (e.g. Errors) is displayed under the Filtered security environment node.
|, avira Management Console Frontend _1o/

[ Eie

Ackion  Wiew  MWindow  Help | =8| x|
¢ AEFRRE 2EL£0%'S
@ Saftware Repositary ﬂ | Mame | operating system | Computer status | Hostrame 11 | o
-9 Security Environment @IMarketing Cffline, no agentins... WMZ-WINFX64 It
i‘g Mew camputers
Elo win-graup

- %) win7xed
- 2l wmewinzka
- HE AMC Agent

------ @ Marketing
Elv% Filtered security en

[+ Filter group
= i Errors

o e Marketing =
iI | 4 1 I I
| |

Product reporting an error:

Select the second filter type if you want to include in a sub-group all computers on which
a product has reported an error. Then click Next.

The window Module error status filter is opened.
Module error status filter x|

Please select which module errors wou want ko filker For:

¥ General module error

< Back I Finish I Cancel

Select the module errors to be included in a group and click Finish.
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The sub-group is displayed under the Filtered security environment node.

Installed/ Not installed product:

Select the third filter type if you want to include in a sub-group all computers on which a
specific product has been installed or not installed. Then click Next.

The Product filter window is opened.

Product filter x|

Please select which product wou want Filker:

fvira Professional Security 12 Ciindows), EM

Haws ko Filker

™ Product installed
% product nok installed

< Back I Finish I Cancel

Select the required product and click Finish.

The sub-group is displayed under the Filtered security environment node.

Wildcard search criteria:

Select the fourth filter type if you want to include in a sub-group all computers with name
or hostname matching a specific search criterion. Then click Next.
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The Text filter window is opened.

Text filker . x|

Text ba search For:

I v

You can search for computers, groups and hostnames | IP
addresses,

For enhanced search queries vou can use wildcards:
*: matches any text

71 matches a single characker

11 makches the Y characker

V*: matches the * character

1?1 matches the ¥ character

Example: "*server? will find 'mainserverl’, but not 'serverl ',

< Back I Finish I Zancel |

Enter the hostname or the IP address you search for (* and ? wildcards supported).
Click Finish.

The sub-group is displayed under the Filtered security environment node.

AMC Agent’s last registration date:

Select the fifth filter type if you want to include computers in a sub-group on the basis of
the last AMC Agent registration. Then click Next.

The Last registration filter window is opened.
x

Last agenk interaction longer ago than:

I 3: day(s]

< Back I Finish I Cancel
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Enter a time period in which the last interaction is to have taken place, e.g. 14 days.
(default value: 14 days; minimum value: 1 day; maximum value: 365 days.)

Click Finish.

The sub-group is displayed under the Filtered security environment node.

6.4 Displaying information on a computer or group

6.4.1 Displaying information on a node or computer

Basic information on each node or computer can be displayed via the Properties context
menu.

Properties of virtual groups:

Right-click on a virtual group under the Security Environment node and select Properties.

The Properties window is displayed:

Properties of Security En¥iro

Compuker amount in group: 9

Aevailable:

Produck | Zount |
Avira Ankivir Server 12 (Winda,., 1
Avira Professional Secority 12 .., 1
Avira Ankivir MailGate (UM 0
Avira Antivir Server 3 (WD) 0

Information on a virtual group:
« Computer amount in group: The number of computers in the group.
» Available: The number of computers currently connected to the AMC.

* Product and Count. The name and number of products installed in the group.

Computer properties:
Right-click on a computer under the Security Environment node and select Properties.

The Computer properties window is opened:

Computer properties

Display name: I wir1

Hostname [ IP: I WINT-EM Cancel |
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Information on a computer:
» Display name: The name of the computer in the Security Environment.

* Hostname/IP: The hostname or IP address on the network.

6.4.2 Displaying information in the details panel

AMC saves information on each computer and group in the Security Environment, which
you can display and if necessary sort in the details panel.

When selecting a computer, various Views are available via the context menu or toolbar:

* For a group: Status, Error messages, Tasks and Pending operations

* For a computer: Product status, Product version, Error messages, Events, Tasks and

Pending operations

Selecting and sorting the information displayed

Prerequisites

» Computers/groups must be included in the Security Environment and have the

following status: +) Monitor green, arrow green.

1. Right-click on the computer or group you want to display information on and select the
required view from the Views option (alternately you can use the relevant toolbar
button): Product status, Product version, Error messages, Events, Tasks or Pending
operations.

The relevant information is displayed in the details panel.

2. In the context menu select View > Large/Small Icons to display large or small icons for
computers, products, tasks and events in the results window.

3. In the context menu, select View > List or View > Detail to display the elements or
element details in table form.

4. The Add/Remove Columns option in the View menu lets you customize the display in
the results window. The table can be sorted by clicking on the column heading.

5. Using the Customize option in the View menu, you can show or hide different elements
of the MMC and snap-in interface (menus, toolbars, console tree, etc.)
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Status view

This view displays the following information for each group: 4

(<. Avira Management Console Frontend | 101 =l

E File  Action Wiew ‘Window Help | A Iﬁllﬂ

e D@ I e XFOR(PEH[EO o

@ Software Repository ;I Mame | operating system | computer status | Hostna... | Configuration | Last notificati

EI#! Security Environment ) winTxed Micrasoft Windows 7 ... OFfline, agent installed  10.40....  Inherited 12,10,2011 1°
‘ﬂD Mz cormputers Slvm-winzk3  Micrasoft Windows 20,..  Online, Product errar 10,40....  Inherited 13.10.2011 1
el <Y vin-group N Marketing - Offline, no agentins...  YM2-W... Inherited ITE

% Filkered security environ
F-H wr-lino

- ¥% network neighborhood

----- ad Events

----- \, Reparts

----- ¥ Configuration

----- ﬁ] Info Center
E:I--E Avira Update Manager

[ s BN | 5

-

* Name

The name of the computer.
* Operating system

Information on the operating system used.
e Computer status

Information on the computer: "Online", "Offline", "Online, no agent installed" or "Not
available”.

* Hostname/IP
The hostname or |P address on the network.
e Configuration
The configuration settings of the AMC Agent (inherited or defined).
* Last notification
The data and time of the last AMC Agent registration.
* Installed products
A list of the products already installed on the relevant computer which can be managed

using the AMC.

If you select a computer in the Security Environment, the following information is displayed
in the Product status ¢ view:
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¢  Product name
*  Product state

e Status details

Status view for the Filtered security environment:

{Z, Avira Management Console Frontend s i [m] B

4 e action  Wiew ‘Window  Help =]
= | AHE B 2E| LSS
@ Software Repository || Mame | Saurce group | Filter type
E#! Security Environment %Filter gQroLUp Security Environment Installed product
‘ﬂ;' Mew camputers %Errurs Security Environment Error skate
r+l-ofly win-group %nwz installed win-group Installed product

EI{% Filkered security environ
. -, Filker group

Errors

PO AY1Z installed

- vm-linu

- ¥¥ Metwork neighborhood

----- a@d Fyents

----- %, Reports

----- W Configuration -
o Bl 1 | 3]
Product version view

This view displays information on all Avira program modules installed on the computer. 2

(. Avira Management Console Frontend -0 x|

File  Action  Wew window  Help ;lilﬁl
= | DE DR 20 ¥YPrOw %S
@ Software Repository ;I Module name | Module wersion | Module details
Eli! 2ecurity Environment %8 aevdf dat 7.11.15.040 Yirus definition file
*ﬂ';' Mews camputers @aeset.dat 8.02.06.068 Search engine
El'#' win-group %8 avquard.exe 12.01.00.015 Antivir Server For Windaws
B2 winTxbd wE avgio.sys 1.00,00,030 Antivie Service
E‘ ‘*"ﬂ il #& avant.exe 12.01.,00,017 Antivir Control Program
: """ E ,a,r-.f!c hlt s @avscan.exe 12.01.00.017 Luke Filewalker
..... :;--Er::tl:gﬁewer 26 @awep.d.ll 12.01.00.017 Spe.cijal Repair LiI.:urary
EEH% Filtered security environ™— @avsplugln.dll 12.01.00.017 Antivir SMC Plugin Library
-2 wm-linu:
= F¥ Metwork neighborhood
----- @d Events -
oy [ Ll | ol

¢ Module name

A list of Avira products installed on the computer.
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¢ Module version
Information of the file version.
¢ Module details

A description of the file.

Events view

Operation

Every Avira product on a computer generates product-specific events which are retrieved

and saved by the AMC Agent: aa

£, Avira Management Console Frontend N
;
E Eile

Action  View  Window  Help

=101 %]

JRETE

e« |0mEeFER 2E PPOELD

H- ) winTxbd

S5 vm-winzk3

SR AMC Agent

E Bvira Server Seq

i ey Marketing

% Filtered security environ™
B4 vmlinus

- ¥ Metwork neighborbood

----- ad Events -

4] | 3 4|

@ Software Repositary ;I Camputername | Level | Product | Ackar

L:Jiﬂ';l Security Environment A vemevinizks Security Avira Server Se...  Realtime Protection  Malware 'Eicar-Test-Signature' [vir
iﬂ';' Mew computers b vmewinZk3 Warning Awira Server Se...  Updater Important new program files are a
Eiﬂg win-group

 Computername

The name of the computer on which the event was reported by the Avira product.

e Level

Avira products assign a level (degree of importance) to every event: Critical, Warning,

Information, Security, Error.
* Product
The name of the Avira product reporting the event.

e Actor

The name of the program component reporting the event.

* Message
The product-specific text relating to the event.
e Time

The date and time of the event.
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Tasks view

Operation

Every Avira product on a computer supports product-specific commands (e.g. for executing
scans or updates). These commands can be executed as scheduled tasks at regular
intervals with the aid of the AMC.

You can display these tasks for each computer and each group. The group tasks are

displayed in each computer’s scheduler. @

%, Avira Management Console Frontend I
)
E File

Ackion  Wiew  Window

Help

e AEnEFRR 2B L% SN

Avira Management Consale Fronken &
Avira Management Console Fror

-8 Software Repository

Eliﬂg Security Environment

iﬂl; Meww cormputers

iﬂl; win-group

% Filkered security environ

B4 wm-linus

- ¥ Metwork neighborhood

----- ad Events

..... \I Reports |

----- W Configuration

----- 3 User Management -
N1 —

Mode | Tame | Period | Skart;
foecurity Enwi,.. win server updake  Weekly 16,10,
fGwin-group weekly update weelly 15,10,

_|o| x|
T

| Ackor | Command | weekda
Avira Server Secu...  update |Unavailak
AMC Agent update Inarvailak
| B

¢ Node

The name of the computer or group.

¢ Name

The user-defined task name.

e Period

The frequency of the task: hourly, daily, weekly, etc.

e Start

The date and time of the first execution of the task.

e Actor

The Avira product carrying out the task.

e Command

The product-specific command for the task (e.g. update). The parameters of the com-

mand are not displayed at this point.

* Weekdays

The weekdays for commands which are based on days of the week (Mon, Tue, Wed,

etc).
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e Created

The date and time of the creation of the task.

Pending operations view

Every Avira product supports product-specific commands (e.g. for performing scans or
updates) which can be executed as scheduled actions at regular intervals with the aid of
the AMC. If the action cannot be carried out because computers are in offline mode or the
Agent is using the pull mechanism, the command or action is saved as a pending
operation. The operation is then carried out as soon as the computer becomes available
again or the agent performs synchronization.

You can display the pending operations for each group and each computer. *

& Avira Management Console Frontend | 10| x|
E File  Action  View  Window  Help | = |5|£|
=A@ BEFLRR 20|20 H
Avira Management Console Fronten < | | Computer name | Operation | Product | Rematks | Created
Avira Management Consale Fror W win7xod Synchronize serv.., NG - 13.10.2011
"'Q Software Repository W rolinu Configuration AMC Agenk 13.10.2011
E"ﬂ; Security Environment W rolinu Synchronize sery.,, NG - 13.10.2011
:ﬂg Mew computers ' wrn-lin Command Awira Ankivir Se...  Command: update_sc...  13.10.2011

cﬂg win-graup

- £, Filkered security enviran
-4 vmelinus

- ¥¥ Mebwork neighborhood

--ad Events
\I Reports |-
-0 Configuration
- Lser Management -
B _>lJ J | B

| |
 Computer name

The name of the computer on which the pending operation is to be carried out.
e Operation

The operation type, e.g. installation or command.
* Product

The product for which the operation was created.
* Remarks

Information on the pending operation, such as command type and creation date.

* Created

The date and time of the creation of the operation.
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Error messages view

If errors occur on computers in the Security Environment during actions in AMC, the
affected computers are highlighted in the AMC Frontend.

Errors always occur at computer level. Nodes cannot produce errors, as they do not

present physical structures on the network.

You can display the errors for each group and each computer. 3

(£, Avira Management Console Frontend N
'
E File

Action  Wiew  Window  Help

=10l x|

JSETES

&= | BE X2 @8

Product name
AMC Agent

Computer name

Marketing

E Avira Management Cansale;l
-4 Software Repasitory
Elo Security Environment
{£I;| Mew computers
Ele win-graoup

- #y winTx6d

E| A vmewinzks

5 AMC Agent
E Avira Serve
= e fMarketing

EEI--% Filtered security em
FH-* wi-linu

- % Metwork neighborhood  +

4] | , 1|

Rerate installatio

©13.10,20

e Computer name

The name of the computer on which the error has occurred.

* Product name
The name of the product reporting the error.
* Error message
The text of the error message.
* Error state
The status of the error.
* Created

The date and time of the event.

6.5 Displaying events

Operation

Every Avira product generates specific events which are collected by AMC and displayed in
the AMC Frontend. The AMC Agent collects the generated events and saves them in the

local database.
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These events can then be displayed in the AMC Frontend:

Operation

You can display and sort events which have occurred on specific computers in the
Security Environment node (see 6.4 Displaying information on a computer or group -

page 97).

You can display and sort events which have occurred on all computers in the Events
node. You can use filter criteria only on the Events node.

Note

The number of events depends on the number of managed computers and it can
take a long time to display all events.

Events node

The details panel of the Events node contains detailed information on all events that have

occurred in the Security Environment.

The Events view for the whole Security Environment corresponds roughly to the Events
view for each computer’s node (see also 6.4 Displaying information on a computer or group

page 97).
%, Avira Management Console Frontend ) -0 =]
E File  Action Miew  Window  Help | = |5’|5|
& - | BRI 2
Avira Management Console Fronten = | | Computername | Level | Product | Ackor | [Message
S Avvira Management Cansole Fror Ak vrn-winzks Security fvira Server Se...  System Scanner Malware ‘Eicar-Test-Signa
@ Software Repositary A emnewinzks Security Avira Server Se,,,  System Scanner Malware 'Eicar-Test-Signa
EI’-ﬂI; Seeurity Environment Ak vrn-winzks Security fvira Server Se...  System Scanner Malware 'Eicar-Test-Signa
i ’.ﬂg Nn.aw computers ﬂvm-winzks Securiky Avira Server Se,.,  System Scanner Malware 'Eicar-Test-Signa
: '.ﬂlg I.-\f:n-grzup . . A vmn-winzs Security Avira Server 3e...  System Scanner Malware 'Eicar-Test-Signa
% Fi I:e;_re security environ Ak vrnowinzks Security Avira Server Se,,,  Realtime Protection  Malware 'Eicar-Test-Signa
+-5y wem-linoz
b oymewinzks W' arnin Avira Server Se...  Updater Important new program fi
- ¥¥ Metwork neighborhood B = a i
----- ad Fyents
..... \I Reparts |

----- ¥ Configuration

----- ¥ E’ Iser Management "I
Kl | B

3

If you double-click on an event, the detailed information is displayed in a separate window.

You can easily identify the computer on which an event occurred: right-click the event and

select the Jump to computer option.
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Displaying and filtering events

You can filter events as needed, to only display specific events. The following options are
available:

* No Filter: All events are displayed in the details panel.

* Level: Only events at a specific level (Critical, Warning, Information, Security, Error) are
displayed.

* Product: The events generated by a specific product are displayed. The products which
can be filtered are listed under Filter > Product.

+ String: Only events which contain a specific sequence of characters are displayed.
The Events node contains events transmitted to the AMC Agent by Avira products in the
Security Environment (e.g. to a virus scanner).
1. Click on Events.
All Security Environment events are displayed unfiltered in the details panel.
2. If you click on a column heading, data is sorted according to this criterion, e.g. by Level
or Time.
3. Right-click on Events, select Filter and then the required filter option.
The filtered data is displayed in the results window.
—OR -

Select Filter > String and enter the character sequence to be used for the search and
filter function in the String filter window:

stringfilter x|
Please supply the text to be filtered
IMaIwarel Cancel |

4. After entering the text, click OK.

The scanned events are displayed in the results window.

Deleting events

As over time the list of events gets more and more extensive, you can delete events to save
memory space.
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Right-click on an event and select Delete.

—OR -

Right-click on Events and select Delete all.

6.6 Executing commands and scheduling tasks

For every Avira product there are various ways of performing actions such as scan and
update, using specific parameters or schedules. You can configure, activate and plan these
actions using AMC for computers and groups in the Security Environment. An action
initiated by AMC (e.g. Scan) is referred to as a Command, while the planned, single or
periodical action is called a Task (e.g. weekly update).

AMC can run all commands supported by the installed Avira products.

Note

Further information on Avira commands and parameters is available in the
documentation for the relevant Avira product. Please read and follow all relevant
instructions before executing commands and scheduling tasks with the AMC.

Warning
If you shut down the AMC Server, all active commands will be cancelled.

The result of a command (e.g. Scan) or task (e.g. Scan hard disk) is displayed in the
results window of the Events node or that of the group or computer.

Push and pull mechanism

One of the following mechanisms is used to execute tasks and commands, depending on
the configuration of the AMC Agent (see 5.6 Configuring AMC - page 52).

* Push: Commands are sent by the AMC Server directly to the AMC Agents’ scheduler.

If AMC Agents are in offline mode, actions and commands are saved as Pending oper-
ations and run as soon as the AMC Agent is connected again.

Computers on which an action has not been carried out have the status Pending opera-
tions: " Monitor dark, arrow orange, red flag on the left.

* Pull: Contrary to the push mechanism, AMC Agents in pull mode retrieve commands
from the Server at configurable intervals. All operations are treated as pending. This
mechanism enables the management of clients, which cannot be directly accessed by
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the AMC Server (e.g. out-of-office laptops). Moreover, the pull mode can ensure a better
distribution of the traffic load over the network.

Computers with pull-agents have the following status icon:

b
- ,) Monitor green, arrow green, red flag on the left (in online mode)
.8 Monitor dark, arrow orange, red flag on the left (in offline mode)

Under certain circumstances, a synchronization may be forced for pull AMC Agents. The
command Force agent synchronization is available for this purpose. It can be enabled as
follows:

* In the navigation area, click Configuration > Server Settings, click on General and
enable the Display agent synchronization command option.

The following command is then displayed in the context menu for the Security
Environment and the context menu of each computer: Commands > Force agent
synchronization.

Executing commands

1. Right-click on the computer or group, and select Commands.

A sub-menu is displayed showing all installed Avira products.

2. Select the required product and then the required command (e.g. Start update).

If the command has parameters, these can be entered in the Commands dialog box.
Example for Avira Professional Security 12 (Windows):

=

pdate

Display mode;
Update mode: ISI:an-:Iar-:I update j

Schedule this command | (8] 4 I Zancel |

3. Enter the required parameters and click OK.

The command is executed and the event is displayed in the results window of the
Events node. With a pull AMC Agent, the command is saved as a pending operation
until synchronization is carried out.
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Scheduling tasks

Execution of all available commands can be scheduled for a specific time. In the AMC, a
scheduled command is referred to as a task.
1. Right-click on the computer or group, and select Commands.

A sub-menu is displayed showing all installed Avira products.

2. Select the required product and then the required command (e.g. Start update).

If the command has parameters, the application path and other parameters can be
given in the Commands dialog box.

_lojx

pdate
Display mode: irivisible
Update mode: ISI:anu:Iaru:I update j

Schedule this command Ik I Cancel |

3. Select the required parameters and click Schedule this command.

The Create a Task window is displayed:

Create a Task x|

Please enter a name faor the task

I hourly update

Execute task,

" One time

" Monkhly

" Every ||:u:| dayis) 01 hour(s) 00 minuke(s) == {min. 15 minutes)

< Back: I Mexk = I Cancel

4. Enter a task name and select the frequency of recurrence.
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5. Click Next.

The window for selecting time and data settings is opened:

Create a Task '

Flease seleck the date and time when to skart the task:
Skart: time Start date

14:09:1% +|_| 17.01.2011 j Iw Catch up task when missed

Flease select on which weekdays
the task should be executed

¥ Monday W Friday

¥ Tuesday [ saturday

v Thursday

x|

< Back I Finish I Cancel

6. Select the start time and start date and click Finish.

Operation

The task is created and displayed in the details panel of the computer or group (see

"Tasks view" - page 102).

Displaying tasks and pending operations

The scheduled tasks are displayed in the results window of the computer or group on which

the execution is scheduled.

Right-click on the computer or group, and select Tasks or Pending operations.

The tasks are displayed, together with further information, in the details panel (see

"Tasks view" - page 102).

Displaying tasks for software packages and AMC Server components

Scheduled tasks for updating AMC Server components or software packages are displayed

under Avira Management Console Frontend:

Right-click on Avira Management Console Frontend, and select Update > Show tasks.
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The tasks are displayed in the results window.

¢, Avira Management Console Frontend _ 10| x|
E File  Ackion  YWiew Window  Help | = |5’|1|
& = | RENESRE
Era Management Console Frontend | Mame | Period | start | status | weskdavs | Create
fvira Management ez | toCheck For Server upd... Monthly  01.12.2011 ...  Motvetexecuted  Unavallable 13,100
[+ Software Repository
[EI--iﬂl; Security Environment
- ¥ Metwork neighborhood
-l Events
\, Reports
-0 Configuration
AW User Managerent
- 3 InFo Center
[EI--E Avira Update Manager
Kl | ol | 2

* Name

The name of the task.
* Period

The selected frequency of execution.
» Start

The time of the first execution.
» Status

Information on the task execution.
*  Weekdays

Short names of the days of the week (Mon, Tue...), when the task should be run.
* Created

Date and hour of the task’s creation.

6.7 Creating and displaying reports

You can let the AMC Agent create reports for individual computers or computer groups in
the Security Environment.

First, create a report template for a specific report type. AMC can generate the following
report types for all Avira products installed in the Security Environment.

* Managed computers

+ Managed products
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* Product version information
* Product license information
* Engine and VDF version

* Found malware (general)

* Found malware (file)

* Found malware (email)

» Found malware (Http)

« Top 10 malware

* Top 10 infected computers

Note

Further information on report types can be found in the manual for the respective

Avira product. Please read the information on report types in the manual
carefully before creating and scheduling AMC reports.

Reports node

Operation

Click the Reports node, to display the reports and the report templates in the details panel.

-i0/x]
@rie fin vew wodon g e
= BmE DB 2
Avira Management Console Fronten & | | Template name | Template type | Group | Timeframe | Skart kime
#vira Management Consale Fror 75 malware Found Malware (General) Security Enwira,.. 7 day(s) 13.10.2011
@ Software Repasitory S‘ products Managed Products Security Enwiro,,, Mot avalable  13.10,2011
‘ﬂ;‘ Security Environment S' computers Managed Computers Security Enwira,,. Mot available  13.10.2011
&+ Network neighborhood
----- #d Events
E---\, Reports
© D) malware
/%) products |
L. computers
----- W Configuration
A Lser Management hd
[ I _>l_I d| | &

* Template name

The user-defined report name.
* Template type

The selected report type.
* Group

The virtual group or computer for which the report is created.
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* Timeframe

The report frequency (if applicable)
» Start time

The time the report was first created.
* Schedule

The report generation interval.

Creating report templates

1. Right-click on the computer or group, and select Create report.

The following window is displayed:

Select Report type _ x|

—Available Report bvpes—————— [ Timeframe
Managed Compukers " One day i~ One quarker
Managed Products
Product '-.-'_ersin:nn InFn:nrmat?n:-n O et ™ One vear
Product License Information
Engine and YDF Yersion
iFound Malware (General] " One manth
Found Malware (File)
Found Malware (Email) o
Found Malware (HEER) " Specific:
Top 10 Malware
Top 10 Infected Computers Last: I 1 :I I j

Report includes all malware on all
computers in the selected group,

< Back I Mext = I Zancel

2. Select the report type and the period for the report, and click Next.
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The Configure report window is opened:

Configure reporkt ) x|

Mame: I Faurd Malware

—Scheduler
¥ Schedule report

Startdate [17.01.2011  *| Starttime: |14:24:01

ElE

< Back I Finish I Cancel

3. Enter a name for the report template.

4. If the report is to be created at regular intervals, enable the Schedule report option and
enter the start date/time and creation interval.

5. Click Finish.

The report template is created. The report is either created immediately or at the
scheduled time and displayed under the Reports node.

Editing report templates

Note
The report type selected for a report template cannot be changed. If you require
a different report type, you have to create a new template.

1. Under the Reports node, click on a report template and select Properties.

The Select report type window is displayed.

2. Change the period where appropriate and click Next.

The Configure report window is displayed.
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3. Change the Name and the Scheduler settings where appropriate, and click Finish.

The changes are saved. The report template is displayed in the results window under
the Reports node.

Displaying reports
The reports can be displayed in list form or as HTML pages.

1. In the navigation area, expand the Reports node.

The available report templates are displayed in the details panel.

2. Double-click on a report template in the details panel.

The created report templates are displayed with the start and end date.

3. Right-click on the required report in the navigation area and select List or HTML.

The report is displayed in the selected format (e.g. as a list).

& Avira Management Console Frontend =181xl
E File Action View ‘Window Help |;|i|5|
- | AmE PR 2@
Era Management Console Fronten = Display Marne | Comput... | Product Narme | Module MName | Malw... | Malwa, .. | Media Name I Security Action | Detectio
Avira Management Consale Fror 1 wmewinzka wi-winZk3  fvira Server Se...  System Scanner Eicar... virus Ci\Documents.., Thefilewasm.,., 131021
[]"'@ Software Repositary S emewinzka vi-wingk3  Avira Server Se...  Syskem Scanner Eicar... wirus C\Documents... Thefilewasm... 13.10.21
(#l-gilg Security Environment S wmewinzkd  vmewinzk3  Avira Server Se...  Syskem Scanner Eicar...  wirus Ci\Documents..,  The file wasm... 13.10.21
E]'"n; Network neighborhood S wmewinzkd  wmewinZk3  Avira Server Se...  Syskem Scanner  Eicar...  virus Cr\Documents... The filewasm... 13.10.21
""" '\ Events ) wmewinzha wm-winZk3  Avira Server Se...  Syskem Scanner Eicat... wirus Ci\Documents...  Thefilewasm... 13.10.21
R, Bepoits T wmewinzkd  wvmewinZk3  Avira Server Se...  Realtime Protec...  Eicar...  virus C:\Documents... Deny access 13.10.21
[=-/5) malware
1} 13.10.2011 12:38:2
+]- %) producks
3 computers
----- W Configuration 2
KT — ) i KT [ >
L3 3
Printing reports

In the AMC, reports are processed as HTML pages and can be displayed and printed out
using an operating system HTML editor (e.g. Microsoft Word or Microsoft Internet Explorer)

1. Select the report in the HTML view, as described in the previous section.

2. Right-click on the report and select Print.
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The report is opened in the HTML editor.

(. Avira Management Console Frontend Nl 10l
E Bile  Action  Wew  Window  Help | o |

« = |EBm @
(] Avira b cane | | .
E--ér:virzn:ﬂgaizszme:: il (K. AVIRA  Avira Management Console B

-8 Software Repos
[ty Security Enviror
- Metwork neight

3 Events Avira Management Console Repol
=% Reports

B35 malware

Ll a2 nRaer%g',T Report "malware” on all computers in group "Security Environment"

¥ products

o J%) computers Report

..... ¥ Carfiquration e 06102011 12:38:26 - 13102011 12:28.26 o
----- W4 User Manageme ’
----- 51 Irfo Center RGDOIT
-5 Avira Update M | | timeframe: et
Repaort
interval: Weekly

Display Computer Product Module  Malware Malware

Hame Name Name Name Hame Category Media Name
Auira
Semer Eicar- ]
WM e ool g System 8T ClDocumentsand i
| e | i

|D|:|ne |

3. Print the report using the editor’s Print command.

6.8 Sharing files, licenses and programs in the Security
Environment

Note

On computers in the Security Environment, you can only share programs signed
by Avira.

AMC provides two options for sharing and executing files and executable programs
(certified by Avira) on all computers in the Security Environment.

* You can share and if required immediately execute files and programs (configured
where appropriate with start parameters and commands) on individual computers or in
groups. In this way you can, for example, deploy virus removers, license files, etc.

* You can configure AMC Agents on computers to execute programs by remote access.
You can also schedule the execution of these programs as tasks (see also "Scheduling
tasks" - page 109).
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When shared, the files are copied to the installation directory of the Avira product you have
selected (\\<amc_server _install>\Avira Security Management Center Agent\). AMC uses
this directory as the root directory for the actions carried out. You can also create sub-
directories in this root directory (e.g. ...\New-VDF-Files), so you can quickly retrieve the files
on the computer.

When using remote access to execute a program, the program must be in the installation
directory of the AMC Agent
(\<amc_server_install>\Avira Security Management Center Agent\).

Note

If you want to use this function on a regular basis, we recommend that you
create a default directory for the copied files, e.g.

...\Shared files.

Warning

Please note the following when sharing executable files:

Read the information on the programs, commands and parameters in the
program documentation before sharing and executing these with the AMC.

If an error occurs after running a program, a fault event is sent to the AMC Agent. The
affected groups are displayed with error status.

If there are computers in offline mode, the actions and commands (e.g. installing a software
package) are saved and automatically triggered as soon as the computers or groups revert
to online mode, or the AMC Agents perform synchronization. The computers for which an

action is available have the status " :j Pending operations (red flag on the left and/or

orange arrow).

Sharing and executing files and programs

1. Right-click the computer or group and select Installation > [Avira product] > Copy files.
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The Copy files window is opened:
]

—Choaose files

CDocuments and Settings\Administrator My Documents

- = delete |

Zopy |
Zancel |

Subdireckory: I

Execute

[T Execute selected File after copy operation

Parameter: I

Command I

2. Click add and browse for the files/ programs you want to copy.

If necessary, indicate the Subdirectory in which the files are to be copied.
3. Click Copy.

4. If the copied files are to be opened and executed immediately: Click the file in the list, to
select it, enable the option Execute selected file after copy operation and enter the
required values in the Parameter and Command fields.

Sharing license files

If you want to extend the license for an Avira product, you have to load the new license file
with the Copy files function.

1. Update the license file for the software package in the Software Repository so it can be
used for future installations.

2. Right-click on the computer or group on which the product is installed in the Security
Environment, and select Installation > [Avira product] > Copy files. Then follow the
steps as described above.
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Running programs

Prerequisites

* The program files must be in the installation directory (or in a sub-directory) of the
computer or group.

1. Right-click on the computer or group, and select Commands > AMC Agent > Start
Application.

The Commands window is opened.

Sz

Start Application

Application Path | "CHiProgram Files (oB6)|&viralantivie Deskiopilicrmgr, exe”

Schedule this command | o4 I Cancel

2. For Windows AMC Agents:
Enter the path and file name. Use double quotes for absolute paths. Example:
"C:\Program Files (x86)\Avira\AntiVir Desktop\licmgr.exe"

For UNIX AMC Agents:
Call the interpreter, to execute a script. Example:
/bin/sh /tmp/sample script.sh
3. If the program is to be executed immediately and only once: Click OK.

The program will be executed.

—0OR -
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If the program is to be executed at regular intervals as a scheduled task:
Click on the Schedule this command button (see "Scheduling tasks" - page 109).

The task is displayed in the results window of the computer or group.

6.9 Log files

If errors occur during the installation, configuration or uninstallation of software packages,
during the execution of actions by Avira products on computers or in groups in the Security
Environment, or during the execution of tasks and commands, the AMC can display the log
files for the Avira products and AMC services in the AMC Frontend.

Errors always occur at computer level. Nodes cannot produce errors, as they do not
present physical structures on the network.

Note
You cannot view the lodfiles, if the AMC Server cannot connect to the Agents
(e.g. the AMC Agent is behind a firewall).

Note
For troubleshooting it is recommended that you first check the Avira product’s log
files and have them at hand when you contact support services.

Displaying log files
1. Right-click on the computer and select View Lodfile.

The logfiles window is opened.

2. Select the required log file in the drop-down list in the Choose logfile area:

Bl Logfile of ¥M-WINZK3 =10l x|

—iChoose logfile

Please choose the logfile Please choose a filker
—{Server logfile

| [nene [~
_|Agent Log-File
Ankivir Guard o |

Ankivir Scheduler

MO Product specified For avconfig.log
Antivir Updater - 17.01.2011 10:57
Ankivir Updater - 17.01.2011 13:39

The log file is displayed in the window.
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Operation
3. Select a filter from the drop-down list:
Wiogicotviwinks IR

Choose logfile

Please choose the logfile

Plzase choose a filker

IServer lagFile

j IN::une

Warnings

[17.01.2011, 09:44:03] [INFO] WM-WINZKS Setup:
[17.01.2011, 09:44:03] [INFO] WM-WINZKS Setup:
[17.01.2011, 09:44:40] [INFO] WM-WINZKS Setup:
[17.01.2011, 09:44:40] [INFO] WM-WINZKS Setup:
[17.01.2011, 09:44:40] [INFO] WM-WINZKS Setup:
[17.01.2011, 09:44:40] [INFO] WM-WINZKS Setup:

The agent installer service wadErrors

Trying ko conkack the agent,

The agent replied in the configured amount of Hme.
Removing the agent installer service.

The agent installer service was removed successFully,
Femoving kemparary files,

K.

Save |

The log file is filtered and displayed in the window.

Resetting the error status

When an error occurs in the AMC, the affected areas of the Security Environment are
highlighted in the navigation area with a red stop icon.

Prerequisites

* An error icon @ is displayed next to the computer or group node.

In the toolbar, select the Error messages view for the computer or group in the Security
Environment.

Check log file

To identify and rectify the error, first check the log file for the affected node (see above).
Delete error

1. To prevent other relevant error messages from being accidentally deleted, right-click on
the appropriate error and select Delete.

2. Click Yes to confirm.

The error message is deleted.
Reset error status

After fixing the error’'s cause, reset the error status of the node by right-clicking the node
and selecting Reset error state.
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7. Updating the Software Repository and
installed products

The Software Repository and installed Avira products can be automatically updated with
the aid of the Avira Update Manager. The AUM is integrated into AMC and is a component
of AMC’s configuration.

Avira products can be updated in the AMC by various means:

« Automatic update mode (enabled by default): automatically updates the software
packages and installed products via the integrated AUM Server, according to the AUM
Scheduler.

—OR -

+ If you disable the Automatic update option (right-click a computer or group and select
Automatic update > Disabled), you can update the products manually, using an update
command or via scheduled tasks.

Note

Avira products installed on the computers in the Security Environment can be
updated via Internet or intranet connection, depending on the configuration of
the update routine. Updates are performed separately on each computer. The
products in the Software Repository are not updated in this way.

Please read and follow the updating instruction in the manuals for the respective
Avira products before you perform updates via AMC.

When updating Avira products in the Software Repository, products installed on
the computers in the Security Environment are not updated.

7.1 Using the Avira Update Manager

The Avira Update Manager service is preconfigured, i.e. no further user actions are
required after installation of the AMC Server. AUM distributes the updated files across the
entire network so that client computers do not require Internet access to perform updates.
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The automatic update mode is enabled by default: all AUM servers automatically mirror all
packages contained in the AMC Software Repository.

. Avira Management Console Frontend b o ]
E File  Action  Wew indow  Help | _|5|5|

» OE R|@m

[_0 Avira Management Console Frontend Marne

Updating the Software Repository and installed products

| Language | 05 | Processar |

EE Awira Management Console Frontend ﬂ Avira Management Cons... Al Al Al
- Software Repasitary W avira Antivie Websats fa.,, Al all all
[#l-gilg Security Environment W avira Antivie Uniz Server .. Al all all
il B Wetwork neighberhood W svira Antivie Ui Profes... Al Al Al

----- ad Events
%, Reports
----- ¥ Configuration

----- E] Info Center
I'_—'I--a Avira Update Manager

B3 wmz-win2k3: 7050
' Avira Management Console Agenl
W Avira Ankivie WebGate For AMC
ﬂ Avira Ankivir Unix Server 3 For Al
W avira Ankivie Unix Professional 3 F
¥ scheduler
#E: Server Settings

L2 Fronkend Settings

FH- 2 wm-winZk3: 7080

1 I ~

eleased products
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7.1.1 Using the AUM Scheduler

To configure the interval at which Avira Update Manager scans for available product
updates and downloads them to the corresponding AUM server:

1. In the navigation area, click on the node of the AUM server being configured.

2. Click Scheduler:

%, Avira Management Console Frontend N =100 =]
: !
E File: Window  Help ‘ £ |5’|5|

Ackion  Yiew

e = |BHE|2mE

[:I Avvira Management Console Fror & :
EE Awira Management Console -~ Scheduling : ) )
EEI"-@ Software Repository [+ Enable scheduling Fleaze choose time and date for starting
the updat
Eﬂ--zﬂg Security Environment " Dnee i
- ¥ NMetwork neighborhood
.l Eusnts & Hourly Start time Start date
F-% Reparts -0 14:24:09 = zwzm x|
- Configuration
A% User Management " weskly
- &) Info Center " Monthly
=8 Avira Update Manager — . _
E B vmewinZk3: 7050 = Every IEID daplz) 00 hour(g) 00 minutels) == [rmir. 15 minutes]
2 Released produ
o 75 Scheduler |
(- B Server Settings
AL Frantend Seting
| r 3

3. In the Scheduling area, activate the Enable scheduling function and then the required
update interval (Once, Hourly, Daily, Weekly, Monthly or Every x days/hours/

minutes).

4. If you have enabled Every x days/hours/minutes enter an update interval. The
minimum interval is 15 minutes.

5. Specify the start date and time for the first update in the Start time/ Start date fields.

The scheduler has been configured. When you exit the dialog box you will automatically
receive a prompt to save all changes. The service performs product updates at the
specified date and time and at the appropriate intervals.

Note
The selected interval must be at least 5 minutes longer than the interval set for

the automatic copying of files in test mode.
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7.1.2 Using the AUM in test mode

The AUM can also be used in test mode. This mode can be enabled in the AUM

configuration window:

o | e IWNE anthentization For roat difeckary
Info Center

fvira Update Manager User I Passwaord I

- 2 wm-winzk3: 7050

'E Feleased praod

E'.' Scheduler
L4

~ Updates

s ¥ Activate test made

IV Commit test Fles automatically: IDD dayis) 01 hour(s) 00 minutels) == after last update

: - ¥ activate automatic mode for AMC updates
" Email
LAY Feanbend ':.F:H'imll

1. Enable the Activate test mode option under Server Settings > General.

In test mode, new files are loaded into a special test directory (Test products) on a

second HTTP server. The files remain in this location until they are committed.
AN User Management
3 Info Center
EE Awvira Update Manager
E- 3% vmewinzks: 7050
= Products

----- 'E Released products
=1 Test products
----- W svira Professional Security 12 (Windows), EN
----- W awvira Server Security 12 (windows), EN
----- W Avira Management Console Agent (all platforms), all languages
----- W avira Management Console Frontend (windows), &ll languages
----- W avira Management Console Server (Windows), Al languages
----- W awvira Antivie WebGate For AMC
----- ‘ fevira Ankivir Unix Server 5 For aMC

----- W avira Antivir Unix Professional 3 For aMC
----- 75 scheduler
A2 Server Settings
----- A% Fronkend Settings

You can assign the test repository of an AUM Server to a group, to test the updates:

Installation r
Configuration »
Commands »
Automatic update » Inhetit setkings from parent node

Search

Creake repork
User permissions
IP Address Filker v Use update test server

Disabled
v Lse Wm-win2ks for updating

2. Right-click the group and select Automatic update > Use update test server.
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After validation, the test files can be committed (Released products), to serve as update
source to the other groups.

3. Right-click on Test products, and select Commit products.

The test files can also be committed automatically:

Under Server Settings > General, enable the option Commit test files automatically
and enter the required time (in minutes).

Note
The selected interval must be at least 5 minutes less than the interval set for
updating the products.

The files will be moved after this period of time has elapsed.

4. Click Yes to confirm the change. The AUM servers are first reinitialized.

Warning

If the server was offline at the time of the planned commit operation, the test files
are released as soon as the server booted up again. This is to say that if the
automatic commit is scheduled for 9:30 p.m. and the server is offline at that time,
but will be booted up again at 10 p.m., the automatic commit will take place at
10 p.m.

If problems occur during the test, the moving of the test files can be terminated. Right-click
on the Test products node and select Drop upcoming commit.

Alternately, you can type the following command in the command line:
--drop automatic commit

This means that the automatic commit command remains active, but currently queued files
are deleted. New files are not saved in the queue until the next update.

Manual commit, which allows files to be committed individually at any time is still available
via the context menu of the Test products node.

Note

If you want to perform an update via the AUM in test mode, you first have to click
on Released products in the context menu. Otherwise you will not be able to
update the AMC Server and AMC Frontend at a later time.
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7.2 Updating packages in the Software Repository node

It is recommended to update the Software Repository via the integrated AUM Server using
the automatic update mode (enabled by default).

Manually updating software packages

If the automatic mode is disabled (Server Settings > General > Activate automatic mode
for AMC updates under the relevant AUM server node), you can update the Software
Repository manually:

Right-click the Software Repository node and select Update Software Repository > Start
Update.
—OR -

Right-click on a software package in the Software Repository and select Update > Execute
update.

AMC creates a connection to the specified update server, downloads the available

software updates and saves them in the Software Repository node.

Scheduling regular updates of software packages

You can update software packages in the AMC Server at regular intervals by creating an
update task. You can update all software packages or only specific software packages.

1. Right-click the Software Repository node and select Update Software Repository >
Schedule update.
—OR -

Right-click on a specific software package in Software Repository and select Update >
Schedule update.

The Create a Task window is displayed.

2. Enter a name for the task, select the frequency of recurrence, and click Next.

In the next window, you will be asked to enter start date and start time details.

3. Select the start date and start time and click Finish.

The task is saved.

You can edit the task at any time using the options in the context menu (see "Displaying
tasks for software packages and AMC Server components" - page 110).
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7.3 Updating installed Avira products

It is recommended to update the Software Repository via the integrated AUM Server using
the automatic update mode (enabled by default).

In case you added more AUM servers to AMC, you can select an update server which you
can use to update Avira products on specific computers or in specific groups:

1. Right-click on the computer or group in the Security Environment and select Automatic

update.
Configuration r
Commands *

Aukomatic update Inherit settings from parent node

Search

Disabled
Create repork e

v Use vm-winzk3 for updating
Ise vm-win2k3-de for updating

ser permissions
IP Address filker

2. Click Inherit settings from parent node to disable this option, if it is still enabled.
3. Click the option Use [server] for updating.

Manually updating installed Avira products

Note

If you want to execute update commands and tasks manually via the Avira
Update Manager, you must disable the Automatic update option in the context
menu of the Security Environment, group or computer node (Right-click the
node: Automatic update > Disabled).

Right-click on the group or computer, and select Commands > [Avira product] > Start
update.

The update routine for the Avira product is started and the new program files are
installed.

You can schedule update tasks for Avira products installed on the computers in the
Security Environment. For further information, refer to 6.6 Executing commands and
scheduling tasks - page 107.
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7.4 Update overview

Updating the Software Repository and installed products

You update all Avira products via the AUM, by selecting the Update mirrored products
option under Released products or under Products > Test products.

Alternately you can update the AUM itself, using the AUM scheduler.

7.4.1 Update using AUM in automatic mode

The AUM has an automatic update mode for updates in the AMC. You can enable this

function under:

» Server Settings > General > Activate automatic mode for AMC updates under the

relevant AUM server node

+ Automatic update > Use [server] for updating in the context menu of the Security
Environment, group or computer node, for the Avira installed products

The automatic mode is enabled by default.

The following table contains a list of updatable program modules and indicates which can

be automatically updated.

Program module

Can be automatically updated?

Products in AUM repository Yes
AMC Software Repository Yes
AMC Agent Yes
Installed products Yes

AMC Server

No (You are only notified that new updates are available,
when you log in.)

AMC Frontend

No (You are only notified that new updates are available,
when you log in.)

AUM service

On AMC-integrated AUM - No (It is updated together
with the AMC Server.)
On further AUM servers - Yes

Note

If the repositories’ synchronization option is enabled (Configuration > Update >
Automatically synchronize software repositories between AMC and AUM
servers), AMC automatically synchronizes all AUM instances in order to mirror
all products contained in the Software Repository.
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7.4.2 Update using AUM without automatic mode

The automatic update mode can be disabled under:

» Server Settings > General > Activate automatic mode for AMC updates under the
relevant AUM server node

* Automatic update > Disabled under Security Environment, group or computer node, for
the Avira installed products

If the automatic mode is disabled, only products in AUM repository are updated. All other
program modules have to be manually updated.

The following table shows:

* how to start the update of any available update module

* how to determine which AUM is updating the respective module

Update module

Update procedure

Update AUM

Configuration

AMC Server

Right-click the AMC
Frontend node:
Update > Server >
Start update

Default AUM server

Configuration >
Update > Default
AUM for all updates

AMC Frontend

Right-click the AMC
Frontend node:
Update > Frontend

Default AUM server

Configuration >
Update > Default
AUM for all updates

node: Commands >
Start update

in the AMC or
another source

Software Right-click the Default AUM server | Configuration >
Repository Software Repository Update > Default
node: Update AUM for all updates
Software Repository
> Start Update
AMC Agent Right-click the AMC | Any AUM displayed | AMC Agent:
Agent node: in the AMC or Configuration >
Commands > Start another source Communication >
Update Update URL
Product Right-click a product | Any AUM displayed | [Avira product]:

Configuration >
Configure > Update
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Update module

Update procedure

Update AUM

Configuration

self update

AUM service on Right-click the AUM AMC-integrated none
AMC-integrated server node: Start AUM
AUM AUM server service

self update
AUM service on Right-click the AUM Further AUM none
further AUM server node: Start servers
servers AUM server service
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8. Troubleshooting

Note

Make sure that all AMC components and Avira products are always up-to-date
and can communicate with each other effectively in the Security Environment.

8.1 Requirements for communication between the AMC Agent and
AMC Server

Prerequisites

+ If a firewall is installed on a client, the following ports (TCP) must be enabled:
7000, 7001, 7080, 7100. ICMP queries must also be allowed.

» With an active Windows Firewall, exceptions for incoming ICMP echo requests

(ping), Windows remote administration and Windows file and printer sharing
must be configured.

+ The Simple file sharing must be deactivated for Windows XP: uncheck the option
Windows Explorer > Tools > Folder Options > View > Use simple file sharing
(recommended).

« The AMC Server must be able to access the administrative share C$ (\\<Client-
IP>\C$) and the remote administration on the client with an authorized user
account.

Warning

Other firewalls may disrupt the communication between AMC Agent and AMC
Server. Should this be the case you’ll find corresponding error messages in the
log files (see "Displaying log files" - page 120).
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8.2 Requirements for ADS synchronization

Prerequisites

* It must be possible to terminate domain names using the DNS.

* When using a firewall, all Active Directory ports must be open. These ports
include:

- 389 (LDAP)

- 88 (Kerberos)

- 636 (LDAP over SSL)

- 3268 (Global Catalog LDAP)

- 3269 (Global Catalog LDAP over SSL)

The firewall integrated into Windows Server 2003 and 2008 is automatically
configured by the AMC Server, AMC Agent, AUM and Event Manager.

» The user account for the AMC Server must have access rights for Active Directory.

» There should be no group rules to prevent access to Active Directory.

8.3 Backup for AMC Server files

1. To create a backup for the AMC Server, right-click on the Avira Management Console
Frontend node and select Backup server files.

A message will appear informing you that the backup may take several minutes.

2. Click Yes.

You can now navigate to the location for saving the backup archive in an Explorer
window on the AMC Server, and enter a name for the resulting .zip file.

On completion of the backup, an information window will appear describing how the
archive can be restored:

x

All relevant server files were backed up.

To restore these files, please stop all AMC services

tall services starking with ‘Avira Management Console’) and the Avira Update Manager Service,
then extract all files From the backup archive, overariting existing Files,

Please make sure that you always restare ALL files o prevent inconsistencies,

Then, please restart all services,
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8.4 Error during installation of the AMC Agent
Reason

The Use simple file sharing (recommended) option in Windows is enabled (Control panel
> Folder options > View > Advanced settings).

This option sets the Force Guest flag to the value 1. Administrator access is no longer
possible and the AMC Agent cannot be installed.

Solution

Disable the option.

8.5 Error during AUM updates without multilanguage support
Reason

If you do not enable the Multilanguage option during AMC installation, the integrated AUM
will mirror only the language of the current installation (English or German). If you add
further AUM servers to your AMC, they will not be able to update AMC components from
the integrated AUM, because they attempt to run an "all languages" update.

Solution

1. Disable the repositories’ synchronization option: Configuration > Update >
Automatically synchronize software repositories between AMC and AUM servers.

2. Remove any language-dependent files from the integrated AUM’s repository.
3. Add All-Language files instead.

4. Re-activate the repositories’ synchronization option.
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9. Products supported by AMC

9.1 Supported Avira products

Avira Management Console currently supports the following Avira products which have to be
purchased separately. For further information, please go to our website:
http://www.avira.com

* Avira Professional Security 13 (Windows)
* Avira Server Security 13 (Windows)

* Avira Professional Security 12 (Windows)
» Avira Server Security 12 (Windows)

* Avira Mac Security

* Avira AntiVir Professional 10 (Windows)

* Avira AntiVir Server 10 (Windows)

* Avira AntiVir Server (UNIX)

» Avira AntiVir Professional (UNIX)

* Avira AntiVir MailGate (UNIX)

* Avira AntiVir WebGate (UNIX)

9.2 Product-specific configuration windows

In the AMC, Avira products are managed as software packages. A product-specific
configuration window is displayed during installation and configuration of a software
package on computers in the Security Environment. The options in this window are similar
to the configuration options of the relevant Avira product. In the AMC, they are only shown
in another form. For further information, refer to "Changing the configuration of an Avira
product” - page 89.

You can find detailed information on configuration options in the manual for the respective
Avira product.

Warning

Loss of product functions due to incorrect configuration:

Please read the chapter on configuration in the manual of the respective Avira
product, before changing configuration settings in the AMC.
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10. Service

10.1 Support
Support service

All necessary information on our comprehensive support service can be obtained from our
website http://www.avira.com.

Forum

Before you contact the hotline, we recommend that you visit our user forum at
http://forum.avira.com.

FAQs

Please also read the FAQs section on our website.
Your question may already have been asked and answered by other users in this section.

10.2 Contact
Address

Avira Operations GmbH & Co. KG
Kaplaneiweg 1

D-88069 Tettnang

Germany

Internet

You can find further information about us and our products at the following address:
http://www.avira.com
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