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1. General information

The necessary package for the installation and all manuals as pdf-files are available for down-
loead on our Avira website.

Note

Because the Avira support for the Windows operating system Server 2003 has expired on
14.07.2013, the Avira Exchange Sercurity version 12 does not officially support Server 2003
anymore.

2. System requirements

The minimum system requirements must be met prior to any installation of “Avira Security
Exchange".

Operating systems
Windows Server 2008 (including latest service packs and patches)
Windows Server 2008 R2 (including latest service packs and patches)
Windows Server 2012 (including latest service packs and patches)

MS Exchange Server
MS Exchange Server 2007 SP1 Update Rollup 4 (64-bit) (or higher, i.e. SP2/ SP3 inclu
ding latest Update Rollups)
MS Exchange Server 2010 (64-bit) (or higher, i.e. SP1/ SP2 including all Rollups up-to-
date)
MS Exchange Server 2013 (64-bit)

RAM
Exchange recommended + additional 64 MB

HDD
At least 400 MB for the installation

Other
- CD-ROM drive or network access
Microsoft NET Framework 3.5 plus 4.0 .NET Framework Client Profile
100 MB for event logging recommended
Internet access for engine updates
User access rights: Active Directory user with full reading access to the Active
Directory
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+ Operating systems for Avira Exchange Management Console

Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows XP Professional
Windows Vista

Windows 7

Windows 8

3. Installation of Avira Exchange Security

After downloading the installation package for Avira Exchange Security, please start the
installation on your “Microsoft Exchange Mailserver”. During the installation a window will be
displayed which allows you to choose the components you need to install. Please make sure
that the management console as well as the server components are selected.

i‘._;! Avira Exchange Security - InstaliShield Wizard

Custom Setup
Select the program features you want installed.

(K AVIRA

Click on an icon in the list below to change how a feature is installed.

B En Avira Exchange Security 11.1
=)~ &3 = | Avira Exchange Security Managemen
=3 ~ | Online Help

& ~ | User Manual
= g;] Avira Exchange Security Server Comj
i - (&3 - | Information Store Grabber
(=3 ~ | Mail Transport Grabber

_X_+| LDIF Mode
< |
Install to:
C:\Program Files (x86)Avira\Avira Exchange Security

il

InstallShield

- Feature Description

This feature requires 19MB on
your hard drive. Ithas 2of 3
subfeatures selected. The
subfeatures require 240MB on

your hard drive.

Hp | space | <Bax

Next > cancel |

After selecting the features for the installation, you are prompted for an existing configura-
tion. This issue is only of interest, if you already have a previous Avira Exchange installation,

which should be replaced now.

You can select between three different possibilities:

+  Create local configuration

Select this item if there is no previous configuration, if this is an initial installation

«+ Use existing configuration

Here can be specified when reinstalling, whether the previous stored configuration should
be maintained during a reinstallation. Therefore, the file configdata.xml has to be saved
into the installation directory of Avira Exchange Security
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+ Specify path to configuration manually
If the configuration should be located in a different directory, you have the possibility to
specify the path here

Note
The specified directory path cannot be changed afterwards!

i Avira Exchange Security - InstallShield Wizard E x|
Configuration Options
Settings for the Avira Exchange Security configuration file, R) Av I R A
Please select the configuration:

% Create local configuration
" Use existing configuration
" specify path to configuration manually

D C:\Program Files (x86)\Avira\Avira Exchange Security\Config\ConfigData.xml

InstallShield

<Back Next > cancel |

In the next steps, you are prompted to configure certain administrative presettings. These
include the Email address of the responsible administrator and a possibly existing proxy server
for the internet update.

These settings will be stored during the installation in the savapi.ini file, where they can be
adjusted manually afterwards

4. Licensing

During installation, the license file will be be queried and properly integrated. For a subse-
quent change of license, please proceed as follows:

- Copy the file HBEDV.key, which you have received via Email into the installation directory
of Avira Exchange Security. There is already a directory named “license” into which the file
has to be saved. The directory “license” contains already a file named oem.lic, which has to
remain there

After copying the license file into the corresponding directory, a restart of the service “Avi-

ra Exchange Security Control” is necessary. During the restart, you receive a hint that the
service “Avira Exchange Security” has to be rebooted as well. Please confirm with Yes
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In order to check if the license file has been entered properly, start the “Avira Exchange Ma-
nagement Console* and open the menu “Avira Monitor”. Open the properties of the server in
the following window in order to check the license information:

@, Avira Exchange Security - 'wly (=]}

TR properies ]
e Ho=HE General | Scan engine Test | Infomation Store Scan |
Ila Avira Exchange Security Name :

# 85 Basic Configuration B3 Quarar SERVER1

& Policy Configuration G Avira R

= & Avira Monitor &' server Server Information

Bl gy Servers gETCOnTTY X :J
] mﬁml ® Filetime: 2013-03-13T11:29:14
= Schema: 11.1.1.0

® Status: Configuration successfully running since
2013-03-13T11:38:38

License Information

® License: Avira Exchange Security License

® Customer: Test-license_Avira_Support_Department
= Version: 11.1.%

® Server: Serverl.mycompany.local

= Mode: FULL

m State: VALID

® Valid until: 2014-01-01

IS Scan Information
® ScannerDLL state: Unloaded

& Version:

® Last rescan: 2011-08-11T11:25:01

= Next schadulad rasean: - — =l
2| ok Carcel | sor |

Here you can see your license information. The values “Mode: FULL" and “State: VALID" show
that the license has been installed properly and that it is valid. If this is not the case, check via
the text file lic_info.txt, if you have used the correct license file.

If necessary, please contact the Avira support and send the license file for scrutiny.

5. Configuration of Email Filters

5.1 Creation of new Email Filters

Directly after the installation the product is already preconfigured. Incoming Emails will alrea-
dy be checked for viruses and moved into quarantine in case of a virus detection. In order to
extend the Email filtering and integrate new jobs, you can use the predefined job templates.

You will find preconfigured jobs which extend the already activated virus scanner with spam
filtering or a content / attachment filter.

R, Avira Exchange Security 4 =10fx|
File Action View Help

& | ¥ o= HNE

[E Avira Exchange Security Priority | Name | Job Type -
B 8 Basic Configuration M1 Block Protected Attachments Avira Protected Atta
£ & Policy Configuration 12 Scanning with Avira Scan Engine Avira Scanning

@ Information Store Jobs 3 Scanning and disinfection with Avira Scan Engine Avira Scanning
& Mail Transport Jobs ¥4  Block emails with more than 50 redpients Avira Antispam Recip
Oy Acufensiies 5 Block emais greater than 100 MB Avira Email Size Filte!
K&l Avica Monitor 16 Blockall archives except ZIP-fies Avira Attachment Fi
7 Advanc ) fitering
V18 Antispam regarding sender address Avira Antispam Email
M9 Antispam regarding word lists (subject) Avira Antispam Cont
10  Antispam regarding word lists (body) Avira Antispam Cont
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In order to activate a filter job of your choice, simply “drag & drop“ it into the “Mail Transport
Jobs”. There, it can be enabled and configured.

Note

If you are not sure which filter to choose, we recommend the “Advanced spam filtering”
job. This job includes already several filtering methods and provides therefore a good
detection rate.

Other jobs filter the content of Emails based on fingerprints. A so called Fingerprint is the pat-
tern of the respective file. These patterns are classified by the file extension or its binary code.

e.g.: Basic Configuration > Utility Settings > Fingerprints > Images

ArTTTEESS— i
File Action View Help
e | 1§ REe= BHED

= @ Utiity Settings 2| [ Name [ Name Pattern [ Binary Pa 4.

&l B3 Fingerprints | &) Deluve Paint *.lbm No

&5 All fingerprints % Device Independent Bitmap =db No

& Unassigned fingerpri | 4, Encapsulated PostScript Version 2 (*.eps, %.ps) Yes

ofy Archive ) Encapsulated PostSaript Version 3 (*.eps, ".ps) Yes

o Ascit b Fax Viewer Document = awd No

'; gc"“‘?"'s % Fractal Image Format =&f No

o Encipltion A GIF in Microsoft Excel Yes

r;" :x:::mbks % GIF in Microsoft Word Yes

(?q lo cf; Graphics Interchange File (*.gif) Yes

':,: Internet 6 HP Graphics Language *hgl No

[;.v Mail % Hp Printer Control Language *pd No

45 Microsoft Office §) JPEG (*.1pg; = Jpeg) Yes

¥ Microsoft Office 200 5 Kodak Digital Camera File *kdc No

Single fingerprints are summarized in groups. The “Images”-group for example contains a mul-
tiplicity of known file extensions and patterns. Such a fingerprint group (e.g. Images) is now
being assigned to a job. This job filters Emails and checks if it contains such a fingerprint.

+  Block image files
This job accesses the fingerprint group “Images”, where it gets the information what an
image file is and how to recognize it.

+  Block video files
It is the same principle as before. The difference is the group and so the patterns. Accessed
group: “Video".

- Block archive, except ZIP-files

This job accesses the fingerprint group "Archive®. But the fingerprint “ZIP Archive" is set as
an exception in the properties of this job.
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5.2 Configuration of the Email Filter

Considering that most filters are already preconfigured, an adjustment is not mandatory. If you
should not use these default settings, the filters can be individually customized. In order to
open the properties for the configuration, you may double-click on the desired job.

Note

via the properties of the job.

The addition [Avira checked], which appears in the subject of an Email, is added by the
job “Scanning with Avira Scan Engine”. If you do not want this addition, you can remove it

Every new job is deactivated by default. In order to activate it, please change the settings in

the tab “General” to “Enabled: Yes”.

Il
File Action View Help

e X REOc= HE»>» = o<

[EX Avira Exchange security Priority | Name [ 30b Type
B 85 Basic Configuration M1 Scanning with Avira Scan Engine Avira Scanning

& @ Policy Configuration W2 Filtering Spam with Avira Antispam Avira Antispam Spam Fil

#8 Information Store Jobs
&4 Mail Transport Jobs
Gy Job Templates

B @ Avira Monitor

By default, each job will be applied for all incoming and outgoing Emails. In order to change
this and optionally to use black- / whitelists, please switch to the tab “Addresses”.

Properties of Scanning with Avira Scan Engine i 5]

General | Addresses | Conditions | Avira Scan Engine | Actions | Serw <] |

| Scanning with Avira Scan Engine

Name:
Job type: Avira Scanning
Enabled: v Yes " No
Subject extension: " Add no subject extension
@ [iavia checked] M
Quarantined emails: % lgnare emails resent from quarantine
4 ¢ Check emails resent from quarantine

e
General Addresses ICon&imsl Avita Scan Engine | Actions | Salv-_‘_]_’_l
Sender/Recipient conditons: Advanced | |
Message from: IAII Sender/Recipients ZI
Addressed to: |AI| Sender/Aecipients j
2 0K | ool | omw
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Via the menu item Advanced, the view of the window will change and you have the possibility

to enter addresses/address lists as exceptions.

Properties of Scanning with Avira Scan Engine b d )_(]

General Addiesses ICmdiimsl Avira Scan Eng‘\sl Actions' Ser 4 I e

[V Spiit up emails with multiple recipients

Sender/Recipient conditions:

Address Selection =

Run this job when a message arrives from
All Sender/Recipients

Except where addressed from
No addresses selected

[ And where addressed to
All Sendar/Recipients
Except where addressed to
No addresses selected

|

Properties of Scanning with Avira Scan Engine F _:g

"General Addiesses IEon\ilionsl Avira Scan Engine | Actions | Serv 4 |»

[ Split up emails with multiple recipients

Sender/Recipient conditions:

Address Selection Bl

Run this job when a message arrives from
All Sender/Recipients

Except where addressed from
No addresses selected

And where addressed to I
All Sender/Recipients

Except where addressed to
No addresses selected

<]

2 ok | ool | e |

g Cx ] oo | o |

Every Email from external or to
external will be checked by this
job.

You can add own addresses or
address lists which are excepted
from the job. (e. g. whitelists)

As already displayed in the screenshot, the addresses can be adjusted. You can add an address
list via a simple mouse-click on “No addresses selected” in the menu “Except where addressed

from”.

Properties of Scanning with Avira Scan Engine x|

"General Addresses lDumilionsl Avira ScanEnginel Ach'nnsl Serv t l >

¥ Split up emails with multiple recipients

Sender/Recipient conditions:

Address Selection =

Run this job when a message arrives from
All Sender/Recipients

I atwhere addressed from
| o addresses selected
And where addressed to
. HlsendaiRecipients
Except where addressed to
No addresses selected

[

2| K | coce | oo |

All senders that are stored in this address list will be excepted from this job. This means, the

Emails will be sent to the recipient in each case.
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@ Select Addresses

56y Addiesses

& Users
- Groups
Dynamic groups

[Z] Contacts
‘ta Organizational units
O i U= defined acidress fists

Awira address fists
3§ User defined addresses

=lof x|

1~ User defined address list:

Name [ Email address
€77 Antisparn: Blacklist
€77 Antispam: Newsletier Blacklist
€77 Antispam: Newsletier Whilelist
€77 Antispar: Whislist

=p

T Search addiesses £
Add ‘ Bemove I
(- Selected addresses:
Nome [EaaE

-

If you decide to use one of the stored lists, an adjustment might be necessary.

This adjustment can be done subsequently via the program menu Basic Configuration > Gene-
ral Settings > Address lists > Antispam: Whitelist.

-5l

File Acton View Help

e 2| X0c= HE D

[EET Avira Exchange Security () [ Expandable | Last Modification
[ 83 Basic Configuration 772 Antispam: Blacklist Yes 23.02.2013 10:0
£ i General Settings €7 Antispam: Newsletter Blacklist Yes 23.02.2013 10:0

(& Proxy Servers 23.02.2013 10:0

€7 Antispam: Newsletter Whitelist
7 Addresslists f Antisp i
3 Templates
(@ Database Connections
[y Avira Server
[ i Folders
[# @ Utility Settings
@ & Policy Configuration

To determine what should be done in case of a classification as spam/virus, you have to cus-
tomize the settings in the “Actions". (Policy Configuration > Mail Transport Jobs). Here you have
various possibilities, depending on the spam probability.

Properties of Filtering Spam with Avira Antispam ﬁ _ ﬁl
General | Addresses | Condiions Actions | Server | Detals |
Agctions for low spam probability:
[~ Action Settings _:J
Spam Probabilty: None 'ita"da"d'
; A Copy to Quarantine: Antispam: Low
Subject extensior: I [_'ll using label: Spam level: Low ([VAR]spamvalue
Spam Probabilty: Low [0.29] [/varRD)
[~ Delete Email
J _________ I [~ Add email sender/recipients to userlist
Spam Probabilty: Medium [30. 63] . | V7] Add subject extension: [Spam probability=[VAR]
spamvalue;[/VAR]] at the beginning
Medium I [T Send netification to Administrator
Spam Prabability: High [70..100] [ send notification to All Senders
[T send notification to All Recipients
| — High
Advanced Configuration:
DefiiteCrteria | Compined Citeria | &
[~ Wite spam result in Exchange SCL field Add I
[¥ Wite spam value in mai header field —
2 K| Cewel | s | 2| ok | Comeel | ooy |

Every job has to be configured separately via the tab “Actions”. Modifications take effect only
for the particular adjusted job.
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After the configuration is complete, confirm this with a click on OKand then save the changes
in Avira Security Exchange, by clicking on the floppy disk icon.

Note
Without saving the performed modification, the changes will not be applied and are
therefore ineffective. This concerns all alterations in the program.

+  Definite no-spam criteria (Whitelist)
Addresses of all known senders who are always permitted and who definitively do not
send spam. In principle, these are all regular communication partners and the domains of
customers and suppliers. The more complete this list, is the less the system will have to
carry out unnecessary checks

«  Definite spam criteria (Blacklist)
Addresses from all senders who are always identified as spam senders. The default confi-

guration already contains a list of known addresses. You can define additional addresses of
your own

« Combined Criteria
The combined criteria will be applied only if the definite criteria were not applicable. For
spam detection via combined criteria, multiple analysis (criteria matching) are performed
in parallel. Subsequently, after the analysis of the Email all criteria are offset against each
other.

In addition, a word list recognition for the subject line and the message text is used. The
word lists are static and are not automatically updated. However, the word lists can be
adjusted manually.

(Policy Configuration > Mail Transport Jobs > Filtering Spam with Avira Antispam > Properties >
Actions > Combined Criteria > Spam[Subject])

Properties of Filtering Spam with Avira Antisg £ E|
y - = It
No Spsnl Spam (Classification) | Spam [Header) Spam (Subject] ' S[ﬂj Select ltems
Ayailable tems Selected Items
pacy g P
Spacing string threshold: C 3 = Name B === Name |
At hitelist || Offensive Language (Enalish)
[V Emails containing these phrases ) Antispam: Denied Character Sets [2) Offensive Language (German)
5::9'-" dictionaries: - J Antispam: Sample Business Words Lj Antispam: Frequently Used Spam Phrases
gfé:i::i t::gz:g: Eél?::z) j Antispam: Spam Content ([Body) 5 | D Antispam; Attracting Words
Antispam: Frequently Used Spam =] Antispam: Suspicious HTML Code (1) 5] Antispam: Spam Content [Subject)
Antispam: Attracting Words ) Antispam: Suspicious HTML Code [30) » | [) Antispam: Dffers
Ralavance of Hhic cribariss [—H A = % :n:spam' in;jpl;:mtsﬂmw& Links | j Antispam: Pharmacy Offers
=z =] Antispam: X-Mailer Li |
M threshold: =
"lmt“um o n Cd 3 Confidential Information ‘ﬂ“ "
SUCNNNE et 3 C¥s And Application Letters « |
[¥ Emails containing these concealed words j HTML Spam Detector
Select dictionaries: 2 Nigetia Connection
Offensive Language (English) =) Seript Commands i
Offensive Language (German) ) Spam Content Body)
Antispam: Frequently Used Spam Phra... i
Antispam: Attracting Words ] Spam Content [Subject]
= e ) Stock Trading -
Relevance of this criteria: Very high = o | _"J 0 3
Mininsim theachald: — j Edl E_dt
3] [ ] _ow | o || o |

Avira Exchange Security 12 (Status: Jan 16, 2014) 11




Avira

6. Information Store Jobs
In addition to the virus scanning at the transport level (Email traffic), Avira Exchange Security
is also able to verify the data within the public or private information store of the MS Ex-

change (including drafts).

Thus, the “Information Store Scan® is a server setting, for each server is only one information
storage scan job available.

Basically, this filter is disabled by default, but can be activated on request.

Note
After enabling or disabling the “Information Store Scan Job*, it may take up to two
minutes before the modification takes effect in the Exchange Store.

6.1 Activation of the “Informations Store Scan“

To activate the “Informations Store Scan“ go to the following menu item: Avira Exchange
Security > Policy Configuration> Information Store Jobs > Double click Information Store Scan on
“server”.

Properties of Informations Store Scan on SERVERL x|

General | ptions | Avira Sean Engine | Actions | Detais |

I Informations Store Scan on SERVER1

Active: @« Yes  No

Select Information Stores to scan:

|F‘nvale and Public Information Store = I

Scanmode:  ( Realtime (with optional rescan times)
I (& Scheduled [with rescan on specified time periods) I

Time periods for scheduled scanning:

Narnie l Duration
[ © ar2000 [on every week day)] I 8 hours

| Remove I

gl oK | cecel | ooy |

Activate via the tab “General” the “Information Store Scan“. Using the drop-down menu, you
can select which of the three information stores should be checked (Private Information Store
/ Public Store / Private and Public Information Store).

Additionally, you have the option to perform a scan in real time or time-controlled. When
selecting a scheduled virus scanning, you can determine time periods for virus scanning.

By using the tabs “Options®, “Avira Scan Engine®, “Actions* and “Details”, further configurations
may be applied. Confirm all configurations with a click on Apply and OK.
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6.2 Manually start of the “Informations Store Scan®

With a start of the “Information Store Scan* all the elements within the information store will
be rescanned again. Consequently, the search will be time and resource intensive. Therefore, it
is recommended to perform a manual scan of the “Information Store Scan® in off-peak times.

A manually start of the “Information Store Scan“ can be performed via the menu Avira
Exchange Security > Avira Monitor > Server > right-click on ,Server Name* > Properties > Informati-
on Store Scan > Rescan now.

7. Exchange Quarantine

7.1 Default Quarantines

Avira Exchange Security has a central quarantine available, which can be displayed via the
menu Avira Monitor > Server > “Your server” > Quarantine Areas.

After the product installation, the most important quarantines are predefined by default. A
spam filter checks all incoming Emails for viruses and moves them to defined quarantines in
case of a detection.

The following quarantines are available in addition to the familiar quarantines, e.g. “Default
Quarantine* and “Infected Mails".

« Information Store Quarantine
This is the quarantine for Information Store policy restrictions. This quarantine contains
Information Store documents. Normally, these documents will be Email attachments or
Exchange Public Folder documents. Depending on your Information Store policy configura-
tion, the documents contain:
a virus (unwanted program)
or those that failed to be checked by the Avira Scan Engine

« Antispam: Low
This quarantine keeps the Emails of the last days with low spam probability. Check these
Emails from time to time, and if required, adjust the spam filter settings accordingly. To
improve the classification results, add all spam senders to the “Antispam: Blacklist*

« Antispam: Medium
The ,Medium* quarantine covers the range of “uncertain“ Spam/NoSpam classification.
Check these Emails regularly for misclassified NoSpam Emails (“false positives®), or activate
the User Accessible Quarantine features for this quarantine to allow the recipients check
their Emails themselves.
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To keep the rate of Emails in the “Medium*® spam probability as small as possible, you
might use the e-mails to improve your spam filter settings, e.g.

add the sender of n
address lists

add the sender of n
address lists

+ Antispam: High

ewsletter Emails you want to receive to the Antispam Whitelist

ewsletter Emails you want to block to the Antispam Blacklist

This Antispam quarantine keeps Emails of the last days with high spam probability

Lol
e3(*[c-HE |
IE Avira Exchange Security (%) Name | Item count Size
[ 85 Basic Configuration [E]BADMAIL 0 1% 1MB
& Policy Configuration [E] Antispam: High 0 1% 1MB
B Q Avira Monitor [E] Antispam: Low 0 1% 1M
B gy Servers [E] Antispam: Medium 0 1% 16
a@swer (] Defauit Quarantie 0 1% 1M
= B SRS [Einfected Mals 0 1% 1me
R A2 Beviod [ Information Store Quarantine 0 1% 1MB

In case another quarantine
Folders > Quarantines.

Please take into considerat

is needed, you can create it in the sector Basic Configuration >

ion that the predefined quarantines were already assigned to each

individual job and that further adjustments might be necessary.

Properties of Scanning with Avira Scan Engine

§ Condiions | Avira Scan Engine  Actions | Server | Detais |
Object unscannable i

Actions for unscannable objects:

Standard:
[¥ Copy to Quarantine: Default Quarantine

using label: (no Iabel)
I Actions Assistent

Copy to guarantine:

| Antispam: High
| Antispam: Low
| Antispam: Medium

==l ]

Infected Mails
I Store O

Default Quarantine =

In order to use your new quarantine, it has to be saved into the chosen job in the tab

“Action”.
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/.2 Summary Reports

The “Summary Report” notifies the recipients or groups regarding the Emails that have been
quarantined. Any required supplementary information of a message can be configured within
the “Summary Report"”.

In order to use the “Summary Report” function, please proceed as follows:
- First enable the quarantine access: Basic Configuration > General Settings > Avira Server >

double-click on“server name” > Quarantine Access > Allow users to request quarantined items
by HTTP

o lalx]
Fe Acon vew rep I
e 2| XD o= HE " General | Address Setings | Prow Server Quarantine Access | Quare ¢ | ¥
rﬂ Avira Exchange Security (*) Name
£ 83 Basic Configuration [Es=rver [ User accessble Quarantine setings ———————————————————
(] iy General Settings P e :
% Proxy Servers I llow users o reques! quarantined tems by emait
I Address lists Mailbox: I E,
@ Ew Templates
@ Database Connections [T Delete email requests sfter pracessing
gy Avira Server
G5y Folders | Allow users ta request quarantined items by HTTP |
B g Utility Settings _
[ Fingerprints Serveror |P: l
E Dictionaries
Avira Scan Engine HTTP port: 8009
Avira Spam Engine

& Policy Configuration
Q Avira Monitor

1Avira Servers 2 @ oK I Cancel | Aoply I

« Then, please go to: Basic Configuration > Folders > Quarantines.There, you open the pro-
perties of the chosen job by double-clicking on it. Then, click on Add in the tab “Summary
Reports”

y =
N xd
a2 XDal=HHD " General Sunn\ayﬁamlsl,lghglngeig'
E Avira Exchange Security () Name
] 83 Basic Configuration [E] antispa Used Quarantine summary reports:
[# iy General Settings [E] Antispa
gy Avira Server [E Antispa Name | Enabled |
B @ Foiders %] Defaut
B Qumanires (%] Infecte:
= @y Utiity Settings B nf
& 7 Fingerprints
Dictionaries
Avira Scan Engine
Avira Spam Engine

= &8 Policy Configuration
Q Avira Monitor

Edt A_dd\| Hemave |
L g K| ol | aey |

6 Quarantines

In the properties of the summary report, you can define who should receive this message. In
addition, you define a name and the contents here.
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Properties of New Quarantine Summary Report j x|

General | Fiecipients | Summay Fields | Whitelis Fields | Blackiist Fieid + | *

| ﬁ New Quarantine Summary Report

Name: New Quarantine Summary Fepor]

Active: * Yes  No

Template: I Quarantine Summary Report j
Summary data: Al mails & New mails only

" Mails olderthan | 14 days

Options: Processing:
Idu not process by Avira jobs ;]
EI oK I Cancel | Apply |

In the tab “Summary Fields”, you define which possibilities the recipient should have.

Note

As the quarantine access was set to HTTP, only a HTTP access is possible here. In case the
Email access should be used, this has to be activated also in the quarantine access.

Properties of New Quarantine Summary Report 4 x|

" General | Recipients Summary Fields | whitsit Fisids | Blackist Fiskd 4 |

[V Create summary report as table

Select columns:
Wariable | B
l Delivery date and time |
5] Sender 2
[A%] Subject -
Size
M HrTP =
i~ Links in Report (HTTP) Links in Report (Mail)
IV Request I™ Request
I~ Release
I” Remove
I~ Add to user whitelist I~ Add to user whitelist
I~ Add to user blacklist I~ Addto user blacklist
2| K| como | e |

Once the possible actions are defined, it is left to configure the schedule time, which defines

when the summary reports should be sent. The point “Add to user white- / blacklist” in the re-
gister “Summary Fields” refers to separate address lists and not to the lists in the sector Basic

Configuration > General settings > Address lists.
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8. Update settings

Since version 8, the update settings can be configured within the Avira Exchange Management
Console.

Navigate to Basic Configuration > Utility Settings. Open the properties of Avira Scan Engine
(virus signatures) and accordingly Avira Spam Engine (AntiSpam signatures). In the Tab “Up-
date" the option “Update program data using predefined settings" is preselected. This designa-
tes the Avira update servers in the Internet.

It is also possible to choose your own update server or to disable the update completely
(which is not recommended).

R Avira Exchange Security —_— -l
P —— i

@ed| 7 |K[] o= |HBE > Genesl| RetunCodeSetings Update | Proy Server | Jobs | Details |
E Avira Exchange Security (*)

BRI X

Name
B & Basc Confiuration s Updete pogiam dta usingthe fllowinsetings
[ Wi General Settings - General Settings
@) Avira Server Update interval: 0 minutes
& E Folders FrRe b
El @ Utiity Settings Update timeout: 900 seconds
[# [EZ% Fingerprints
Er Dictionaries I~ MNotify administrator on successful updates
Avira Scan Engine
Avira Spam Engine i~ Update Settings
& Policy Configuration ™ Don't update program data

E Q Avira Monitor

| (% Update program data using predefined settings

" Update program data using customized setfings:

€ Eerform local update from (no prosy);

=
=l
=

1 Avira Scan Engine(s)

All relevant logfiles can be found in the following directories:

« Avira Spam Engine:
C:\Program Files (x86)\Avira\Avira Exchange Security\Bin\SPACE\Update\avupdate.log

« Avira Scan Engine:
C:\Program Files (x86)\Avira\Avira Exchange Security\Bin\Savapi\Update\avupdate.log

8.1 Update via Proxy Server

It is also possible to configure your proxy via the Avira Exchange Management Console.

The necessary configuration must be done in different places. First, you have to specify one or
more proxy servers. Navigate to the Basic Configuration > General Settings > Proxy Server and
create a new entry.
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@, Avira Exchange Security R =(0l x|

File Action View Help
e 7| XK= HED
[m Avira Exchange Security (¥) s
[ 85 Basic Configuration
(= i General Settings
5 Proxy Servers
e 51
£y Templates
Database Connections e | Detaixl
[EQy Avira Server 5
Gy Folders g New Proxy Server
(& Utiity Settings
@ Policy Configuration M. INew Proxy Server
# & Avira Monitor gt :
Please configure your proxy seftings:
Proxy name or IP: ]192159,1,250
Proxy poit: 2080 [
Proxy user: ]wset
i
Proxy password: I""
« E

Within the properties, enter the DNS-name or IP-address as well as the port and possibly the
user name and password.

This server must be selected in the properties of your Server under Basic Configuration > Avira
Server > Tab “Proxy Server*

% v Exchanmesecorty FEIE
Fle Acton View Help
e x| XDo= HE

rﬂ Avira Exchange Security (*)
[l %5 Basic Configuration
[® iy General Settings

1z A s x4

13.03.2013 11:29:14

& £ Folders g
[# @ Utility Settings Gmall Address Settings  Proxy Server I ﬂualmﬁneAccm:l ﬂual{ﬂ_’l

& Policy Configuration

Q Avira Monitor Select prowy sefver:

" No proxy server

Select proxy server: INew Proxy Server ﬂ@

Thus, you have defined a global proxy server, which will be recorded by default in the following
modules:

« Avira Scan Engine
« Avira Spam Engine

These modules can be found under Basic Configuration > Utility Settings.

Open the properties of the according module and make sure that the option “Proxy server of
AntiVir Server” is selected in the proxy tab.
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R. Avira Exchange Security N - il . alglli
File Acton View Help
oM XD o= HAL» =
[EEd Avira Exchange seaunity () [ Enabled | Last Modification Dal
[ 82 Basic Configuration |Avira Scan Engine Yes 23.02.2013 10:00:00
Wiy General Settings
Wy X

[ {1 Folders
= B Utiiity Settings
[E7% Fingerprints
Dictionaries
Avira Scan Engine
Avira Spam Engine
’ Policy Configuration

" General | Retum Code Settings | Update Prow Server | Jobs | Detais |

Select prosy server:

' Mo prasy server

B Q Avira Monitor

;" Custom proxy server

Select proxy server |Nw Proxy Server L‘EI

Note

server from the list.

It is possible to configure multiple proxy servers and to assign a different server to each
module. In this case, select the option “Custom proxy sever” and choose the concerning

9. Job recommendations

9.1 Remove Addition in subject

In the default configuration, Avira Exchange Security adds the subject [Avira checked] in each

Email.

To turn the Subject extension on or off, each job has to be configured separately (Policy Confi-
guration > Mail Transport Jobs > Scanning with Avira Scan Engine > General > Subject extension).

Open the properties of each job and verify in the tab “General” if the addition is set.

. Aol
File Acton View Help
e 2| X0z HE» » o v
rm Avira Exchange Security (%) Priority | Name | 3ob Type
¥ %5 Basic Configuration M1 Scanning with Avira Scan Engine Avira Scanning
£ &8 Policy Configuration [J2  Advanced spam fiitering Avira Antispam Spam Fil
& Information Store Jobs 3 ; ; i
B x4
Job Templates
- ?ﬁ Mu::’:'“ General | Addresses | Condions | Avita Scan Engine | Actions | Serv ¢ | ¥

| Scanning with Avira Scan Engine

Name:
Job type: Avira Scanning
Enabled: % Yes " No

Subjectestension:  (~ Add o subject extension

« I[Avila checked] ml

Quarantined emails:  (+ Ignore emails resent from quarantine

" Check emails resent from quarantine
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9.2 Block unwanted attachments

In order to block certain unwanted file attachments, Avira Exchange Security offers some pre
configured “Job Templates”. These are referred in the column “Job Type* as “Avira Attachment
Filtering”. Therefore, you can either use those pre-configured jobs and add criterias accordin-
gly, or simply create a new job. The detection based on fingerprints is the best way to block
unwanted attachments.

Navigate to thePolicy Configuration > Mail-Transport-Jobsand create a new job, in this case
“Avira Attachment Filtering”.

Open the properties of this job and configure conditions and/or exceptions in the tab
“Fingerprints”.

Properties of Avira Attachment Filtering ﬂ

"General | Addiesses | Condiions ~Fingerprints |Adims| Server | Detals |

Scan option: ¥ Scan inside compressed attachments

Edit archives

Fingerprint conditions:

Fingerprint Selection =

When the message attachment is |
Suspicious Attachments

Except when message attachment is
No fingarprints selacted

Kl

2| oK | Comd | e |

Fingerprints can be blocked here (even an entire fingerprint group, e.g. image files).
Additionally, exceptions can be set for certain fingerprints (e.g. all image files except |PEG).

E|
All Fingerprints Selected Fingerprints: |
[=1-[E% Fingerprints A1 | |5~ Suspicious Attachments

A5 All fingerprints

(fL Unassigned fingerprints
A5 Aichive

A5 ASCIl

,54 Documents

/jL Encryption

(fw Executables Add I Remove I
4 Fonts

Images

Internet

A2 Mail

5 Microsoft Dffice

A5 Microsoft Office 2007

(5: Microsoft Windows

A5 Mise b
A5 DpenDifice

A5 Sound | | =
A5 Sound MP3 _v_] ! Add I Femaye I

- - -

Exceptions:

H-E-E-EH-B-E-E

=
=
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If you want to notify the sender about blocked attachments, activate the option “Send Sender:
forbidden attachment found to All Senders”.

It is recommendable that the administrator does not receive an Email each time an attach-
ment is blocked. Disable the option according to your requirements.

9.3 Advanced Spam Filtering with separate Quarantines

Note
Please note, that the following job proposal (Advanced spam filtering) is included and
activated by default in Avira Exchange Security.

With the job “Advanced spam filtering”, the detected spam can be divided into three catego-
ries. Navigate therefore to: Basic Configuration > Folders > Quarantine.

« Antispam: High
« Antispam: Low
« Antispam: Medium

[ s xchamge secrity o]
File Action View Help
e ro=HEJ

E Avira Exchange Security (*)
[=] % Basic Configuration
[ g General Settings

I Path
AntiSpam_High
AntiSpam_Low
i = AntiSpam_Medium
[ Default Quarantine Default Quarantine
[E] infected Mails Infected Mails
[®] Information Store Quarantine information-store-quarantine

[EQy Avira Server
= E@ Folders

[# @ Utility Settings
& Policy Configuration
@ @ Avira Monitor

A separate quarantine folder can be selected for each category for incoming Emails and may
thus be stored in different quarantine folders.

After that, the job “Advanced spam filtering" under “Mail Transport Jobs* must be configured

accordingly. The previously created quarantines must be defined in the properties of this job
within the tab “Actions".
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R, Avira Exchange Security E o (=]
File Action View Help

2 5| Xo=HE» n o9

[T Avia Exchange Seaurity () Priority | Name | _3ob Type
[# 8 Basic Configuration W1 Scanning with Avira Scan Engine Avira Seanning
&= &8 Policy Configuration [J2  Advanced spam fitering Avira Antispam Spam Fil
B Information Store Jobs 3 Fitering Spam with Avira Antispam Avira Antispam Spam Fi
& Mail Transport Jobs
iy Job Templates Properties of Filtering Spam with Avira Antispam x|

Avira Moni
Q Avira Moritor General | Addresses | Condtions Actions | Server | Detais |

[~ Action Settings
Spam Probabifity: Mone
Subject extension: v

Spam Probability: Low [0..29]

l_r Medium

Spam Probabity: High [70.100]

=]

Now, configure each category (in the example High) and select the appropriate quarantine
folder:

Actions for high spam probability:

Standard: =

[V Copy to Quarantine: Antispam: High
using label: Spam level: High ([VAR]spamvalue

VAR

Delete Email

Add email sender/recipients to userlist

Send Administrator: spam detected to Administrator
Send notification to All Senders

Send Recipient: spam detected to All Recipients

o000 mOw

||
|
.@ o | conea I Apply ]

Repeat this process for the category Medium and Low.

9.4 Add recipient automatically to the Whitelist
You can add a recipient automatically to the whitelist in the following way:
«  Create a new job under “Mail Transport Jobs™: ,Avira Antispam Email Address Filtering"

« Navigate to the tab “Actions” and set the check mark *only* on “Add Email sender/ recipi-
ents to userlist Whitelist” (like shown in the screenshot below)

+ Move the job in “Mail Transport Jobs® to the first place (right mouse-click on Avira Anti-
spam Email Address Filtering > All tasks > To the top)
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R, Avira Exchange Security =101 x|
File Acton View Help
= | 7| XDz HEH» v o <
T2 Avira Exchange Seaity (9 iority | Name | Job Type
[= %5 Basic Configuration r | Avira Antispam Email Ad
[ iy General Settings W2 Scanning with Avira Scan Engine Avira Scanning
o s o

[ @ Utiity Settings
= & Policy Configuration
@ Information Store Jobs
& Mai Transport Jobs

" General | Addresses | Conditions | Riegular Expressions  Actions IE:I o

Actions for denied addresses:

Gy Job Templates

= Standard:
Q Avira Monitor
using label:

Delete Email

[~ Copy to Quarantine:

E

v |

st the end

| Add email sender/recipients to userlist Whitelist |
Add subject extension: [Forbidden sander(=) found]

I~ send Administrator:

sender(s) found to

Administrator
[~ Send Sender:

pient(s) found to All

Senders

[~ Send Recipient: forbidden sender found to All

Recipients

Now, every following Anti-spam job must be configured like this, so that the job will be igno-
red if the sender is listed in the Whitelist.

o x|

Properties of Avira Antispam Email Address Filten

" General | Addesses Conditions | Reguiar Expressions | Actions | ser ]|
Conditions provide a way to select emal messages for a specific job.
They are combired with the selection from the address tab
Condtions:
Execute job on messages fulfilling all of the = |
following conditions...
Click here to configure conditions
"1
-
& filg Gancel | sopp |

2. Advanced Conditions

Open the properties of the corresponding job and navigate to the tab “Conditions”
Add a new condition: “..sender is *not* in the user list ‘Whitelist”

.. with following headers and values

.. sent by the following SMTP sender

.. addressed to the following SMTP recipients
.+« sender is in the userfist

... with following headers \ e

. with TNEF mad body .

+. with HTML mail body

+ containing a read request

.. containing a delivery request

Execute job on messages fulfiling all of the following conditions...

++« SENder s i the userkst
i 3

Userlist

[

| whitelist
=]

" Fun job when emal sender exists in the selected userlist
& Tgnore job when emal sendet exists in he selected useisl

B o] e |

|

=

|

2| [ | o |

After you have saved the configuration, all recipients will be added automatically to the Whi-
telist and ignored by the following Antispam jobs.

9.5 Password protected archives

All password protected archives will be blocked by default. However, a new job exists
since version &: “Avira Protected Attachment Detection“. As this job is not activated
by default, you have to enable it first.

Configure the mentioned job under “Mail Transport Jobs” and move it to the first

place.
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R, Avira Exchange Security 1 =10l x|
File Acton View Help
e | |0/c=HE
rm Avira Exchange Security (%) Priorif | 30b Type
=] &5 Basic Configuration /1 AvraProtected Attachment Detecton | Avira Protected Attachn
i General Settings W2 Avira Antispam Email Address Fitering Avira Antispam Email Ad
[y Avira Server 3 Scanning with Avira Scan Engine Avira Scanning
g E::’e';ehm [J4  Advanced spam fitering Avira Antispam Spam Fil
e W5 Filtering Spam with Avira Anti Avira Anti Fi
& & Polcy Configuration ing Spam with Avira Antispam \vira Antispam Spam
# Information Store Jobs
& Mai Transport Jobs
Gy Job Templates
Q Avira Monitor Avira Scanning
All Tasks »  Avira Emai Size Filtering
Ry Avira Attachment Filtering
o Avira Attachment/Size Filtering
T AviraProf Detection
View »  Avira Antispam t Filtering
—’ Avira Antispam Address Filtering
ot Avira Antispam Recipient Limit Fitering
e Avira Antispam Spam Fittering
e ||
K | i |
[Creates a new item in this container. [

Now, you can configure the job and define how an Email is processed after password protec-
ted files have been detected. Open the properties of the job and navigate to the tab “Actions”.
Please do not forget to save the configuration to activate the changes you made.
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