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1. BBegenune

BeepgeHune

MpoaykT Avira 3awiuuiaeT Bawl KOMMNbOTEP OT BUPYCOB, YepBen, TPOSHOB, BPELOHOCHOIO

1 wnuoHckoro MO un apyrnx onacHocTten. B HacToswwem pyKOBOACTBE OaeTCA KpaTKad

I/IHC*)OpMaLl,I/IFl O BUpycCax, BpeaoHOCHOM MO n HexenaTenbHbIX nporpamMmmax.

B pykoBoacTBe onucbiBaloTCst yCTaHOBKa U 0OCNy)XMBaHME NporpamMMbl.

Ha Hawem canTe npennioXeHbl MHOrOMUCINEHHbIE ONUMK U NpUBeAEeHa OOMOMNHUTESbHAsA
nHdopMauus:

http://lwww.avira.ru

Ha cainte Avira MOXHO:

NPOCMOTpPETb MHC*)OpMaLI,I/II-O O Apyrux nporpammax Avira gna nepcoHarbHbIX

KOMMNbHOTEPOB

3arpysuTb HOBeWLlne Bepcun nporpamm Avira ans nepcoHasibHbIX KOMMbOTEPOB

3arpysmnTb HOBeWLLME BEPCUN PYKOBOACTB No paboTe ¢ npogykramu B popmate PDF

3arpy3mnTb fecnnaTHble MHCTPYMEHTbI NogAepPXXKn U BOCCTaHOBIIEHUA

BOCMNOSb30BaTbCA 00LWIMpHOM 6a3on 3HaHMI 1 cTaTbssMKU M3 pa3gena "Hacto
3agaBaemble Bonpockl" Ang ycrpaHeHus npobnem

nony4ynTb agpeca CJ'Iy)K6bI noaaep>Xkn B CBOeEM pernmoHe.

Bawwm cotpygHukmn komnaHum Avira

1.1 CwumBonbl 1 cnocobbl BbigeneHus

Ncnonb3yoTes cneayoLlme CUMBOSbI:

Cumeson / OObACHEeHUe
O0bo3HayeHue
v O603Ha4vaeT ycnosue, KOTopoe HeO6X0AMMO ANA BbIMNOSHEHNUS

JencTBus.

O6o03HavaeT aTan 4eNcTBUSA, KOTOPOE Bbl BbIMOSHSETE.

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013)

10


http://www.avira.ru/

(X, AVIRA

BeepgeHune

O6o3HayaeT pe3ynbTaT BbINOIHEHHOIO AENCTBUS.

MpeaynpexaeH

ne | O6o3HayaeT npegynpexaeHne o BOSMOXHOCTU KPUTUYECKON
noTepu AaHHbIX.

NMpumeyaHune

O6o3HavaeT npumevaHue, cogepxatlee 0cobo BaxxHyto
MHOPMaLNIO, UM PEKOMEHAALMIO MO UCMNOSb30BAHUIO NPOAYKTA
Avira.

Ncnonb3ytoTes cneayoLume cnocobbl BblaeNeHus:

Cnocob Ob6bscHeHne

BblAeneHus

Kypcue Wmsa vnn nyTb hanna.
OTtobpaxaemble anemMeHTbl MHTepdenca (Hanpumep, 0b6rIaCTU OKOH UNn
coobueHmns 06 owmnbkax).

XupHbin OnemMeHTbl UHTepdenca, BblbpaHHbIe LWEeNYkKoM MbIWKn, (Hanpuvep,
NYHKTbl MEHIO, pa3aenbl, NOMs ONUUIA UITN KHOMKK).
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R’ AVI RA NHdopmarms o npogykTe

2. Uudopmayns o npogykre

B aTon rmaee cogepxutca nHopmMmauus o NnpuodpeTeHnn n NCnonb3oBaHUM NpoayKTa
Avira:

e cM. rnaey: O6bewm ycnyr
e CM. maBy: CuctemHble TpeboBaHus
e CM. rnaBy: JlnueHsnpoBaHme n obHoBNeHne

e CM. rnaBy: MeHemkep NULEH3NN

MpoaykTbl Avira NpeaoCTaBnSAOT LWNMPOKUIA CNEKTP TMOKUX MHCTPYMEHTOB AN HaAEXHOW
3aWmThl BaLlero KoMnboTepa OT BUPYCOB, BPEAOHOCHLIX U HEXeNnaTerbHbIX NporpamMmm u
OT APYrMX ONacHOCTEMN.

» Ob6paTtuTe BHUMaHMUE:

MpeaynpexaeHue

[MoTepsa UeHHbIX AaHHbIX MOXET UMETb cepbe3Hble nocrneacTeus. [laxe camas
nyyiasi aHTUBMPYCHaa nporpaMmma He MOXET MOSIHOCTbIO 3alUNTUTL Bac OT
noTepu gaHHbIX. PerynapHo cosgaBanTe pe3epBHble KONUM CBOUX OaHHbIX.

Yka3aHune

[Mporpamma, 3awuwiaowias oT BUPYCOB, BPeOOHOCHbIX, HeXenaTernbHbIX
nporpamMm v Apyrmx onacHOCTEN, CYUTAETCHA HaLEeXHOM N 9PdEKTUBHON,
TONMbKO €Crniv OHa perynspHo obHoBnseTcs. No3aboTbTech 06 akTyanbHOCTU
npogykta Avira ¢ NOMOLLbIO aBTOMaTU4Yeckoro obHoBneHus. Hactponite
nporpaMmmy COOTBETCTBYIOLLMM 06pa3om.

2.1 O6bem dyHKUUN

Baw npogykt Avira umeet cnegyowimne gyHKUNN:
e LleHTp ynpaBneHus ana HabnogeHust 3a NporpaMMon, ynpaBreHUs el U ee KOHTPOons

e LleHTpanuaoBaHHas HacTponka B CTaHAAPTHOM M 3KCMEPTHOM peXMMax C KOHTEKCTHOM
cripaBKou

e System Scanner (ckaHMpoBaHue No TpeboBaHUIo) C ynpaBnsaemMon npocunem n
HacTpanBaeMbIM CKaHMPOBaHMEM MO BCEM U3BECTHbLIM TUMaM BUPYCOB M BPEAOHOCHbIX
nporpamm

e WHTerpmpoBaHHbI B Windows KOHTPOIb y4eTHbIX 3anuceun nonb3oBaTenen no3sosnseT
BaM BbINOSIHATL 3aga4un, Tpebyowme npas agMuHMUCTpaTopa.
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o Real-Time Protection (On-Access Scan) a4fs NOCTOAHHOIO OTCEXNUBAHUSA NOMbITOK
AocTtyna K hannam

o KomnoHeHT ProActiv onst NOCTOAHHOro HabnogeHns 3a 4eNCTBUAMU Nporpamm (TONbKO
Ansa 32-paspsgHbiX CUCTEM)

o Mail Protection (POP3-ckaHep, IMAP-ckaHep n SMTP-ckaHep) Ansi NOCTOAHHOWN
NPOBEPKN ANEKTPOHHOW NOYTbI HA HanMyne BUPYCOB U BPEAOHOCHbIX MPOrpamm,
BKITHOYAsi NPOBEPKY BIIOXEHUN

e Avira SearchFree Toolbar, nonckoBasi naHenb, BCTpanBaemasi B Beb-6paysep,
obecneunTt BbICTPbIN 1 YOOBHbIN Nonck B MIHTepHeTe. OHa Takke COAEPXXUT BUAXKETDI
AJ151 OCHOBHbIX (PyHKLMI Npn paboTe B NIHTepHeTe.

o Web Protection gnga kKOHTponsa gaHHbIX 1 annos, nepeaasaemMbix U3 IHTepHeTa yepes
HTTP-npoTokon (HabnoaeHne 3a noptamm 80, 8080, 3128)

e KOMNOHEHT poanTenbCKOro KOHTPOIS A1 OCHOBAHHOW Ha ponax ounbTpaumnm
HexenaTernbHbIX BeD-canlToB 1 Ans orpaHndyeHns Bpemenn MiHTepHeT-gocTyna.

e [lpunoxeHue Avira Free Android Security npegHasHayeHo He TONbKO ANsA-3alnThl-OT
‘Kpaxu. MNMpunoxeHne npegoctaBnseT PYHKUUKU, C MOMOLLbIO KOTOPOro MOXHO ferko
HanTK Bawe MOOMNbHOE YCTPOMUCTBO, €CNN Bbl NOTEPSANN €ro NN OHO BbINo yKpaaeHo.
Kpome TOro, npunoxeHue nossonseTt 6noknposaTb Bxogswme Bbixosbl 1 SMS. Avira
Free Android Security 3awuwaet mobunbHble TeNegOHbI 1 CMapTgOHbI, paboTatome
Ha onepaumoHHon cucteme Android.

. BCTpoeHHbIIZ MeHeKep KapaHTuHa AnAa n3osidaumnm nogo3puTesibHbIX cbaﬁnos " pa6OTbI
C HUMIA

o 3awwuTa OT PYTKNTOB AN 0OHApYXEHUSI CKPbITOro BpeaoHocHoro MO, ycTaHOBMEHHOIO
B CMCTEeMe Ballero komnbtotepa (PyTKUTOB)
(HepocTynHo B 64-pa3psagHbix Bepcuax Windows XP)

o [lpsimon goctyn kK nogpo6bHon nHdopmauum 06 obHapyXeHHbIX BUpycax u
BpeaoHocHom MO yepes VIHTepHeT

e [lpocToe n BbicTpoe 06HOBREHME NporpamMmsbl, 6a3sbl BUPYCHbIX CUTHATYP, a Takke
NMOWCKOBOW CUCTEMbI C MOMOLLIbIO OOHOBNEHUSA OAHUM dafioM U MHKpemeHTHoro VDF-
obHoBneHus ¢ Beb-cepeepa B IHTepHeTEe

e YnobHas cuctema ynpasneHust NMUeH3nsamm

° BCTpOGHHbII?I NMaHNpPOBLLUUK O514 NiiaHMpOBaHNA TaKNX OOAHOKPATHbLIX UIA
NOBTOPAKLNXCA 3a4au, KakK obHoBEHNEe Unn CKaHunpoBaHue

e Bbicovanwwmin ypoBeHb 06HapY>KeHUsS BUPYCOB 1 BPEAOHOCHbLIX MporpamMmm,
rapaHTUpyeMbIin HOBOW TEXHONOMMEN CKaHMPOBaHWS (aHTUBMPYCHOE S4p0) C
NPUMEHEHNEM 3BPUCTUKM

o PacnosHaBaHue Bcex NonynsipHbIX TUMOB apXMBOB, BKITOYAsA BOXEHHbIE, C
NPYMEHEHNEM CMUCKOB OMAaCHbIX paclumpeHnin dbannos (Smart Extension)

o Bbicokas npon3BognTENbHOCT MHOMOMOTOYHOM TEXHOMNOMMN (OAHOBPEMEHHOE
CKaHMpOBaHWEe HeCKOMbKNX hannos)

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013) 13



R’ AVI RA NHdopmarms o npogykTe

2.2 CuctemMHble TpeboBaHus

2.2.1 CucremHble TpeboBaHms Avira Ultimate Protection Suite

[nsa ncnonb3oBanusa Avira Ultimate Protection Suite Bawua cuctema gomkHa
COOTBETCTBOBATH CrieayrLwmm TpeboBaHusM.

OnepaunoHHas cuctema
=  Windows 8, nocneaHui naket obHoBneHun (32 nnun 64-paspsgHas), nnm
=  Windows 7, nocneaHui naket obHoBneHun (32 nnmn 64-paspsagHas), unm
=  Windows XP, nocnegHun naket obHoBneHun (32 unu 64-paspsigHas).

AnnapaTtHoe obecneyeHue

« KowmnbtoTep ¢ npoueccopom Pentium nnu Beile, C TAKTOBOW YaCcTOTOW Kak MUHUMYM 1
My

e« He meHee 150 M6 cBobGOAHOrO AMCKOBOro NpocTpaHCcTBa (bonbLue, ecriv UCnosib3yeTcs
KapaHTUH 4N9 BPEMEHHOIO XpaHeHus dannos)

e He meHee 1024 M6 O3Y ana Windows 8, Windows 7
e He meHee 512 M6 O3Y ana Windows XP

Mpoune TpeboBaHuA
e [1Ns ycTaHOBKM Nporpammbl: NpaBa agMUHUCTpaTopa
o [nsa Bcex ycraHoBok: Windows Internet Explorer 6.0 nnu sbiwe

e [lpn HeobxoanmocTu: IHTepHeT-coeanHeHune (cM. pasgen lNogrotoeka K ycTaHOBKE)

2.2.2 CuctemHble TpeboBaHms Avira SearchFree Toolbar

CuctemHble TpeboBaHusa ang npaBunbHON paboTel naHenun Avira SearchFree Toolbar

OnepauuoHHas cuctema
=  Windows 8, nocneaHuin naket obHoBneHun (32 unmn 64-paspsagHas), unu
=  Windows 7, nocneaHuin naket obHoBneHun (32 nnmn 64-paspsgHas), unm
=  Windows XP, nocnegHuin nakeT obHoBneHun (32 nnu 64-paspagHas).

Be6-6pay3ep
=  Windows Internet Explorer 6.0 nnu Bbiwe
= Mozilla Firefox 3.0 nnu Bblwe
= Google Chrome 18.0 unu Bbiwe
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MpumeyaHue.

Ecnu B Balwen cucteme yctaHoBMeHbl ApyrMe naHenu MHCTPYMEHTOB MOMUCKa,
yoanute nx nepep ycraHoskon Avira SearchFree Toolbar. B npotuBHoM cnyyae
ycTaHoBka naHenu Avira SearchFree Toolbar 6yget HeBO3MOXHA.

2.2.3 lMpaBa agMnHucTpaTopa (HaumHas ¢ Windows Vista)

B Windows XP mHorve nonb3oBatenu paboTtatoT ¢ npaBaMmmn agMnHnctpartopa. OgHako
3TO HexenaTernbHO No coobpaxxeHnsiM 6e30MNacHOCTU, TaK Kak 3Ha4YNTESNbHO NOBbILLIAETCA
BEPOSATHOCTb MHULMPOBAHNSA KOMMNbIOTEPA BUPYCaMM 1 BPEAOHOCHBIMW NporpaMmmMamu.

Moatomy komnaHna Microsoft BBena cucteMy KOHTPOIst y4eTHbIX 3anucen
nosnb3oBaTternien. KOHTPOsb y4eTHbIX 3anMcen nonb3oBaTenen BXoauT B criegylowme
onepaumoHHbIE CUCTEMBbI:

e Windows Vista;
e« Windows 7;
e Windows 8.

KoHTpornb y4yeTHbIX 3anucen obecrneymBaeT OonbLUe 3alnThl 4515 Nofb3oBaTenen,
BOLLEALINX B CUCTEMY KaK agMUHUCTpaTopbl. Takum obpa3om, nepBoHa4yanbHO
aAMUHUCTPATOP UMEET TONbKO NpmBUNeErMn obbl4HOro nonb3oBaTtens. [Jencreums, ans
KOTOpbIX HEO6X0AUMbI NpaBa agMUHUCTPATOpa, YEeTKO BblAENSTCS B OnNepaunoHHOM
cucTemMe 3HavykoM MHgopmauun. Kpome Toro, nonb3oBaTtenb AOMMKEH ABHO NOATBEPAUTL
xenaemoe gencrteune. TonbKo Nocne nonyyvyeHus NoOATBEPXKAEHMSI NPOM3BOANTCS
NnoBbILLEHME NPUBUMETNNIA 1 ONepaunoHHasa cMcTemMa BbINOSHAET 3agaHue
agMuUHUCTpaTopa.

Mporpamma Avira Ultimate Protection Suite TpebyeTt npae agmuHucTpatopa ons
HEKOTOpbIX AencTBuin. AT AeicTBus 06o3HavarTca cneadyolmm cumeonom: €. Ecrin
3TOT CMMBOJST TaKkke 0TobpaXkaeTCcs Ha KHOMKe, AS1s BbINONIHEHUS AAaHHOMO OEeNCTBUA
TpebytoTca npasa agMuHucTpaTopa. Ecnu Bawa Tekylwasa ydeTHas 3annucb He MMeeT npas
agMUHUCTpaTopa, TO ANanoroBoe OKHO KOHTpons y4eTHbIX 3anucen Windows notpebyer
BBOAA napons agMmuvHucTpaTopa. Ecnn y Bac HeT naponsa agMuHUcTparTopa, Bbl He
CMOXeTe BbIMOMHUTL 3TO AENCTBUE.

2.2.4 HecoBMeCTMMOCTb C ApYrMMM NPOrpaMmmamm

Avira Ultimate Protection Suite

B HacToswwee Bpems Avira Ultimate Protection Suite He moxeT pabotatb BMecTe co
cnegylownuMm NpogyKkTamu:

e« PGP Desktop Home
o PGP Desktop Professional 9.0
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e CyberPatrol

OwnboyHble 4eNCTBUS 3TUX NPOrpaMm MOryT NPUBECTU K HepaboTocnocobHocTu Avira
Mail Protection (POP3-ckaHep) nakeTta Avira Ultimate Protection Suite nnu k
HecTabunbHOCTM cucTtembl. Avira paboTaeT Hag peLleHnemM aTon NpobnemMbl COBMECTHO C
PGP un CyberPatrol. C yueToM 3Tx 06CTOATENLCTB Mbl HACTOATENBHO PEKOMEHAYEM
yaanuTb nepeyncrieHHble npoaykTel nepen ycraHoskon Avira Ultimate Protection Suite.

Avira Web Protection

Avira Web Protection HecoBmecTMa co crieayowmnmMmn NpoayKTamu:
o Teleport Pro npounssoactea Tennyson Maxwell, Inc

« CHIPDRIVE® Time Recording npoussogctea SCM Microsystems
« MSN Messenger npoussogctea Microsoft

B cBasun ¢ atum, Avira Web Protection urHopmpyet faHHble, oTnpaBnsemble u
nosiydaemble JaHHbIMU NPOAYKTaMMU.

MpumeyaHne
Avira Mail Protection He cmoxeT paboTaTtb, €Criv Ha KOMMNbIOTEPE YXKE
yCTaHoBMeH no4ytoBbIn cepep (Hanpumep, AVM KEN, Exchange, ...).

2.3 JlvueH3upoBaHue n obHoBNEHME

2.3.1 JlnueH3npoBaHue

UTtobbl ncnonb3oBaTb Bal nNpoAykT Avira, Bam Heobxoanma nuueHsus. Tem caMmbiM Bbl
cornawaeTechb C NULEH3MOHHBIMWU YCITOBUSIMU.

JInuensus Bbigaetca B opme koga aktmeaumn. Kog aktmBaumm — 310 6yKBEHHO-
LUMdPOBOK KOA, KOTOPbIV Bbl NOAy4nnu npu npmobpeTteHumn npoaykra Avira. Kog
aKTUBaLMM OnpeaensieT TOYHble NapaMeTpbl Ballen NNUEH3NM — Ha Kakue nporpamMmmbi
npenocTaBnseTCs NUUEH3NS U KaKOB CPOK €€ AENCTBUSI.

Koa akTvBaumm BbICbINaeTca Bam No 3NEKTPOHHOW NoyTe, ecnu Bbl Npnobpenu BaLu
npoaykt Avira B IHTepHeTe, Nnu HaxoguTCcH Ha ynakoBKe NpoayKTa.

UTobbl NUUEH3MpoBaTb NPOrpaMmMy, YKaXkute Ko4 akTmBauumn B npouecce aktmawumm
nporpaMmmbl. AKTUBaLMsS NPOAYKTa MOXET ObITb BbIMNOSIHEHA BO BpeMS yCTaHOBKU. OgHako
Bbl TAKKe MOXeTe aKTMBMPOBATb BaLl NPOAYKT Avira nocrie ero yCTaHOBKN C MOMOLLIbIO
aucneTyepa nuueHsun B MeHo CrnipaBka > YnpaBrieHue fMueH3nsamMu.
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2.3.2 lpopneHne nuueH3nn

Ecnu cpok gencreuns Bawlen NULIEH3NM BCKOpe UCTeKaeT, Avira npeanoxXuT NpoannTb ee
BO BCNIibIBAOLWEM OKHe. [1nsa 3TOro Heo6xoaAMMo NepemnT Mo CCbiflke B OHManH-MarasvH
Avira. OgHako Bbl TaKke MOXeTe NPOANUTbL JIMLEH3UIO Ha Ball NpoayKT Avira C NOMOLLbIO
aucneTyepa nuueHsun B MeHo CripaBka > YnpaBreHue fMueH3nsaMu.

Ecnu Bbl 3aperncTpmpoBaHbl Ha nopTtarne nuueH3un Avira, Bbl Takke MOXeTe NpoanuTb
nuueHsunio B pasgene O630p nNuueH3um nnu xxe Bbibpate aBToOMaTU4ECKOE NPOANEHNE.

2.3.3 O6HoBneHune

B oucnetyepe nuueHsni Takke ecTb BO3MOXHOCTb OOHOBMEHMS BalLero npoaykra ¢ ero
3aMeHou Ha npoaykT ua cepun Avira Desktop: yaaneHue ctapon Bepcun n ycTtaHoBKa
HOBOW NporpaMmmbl BPYYHYHO He TpebytoTcs. [pu o6HOBNEHUM M3 gucneTyepa NnueH3nmn B
nosie BBoga Heob6xoaAnMMO BBECTU KO aKTUBaLUKN NPOrpaMmbl, Ha KOTOPYHO Bbl XOTUTE
nepentun. lNocne atoro 6yaeT BbINOSIHEHA aBTOMaTU4YeCKasa yCTaHOBKA HOBOM NporpamMmbil.

YTo6bl rapaHTUpoBaThb BbICOKUA YPOBEHb HALAEXHOCTU 1 6e30nacHOCTU ANd Ballero
KoMmnbtoTepa, Avira HaNOMHUT BaM O npeacTosweM 0bHOBIEHUN OO HOBOW BEPCUN.
Haxmute kHonky O6HOBUTBL BO BCMSbIBAKOLLEM OKHE, YTOObI NepenTn Ha CTpaHuLy
oOHOBMNEHNA ONs Bawero npoaykTa. Bel MoxeTe BbINOSIHUTL OOHOBEHWE BaLLEero
npoaykta nnu npmobpecTtun npoaykT Avira ¢ paclumpeHHbiMu ceoncTtBamu. CTpaHuua
o630pa NpoayKToB Avira NOKaxeT, KaKylo BEPCUIO Bbl UCMOMb3yeTe B HACTOsILLLEE BPEMS, U
npegoCcTaBUT BaM BO3MOXXHOCTb CPaBHUTL €e C ApyrnMu nporpammamu Avira. [ns
nosly4eHust AONOSTHUTENBHON NHAPOPMALMKN HAXXMUTE CUMBOS MHpOpMaLnm cripasa oT
Ha3BaHMsA npoaykTa. Ecnu Bbl HE XOTUTE yCTaHaBNUBaTh HOBbIV MPOAYKT, HAXXMUTE KHOMKY
O6HOBUTb, YTOOLI HEMeASTIEHHO YCTaHOBUTL CaMyto aKTyarbHY BEPCUIO Ballero
NPeXHero NpoaykTa ¢ ynyyweHHbIMN PYHKUMSMU. ECnin Bbl XOTUTE NPpMoBpecT NpoaykKT C
pacLMpeHHbIMN CBOMCTBaMM, HaxXmuTe KHonky KynuTtb nog ctonbuom ons
COOTBETCTBYHOLLEro NpoaykTa. Bbl nepengeTte B oHNanH-mara3uH Avira, rge Ball 3akas
OyOeT BbINOSHEH.

Yka3aHue

B 3aBucMmMoOCTM OT Ballero npoaykra u onepaumoHHON CUCTEMbI, 1S
BbIMNONHEHNS1 0OGHOBMNEHNA BaM MOryT notpeboBaTbCs NpaBa agMMHUCTpaTopa.
lMepep BbINONIHEHMEM OBHOBIIEHUS BOMAUTE B CUCTEMY KakK agMUHUCTpAaTOP.

2.3.4 YnpaBneHwue nnueH3nssmm

MeHexep nuueHsnin Avira Ultimate Protection Suite nossonsieT nerko yctaHoBUTb
nuueH3nto Ha ncnonb3oBaHue Avira Ultimate Protection Suite.

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013) 17



R) AVI RA NHbopmaums o npogykTe

MeHepnxep nuueH3un Avira Ultimate Protection Suite

i

Menegwep nuuensnil Avira Ultimate Protection Suite

(X, AVIRA Avira Ultimate Protection Suite

BbiGpaHHeEIi dain AENAETCA hainoM nMUEHSMK Avira Ultimate Protection Suite.

Bbl MOMETE YCTAHOBMTE STOT ain NMUeH3MM B Avira Ultimate Protection Suite. BuibepuTe
npoaykT Avira Ultimate Protection Suite AnA yCTaHOBKM NMULEHZMIA 1 HapkMUTE OF.,

BHWMaHWE: YCTEHABENMBSHITCA TONbKD NOKANEHLIE NpoaYKTel Avira Ultimate Protection
Suite, ANA KOTOPLIX B $aline NUMUEHMK COQENHMTCA ASACTEYIOWEA NMUEHSHA,

MALEHzMA OeictewTen...  Llenesoi katanor

E.ﬂwira LlIitimate Protection Suite HepefcteuTt...  C:\Program Files (x86)WAviraly

] 1 F
0K ] ’ OTmMeHa

Bbl MOXXeTe Npon3BecTn YCTaHOBKY NULEH3MK, BbibpaB hann nuueH3snmn B hansiosom
MeHeKepe UNu WeEerKHYB B NUCbME MO CCbISNIKe akTuBaumm nNuueH3uu.

Yka3saHue

MeHexep nuueHsnin Avira Ultimate Protection Suite aBTomaTnyeckun konupyet
COOTBETCTBYHIOLLYIO JIMLIEH3NIO B COOTBETCTBYIOLLYIO Nanky. Ecnu nuueHsuns yxe
eCTb, oTobpakaeTca MHpopmaumnsa o ToMm, MOXET Nn dann nNUuUeH3nm ObiTb
3aMeHeH Ha HOBbIN. Y>xe cywecTByloLWwmnmn oann B 3TOM criydae 3aMeHdaeTcs
HOBbLIM PanIoOM NIMLEH3UN.
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3. YcTaHOBKa M ypaaneHue

B aTom pasgene cobpaHa nHdopmarms, OTHOCALLAACS K YCTaHOBKE NporpamMmmbl Avira
Ultimate Protection Suite.

o [logroTtoBka K ycTaHOBKe

YctaHoBka ¢ CD-aucka npu nogkntodeHnn Kk MIHTepHeTy

YcTtaHoBka ¢ CD-ancka 6e3 nogkrntoveHus K IHTepHeTy

YcTaHoBKa 3arpy>eHHOro nporpaMmmHoro obecneveHmns

YaaneHne HeCcOBMECTUMBbIX NMporpamMmm

BbiGop Tvna yctaHOBKM

YcTtaHoBka Avira Ultimate Protection Suite

3meHeHne KOMNOHEHTOB YCTaHOBKU

Ypanenue Avira Ultimate Protection Suite

3.1 [lloprotoBKa K ycTaHOBKe

v' MMepen ycTaHOBKOW NpoBepbTe, COBMIOAEHb! N MUHUMarbHbIE CUCTEMHbIE
TpeboBaHus.

v" 3akpoiite Bce paboTatoLmne npunoXeHus.

v Y6eamtecb B TOM, YTO HE YCTAHOBIEHbI IPYrMe aHTMBUPYCHBIE PELLEHUS.
ABTOMaTMYECKME (DYHKLUKN 3amnTbl pasnunyHblix cucteMm 6e3onacHOCTU MOryT
MeLwlaTb Apyr Apyry (aBTomaTtnyeckme napameTpbl CM. B pasgene YaaneHve
HEeCOBMECTMMbIX NPOrpamMmm).

v' Ecnu B Ballei cucteMe YCTaHOBMEHbI Apyrie naHeny MHCTPYMEHTOB MOWUCKa,
yaanuTte nx nepeg ycraHoskoun Avira SearchFree Toolbar. B npotusHom cnyyae
ycTaHoBka naHenu Avira SearchFree Toolbar 6ygeTt HEBO3MOXHa.

v' YcTaHoBuTe noaknoveHne K MHTepHeTy.

o [MogkntoyeHne HeobxoaMMo ANs cneayroLMx 3TarnoB YCTaHOBKU.

= 3arpyska akTyanbHbIX NporpaMMHbIX painoB 1 aapa CKaHMPOBaHKS, a Takxke
nocnegHux annoB BUPYCHbIX CUTHATYP C NOMOLLbIO MPOrpaMmbl YCTaHOBKM (Npu
yCTaHOBKe 4Yepes VIHTepHeT).

= AKTMBaUMS Nporpammbl.
= Peructpauusa nonb3oBaTens.

= [1pun HeoBxogMMOCTH BbINOSHEHNE OBHOBIIEHMS MO 3aBEPLLUEHNN YCTAHOBKM.

v [MoarotoBbTe KOA akTMBaUuMM Unu daiin nuueHsum ans nporpammel Avira Ultimate
Protection Suite, ecnu Bbl X0TUTE akTMBUpPOBaTL €€.

v' [Ins aktusauum unu peructpauum nporpamma Avira Ultimate Protection Suite
coeguHsieTca ¢ cepsepamm Avira yeped HTTP-npoTtokon n nopt 80 (Be6-
KOMMYHMKaLMSA), a Takke Yepes 3amngpoBaHHbi npotokon SSL 1 nopT 443. Ecnun
Bbl cnonb3yeTte bpaHamayap, ybeamutecb B TOM, YTO OH He BIOKUpPYET yKaszaHHble
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NnopTbl M BXOAALMM/MCXoaawmmn Tpaduk.

3.2 YcraHoBka c CD-gncka npm nogknroueHnn K MHTepHeTy

» BcraBbTe CD-auck Avira Ultimate Protection Suite B guckoBoa.

MNpwn akTnBaummn aBTo3anycka Bbibepute OTKPLITL NanKy A1 NpocMoTpa annos.
NN

Mepengute k anckosogy CD-OMCKOB, LLENKHUTE NPaBOW KHOMKOW Ha3BaHWe gucka
(AVIRA) 1 BblbepuTe OTKpbITL 45151 NpocMOTpa hannos.

[Baxgbl LenkHuTe hann autorun.exe.
B meHio CD-auncka BbibepuTte yCTaHOBKY OHManH-BEPCUMN.

Mporpamma npoBeaeT NOMCK HECOBMECTUMbIX NporpaMm (nogpobHee cM. pasgen
YnaneHue HeCOBMECTUMbIX Mporpamm).

HaxmuTte kHonky [lanee B okHe [Jobpo roxanosams.

BbibepuTe HyXXHbIN A3bIK 1 HaxxmnTe [lanee. C cepsepa Avira OyayT 3arpyxeHbl Bce
dannbl, Heobxoanmble AN YCTAHOBKM.

Mepengute k pasgeny Bouibop Tvna ycTtaHoBKM.

3.3 YcraHoBka c CD-gucka 6e3 nogkntoueHns K UHTepHeTy

P BcrasbTe CD-guck Avira Ultimate Protection Suite B anckosog.

Mpwn akTMBauumn aBTo3anycka Boibepnte OTKPbITL NanKy 415 NpocMoTpa dannos.
nInn

Mepengute k anckosogy CD-OMCKOB, LLENKHUTE NpaBoOW KHOMKOW Ha3BaHWe ucKa
(AVIRA) u BblbepuTe OTKpbITL 45151 NpOCMOTpa (hansos.

[Baxgbl WwenkHuTe hann autorun.exe.

B meHto CD-auncka BbibepuTte yCTaHOBKY aBTOHOMHOWN Bepcumn (63 NOAKNIYEHUS K
ceTtn).

[Mporpamma npoBegeT NOUCK HECOBMECTUMbIX NporpamMm (noapobHee cM. pasaen
YpaaneHne HeCcoBMECTUMbIX NporpamMmm).

BbinonHUTCA pacnakoBka ycTaHOBOYHOro havna. 3anycTutcsa npoueaypa
YCTaHOBKM.

MepenanTe k pasgeny Beibop Tvna yctaHoBKuN.

3.4 YcTaHOBKa NporpammHoro obecneuveHus, 3arpy>KeHHOro c canta
Avira

P MepenanTe Ha cant www.avira.com/download.

Bbibepute HyXHbIM NPOAYKT U HaxxMnTe CKavaTtb.
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CoxpaHuTe 3arpyxeHHbl bann B CBOen cucteme.
[Baxabl LenkHUTe ycTaHOBOYHbIM hann avira_ultimate_protection_suite _ru.exe.
Ecnun oTKpoeTcst OKHO KOHTPOMSA YYETHbIX 3anucen, Haxmute «[ax.

[Mporpamma npoBegeT NOUCK HECOBMECTUMbIX Nporpamm (nogpobHee cMm. pasgen
YpaaneHne HeCoBMECTUMbIX MporpamMmm).

BbinonHuTCAa pacnakoBka yctaHOBOYHOro havna. 3anyctutcsa npoueaypa
YCTaHOBKM.

MpoaomkeHne cM. B pasgene Bruibop Tuna ycTaHoBKMN.

3.5 YpaneHwne HeCOBMECTUMbIX MPOrpamm

Mporpamma Avira Ultimate Protection Suite BbINOSIHUT NOMCK BO3MOXHbLIX HECOBMECTUMbIX
nporpamMmm. [pu oBHapyxeHun Taknx nporpamm dyageTt chopmMmpoBaH CNMUCOK.
PekomeHayeTca yganuTb 3TU Nporpammebl, YToObl HE HapywaTb CTabuUbHOCTb paboThl
KoMnbloTEpA.

P BbiGepute 13 cnmncka nporpaMmbl, nognexative aBToMaTU4eckoMy yaareHuio ¢
KoMMbloTepa, 1 HaxmuTte [anee.

YpaaneHue HeKOTOPbIX KOMMNOHEHTOB HEODX0AMMO NoATBEPXAaTh BPYYHYIO.
BbibepuTe Takme nporpammbl u Haxmute [anee.

YaaneHne ogHom Ui HECKONbKNX U3 Bbl6paHHbIX nporpamMmm MoxeTt I'IOTpe6OBaTb
nepesarpy3km KoMmrnbroTepa. Mocne nepesarpys3km Ha4yHeTcd npouecc yCTaHOBKW.

3.6 Bbibop TMNa ycTaHOBKM
Bbl MOXeTe BbiOpaTb TUM YCTAHOBKM B MacTepe yCTaHOBKW. MacTep ycTaHOBKM

npegHa3Ha4eH ansa 1oro, YTOObI NO3TANHO U OOCTYNMHO NpoBeCTn Bac 4epes BCHO
npoLeaypy.
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-

E Avira Ultirmate Protection Suite @

K. AVIRA

THN YCTaHOBKH

BLIDEDMTE TN YCTAHOBKM,

@) BRICTPaA YCTEHOBKE (DEKOMEHAYETCA) " BeibopoyHan
ByayT yCTaHOBNEHGI E BrIfepMUTE KOMOOHEHTEI MPOrpaMMel,
CTaHOapTHEIE = ' KOTOPBIE Bbl XOTHTE YCTAHOBMTE.

. KOMMOHEHTR. - FeroMEHA YETCA ANA NPOABMHYTEIX

NonbL30BaTENEM,

A xoYy YNIYYLWKTE CBOKD 3ELLMTY, MCNonb3yA Avira ProActiv 1 Protection Cloud
Mpougcc paboTe! Avira C BaWMMA GaHHEIMA ONMCEH 30eck: ProActiv u Protection Cloud

D A NpyHMMaHD YonoBWMA NMUEHSWOHHOrD COrNaWeHMA ANA KOHEYHOro NoNL305aTENA M
NOAMTHRM KOHOWMIEHUMENEHDCTI,

Cxoxue TemMbl:
o Paspen BbinonHeHne BbICTPON YCTaHOBKM

o Paspen BbinonHeHne BLIGOPOYHOM YCTAHOBKU

3.6.1 BbinonHeHWe 6bICTPO YCTAaHOBKM

EbICmpaFI ycmaHo8Ka ABNnAeTCd peKomeH,u,yeM0|7| npou,euypof/'l YCTaHOBKMU.

o OHa ycTaHaBnMBaeT Bce CTaHAapTHbIE KOMMOHEHTbI NakeTa Avira Ultimate Protection
Suite. Npun 3TOM MCNONBL3YHOTCA pEKOMEHAOBAHHbIE KOMMNaHWen Avira napameTpsbl
ypoBHsi 6e30nacHoCTH.

« B kauyecTBe nyTu ycTaHOBKM BbliGMpaeTcst oanH U3 crneayowmnx nyTen:

= C:\Program Files\Avira (ans 32-paspsgHbix Bepcunt Windows) nnm
= C:\Program Files (x86)\Avira (anga 64-paspsagHbix Bepcuin Windows).

« B aTon nanke pasmewatotcsa Bce dhannel, oTHocsawmecs K Avira Ultimate Protection
Suite.

« BbIGpaB 3TOT TN yCTAHOBKK, BaM NoTpebyeTcsa Bcero nullb HaxaTb KHoMnky fanee, v
yCTaHOBKa OyaeT NOMHOCTbLIO BbINOMNHEHA.

o OTOT TN yCTaAHOBKM pa3paboTaH cneumnarnbHO A Tex Nnorb3oBaTtenen, KoTopble
YyBCTBYIOT ce0s1 He B CBOEN Taperike Npu HAacTpoKKe NporpaMmHbIX CPeacTB.
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3.6.2 BbinonHeHue BbIGOPOUYHON YCTAaHOBKM

YCcTaHOBKa 1 yhanexHne

Bbi6opoyHasi ycmaHoeka Nno3BonsieT 3agatb COGCTBEHHYHO KOHDUIypaLMIO NPU yCTaHOBKE
naketa. OHa pekoMeHayeTCs TONbKO NPOABMHYTLIM NOSb30BATENSAM, XOPOLLIO 3HAKOMbIM C
BOMpOCaMM annapaTHOro 1 NporpammHoro obecneyeHus:, a Takke UHPOPMaLMOHHON

©e3onacHoCTMW.

e EcCTb BO3MOXHOCTb YCTaHOBUTb OTAEJIbHbIE NMPOrpaMMHble KOMMOHEHTDI.

« MoxHo BbIbpaTh nanky, B KOTopyto OyaeT nponsseaeHa ycTaHOBKa.

o Bbl cMOXeTe ycTaHOBUTbL, HEOOXOAMMO NN co3aaBaTh APMbIK Ha paboyeM cTone

u/vnu HOBYIO rpynny nporpamm B MeHio Myck.

e B accucreHTe HacTpoek MOXHO YCTaHOBUTb COBCTBEHHbIE NapaMeTpbl AN1S nakeTa
Avira Ultimate Protection Suite. Kpome Toro, MoXxHo BbliopaTb KOMGOPTHbIV OS5 Bac

YPOBEHb ©e3onacHocTu.

e B KOHUE MOXHO OTMEHUTb 6blCTp0€ CKaHMpoBaHMe CUCTEMbI, 00bI4YHO BbINONHAEMOE

aBTOMaTM4E€CKM Nocrie yCTaHOBKN.

3.7 YctaHoBKa Avira Ultimate Protection Suite

E Avira Ultirmate Protection Suite

Tun ycTanoBKH

K. AVIR

BIDEDMTE TN YCTAHOBKM,

KOMAOHEHTHIL - PeroMeHA YETOA ANA NPOABHHYThIX
NonbL30BaTENEA,

| A ¥ouy yNyUWKTE CBOKD 3EILWMTY, MONonb3yA Avira ProActiv 11 Protection Cloud
Mpouecc pahoTel Avira C BalMMK AGHHEIMA ONWCEH 30eck: ProActiv 1 Protection Cloud

A NpyHMMaKD YONoBWMA NMUEHZWOHHOND COrNaWEHMA ANA KOHEYHOro NONL30E3TENA M
OQANTHEK KOHDMOEHUMENEHOCTH,

ODanee = OTMeHa

x5
A

@) BLICTPaA YCTaHOBKE (DEKOMEHAVETCA) BribopoyHan
ByayT YCTaHOBNEHBI E BrIfEepMTE KOMOIOHEHTEI MpOrpaMMel,
CTaHOapTHEIE = KOTOPEIE Bbl XOTMTE YCTAHOBMTE,

-

-

Ecnu Bbl He XenaeTte npMHMMaTh yyactus B Avira Community, cHumuTte conaxok A

XOuy yny4ylwuTb CBOH 3awmTy, ucnonb3ya Avira ProActiv n Protection Cloud,

YCTaHOBJIEHHbIE MO YMOJT4YaHUIO.

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013)

23



R’ AVI RA YcTaHoBKa v yfaneHume

Ecnu Bbl noaTBepauTe cBOe cornacue Ha ydactue B Avira Community, Avira
Ultimate Protection Suite 6ygeT oTnpaBnsiTb JaHHbIE O NOAO3PUTENbHbIX
nporpammax B uccrnegoBatenbckun LeHTp Avira Malware Research Center. O1un
AaHHble UCMONb3YITCH TONBLKO OS5 PacLUMPEHHON OHNANH-MPOBEPKU U OIS
yNyyLeHns TEXHONOrMM pacrno3HaBaHus.

Mo cceinkam ProActiv u Protection Cloud MOXHO nonyyYntb NOApPOGHYHO
NHOpMaUUIO O pacLUMPEHHOW OHMaMH- N 06fayYHON NPOBEPKE.

nO,D,TBepﬂ,I/ITe, YTO Bbl NPUHMUMAETE JlnueH3noHHoe cornaweHne ¢ KOHeYHbIM
nonb3oBarenem. Ytobsbl npo4vnTaTb JInueH3noHHOe cornaweHne ¢ KOHe4YHbIM
nonb3oBaTesieM, HaXKMUTE Ha COOTBETCTBYIOLLYHO CCbIJIKY.

3.7.1 Bbibop NyTV yCTaHOBKM

BbibopoyHas ycTaHOBKa No3BoNnsieT BbiOpaTh Nanky, B KOTOpYk OyaeT yCcTaHOBMEH nakeT
Avira Ultimate Protection Suite.

-

E Fowira Ultirnate Protection Suite @

(K. AVIRA

MporpamMma yoTaHosuT Avira Ultmate Protection Suite B cneg yiowyio nanky.

MyTh YyCTaHOBKA

Haomure “anse”, ecnv XOTHTE YCTAHOBMTE MPOrPEMMY B YKE3aHHYKD nanky. Ana ewidopa
APYToi NankM WoNone3YATE kKHonky "063op™,

Manka AnA yCTaHoBKK

C:\Program FilesVaviraantivir Desktop | Ofizop. ..

| < Hazan |

P Haxmute O630p 1 nepenamte K MECTOMOSOXEHNIO, B KOTOPOE Bbl XOTUTE
yctaHoBuTb Avira Ultimate Protection Suite.

Bbibop nanku gnga yctaHoBku naketa Avira Ultimate Protection Suite nponssogutcs
B OkHe MyTb ycTaHOBKM.

Haxvmute OQanee.
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3.7.2 YctaHoBka naHenu Avira SearchFree Toolbar

B KoHUe npouenypbl HACTPONKKN ByaeT NpeanoXeHo yCTaHOBUTL naHersb Avira SearchFree
Toolbar.

MNanenb Avira SearchFree Toolbar umeeT gBe OCHOBHbIE COCTaBNSAOLLME: OKHO NOUCKA
Avira SearchFree n naHenb NHCTPYMEHTOB.

OkHo noucka Avira SearchFree BbINONHAET Nouck B MIHTepHeTe ¢ NoObIM KONTMYECTBOM
cnoB. [NonckoBbI ABMKOK OTOBpa3nT BCce coBNaaeHnst B okHe Bpaysepa, copTupys ux no
ypoBHI0 6e3onacHocTh. Taknm obpasom nonb3oBatenu Avira moryT 6e3onacHo
nyTewecTsoBaTtb No VIHTepHeTYy.

Ha naHenu MHCTpYMEHTOB pa3MeLLaeTcs Tpu BUOKeTa, CBA3aHHbIX C Hanboree BaXKHbIMK
NHTepHeT-byHKUMAMU. OQHMM WENYKOM Bbl MOXETE NOMY4nUTb NPSIMON LOCTYN K CBOEN
cTpaHuue Ha Facebook nnn K anekTpoHHOM noYTe, a Takke ybeanTtbcs B 6e30nacHoCcTu
paboTbl B IHTepHeTe (Tonbko ans Firefox u Internet Explorer).

rE Avira Antivirus @

Join millions of Avira users...

...who already use Avira SearchFree R_, Av I R A

Install the Avira SearchFree Toolbar powered by (I}

& I—m @ |aviacom (GE v O 0Biocked ) v | G w

* Browsa the web and search safely

+ Shows safe and risky sites with safety annotations and site safety details
+ Protect your privacy by blocking browser tracking

+ Installs on all major browsers

Set and keep Ask as my default search provider

Set and keep Ask.com with Avira SearchFree as my browser homepage and the
browser new tabs page.

| accept the terms of the End User License Agreement and Privacy Policy

Distributed by APN, LLC [ st | | Don'tinstall |

Ecnun Bbl He xenaeTe ycTaHaBnuBaTtb naHernb Avira SearchFree Toolbar, cHumnTe
dnaxkn YctaHoBUTb Ask B KayecTBe NOMCKOBOW CUCTEMbI MO YMOJTHAHUIO U
YcTaHoBUTL rnaBHyto ctpaHuuy Avira SearchFree (avira.search.ask.com) B
‘KayecTBe-AOMaLLUHEeN CTPaHULbI-U-O0TOOpaxaTb ee-Ha-HOBbIX:BKIlagKax.

Ecnu Bbl OTKaXkeTeCb OT 3TON BO3MOXHOCTU, OyaeT npepBaHa TOMbKO HACTpoKka
Avira SearchFree Toolbar. YcTtaHoBka naketa Avira Ultimate Protection Suite B aTom
cnyyae OygeT 3aBepLueHa.
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3.7.3 Bbl60p KOMNOHEHTOB YCTaHOBKM

Mpw BLIOOPOYHONM YCTAHOBKE UM MPU N3MEHEHUWN KOMMOHEHTOB YCTAHOBKM MOTYT ObITb
BblbOpaHbl, 4o6aBNeHb! NNy yaaneHsbl criegyrolime YyCTaHOBOYHbIE MOZYIN.

-

E Fowira Ultirnate Protection Suite @

(K. AVIRA

JnA nobaBneHA N YASNEHMA KOMNOHEHTOE, BeIDEpMTE HEoDXOAMMEIE MOSMLIM,
HeakTHEHEIE NoNA of03HE4EKT KOMIOHEHTEI, YCTAHOBKE KOTopex BYAET NpOMSEENEHE B
niobomM cnyqae,

M Tl | OnucaHMe
=1 7§ Avira Ultimate Protection Suite -
Tak Bl Bpy4HYyD NpoBEpUTE

""" Real-Time Protection chalinsl M Mank Ha BMpYChl 1
----- Mail Protection BpenoHocHoe M0.

..... ApaHamaysp Windows
----- Rootkits Protection
----- Profctiv

YcraHoBKa KOMNOHEHT OB

m

----- Protection Cloud &
TpebyeTca MecTa Ha gucke C: 186407 kByte (HEZEBMCMMO OT KOMMOHEHTOE)
HdocTynHo MecTa Ha C: 106323564 kByte
I < Hazag H Lanee = ] I OTMeHa I

YcTaHoBUTE UM CHUMUTE ONaXKKn B CNCKe AManoroBoro okHa « KOMMNoHeHTbI
YCTaHOBKUY.

e Avira Ultimate Protection Suite
OTOT MOAyNb COOEPXKUT BCE KOMMOHEHTHI, HeOOX0aANMbIE ANsl YCMELUHOW YCTaHOBKM
BaLuero npogykra Avira Ultimate Protection Suite.

= Real-Time Protection
Mporpamma Avira Real-Time Protection pabotaeT B jpoHOoBOM pexunme. OHa
KOHTpONMpyeT AOCTYN K hannam 1 no BO3MOXHOCTU BOCCTaHaBNMBAET UX NPU TaKnX
onepaumsax, Kak OTKpbITUe, 3aKpbiTve 1 konupoBaHue. Korga nonb3oBaternb
Npon3BOAUT onepauunio ¢ aniom (3arpysky 4OKYMEHTa, UCTONHEHME,
KonupoBaHue), nporpamma Avira Ultimate Protection Suite aBTomatnyeckn
nposepsieT aToT hann. OgHako dann He nposepsieTca moaynem Avira Real-Time
Protection npn nepenmeHoBaHuu.

= Mail Protection
Mail Protection — 910 cBA3yioLlee 3BEHO MeXay BallMM KOMMbOTEPOM U MOYTOBLIM
cepBepoM, C KOTOPOro Ball NOYTOBLIW KIMWEHT 3arpyxaeT nucbma. Mail Protection
urpaeT porb Tak Ha3blBAeMOro NpoKcu-cepeepa Mexay NoYTOBbIM KITMEHTOM U
no4ToBbIM cepBepoM. Bce BxogsaLme nucbma HanpasnsoTCa Yepes 3TOT MPOKCU-
cepsep, NPOBEPSAITCA HA HANMM4YME BUPYCOB N HEXeNaTeNbHbIX NporpamMm, a 3aTtem
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nepechbInarTcsa Ha Bally noyTy. B 3aBMCMMOCTM OT KOHGUrypaumm nporpamma nnéo
aBTOMaTmn4yeckn obpabartbiBaeT BpeAOHOCHbIE NUCbMa, NMBOo 3anpalumBaeT Bac O
HeobXxo4MMbIX OENCTBUAX.

= Windows Firewall (HaumHasa ¢ Windows 7)
OTOT KOMMOHEHT NO3BONSET ynpaenaTe 6paHamayapom Windows Firewall yepes
nHTepdgenc Avira Ultimate Protection Suite.

= Rookits Protection
Moaynb Avira Rookits Protection nposepseT, cooepXuTtcsa nn Ha Ballem
komnbtoTepe MO, KoTopoe nocne NPOHNKHOBEHWSI B CUCTEMY HE MOXET ObITb
obHapyxeHO 0b6bl4YHbIMM MeTOAaMK pacno3HaBaHus BpegoHocHoro [10.

=  ProActiv
KomnoHeHT ProActiv KOHTponvpyeT OeNCTBUSA MPUNOXEHUA N yBeaOMSSeT
nonb3oBaTens 0 NoA03pUTENIbHOM NOBEAEHUN. Takon NOBeAEHYECKUN aHanu3
NO3BONSET 3aLNTUTL BaLL KOMMbIOTEP OT HEM3BECTHLIX BPEAOHOCHbIX NPOrpamMM.
KomnoHeHT ProActiv BcTpoeH B nakeT Avira Real-Time Protection.

= Protection Cloud
KomnoHeHT Protection Cloud cnyxut ona guHamMmyeckoro obHapy>xeHusi noka
HEen3BeCTHbIX BPeJOHOCHbIX NporpaMmm ¢ nomoubio MHTepHeTa. MNpu aTom hannesl
3arpyatoTca Ha yaaneHHbI cepBep U CpaBHMBAKOTCA Kak C U3BECTHbIMU (hannamu,
Tak u Cc ApyrMMn pannamu, 3arpy>kaeMbiMn 1 aHannsnpyemMbiMn B peanbHOM
BpemMeHu (6e3 nepepbIBOB 1 3aepxek). Takum obpasom, 6asa AaHHbIX NOCTOSHHO
obHoBNsAETCS, YTO eLle Gonee NoBbILWLAET YPOBEHb 6E€30NacHOCTH.
Ecnu Bbl Boibpanu komnoHeHT Cloud Protection, HO xoTuTe Kaxxabii pa3 BpyYHYH
noaTeepxaaTb OTNpPaBKy (pansioB Ha aHanua, yctaHosute dnaxok NMoareepxaaTtb
BPY4YHY OTNpPaBKy Noao3puTenbHbIX (pannoB B LieHTp Avira.

= Web Protection
Mpn paboTe B IHTepHeTe Baw Gpay3ep nony4vyaeT AaHHble ¢ Be6-cepBEpPOB.
MepenaHHble Beb-cepBepom gaHHble (HTML-cbannbl, CKpUnTbl U KapTUHKK, donaLy,
BNOEO- U ayanonoToKku 1 T. A4.) 0bbIMHO nonagatoT cpasy B kaw bpaysepa ons
oToGpaxxeHus B Gpaysepe, Aenas HEBO3MOXXHOW MPOBEPKY B MOMEHT JOCTYyNa no
TexHosnormm Avira Real-Time Protection. Tak BupyCbl 1 BpeAOHOCHbIE NPOrpaMmmbl
MOryT nonacTb B Bawy cuctemy. Web Protection — aTo Tak HasbiBaeMblt HT TP-
MPOKCK, KOTOPbIN KOHTPONMPYET NOPTbI, UCNONb3yemble Ans nepeaaydn aaHHbix (80,
8080, 3128), n npoBepsieT nepefaBaeMble AaHHbIE HA HANM4yMe BMPYCOB U
BPeOOHOCHbIX NporpaMmm. B 3aBMCUMOCTU OT KOHUrypauumn nporpamma nnbo
aBTOMaTM4eckn obpabartbiBaeT BpeAOHOCHbIE ddannbl, NMOO 3anpalumBaeT
nonb3oBaTtensa 0 HeoOXoAUMbIX AEUCTBUSAX.

= PacwupeHue o60n04Kku
Moaynb «PaclumpeHne obonoykun» cosgaet 3anuch NpoBepuTtb BbliOpaHHbIe
c¢hannbl ¢ nomowbro Avira B KOHTEKCTHOM MeHto [NpoBogHuka Windows (koTopoe
OTKpbIBaAeTCA NpaBbIM LLEMYKOM MbiLn). OTO No3BonseT Bam 6e3 Tpyaa
CKaHupoBaTb hansibl 1 Nanku.

CXxo0Xue TeMbl:
N3mMeHeHne KOMMNOHEHTOB YCTaHOBKM
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Ecnu Bbl pelumnun npuHATbL y4actTme B coobuiectBe Avira, Bbl MOXeTe BblbpaTb
noaTeepxaeHue otnpaskn danna B Avira Malware Research Center Bpy4dHyto B nto6oe
BpeMSI.

-

E Fowira Ultirnate Protection Suite @

Avira Coobuecreo

Protection Cloud RJ AV' R A

[(floaTEem+aaTE BpYHHYIO OTNPEBKY NoA0SPMTENEHEX dalnos B Avira

HawMuTe crofa, 4Tobbl NoNYYMTE AON0NHMTENEHYHD WHOODMELIARD

I < Hazan H Oanee = ] I OTmeHa I

» Yrobbl Avira Ultimate Protection Suite 3anpawmnBan noaTsepxxaeHne Kaxablii pas,
BkrtounTe onumto Confirm manually when sending suspicious files to Avira.

3.7.4 Co3paHue apnbikoB ans Avira Ultimate Protection Suite

Apnblk Ha paboyem cTone u rpynna nporpaMmm B MeHto «[yck» no3BonsioT bbicTpee n
npoule nony4vatb goctyn k nakety Avira Ultimate Protection Suite.
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E Avira Ultirmate Protection Suite @

K. AVIRA

CosnaTte ApneIK [ rpynny Ha pab. ctone

BrifepuTe 4ONONHMTENEHEIE 330844, KOTOPEIE DOMHHE! ObITE BEINOMNHEHE! B0 BPEMA
yCTaHoBkM Avira Lltimate Protection Suite, 1 HaswmMaTe “danee”,

[¥]iCoznanve Apneika Ha pabodem cTone

Co30aTh COYNMNY MNPOrPaMM B MeHD <MyaTiporpamMmel =

[ < Hazan ][ Hanee = ] [ OTMeHa ]

P UT0ObI CO3aaTh ApnbIk Ha paboyem cTone w/unu rpynny nporpamm B MeHto Myck ans
Avira Ultimate Protection Suite, He cHUManTe ycTaHOBNEHHbIE (PraxKu.

3.7.5 AktmBauwms Avira Ultimate Protection Suite

[nsa aktmBauum naketa Avira Ultimate Protection Suite ecTb Heckonbko cnoco6oB.
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E Avira Ultirmate Protection Suite

AOobpo NoManoBaTh B aCCHCTEHT NHLLEHSMI!

3TOT SCCMCTEHT NOMOXET BaM C NMUeHZKMpoEaHKeM Balukx npoaykTos Avira.
MoMHMTE, Y4To Bam noTpelyeTca ANA 3TOM0 GKTHMBHOE MHTEpHET-COEAMHEHME,

BoibepiTe neficTEME?

@ AKTHEWDOESTb NPOAYKT!
BEeAMTE KO SKTHEALM MK NDMODDETMTE KOO SKTUBALMM.

Kon aKTHBaLwM: - - - -
MpuMed 3555-5555A-EDSIW-TRCDSLPUZY
) TeCTUMPOBaTE NPOAYKT
BCE QYHKLAW MNpoaYKTE.

¥ MEHA YHE ECTh AENCTEYHOWMA halin NMUEHZMM,

I HacTpalikia Npokod I

l < Haszan “ lanee = ] I OTHMEHE

Ha#MUTe 30eCk ANA 38KE33 TECTOBOM NHMUEH3WK, NOSBONAIOWER Bam NpoTECTHPOBEATE

==

(KX.AVIRA

-,

YCcTaHOBKa 1 yhanexHne

Ecnu Y BacC yXXe eCTb KO4 aKTuBauun, BBegUTe €ro B COOTBETCTBYHOLLIME MOJIA.

» Ecnu Bam eule npeacrtounT I'IpI/IO6peCTI/I KO4 akKTuBauun, HaAXXMUTE Ha CCbIJTIKY

«lMonyynTb akTUBaLMOHHLIN KOAY.

Bbl 6yaeTe nepeHanpasrneHbl Ha canT Avira, rge cMoXeTe npuobpecTu Kog,

aKTnsauun.

» Ecnu Bbl NpoCTO xernaeTe onpoboBaTtb NporpaMMmy, Belbepute BapuaHT
TecTupoBaTb NPOAYKT 1 BBeAUTE CBOW AaHHblE B HEOOXOAUMbIE PErMCTPALIMOHHBIE

nonA.

TecToBas nuuUeH3nsa gencTBuTenbHa B TedeHne 31 gHs.

P Ecnu Bbl paHee yxxe akTMBMPOBanu npoaykT Avira n XoTuTe ero nepeycTtaHoBUTb,
BblbepuTe BapuaHT Y MeHS yXe eCTb AerMcTByrowmn cdann nmueHsun.

OTKpoeTcsa okHO 0630pa, B KOTOPOM HYXXHO ByaeT HanTu ceown chann hbedv.key.

3.7.6 Hactporka napameTpoB NpoKcu-cepBepa

YcTaHoBKka napamMeTpoB MNMPOKCKU-cepBepa pekoMeHOyeTCA TOJIbKO NMPOABUHYTbIM
nosib3oBaTesnaM, XopoLo 3HakKOMbIM C BOMNnpocamMmu arnnapaTtHoro n nporpaMmMHoro

obecneyveHus, a Takke MHPOpPMaLMOHHOM 6e3onacHOCTH.
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-
E Hacrpoiikn npokcn @

Mpokcu-cepeep

He MoNonb30BaTh NPOKOM-CEPEED
@ T INMMEHMTE CUCTEMHBIE HACTDoMKK Windows:

Wmonb30BaTe NPOKCM-CEPEED

[ O ] | OTHMEHA |

» Ecnu He npegnonaraetcs nogknioveHne nporpammbl Avira Ultimate Protection Suite
K IHTepHeTY Yepes npoKkcu-cepeBep, akTuempynTe napameTp He ucnonb3soBaTtb
NpoKcu-cepeep.

¥ Ecnu HyxHo, 4TOGbI Nporpamma Avira Ultimate Protection Suite nogkntodanacs k
VHTepHeTy TakuMm e obpasom, Kak 1 gpyrne yCTaHOBMEHHbIE NPUMOXEHWS,
OCTaBbTe BapuaHT no ymonyaHnio — MpumeHaTb HacTponkn Windows.

3apaTb cucteMHble HacTporku Windows ans ncnonb3oBaHUSA NPOKCU-cepeepa
MOXHO 3gecb: NaHenb ynpaBneHus > Cetb u UHTepHeT > MNoakniovyeHus >
Hactpowku cetu. B Internet Explorer B MeHio IONONMHUTENBHO TakKe MOXHO
BbINOSTHNTb HACTPOKWKy aocTyna B VIHTepHeT.

MpumeyaHwue.

Mpn ncnonb3oBaHMM NPOKCU-CcepBepa, TpebyroLwero aytTeHTuduKaumm,
MONIHOCTLIO BBEAMTE HeobXxoaMMble AaHHbIe nog BapnaHTtom Ucnonb3oBaTtb
3TOT NpoKcu-cepBep. BapuaHT NpumeHaTb HacTponkn Windows nogxoaunt
TONbKO OS5 NPOKCU-CepBepPOB 6e3 ayTeHTUdMKaLUmK.

» [1ns HacTpoWkm ocoboro npokcu-cepeepa ans nporpaMmmbl Avira Ultimate Protection
Suite Bbibepute BapmaHT Mcnonb3oBaTb 3TOT MPOKCU-CepBEp N BBEANTE HYXKHYIO
NHopMaLunIo.

Anpec

YKkaxunte nmsa komnototepa unu IP-agpec npokcu-cepBepa, KOTopbliil Bbl XOTenu 6bl
ncnonb3oBaTh A58 NoAKNoYeHns K Beb-cepaepy.

Mpumepsl
Anpec: proxy.domain.com
Appec: 192.168.1.100

MopT

YKaxuTte Homep nopTta NpoKcu-cepeepa, KOTOPbIN Bbl XO0Tenu 6bl CNOMNb30BaTh AN
noakntoveHus K Beb-cepaepy.

Mpumepsl
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MopT: 8080
MopT: 3128

JloruH

BeBeauTe nms nonb3oBaTtens AnNs BXxoda Ha NPOKCU-CEPBEP.

Maponb

BBeante cooTBETCTBYIOLMI NAPOSb ANs BXOA4a HAa NpoKcu-cepeep. MNaponb
COXpaHsieTcsl B 3akoaupoBaHHoOM Buae. [1na 6e3onacHoCTu BBOAUMbIE B 3TO None
3HaKM 3aMeHsITCA 3Be3g04kamu ().

Haxmute kHonky OK.

3.7.7 HacTtporika ypoBHs aBpucTnueckoro obHapyxeHuns (AHeAD)

MakeT Avira Ultimate Protection Suite cogepXmnt o4eHb MOLLHOE CPpeacTBO 3alUTbl —
TexHonoruto Avira AHeAD (Advanced Heuristic Analysis and Detection — pacClIMpeHHbIN

3BPUCTUYECKUI aHann3 n obHapyxeHne). ATa TEXHONOMMS NPUMEHSIET METOANKM
pacno3HaBaHus Mogenewn ans obHapyKeHusi HeM3BECTHbIX (HOBbIX) BPELOHOCHbIX
nporpaMM Ha OCHOBE aHanu3a cTapblX.

rE ACCMCTEHT HACTpOEK El =] @ﬁ
HacTpouTe AHeAD
(X AVIRA

AKTWBEALMA W HACTpoidka AHeAD Heuristik,

C nomowbko sepucTrk AHeAD (Advanced Heuristic Analysis and Detection) Baw Avira Ulimate
Protection Suite pacnozHaeT K HOBRIE, EWE HEM3BECTHEIE BMPYCEl M BpeaoHocHoe M0,

[¥]BrntoumnTe sepucTiky AHeAD
MCTEHOEMTE YPOBEHE PECNOZHEABAHWA, C KOTOPEIM Aom#Ha paboTaTe sepucTuka AHeAD, |
¥poBEHb PACNO3HAEEHNA BMMAET HE TOYHOCTh PACNO3HABAHNA BMPYCOS 1M BPeA0HOCHOM |
a, i

() HW3kMiA ypoBeHs obBHapy#eHua
¥opowee ofHapyeHKE C O4EHE HMZKIM YDOBHEM NOdkH. CPabaThIBaHMA,

@) CpenHWi ypoBeHs obHapyeHus
Bonee xopolwee 0BHaPYHEHWE C HUSKMM YDOBHEM NOMWH, CPabaThIBaHMA,
PeKoMEHAYEMEA HACTPONKE,

") BolcokKiA yposeHb obHapyHeHus
Camoe xopowes obHapy#eHue © Donee BEICOKMM YPOBHEM NowH, CpabaTeiBaHuMiA.

< Hazaan l Janee = l[ CTMeHE l

» Buibepute ypoBeHb obHapyxeHusi B okHe Hactponka AHeAD u HaxmuTe Janee.

BbiGpaHHbIN ypoBeHb 0OHapyXeHnsa yaeT ncnonb3oBaH aAns KoHQUrypawmm
TexHonormm AHead moaynsa System Scanner (npsamas nposepka) n moayns Real-
Time Protection (npoBepka B pearnibHOM BpeMEHMN).
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3.7.8 Bbibop paclumpeHHbIX KaTeropuii onacHoCTH

Bupycbl n BpeJOHOCHbIE NporpaMMbl — He €AUHCTBEHHbIE Yrpo3bl A4S CUCTEMbI BalLero
KoMnbtoTepa. Hamu cocTaBrneH uenbiin CMCOK 3f1IeMEHTOB puCKa, KOTOPbIN OTCOPTUPOBAH
B BMAE PaCLUMPEHHbIX KaTeropuim onacHoCTu.

EACCHHEHT HACTpOEK E =] @

BuibepiTe paOuMpeHHLIE KATEr DM DNatHOCT 84 R,A“IHAI

BrifepMTe DACWMPEHHEIE KETEMODMKM ONAcHOCTEN, KOTOPkIE
Tarse AomkHEl BT YYTEHE! NpOrparMMaii.

Avira Ultimate Protection Suite pacno3HaET HE TONBKD BUPYCEI M BpenoHocHoe MO,
3TOT NPOAYKT MOMET 3AWWMTHTE M 0T APYrMX yrpos. BebepuTe ogHy MM HECKONEKD
KATErOpKMIA ONACHOCTKH M3 NPWEENEHHEX HITHKE

[]Backdoor-nparpamme [
[]Wrpe
[ |HeoBkmMHEI naKoswmk
DBMaHHaA NporpamMMa
[ Nprnoskeria
’ IHAYEHNE M0 YMONSSHINO l [¥|MporpamMma os80HE HA NNETHEIE HOMEP
[ |Nporpammel, Hapywatowme YacTHyo chepy
[|Nporpammel-wyTHM
PernamHoe flunnoHckoe MO
PetnamHEIe nporpatisl -

[ BeitpaTe Bre

m

’ < Hazan l Hdanee = ]’ OTMeHa

P Pap kaTteropuin onacHoCTU yxKe BbiOpaH 3apaHee Nno yMonyaHuio.

Mo Heo6XoaAMMOCTM MOXHO aKTUBMPOBATL U ApYrne KaTeropuv B AManoroBoM OKHe
BbiGepuTe paclumpeHHble KaTeropum onacHoOCTM.

Ecnu Bbl nepegymaeTe, MOXHO BEPHYTb PEKOMEHAYEMbIE 3HAYEHMS C MOMOLLIbO
KHOMKN 3Ha4YeHUs MO YMOMYaHUIO.

Mpopomknte yctaHOBKY KHornkon [anee.

3.7.9 AktumBauwus Safe Browsing

lMporpamma Avira ocHaweHa cyHkunen Safe Browsing anga punstpaumm
HexxenaTesibHbIX UMW HereranbHbIX UHTEPHET-YCNYr 1 A51s OrpaHNYeHns UCNoSib30BaHUSA
NHTepHeTa no BpemeHu. dyHkums Safe Browsing siBNsieTca 4acTbio KOMMOHEHTa
SALNTA [IETEWN.
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L !
EACCHHEHT HACTpOEK El =] @

Safe Browsing BimouwTe

PacnpefenuTe BallK POf MEXAY OT ASNEHEIMIA R‘ Avl R A
NONbS0EETENAMA.

[ iAkTHEMpOEATE Safe Browsing:

Brifop Nonk30EaTENA

Admin Monb3oEaTens Ponk

[actanre >>] | =40 =
[s<vaenm ]

AononHUTENEHEIE NapaMeTpel Safe Browsing Bel MOKETE WSMEHWTE NO3OHEE B PasAens
HacTpoek, «Safe Browsings:,

< Hazaa l Jdanee = ]’ OTMeHa

» Ecnu npu yctaHoBke 6bln BbibpaH Mmoaynb Web Protection, oH naet Takue
BO3MOXHOCTW.

= HasHayeHue nonb3oBaTensam KOMMNbLOTEPA pone|7| AeTn, monogexb 1 B3pocCrble,
BIMNAKOLWNX HA UCMNOJ1b30OBaHNE MHTepHeTa.

=  OtknoveHne pyHkuum Safe Browsing B agnanorosom okHe AkTuBupoBaTb Safe
Browsing.

Haxmvmute Oanee.

3.7.10 YcraHoBKa napons

Mocne BknoveHus yHkuum Safe Browsing MOXHO yCTaHOBUTL Naposib, YTOObI
NpeaoTBpaTUTb U3AMEHEHME NapaMeTPOB KOHUrypauumn 4eTbMu UNn Spyrmmm
nonb3oBaTENAMU KOMMbIOTEPA.
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T —— =] =@ ==
3apanTe Napon:
(K.AVIRA

Bl MOOKETE 33WMTHTL Avira Ultimate Protection Suite B pazHeIx
oBnacTax naponem.

Bbl akTHEMpoBand Safe Browsing . Mel HECTOATENEHD PEKOMEHAYEM 3848TE NaP0e 4NA
3AWMTEI KOHDWrypaLwK, ¥XpaHUTE 5TaT Naponk B HAOEKHOM HECTE,

Mapons
YKE33HHEIM Napone OEACTEMTENEH ANA BOEX 3ELLMLLEEMEN 0BnacTeld.

BEcgMTe Naponk:

MoETOPMTE Naponk:

M3MEHMTE NapaMeTPbl 3EWMTE MAPOAA MOXHO NOZAHEE B MEHKD KOHDMMYPELMIA
"Obwme ceegeHnA | Mapons”.

< Hazaa l Jdanee = ]’ OTMeHa

» BeeauTe naponb B AManoroBoe OKHO.
MoBTOpUTE Naponb.

Haxmvmute Oanee.

3.7.11 3anyck CKaHMpPOBaHWSA NOC/E YCTAaHOBKMW

[inst NpoBepKM TEKYLLErO COCTOSIHUS 6e30MacHOCTM KOMMNboTepa Nocre HaCTPONKM
KOHpMrypaumm n nepea nepesarpyskon KOMnbloTepa MOXHO BbINOMHUTL ObICTpoe
ckaHupoBaHue cuctembl. Mogynb System Scanner nposepsieT paboTatoLime nporpaMmmbi
1 BOMbLUYI0 YacTb BaXXHbIX CUCTEMHbIX (halifioB Ha HanMyMe BUPYCOB M BPe4OHOCHbIX
nporpamMmm.
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rﬁ ACCMCTEHT HACTpOEK El =] @ﬁ
MNposepKa OACTEME
(X AVIRA

BrifiepiiTe, XOTHTE N Bl NPOBECTH NPOBEQKY CUCTEMEI.

PeroMEHAYETCA 38NYCTHTE BEICTPOS CKAHMPOBEHWE CUCTEMEI HE BUDYCEI M APYToe
BpeaoHocHoe M0, CKaHeD MPOBEQMT 3anyLWEHHEIE NPOrPEMMEI M HEKOTOPEIE
CMCTEMHBIE alinel. CKaHMPOBaEHWE 3aMET BCEr HECKOMBKD CEKYHL .

;E_bII'IIII.I'IHMTb Ebll__l'FIEIE CKaHWMpOB4HWME CUCTEMBI NoCNe '{,l'L‘I'ﬂHDBI‘CI-dE

< Hazaa l Jdanee = ]’ OTMeHa

» Ecnu Bbl XOTUTE BbINOMHUTL ObICTPOE CKaHNMPOBAHUE CUCTEMbI, OCTaBbTE Ha MecTe
donaxok bbicTpoe ckaHUpoBaHWE CUCTEMbI.

Haxmvmute Oanee.
3aBepLumTe HACTPOKMKY KOHUrypaumm kHornkon FotoBo.

Ecnun donaxok BbicTpoe CKaHUMPOBaHME CUCTEMbI He ObiNn CHAT, OTKPOETCS OKHO
Luke Filewalker.

Mogynb System Scanner BbINONHAET BLICTPOE CKAHMPOBAHUE CUCTEMBI.

3.8 WM3meHeHne KOMMNOHEHTOB YCTaHOBKM

Ecnu HyxHO 006aBUTbL UK yaanuTb MOAYNN yXKe YCTAaHOBIIEHHOMO NPOrPaMmMHOro
obecneyveHns, MOXHO caenaTb aTo 6e3 nonHoro yaanexus Avira Ultimate Protection Suite.
Hy>XHble LencTBMA OnNuUcaHbl 34€ecCh:

e K3mMeHeHune komMnoHeHTOB ycTaHoBKM B cucteme Windows 8
e /3meHeHue komnoHeHTOB ycTaHOBKM B cucteme Windows 7

e /3mMeHeHune komnoHeHTOB ycTaHoBKM B cucteme Windows XP

3.8.1 VI3meHeHne KOMNOHEHTOB ycTaHOBKM B cncteme Windows 8
EcTb Bo3MOXHOCTb 406aBNSATL UMK yAansATb OTAerbHbIe NPOrpaMMHble KOMMOHEHTI

ycTaHoBrneHHoro npoaykta Avira Ultimate Protection Suite (cm. pasgen Bribop
KOMMOHEHTOB YCTaHOBKM).
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@l\:jvh‘:] <« [porpammel » [Nporpammel W KOMOOHERTH - |+, | | Mouck: [Tpozpasmsl U KOMAOHEHMbI ol

MaHens ynpasneHns -

ki e S Yaanesve nan M3MeHeHne Nporpammel

Jna yaanenws nporpammel BeIGepUTe e B CNMCKE W WenkHuTe "YaanuTe", "Mamenntes" nan
MpocmMoTp yCTaHoBNEHHEIX

4 "BoccTaHoBuTE",
oBHOBNEHWA
Hy BKAMKIUEHWE MAK OTKAKIHEHNE
i . ¥nopagounte ¥  Yaanute § MameHuTs EEERE 7 |
komneoxenToe Windows PAA A ==
>
ran Wzpatens ¥cTaHoer

Ecnu Bbl XoTUTE 0o06aBUTbL UNK yaanuTb MOLYNN NOCMe YCTaHOBKKU, Bbl MOXeTe
BOCMOJ1b30BaTbCA PyHKUMEN YaaneHue nporpamm Ha MaHenu ynpasneHua Windows
ANa usMmeHeHus/yaaneHUa nporpamMmmbl.

P LLlenkHUTE NpaBo KHOMKOW MbILLM MO 3KpaHy.
MosiBuTca cumeon Bece npunoxeHus.

Haxmute cumBon n Hanaute B pasgene lNpunoxeHuss — Cucmema Windows nyHKT
MaHenb ynpaBneHus.

[Baxgbl wenkHuTe cumson MaHenu ynpaBneHus.

Bbibepute Mporpammbl — Yaanutb nporpammy.

LenkHuTe MporpamMmmbl U KOMMOHEHTbI — YAanuTb nporpammy.
Bbibepute B cnncke Avira Ultimate Protection Suite n Haxxmute U3meHUTB.
B onanorosom okHe [1o06po noxanoBaTtb Bbibepnte NyHKT A3MeHUTb. Bol

npongeTte Yepes npoueaypy N3MeHeHMs1 KOMNOHEHTOB YCTaHOBKM!.

Cxoxue Tembl:
BbI6op KOMNOHEHTOB YCTAHOBKM

3.8.2 VI3meHeHne KOMNOHEHTOB yCcTaHOBKM B cncteme Windows 7

EcTb BO3MOXHOCTb [06aBNATL UK yAansaTb OTAENbHbIE NPOrpaMMHbIE KOMMOHEHTbI
ycTaHoBrneHHoro npoaykta Avira Ultimate Protection Suite (cm. pasgen Bribop
KOMMOHEHTOB YCTaHOBKM).

@l\:jvh‘:] <« [porpammel » [Nporpammel W KOMOOHERTH - |+, | | Mouck: [Tpozpasmsl U KOMAOHEHMbI ol

MaHens ynpasneHns -

ki e S Yaanesve nan M3MeHeHne Nporpammel

Jna yaanenws nporpammel BeIGepUTe e B CNMCKE W WenkHuTe "YaanuTe", "Mamenntes" nan
MpocmMoTp yCTaHoBNEHHEIX

& "BoccTaHoBMTE",
oBHOBNEHWA
Hy BKAMKIUEHWE MAK OTKAKIHEHNE
i - Ynopagounte *  Yganute f§ Mamenuts 12 - 7]
komnoHeHTos Windows ==
&
ran Wzpatens ¥cTaHoer
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Ecnu Bbl XoTUTE f06aBUTbL UNK yaanuTb MOLYNN NOCMe YCTaHOBKWU, Bbl MOXeTe
BOCMOJ1b30BaTbCA PYHKUMEN YCTaHOBKa U yaaneHue nporpamm Ha lNaHenu
ynpasneHua Windows ansg uameHeHus/yaaneHmsa nporpaMmmbl.

¥ Otkponte nyHkT MaHenb ynpaBneHus B MeHio Windows lMyck.
ABaxabl WenKHNUTE Mbilbio MporpamMMbl U KOMMOHEHTDI.
Bbibepute B cnncke Avira Ultimate Protection Suite n Haxxmute U3MeHUTB.

B onanorosom okHe [1o06po noxanoBaTtb Bbibepnte NyHKT A3MeHUTb. Bbl
npongeTe Yyepes npouenypy N3aMeHeHN KOMMNOHEHTOB YCTaHOBKMW.

Cxoxue TeMbl:
BbI6op KOMMNOHEHTOB YCTAHOBKMU

3.8.3 N3meHeHne KOMNOHeHTOB ycTaHOBKM B cncteme Windows XP

EcTb BO3MOXHOCTb 406aBNATE UMK yAanaTh OTAENbHbIE NPOrPaMMHbIE KOMMOHEHTbI
ycTaHoBreHHoro npoaykta Avira Ultimate Protection Suite (cm. pasgen Beibop
KOMMOHEHTOB YCTaHOBKW).

Ecnu Bbl xoTuTEe go6aBnTb MNKU yaanuTb MOOYN NOCre YCTaHOBKU, Bbl MOXETE
BOCNOMb30BaTbCs PYHKLUMEN YCTaHOBKa U yaaneHue nporpamm Ha lNMaHenun
ynpasneHua Windows ana usmeHeHusi/yaaneHmsa nporpaMmmbl.

¥ Otkponite nyHKT MaHenb ynpaBneHus B meHto Windows Myck > HacTpowku.
[Baxabl WenkKHUTe KOMNOHEHT YCTaHOBKa M yaAaneHue nporpamMm.
Beibepute B cnncke Avira Ultimate Protection Suite u Haxxmute U3MeHUTB.

B ouanorosom okHe [1o6po noxanoBaTtb Bbibepute NyHKT A3MeHUTb. Bbl
npongeTe Yyepes npouenypy N3MeHEeHNss KOMMNOHEHTOB YCTAHOBKMW.

Cxoxue Tembl:
BbI6op KOMNOHEHTOB YCTAHOBKM

3.9 Ypanenwue

Ecnu korga-Hnbyab BO3HUKHET HEOO6XO0ANMMOCTL B yaaneHun naketa Avira Ultimate
Protection Suite, BOT kak 3To MOXHO caenaTb:

o Ypanenue Avira Ultimate Protection Suite B cucteme Windows 8

o Ypanenue Avira Ultimate Protection Suite B cucteme Windows 7

o Ypanenue Avira Ultimate Protection Suite B cucteme Windows XP

3.9.1 YpaneHwue Avira Ultimate Protection Suite B cucteme Windows 8

Onsa ynaneHns naketa Avira Ultimate Protection Suite ¢ komnbtoTepa BOCNonb3ynTech
dyHKumen MporpamMmbl U KOMNOHEHTHI Ha [NaHenu ynpasneHus Windows.
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@l\:jvh‘:] <« [porpammel » [Nporpammel W KOMOOHERTH - |+, | | Mouck: [Tpozpasmsl U KOMAOHEHMbI 0

MaHens ynpasneHns -

AOMALLHAR CTPaHLE YaaneHve WiM MiMeHeHWe nporpamMmbl

Jna yaanenws nporpammel BeIGepUTe e B CNMCKE W WenkHuTe "YaanuTe", "Mamenntes" nan

MpocmoTp yCTaHOBAEHHBIX
B DY "BoccTaHoBMTE",

oBHOBNEHWA

’E‘i BrnroueHWE MW oTENHIYEHNE
I : ¥ * N ¥aanwute | Mamenute == ~ @
komneHeHTos Windows e e A 4=

=
ran Wzpatens ¥cTaHoer

P LLlenkHWUTE NpaBoi KHOMKOW MbILLIX MO 3KpaHy.
MosiBuTca cumeon Bce npunoxeHus.

Haxmute cumBon un Hanaute B pasgene lNpunoxeHuss — Cucmema Windows nyHKT
MaHenb ynpaBneHus.

ABaxabl wenkHute cumeon NMaHenu ynpasrneHus.

Bbibepute Mporpammbl — Yaanutb nporpammy.

LUenkHnTte MporpaMmmMmbl U KOMMOHEHTbI — YAanuTb nporpamMmmy.

Beibepute Avira Ultimate Protection Suite n3 cnucka n HaxkmuTte KHonky YaanuTb.

Ha 3anpoc 06 yganeHuu npunoxeHust U BCEX ero KOMNOHEHTOB HaxkmnTe Oa ons
NOATBEPXKOEHMS.

Ha 3anpoc 06 aktnBaumn 6paHamayapa Windows (nepea yoaneHnem Avira
FireWall) HaxkmuTe [la — 3TO NO3BONUT XOTH Obl HaCTUYHO 3aLMTUTL CUCTEMY.

YaanawTca BCe KOMMOHEHTHI nporpamMmmbl.
Haxmute 3aBepI.IJVITb On4a 3aBeplieHna yaaneHud.

Ecnn otobpasntcst okHo ¢ NpeanoXeHnemM nepesarpysntb KOMMNbOTEP, HaxMuTe [a
ANS NoaATBEPXAEHUS.

Tenepb naket Avira Ultimate Protection Suite yganeH. Bce nankn, dannsl n 3anucu
peecTpa 3Tou nporpamMbl ByayT yaaneHsl nocne nepesarpysku KOMNboTepa.

NMpumeyaHue.
MaHenb Avira SearchFree Toolbar He BxoguT B nporpammy yaaneHusi, eé
Heob6Xxo4MMO yaansTb OTAENbHO.

3.9.2 YpaneHue Avira Ultimate Protection Suite B cucteme Windows 7

Onsa ynaneHus naketa Avira Ultimate Protection Suite ¢ komnbtoTepa Bocnonb3ynTecb
dyHKumen MNMporpamMmbl U KOMNOHEHTbI Ha [NaHenu ynpasneHus Windows.
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MaHens ynpasneHns -

AOMALLHAR CTPaHLE YaaneHve WiM MiMeHeHWe nporpamMmbl

Jna yaanenws nporpammel BeIGepUTe e B CNMCKE W WenkHuTe "YaanuTe", "Mamenntes" nan

MpocmoTp yCTaHOBAEHHBIX
B DY "BoccTaHoBMTE",

oBHOBNEHWA

’E‘i BrnroueHWE MW oTENHIYEHNE
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komneHeHTos Windows e e A 4=

=
ran Wzpatens ¥cTaHoer

P Ortkpowite nyHKT MaHenb ynpaBneHusi B meHto Windows lMyck.
LWenkHnTte MporpaMmmMmbl U KOMMOHEHTDI.
Bbibepute Avira Ultimate Protection Suite n3 cnmucka n Haxmute KHonky YaanuTb.

Ha 3arnpoc 06 yaaneHun rnpunoxeHna n BCex ero KOMNOHEHTOB HaXXMUTE Oa ons
noarBepXxXgeHun4.

Ha 3anpoc 06 aktnBaunm 6paHamayapa Windows (nepea yaaneHuem Avira
FireWall) HaxkmuTe [la — 3TO NO3BONUT XOTH Obl YaCTUYHO 3aALMUTUTL CUCTEMY.

YnansioTcs Bce KOMMNOHEHTbI MporpaMMbl.
Haxmute 3aBeplunMTb ON151 3aBEPLUEHUS YaaNeHus.

Ecnn otobpasntcst okHo ¢ NpeanoXeHnemM nepesarpysntb KOMNbIOTEP, HaxMuTe [a
ANs NoaTBEPXAEHUS.

Tenepb naket Avira Ultimate Protection Suite yganeH. Bce nankn, dannsl n 3anucu
peecTpa aTou nporpammbl OyayT yaaneHsl nocne nepesarpysku KOMnboTepa.

MpumeyaHue.
MaHenb Avira SearchFree Toolbar He BxoguT B nporpammy yaaneHusi, eé
HeobXxoauMO yaanaTb OTAENBHO.

3.9.3 YpaneHwue Avira Ultimate Protection Suite B cucteme Windows XP
[nsa yoaneHus naketa Avira Ultimate Protection Suite ¢ komnbioTepa BOCNONb3ynNTECH
doyHKUMen YcTaHOBKa U yaaneHue nporpamm Ha Nanenun ynpasneHuns Windows.
P Ortkpowite nyHKT MaHenb ynpaBneHusi B MmeHto Windows Myck > HacTpouku.
[Baxapl WenKHMTe KOMMNOHEHT YCTaHOBKAa MU yaaneHue nporpamMmm.
Bbibepute Avira Ultimate Protection Suite n3 cnucka n HaxkmuTte KHonky YaanuTb.

Ha 3anpoc 06 yaaneHumn npunoXeHus 1 BCexX ero KOMMNOHEHTOB HaxxMmuTe [a ans
NOATBEPXOEHUS.

YaanawTca BCe KOMMOHEHTHI nporpamMmebl.

Haxmunte 3aBepUJVITb On4a 3aBeplieHna yaaneHud.
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Ecnu otobpasunTcs OkHO C NpeanoXeHnem nepesarpy3ntb KOMNbOTepP, HaxmnTe Oa
ANs NoaTBEPXKAEHUS.

Tenepb naket Avira Ultimate Protection Suite yganeH. Bce nanku, dannsl n 3anucu
peecTpa aToun nporpammbl ByayT yaaneHbl Nocne nepesarpyskn KoMnbloTepa.

MpumeyaHue.
MaHenb Avira SearchFree Toolbar He BxoguT B nporpammy yaaneHusi, eé
Heob6xo4MMOo yaansTb OTAENbHO.

3.9.4 YpaneHue naHenu Avira SearchFree Toolbar

Ecnu korga-Hnbyab BO3HUKHET HEOHBXOANMMOCTL B yaaneHun naHenu Avira SearchFree
Toolbar, BOT Kak 9TO MOXHO caenaTb:

YpnaneHne naHenu Avira SearchFree Toolbar B cucteme Windows 8
YpnaneHne naHenu Avira SearchFree Toolbar B cucteme Windows 7
YpnaneHne nanenu Avira SearchFree Toolbar B cucteme Windows XP
Ypanenue naHenu Avira SearchFree Toolbar yepes 6paysep

Ypanenue naHenu Avira SearchFree Toolbar yepes gucnetyep AoNOSTHEHUI

Ynanenue naHenum Avira SearchFree Toolbar B cucreme Windows 8

WHcTpykums no yaanenuto naHenn Avira SearchFree Toolbar.

¥ 3akpowte bpaysep.
LLlenkHnTe npaBon KHONKOW MbILLM B OAHOM M3 HWXXHUX YITOB 3KpaHa.
MosiBuTCA cMmBon Bce npunoxeHus.

Haxmute cumBon u 3arnsHute B pasaen lNpunoxeHus — Cucmema Windows B
nouckax MNMaHenun ynpaBneHus.

[Baxgbl wenkHuTe cumson MaHenu ynpaBneHus.
Bbibepute Mporpammbl — Yaanutb nporpammy.
LenkHuTe MporpamMmmMmbl U KOMMOHEHTbI — YAanuTb nporpammy.

Beibepute B cnncke «Avira SearchFree Toolbar plus Web Protection» n Haxmute
Ypanute.

MosiBMTCA BONPOC, AENCTBUTENBHO NN Bbl XOTUTE yAanuTb NporpaMmy.
MoateepauTte kHonkon Aa.

Tenepb naHenb Avira SearchFree Toolbar Bmecte ¢ naketom Web Protection
yaaneHa. Bce nankn, cdannbl 1 3annucu peectpa 3TMx nporpaMmm 6yayT yaaneHsl
rnocrne nepesarpysku kKOMnbloTepa.

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013) 41



R’ AVI RA YcTaHoBKa v yfaneHume

Ypanenue naHenum Avira SearchFree Toolbar B cucreme Windows 7

Onsa ynaneHus naHenun Avira SearchFree Toolbar:
P 3akpoiTe cBoi Gpaysep.
Otkponte nyHKT MaHenb ynpaBneHus B meHto Windows lMyck.
[Baxapl WenkHMTe Mbiwbto NMporpamMmmbl 1 KOMMNOHEHTLI.

BbibepuTe B cnucke «Avira SearchFree Toolbar plus Web Protection» n Haxmute
Ypanuto.

[MosiBMTCA BONPOC, AENCTBUTENBHO N Bbl XOTUTE yaanuTb NporpaMmmy.
Moareepaute kHonkown Aa.

Tenepb naHenb Avira SearchFree Toolbar BmecTte ¢ naketom Web Protection
yaaneHa. Bce nanku, cbannsl n 3anucm peectpa aTux nporpamm 6yayT yaaneHsbl
nocrie nepesarpyskv KoMmnbloTepa.

Ypanenue naHenu Avira SearchFree Toolbar B cucreme Windows XP

WHCcTpyKkums no yaaneHuto naHenn Avira SearchFree Toolbar
P BakpoinTe cBou Gpaysep.
Otkponte nyHKT MaHenb ynpaBneHus B meHto Windows lMyck > HacTtpounku.
[Baxabl WenkKHUTe KOMNOHEHT YCTaHOBKa M yaAaneHue nporpamMm.

Bbibepute B cnncke «Avira SearchFree Toolbar plus Web Protection» n Haxmute
Ypanuth.

MosiBMTCA BONPOC, AENCTBUTENBHO NN Bbl XOTUTE yAanuTb NporpaMmmy.
MoareepauTte kHonkon Aa.

Tenepb naHenb Avira SearchFree Toolbar BmecTte ¢ naketom Web Protection
yaaneHa. Bce nanku, cdannbl n 3anucm peectpa aTux nporpamm 6yayT yaaneHsl
nocre nepesarpysku KomnbtoTepa.

Ypnanenune naHenm Avira SearchFree Toolbar uepes 6paysep

Takke Bbl MOXeTe yaanuTb naHernb Avira SearchFree Toolbar npsimo B cBoem 6pay3sepe.
[laHHas BO3MOXXHOCTb NOAAEPKMBAETCA TONbKO Ans 6pay3epos Firefox u Internet
Explorer:

» OTtkpoinTe cBow Gpaysep.
B naHenn novcka oTkponte MmeHio Onuumm.
Bbibepute nyHkT Uninstall toobar from browser.
Ha 3anpoc 06 yganeHun npogykta Haxmute [la ansa nogTBEPXAeHUS.
Mocne atoro Bam GyaeT npeanoXxeHo 3akpbiTb bpaysep.

3akpownTe 6paysep u HaxmuTe NoBTOPUTL.
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Tenepb naHenb Avira SearchFree Toolbar Bmecte ¢ naketom Web Protection
yaaneHa. Bce nankn, cbannbl 1 3anucu peectpa aTux nporpamm 6yayT yaaneHbl
nocne nepesarpysku KoMmnbloTepa.

MpumeyaHwue.

Onsa ynanexnus naHenu Avira SearchFree Toolbar oHa gomkHa 6bITb
aKTUBUPOBaHa B AMcrneTyepe AONOSTHEHUN.

YpnaneHue naHenm Avira SearchFree Toolbar uepes gucnetruep gononHeHun

MocKkonbKy NaHesnb MHCTPYMEHTOB YCTaHABNMBAETCS Kak JOMOSTHEHUE, €€ MOXHO yAanuTb
C NOMOLLbIO AUCTIETYEPOB AOMNONHEHMN.

Firefox

P lMepengnte B MeHto Tools > Add-ons > Extensions (MIHCTpymMeHTbI > [lononHeHus
> PacwupeHusi). B aToM OKHE MOXHO ynpaBnaTb AONOSHEHMEM Avira: BKIOYaTb,
OTKNIOYaTb UK yaanaTb NaHesb.

Internet Explorer

P HaxmuTe Ha YnpaBneHue gonosiHeHMsaAMU > MaHenu ynpaBneHus u
pacwmpeHus. 30ecb MOXHO BKITHOUNTb, OTKMIOYUTL UMK yAanuTb naHenb Avira
SearchFree Toolbar.

Google Chrome

P MeHto Options > Extensions (IMapameTpbl > PaclumpeHust) No3BonsieT C NErkoCTbio
ynpaBnsiTb NAHENbH: BKMOYATh, OTKMYATL U yaansaTh eé.
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4. O630p Avira Ultimate Protection Suite

rnaebl COAEPXKUTCS 0630p PYHKLNIN N OCOBEHHOCTM MCMNOMNBb30BaHWUS NporpamMmmel Avira.
e Cwm. masy NHTepdenc n pabota c nporpammon
e CM. rnaBy Avira SearchFree Toolbar

o CM. maBy 370 genaetcs Tak

4.1 WNutepdeiic n paboTta c nporpammon

Bbl MOXeTe ynpaBnsaTb nporpaMmmon Avira ¢ MOMOLLbIO TPeEX 3N1eMEHTOB MHTepdenca
nporpaMmbi:

e LleHTp ynpaeneHus: KoHTpornb v ynpasneHue nporpammon Avira
e Hactponka: Hactporika nporpammel Avira

e 3Ha4ok B Tpee CUCTEMHBbIV TPeN NaHenu 3agad: OTKpbITUE LeHTpa yrnpaBrieHns un
ApYyrnx yHKLMI

4.1.1 Control Center

LleHTp ynpaBneHnsa crny>xuT Ans KOHTPOrsi 3a COCTOsTHMEM 3almTbl Bawen cuctemsl n gns
ynpaBneHus n paboTbl C KOMMIOHEHTAMM 3aLWUTbl U PYHKUNAMM Balen nporpammbl Avira.
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E Avira Ultimate Protection Suite EI =] @

@ain Bug Cepewc OBHoeneHne (Cnpaska

R.A‘”RA Avira Ultimate Protection Suite

V Baw KOMNbIOTEp 3alUMLLEH
Bre cny#fel paboTaoT NpaBMnEHD

BezonacHoCcTE KOMNLIOTEepa HHTEPHET—E'PBOI'IBCHDCI'I:

Web Protection
Real-Time Protection

i A
Mail Pro =

Q@ =

Mocn, Nnposepka: He BeinonHeHo

Mail Protection

=z *5

{1 3anycx obHoBNEHMS {3

Mocn. obHoBneHME: 10/9/2013

D [poBEpUTE CHCTEMY £ Web Protection “ 0

: : o Safe Browsing
MnaHUPOBLLME Balwa npofHan MHLEHSHA 11/8/2013

OTueThl
= 2 Kyrwe MrpoBoit pesim F
Cobbrrma i

=]
&

OkHO LUEeHTpa ynpaBJieHNA OeJInTCA Ha Tpu 4YaCTu: MeHHo, obnacTb HaBuUrauum n OkHO
COCTOsIHMe:

o MeHo: B MeHI0 LieHTpa ynpaBrneHusi Bbl MOXETE OTKPbITb 06LLMe DyHKLUMM NporpaMMbl
M NONy4YMTb MHOPMALIMIO O MporpamMme.

« HaBuraumoHHoe none: B HaBMrauMoHHOM Mone MOXHO BbICTPO NepeknYaTbCH
MeXxay oTaeNbHbIMW BKNaakaMu LeHTpa ynpaeneHns. OTaenbHble BKNaakyM cogepxaTt
MHpopmaLmio U OOCTYN K PYHKLUUAM NPOrpamMMHbIX KOMMOHEHTOB, OHM PaCMOoSIoXeHb! B
CTpoke MeHto no obnactam 3agad. MNpumep: Obnactb 3agad 6E3ONACHOCTb
KOMIBKOTEPA - Bknagka Real-Time Protection.

o CocrosiHue: Ha HayanbHoM akpaHe CocTosiHue MOXHO yBUAETb, AOCTATOYHO NN
3almLLeH KOMNbIOTEP, KakMe MOAYIM akTUBHbI, KOraa co3faBanach nocrnegHsas
pe3epBHas Konusa 1 NnpoBoaunack NnpoBepka cuctemsl. B okHe CocTosiHMe HaxoasaTcs
KHOMKM A119 BbINONHEHUS OYHKUNA Uu AENCTBUIA, HanpuMep BKITIoYeHEe Nnu
oTknoyeHne Real-Time Protection.

3anyck v 3aBeplueHue paboTbl LieHTpa ynpaeneHus

Y Bac eCTb HECKOSIbKO BO3MOXHOCTEN 3anycka ueHTpa ynpasJieHUaA:

e [IBOWMHbIM LLENYKOM MO SPSbIKy Ha paboyem cTone
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o C nomouwbto ctpoku B MeHto Myck > Program Files.
e Yepes Tray Icon Bawen nporpammsbl Avira.

3aBepLwmnTb paboTy LeHTpa ynpaBreHnss MOXHO C MOMOLLIbIO KOMaHAbl MEHIO 3aBepPLLUTb
B MeHo daun, coyeTaHneM knasuwl Alt+F4 nnu Wwenykom Mblln N0 KPECTUKY B NPaBOM
BEPXHEM Yrry OKHa LieHTpa yrnpaBfeHus.

Pa6oTa c LeHTpOM ynpaBneHus

HaBuraums B LeHTpe ynpaBneHus:
» HaxmuTe Ha obnacTb 3agay nod BKMNaaKow Ha HaBUraLMOHHOW NaHenu.

=+ O6nacTb 3agay oTo6pa3nTCcs ¢ AONONHUTENBHBIMU BO3MOXHOCTSIMU HAaCTPOWKM
N PYHKUMSIMU B OKHE.

P [Npn HEOOXOAMMOCTM HaXXMUTE Ha ApYryo o6nacTb 3a4ad Ans otobpaxeHus 3Toro
pasgena B OKHe.

Yka3saHue

YnpasneHvne knasnaTypon B MEHKO MOXHO BKITHOYUTb C MOMOLLLIO KIlaBULLIN
[Alt]. KnaBuwewn Enter MOXHO Bbl6paTb BblAENEHHbIN MYHKT MEHHO.

[nsa oTKpbITUSA, 3aKPbITUA N HaBUraummn B NMyHKTax MEHI0 LeHTpa ynpasrneHus
MOXHO UCMONb30oBaTh coveTaHus knasuw: [Alt] + nogyepkHyTasa 6ykBa B MEHIO
UM KOMaH4e MeHI. YaepXXuBante Haxaton knasuwly [Alt], ecnu Bbl N3 MeH0
XOTUTE BbI3BATb MYHKT MEHIO UMW NOLMEHIO.

Tak Bbl MOXeTe obpaboTaTb AaHHbIE UM OOBLEKTLI, OTODpaXKaemble B OCHOBHOM OKHE:
} Bbloenute gaHHble U 06bEeKTbI, KOTOPble XOTUTE obpaboTaThb.

YToObI BbIAENNTH HECKOSLKO 3NIEMEHTOB, yaepxusanTte knasuwy Ctrl unm Shift
(BbIBOP HECKOMNBKUX PacnoSIOXKEHHbIX APYr No4 APYroM 351IEMEHTOB) NokKa
BblbupaeTe aneMeHThI.

P HaxmuTe KHOMKy B BEPXHEW YAaCTM OCHOBHOIO OKHa, YTOObI 06paboTaTb OOBLEKT.
O630p ueHTpa ynpaBneHus

o CocTosiHue: Ha Ha4yanbHOM 3kpaHe CocTosiHMe NpeaCcTaBneHbl BCe BKNAAKK, C
MOMOLLIbIO KOTOPbIX Bbl MOXETE KOHTPONMPOBaTh PyHKLMM NporpamMmel (CM.
CoctosiHue).

= OkHo CocTosiHMe rnokasblBaeT, Kakme MOoOyInn akKTUBHbI, NpeaocTaBnAeT
I/lHC*)OpMaLl,I/IPO O nocrieaHnx npoBeaeHHbIX OOHOBIEHUSX.

e BE3OMACHOCTb KOMIMBbKOTEPA: 3aecb coagepaTtcs KOMMOHEHTbI, C MOMOLLbHO
KOTOPbIX Bbl MOXETe NPOBEepUTb (halnbl Ha BalleM KOMMNbITEPe Ha HannymMe BUPYCOB U
BPEOOHOCHbIX NPOrpamMm.

= Bo Bknagke System Scanner MOXHO BbINOMHWUTL NPSIMON MOWCK, T.€. HacTpamBaTb
MOWCK Mo COBCTBEHHOMY >KenaHMIo 1 3anyckaTb ero (cM. System Scanner).
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MpenycTtaHoBNeHHbIE NPOUN NO3BOMSIOT NPOM3BOANTL MPOBEPKY C
ONTMMarnbHbIMWU CTaHAAPTHBIMW HAacTpokamu. Bo3amMoXXHO Takke NoacTpouTb
napameTpbl NPOBEPKM MO BaluM MHANBMAYANbHbIE 3a4a4un C NOMOLLbIO
BbibopoyHOM NpoBepKKN (HACTPOKiKa COXPaHSETCH) U C MOMOLLbIO CO34aHNsA
Nonb30BaTENbCKOro Npoduns.

Bknaaka Real-Time Protection otoGpakaeT nHgopmauuio o NnpoBepeHHbIX dannax,
a Takke gpyrue ctatucTMyeckue JaHHble, KOTopble B Ntoboe BpeMst MoryT 6biTb
06HyneHbl 1 NO3BONSAET OTKPbITh pann otyeTa. MNogpobHas nHdopmaums o
nocrnegHeM obHapy>XeHHOM BMPYCE UNKN HeXenaTenbHOW NporpamMmmMe Bbi3biBaeTCs
"OQHUM LWen4ykom".

e UWHTEPHET-BEE30OINACHOCTD: 3pecbh Bbl HanaeTe KOMMNOHEHTbI, KOTOPbIE MO3BOSNAT
3aWMTUTb Bally CUCTEMY OT BMPYCOB, BPEAOHOCHbIX MPOrpamMm 1 CeTEBLIX aTak.

B pasgene FireWall MOXXHO n3MeHATb OCHOBHbIE HAacTponkn GpaHamayapa FireWall.
OT1obpaxaeTcsa Takke CKOPOCTb Nepefayn JaHHbIX N BCe aKTUBHbIE NPUITOXEHNS,
ncnonb3youmne ceteBble coeanHeHuns (cm. FireWall).

Bknagka Web Protection otob6paxaeT nHdopmauuio o nposepeHHbix URL,
obHapyXeHHbIX BUpycax, a Takke apyrme CTaTUCTUYECKME AaHHbIE, KOTOPbIE B
no6born MOMEHT MOXHO OBHYNNTL, NpeaocTaBnsaeT BO3MOXHOCTb Bbl3oBa dhanna
otyeTa. NogpobHasa nHpopmaumsa o nocnegHeM obHapyXeHHOM BMpYyCe Unn
HexernartesibHOM NporpamMmmMe Bbi3bliBaeTcAa "O4HUM LLenykom".

Bknagka Mail Protection nokasbiBaeT npoBepeHHbIe NMCbMa, WX CBONCTBA U
AaHHble cTaTUCTUKK. Nncbema MoXHO yaanate n3 bydepa moaynsa Mail Protection.
(cm. Mail Protection).

o SALUNTA OETEU: 3necb npeacTaBneHbl MHCTPYMEHTbI, C NMOMOLLbIO KOTOPbIX Bbl
MoxeTe obecneunTb 6e30nacHOCTb CBOUX AETEN B CETH.

Safe Browsing: Nonb3oBaTensam MOXHO NpuUcBouTb ponu. Kaxaas porb
HacTpauBaeTca M BKItoyaeT B cebsa Habop npasun co cnegyowmmMmm Kputepusamm:
3anpeLueHHble nnu paspewweHHble URL (agpeca B IHTepHeTe), 3anpeLLeHHble
KaTeropuu cogepxmmoro, Bpemsa paboTsl B IHTepHeTe 1 npu HeoBxo4MMoCTH Bpems
paboTbl B IHTepHETE No BygHMM OHAM

MOBUTIbHAS SALLUNTA: C nomowbto kateropum Avira Free Android Security Bbl
MOXeTe paboTaTb B CETM Ha CBOUX yCTponcTBax Ha 6a3ze Android.

Avira Free Android Security no3BonsieT ynpasnaTb BCEMU YCTPONCTBAMM,
paboTatowmmm Ha onepaumoHHon cucteme Android.

YIPABJIEHUWE: 3pecb npeacraBneHbl UHCTPYMEHTbI, KOTOPbIE MO3BOSIAT BaMm
N305MpoBaTh NOAO3PUTENbHbBIE NN 3apaXXeHHble BUpycamu doannbl, ynpasniaTb UMU, a

TakKXKe nnaHnpoBaThb peryndpHbie 3agayn.

Bknagka KapaHTuUH cogepxut anemeHTbl MeHegkepa kapaHTUHa. [MaBHOe MecTo
Ana annoB Ha KapaHTUHE UM NoJ03puUTenbHbIX PannoB, KoTopble Bbl xoTuTe
NOMECTUTb Ha KapaHTUH (cM. KapaHTuH). Kpome aToro BeibpaHHbI hainn MoXXHO
OTNPaBUTb NO 3NIEKTPOHHOWN NOYTE B LEHTP UCCreaoBaHNSA BUPYCOB KOMNaHuu Avira.

Bo Bknagke MnaHMpoBLUYMK MOXHO CO34aBaTh BbINONHSEMbIE B ONpeaeneHHoe
Bpemsi 3agayun no npoBepke M 06HOBMEHUIO UK Pe3ePBHOMY KOMMPOBaHUIO, a TaKkKe
COornacoBbIBaTb UMK YAansTb CyllecTByowme 3agaydm (cM. MNnaHMpoBLLKK).
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= Bknagka Reports no3sonsiet Bam nony4mTb MHOPMaLMO O pesynbTaTax
BbIMOSHEHHbIX AencTBUmr (cM. OTYEThI).

= Bknagka Events nonydaeT BaM nonyy4ntb MHPOPMaLMIO O COBLITUSAX, CO3aaHHbIX
mMoaynsamMu nporpammbl (cM. CobbiTns).

4.1.2 HacTtpownka

B HacTponkax MOXHO yCcTaHaBnMBaTb NnapamMmeTpbl Ans nporpammbl Avira. Nocne
YCTaHOBKW nporpamma Avira UMeeT cTaHAapTHbIE HAaCTPOWMKK, NO3BOMSOLLNE ONTUMANbHO
3aWMTUTb Ball KOMMbOTEP. TeM He MeHee, Balla cucteMa u KoMnbioTep MoryT
npeabsaBnaTb ocobble TpeboBaHMs K nporpamme Avira, n3-3a yero Bam notpebyetcsa
WHOMBMAYaNbHas HaCTPoOWKa KOMMNOHEHTOB 3aLUTbl NPOrpaMmbl.

FE Avira Ultimate Protection Suite E\ = @

(X, AVIRA Avira Ultimate Protection Suite

bezonacHoCTb KOMNbHOTEPA * 0ObHoBNEHUE

; : ABTOMATWUECKDE DBHOBNEHIME
L  BesonacHocTs KomMnbioTEpa

=) System Scanner gce 00 gHert 02 vacos 00 MuHYT = {mH, 15 MAHYT)

= Momck
Mpi oBHapYHEHMA
ApXUE MoBTOPHO 3EMYCTHTE 330&HUE MO MCTEYEHMM BPEMEHN
WeknioseHua
JBPHCTHRA
OTyer
Real-Time Protection
5
=] Beb-cepeep
HacTpoliky npako

[oMonHUTENBHO SEMNYCKATE 33A84Y MPH NOAKMKKYEHMA K MHTEPHETY

@ WHTepHeT -BesonacHocTb
h 3aWKMTE AETER

ﬁ Ofwee

OnucaHue

3HAYEHWA MO YMOMYEHWKD OtMena “r NpHHATE

[lmanoroBoe OKHO HACTPOEK MMEET CriefytoLLyo CTPYKTYpY: kHonkn OK nnu MpuHATL
NO3BOSSIOT COXPAHUTb U3MEHEHMSI B HAaCTpOKax, kHomnka OTMeHa OTMEHSIET HaCTPOMKM,
Ha)xaB KHOMKy 3Ha4eHUsi MO YMOJYaHUIO, Bbl BEPHETE CTAHAAPTHbLIE HACTPOWKK. B
CTPOKE MEHIO CrieBa Bbl MOXETEe BblbpaTh pa3nuyHble pa3aenbl HACTPOEK.

OTKpbITUE MEHIO HAaCTPOEeK

Bbl MoxeTe 3anycTutb 6510k HaCTPOEK HECKOMbKMMUK cnocobamu:

e Yepes naHenb ynpasneHna Windows.
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o Yepes yeHtpa 6e3onacHocTn Windows - HaunHasa ¢ Windows XP SP 2.
e UYepes 3Ha4yoKk B Tpee Ballen nporpammel Avira.
e B ueHTpe ynpasneHusa B NyHKTe MeH [JornonHUTensHo > HacTponku.

e B ueHTpe ynpasneHns ¢ NOMoLLbo KHOMKN HacTpouku.

Yka3aHue

Ecnu Bbl OTKpbIBaeTe HAaCTPOMKN C MOMOLLIbIO KHOMKKM HacTpouku B LeHTpe
ynpaBneHusi, Bbl nonageTe B pa3gen HaCTPOMKM BKNaaKun, KoTopasi akTUBHa B
LEeHTpe ynpaBneHus.

Pa6oTa c HacTpoiikammu

HaBurauna B okHe HacTpoek noxoxa Ha paboty ¢ Windows Explorer:

» LlenkHuTe No CTpoke B AepeBe KaTanoros Ans oTobpaxeHus aToro pasaena
HacTpOeK B MAroroBoM OKHe.

4 U_leﬂKHI/ITe no 3HakKy nriocC nepen CTpOKOI7I Ans Toro, 4Ytobsbl OTKpPbIJ1CA pa3aern
HaCTpoeK 1 noapasgersibl OTO6pa3MJ'II/ICb B BUAe AepeBa KaTtaroros.

P [1ns Toro, 4Tobbl CKPbITL NOAPAa3aernbl, WenkHUTE No 3Haky MUHYC nepes
COOTBETCTBYHLLEN BKIIaAKOWN HACTPOEK.

Yka3saHue

[ns akTMBaumm nnu geaktmBaumm onuumnm B HACTPOMKaxX U HaxkaTmsa KHOMOK
MOXHO ucnonb3oBaTb KOMOUHauMM knaesuw: [Alt] + nogyepkHyTasa 6ykea B
Ha3BaHUW onumn nnm obo3HavYeHne KHONMKMU.

Ecnu Bbl X0TUTE NoaATBEPANTL CAENAHHbIE HACTPOWKK:
P Haxmute kHonky OK.
=+ OKHO HacTpoek ByaeT 3aKpbiTO, HACTPONKKN ByayT COXPaHEHDI.
-nn -
Haxxmute kHonky MpuHATL.

=+ HacTponkn coxpaHsatoTcs. OKHO HACTPOMKM OCTaeTCH OTKPbIThIM.

Ecnu Bbl XOTUTE 3aKpbITb OKHO HACTPONKN 6e3 COXpaHEHUSI U3MEHEHWIA:
P HaxmuTe kHomky OTMmeHa.

=+ OKHO HacTpounkn BygeT 3aKpbITO, UIBMEHEHMS HAaCTPOEK He ByayT COXpaHEHbI.

Ecnu Bbl XoTUTE YyCTaHOBUTb BCe HaCTpOVIKM no yMOJ14aHUIO!:

P HaxmuTe KHOMKY 3HaveHus no YMON4YaHUIo.
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=+ Bce HacTporku NpuUMyT 3Ha4YeHUs no ymonyaHuoo. IsmeHeHnsa B cnmcke n
CO3[aHHble Nosib3oBaTeNieM CTPOKM B 3TOM Clly4ae He COXPaHAITCS.

O630p onuMii MEHI0 HACTPOMKM

[MpeoycMoTpeHbl crieayoLlmne onumm MeH0 HaCTPOUKMU:
e System Scanner: HacTponka npssMoro nomcka

=  Onuumn noucka

= [lenictBrne npu obHapyxeHum

= Onumn NpoBEPKM apX1BOB

= cknoyeHusa n3 npsiMoro novcka
= OBpUCTMKA NPSIMOro NOMCKa

= Hactpovika yHKUMN 0T4ETOB

o Real-Time Protection: Hactporka mogyna Real-Time Protection

«  Onuuun noucka

= [lenictBrne npun oBHapyXeHum

= JlononHuTenbHble AENCTBUSA

= /AckntoYeHnst NOCTOSAHHOW 3aLMThI
=  OBpPUCTUKA MOCTOSIHHOW 3aLUNTDI

= HacTponka pyHKUMN OTYETOB

o OOGHoBneHune: KoHdurypaums HacTpoek 0GHOBMNEHNS
= 3arpyska c Beb-cepBepa
« Web Protection: Hactponka mogyna Web Protection

=  Onuwmn noucka, akTusauus u geaktmsauma mogyns Web Protection
= [lencrtBue npu obHapyxeHun

= 3anpelueHHbI goctyn: HexxenatensHble Tunbl hannos n MIME, Be6-cunbTpbl Ans
n3BecTHbIX HexenaTtenbHbix URL (BpeaoHOCHbIe nporpamMmmbl, OULLMHE U T. 4.)

= WcknoyveHus ns novcka cnyxéom Web Protection: URL, Tvnel doannos, MIME-Tuns!
= OBpucTuka cnyxbbl Web Protection
= HacTponka pyHKUMN OTHETOB
o Mail Protection: Hactporika mogynsa Mail Protection
= Onuwmn noncka: AktmBaumst koHTpons npotokonos POP3, yanos IMAP, ncxogsawmx
nucem (SMTP)
= [encTtsue npu obHapyxeHun
= [lononHuTenbHblE OENCTBUS
= OBpucTMKa npoBepkn moaynem Mail Protection

= OyHKkumsa AntiBot: PaspelweHHbin cepsep SMTP, paspelueHHbI oTnpaBuTenb
3NEKTPOHHOM NOYTHI

= WcknioyeHnsa na nposepkn mogynem Mail Protection
= Hactporika 6ydepa namsatu, ouncTka bycepa
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= HacTpovka CTpoku npumMmeyaHusi B OTNpaBrieHHbIX MMCbMax
= Hactpovika doyHKUMN 0THETOB

e 3awmTa geTem:
= Safe Browsing: ®yHKUUA 3anTbl 4eTell C OCHOBAHHBIM Ha ponsax PuUibTPoM u
3aBUCALLNM OT PONKN OrpaHMYeHneM BpemMeHu goctyna B IHTepHeT
o OOGuwee:
= PaclwvpeHHble kaTeropum yrpo3 ans npsiMon NpoBepKM Y MOCTOSAHHOW 3aLMThbl
= PacwwupeHHas 3awmTta: aktneaumnsa ProActiv n Cloud Protection
= OUNbTP NPUNOXEHUI: BNOKMPOBaTb UMK paspeLlaTb NPUNOXEHUS
=  3awmTta naponemMm JocTyna K UeHTpY ynpasfeHusi U HacTporkam
= besonacHocTb: 6rokMpoBka yHKUMIA aBTo3anycka, hannos Windows hosts, 3awmrta
npoaykra
=  WMI: Aktnuemnposate WMI-nogaepxky
= HacTponka npoTokona cobbiTui
= Hactporika dyHKUMin OTHETOB
= HacTponka ncnosibdyembix nanok
= HacTtporika akyCcTM4YecKnx curHanoB npu obHapy>xeHun supyca

4.1.3 Tray Icon

Mocre ycTaHOBKW Bbl yBUAUTE 3HAYOK NporpaMMbl Avira Ha naHenu 3agad CUCTEMHOo
Tpes:

MukTorpamma | Onucanue

(.| Avira Real-Time Protection
paboTaeTt

B3 Avira Real-Time Protection
[eaKkTUBMPOBaH

3Ha4oK B Tpee oTobpaxkaeT cocTtosiHue cnyxb Real-Time Protection .

Uepes KOHTEKCTHOE MEHI0 3Ha4Ka B Tpee AOCTYMNHbl OCHOBHbIE (DYHKLMN NpOorpamMmbl
Avira.

» [1ns BbI30Ba KOHTEKCTHOrO MEHI0 HEOBXOAMMO LLIENKHYTb NPaBO KHOMKOW MbILIN MO
3HauKy B Tpee.

HYH KTbl KOHTEKCTHOIro MeHro

o AkTMBMpoBaTb Real-Time Protection: aktuBupyeT unu geaktusupyet mogynb Avira
Real-Time Protection.
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o AxtuBMpoBaTb Mail Protection: aktnBmpyet unm geaktmsupyet mogysb Avira Mail
Protection.

« AxtuBupoBaTtb Web Protection: aktusupyet unu geaktnsmpyet moaynb Avira Web
Protection.

= AkTMBMpoOBaTb GpaHamayap Windows: akTnBnpyeT nnun geaktmueupyet
6pangmayap Windows (aTta yHKUMS 4OCTYNHA ToNbko, HaumHas ¢ Windows 8).

o 3anyctutb Avira Ultimate Protection Suite: OTkpbiBaeT LleHTp ynpaBneHus.
« HacTtpouka Avira Ultimate Protection Suite : oTkpbiBaeT HacTtpouky.

e« Mowu coob6ueHunsa: OTKpbiBaeT CNUCOK C NOCNeAHMMN COOOLLEeHMAMM MO Ballen
nporpamme Avira.

e Mowu HacTponkn kKommyHuKauum: OTKpbiBaeT LleHTp coobweHun o npoaykre
o 3anycTutb obHoBneHue: 3anyckaet O6HoBMEHME.
o CnpaBka: OTKpbIBaeT CrpaBOYHYIO OHJIAUH-CUCTEMY.

e Avira Ultimate Protection Suite: OTKpbiBaeT guanoroBoe OKHO ¢ MHcopmaumen o
Bawweun nporpamme Avira: nHcpopmaumsa o NnpoayKTe, HOMep BEPCUU, NULIEH3UA.

o Avira B UHTepHeTe: OTKpbiBaeT Be6-nopTtan Avira B UHTepHeTe. [Insa aTtoro
HeobxoaumMo nmeTb AocTyn K UHTepHerTy.

4.2 Avira SearchFree Toolbar

Avira SearchFree Toolbar cogepXmnt aBa oCHOBHbIX KOMMoHeHTa: Avira SearchFree un yxe
N3BECTHYIO NaHEeSb MHCTPYMEHTOB.

Hosoe npunoxeHne Avira SearchFree Toolbar yctaHaBnnBaeTcs B Buae AOMNOSTHEHMS.
Mpn nepBom oTKpbITUK Bpay3epa (B Internet Explorer u Firefox) Bam Heobxoanumo byaet
OTBETUTb, pa3peLlaeTe N Bbl UIBMEHEHME CBOEro bpaysepa nporpammon Avira
SearchFree Toolbar. Ytobbl BeinonHUTh ycTaHoBKy Avira SearchFree Toolbar, Bam
HeobxoaMMo gaTb cornacue.

Avira SearchFree - 370 HoBasa nonckoBas MallnHa oT Avira, oHa cogepXuT norotun Avira,
KOTOPbIV NPU akTMBaUUKM nepeHanpaenseT Ha canT Avira, a Takke KaHarbl n3obpaxeHun un
Beb-kaHanbl. OHa obecneunBaeT 6e3onacHbIN NOUCK Ans nonb3oBaTtenen Avira.

Mporpamma Toolbar BcTpamBaeTca B Be6-6pay3ep, OHa COCTOUT 13 MOUCKOBOrO MOss,
norotuna Avira, BeayLiero Ha cant Avira, ABYX MHOMKALUUW COCTOSIHUSA, TPEX BUIKETOB U
MeHto Options.

o [lonckoBas naHenb
Mcnonb3yite NONCKOBYH NaHenb, YTobbl 6bICTPO 1 6ecnnaTtHO OCyLLECTBNATL MOUCK B
MHTepHeTe ¢ NOMOLLIbIO NOMCKOBOMW MaLmnHbl Avira SearchFree.

e HOukaumsa cocTosiHUS
MHaukaTopbl cocTosiHUA coobLwatoT o coctosHum moayns Web Protection n Tekywee
COCTOSIHME OOHOBMEHNA BalLen NporpaMmmbl Avira n mMOMOratoT Bam y3HaTb, Kakue
AencTBus HeobxoaMmMo NpeanpUHATL AN 3aWunThl Ballero KoMnbloTepa.
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e BupxeTtnbl
Avira npegocTtaBnseT Bam NPAMon JOCTYN K BaXXHbIM yHKUNAM B VIHTepHeTe,
Hanpumep, coobuieHnsa B Facebook nnun anektpoHHasa no4vta. Bbl MoXeTe Takke
yCTaHOBUTb 6€e30MacHOCTb CBOEN cUCTEMbI C noMoLubto Buapketa Web Protection
(Tonbko Firefox n Internet Explorer).

e Onuun
C nomoLubto MeHto Options Bbl NonyvaeTe AOCTYN K ONUMAM NaHENN MHCTPYMEHTOB,
MOXeTe yaansaTb NPOorpecc noucka, Bbi3biBaTb CAPABOYHY0 MHAOPMAaLUIO MO NaHenm
WHCTPYMEHTOB M yaoandaTb naHenb MHCTpyYMeHToB Avira SearchFree HenocpeCcTBEHHO
yepes Beb-6pay3ep (Tonbko Firefox n Internet Explorer).

4.2.1 Nlcnonb3oBaHue

Avira SearchFree

C nomoLbio nomckoBor naHenu Avira SearchFree Bbl MOXeTe OCYLLLECTBIISATbL MOUCK B
MHTepHeTe No 0g4HOMY UM HECKOSBbKMM CroBaM.

BBeguTte crnoBo B NOMCKOBOE MOSIE N HAXXMUTE KHOMKY Enter, unn Haxxmute Ha Search.
MonckoBasa mawmrHa Avira SearchFree ocywecTBuT ans Bac novck B IHTepHeTe n
nokaxxeT pesynbTaTbl B OKHe Bpaysepa.

Ecnu Bbl XoTUTE HacTpouTb Avira SearchFree B Internet Explorer, Firefox 1 Chrome B
COOTBETCTBUMN CO CBOMMM NpeanodTeHnsMm, otkponTte Options.

MHaukaumsa cocToaHus
Web Protection

[ns onpepgeneHuns cratyca 6e3onacHocTy Bawero komnbtotepa Bl MoxeTe
NCronb30BaTh 3HAYKN N COOBLLIEHNS:
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CumBon

NHavkaumnsa cocTosaHus

OnucaHue

o
Y

Web Protection

Ecnu Bbl HaBeaeTe ykasaTenb MbllK Hag
CMMBOJSIOM, TO yBUAMUTE criegytouiee coobLieHune:
Avira Web Protection is active. Your browsing is
protected.

3710 03HavaeT, YTo Apyrve OeNCTBUS HE HYXXHbI.

¢

Web Protection

Ecnu Bbl HaBeaeTe ykasaTenb MbllW Hag
CMMBOJIOM, TO yBMAUTE crieaytoLlee coobLeHne:
Avira Web Protection is off. Click to find out how
to turn it on.

—+ Bbl OyaeTe nepeHanpasneHbl Ha
cTaTblo Hawewn 6asbl 3HaHUN.

No Web Protection

Ecnu Bbl HaBeaeTe ykasaTerb MbllUM Hag
CMMBOJIOM, TO YBMAUTE Creayolee coobLLeHe:

e You do not have Avira Web Protection installed. Click to find

out how to protect your browsing.

370 03HayaeT, YTO Bbl yaanunm aHTMBUPYC
Avira unu yctaHoBUIN €ro HeNpPaBUIbHO.

e Web Protection is included for free with Avira Antivirus. Click

to find out how to install it.

OT0 03HavaerT, 4To Bbl He ycTaHoBunn Web
Protection unn yoanunu aty nporpammy.

=+ B oboux cnyvasax Bel 6ygete
nepeHanpasneHbl Ha Beb-canT Avira,
roe Bbl cMoxeTe 3arpy3nTb nporpammy
Avira.

Error

Ecnu Bbl HaBegeTe yKa3aTteslb MbilUn Haa

CMMBOJIOM, TO YyBNAOUTE crepyrilee coobLleHue:

Avira reported an error. Click to contact Support
for help.

P HaxxmuTe Ha cepblit CUMBOI UMK TEKCT,
4YTOObLI NEPENTM Ha CTPaHULY NOAAEPKKN
Avira.
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BupxeTtbl

Avira SearchFree Toolbar umeet 3 Bugxeta ¢ BaxHeNWNMN yHKUNAMKN ons paboTbl B
NHTepHeTe: Facebook, anektpoHHas no4vta n Browser Security.

Facebook

OTa yHKUMS NO3BOMAET BaM noslyvatb coobLeHns HenocpencTeseHHo n3 Facebook n
Bcerga bbITb B Kypce cobbITUN.

ONeKTPOHHasA no4ra

Ecnun Bbl HaxxmeTe Ha cnumBon SﬂeKTpOHHOVI NnoYTbl, NOSIBATCA BbiNagatoLwuim CNncok, B
KOTOPOM Bbl MOXeETE Bbl6paTb Hanbonee 4acTbIX agpecartos.

Browser Security

OTO0T BUOXKeT 6bIn paspaboTaH Avira, YTobbl caenaTb AOCTYMNHBIMU BCE OMNUMUK, CBA3aHHbIE
¢ 6e3onacHocTbo B MIHTEpHeTe. B HacTosiwee Bpemsi OH aoctyneH ans Firefox n Internet
Explorer. Npeanaratotca pasnuyHble onuum, KOTopbie B 3aBUCMMOCTM OT Bpay3epa moryT
UMETb pa3sHble Ha3BaHus:

o Pop-up Blocker

Ecnu BkntodeHa aTa onums, To BCe BCNIblBalOLLMe OKHa BroKnpyroTcs, Koraa Bbl
paboTtaeTte B NHTepHeTE.

« Block Cookies
Ecnu BkntodeHa ata onum4, 1o dannel Cookies B 6paysepe He COXpaHATCS.
« Private Browsing (Firefox) / InPrivate Browsing (Internet Explorer)

Ecnu BkntoyeHa aTa onuus, TO Bbl HE OCTaBUTE crneaoB cBoen paboThl B IHTepHeTe. JTa
onuma He npeactasneHa ansa Internet Explorer 7 n 8.

o Clear Recent History (Firefox) / Delete Browsing History (Internet Explorer)

OTa onuusa No3BonseT yaanutb BCe NpeablayLune AencTBus B VIHTEpHeTe.
Website Safety Advisor

Website Safety Advisor npeanaraeT Bam pasgerneHve Ha cTyneHn 6e3onacHoOCTM.

Bbl cMOXeTe oueHnTb, NpeacTaBnsaeT N canT, Ha KOTOPOM Bbl B A@HHbLIA MOMEHT
HaxoguTechb, BOMbLUIOW NN ManeHbKUA PUCK ANnS Bawen 6e3o0nacHoOCTH.

OTOT BMAXET NpeaocTaBnsieT 4OMONMHUTENbHYH MHAOPMALMIO O canTe, Hanpumep KTo
aBnsieTca obnagarenem JoMeHa, NoYeMy CalT OTHECEH MMEHHO B 3Ty OnpeaeneHHyto
KaTeropuio.

CywecTByeT TpU KaTEropun: HageXxHbi, C HEOONbLIUM PUCKOM, OMACHbLIN.

OTu KaTeropum otobpaxatoTca B npunoxeHun Toolbar n B Balwmx pesynbTatax noucka B
Buae 3Hayka Avira B Tpee C pasnuyHbIM1U CUMBOSIAMN:
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CumBon MHaunkaumsa coctosaHus OnwucaHue
{ : q"}] Safe 3eneHas rano4ka ansa HaaexHbiX BeO-canToB.
{ . ] Low risk XKenTbin BocknuuaTenbHbI 3HAK AN CanToB,

NpeAcTaBnsaoLmMX HeOONbLLOW PUCK.

- High risk KpacHbii 3Havok "cton” ansa se6-canTos,
npeAcTaBNaoLLmMX 60MbLUYI0 ONAacHOCTb AN
BaLlel 6e3onacHoCTU.

YR8 Unknown Cepblit 3HaK Bornpoca ans Beb-cainTos,
OMacHOCTb KOTOPbIX HE MOXET BbITb
onpegeneHa.

[ A ] Verifying OTOT CMMBOJST NOSABIISAETCA BO BPEMS NPOBEPKU
COCTOSIHUS.

Browser Tracking Blocker

C nomoLbio BNoKnpoBLLMKa criexeHusa ansa bpaysepa MOXHO OCTaHOBUTb
npecnenoBaHusi, KOTopble cobupatroT 0 Bac nHpopmaumto, Korga Bbl paboTtaeTe B
MHTepHeTe.

BuoxkeT no3sonsieT BblbpaTth, Kakme npecrnegoBaHms Heobxoanmo 6roKMpoBaTh, a Kakme
paspeLnTb.

MpeanpusaTus 4enaTcs Ha TPU KaTeropum:

e Social Networks
o Ad Networks
e Other companies

4.2.2 Onuwun

NHcTpymeHT Avira SearchFree Toolbar coBmectum c Internet Explorer, Firefox n Google
Chrome, ero MOXXHO HacTpouTb B BeG-Opay3epe Ha Balle YCMOTPEHUE:

e Internet Explorer, onunn HacTponkn
e Firefox, onumn HacTporkm

o Chrome, onumm HacTpoWKu
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Internet Explorer

B 6paysepe Internet Explorer B meHto Options goCTynHbl cnegyowme onumm ans Avira
SearchFree Toolbar:

Toolbar options

Search
Avira search engine

B meHto Avira search engine MoXxHoO BblbpaTb, Kakme NoMCKOBbIE MaLLMHbI ByayT
ncnonb3oBaTbes Ans noucka. [JocTynHbl nonckosble MawwunHbl 3 CLUA, Bpasunuu,
"epmanun, Ncnanuu, Esponbl, ®paHunn, Utanuu, HupepnaHgos, Poccun um
Benukobputanuu.

Open searches in

B meHto onuum Open searches in MoxHo BbIbpaTh, rae 6yaet otobpaxartbes
pe3ynbTaT NOMCKOBOro 3anpoca: B TeKyLlemM OKHe, B HOBOM OKHE W B HOBOM
BKIagke.

Display recent searches

Ecnu BkntodeHa onuusa Display recent searches, Bbl MOXeTe npocMmaTpusaTh
npeagplaywne pesynbTaThbl MOMCKa Nog NofieM BBOA4A NaHENn noucka.

Auto clear recent search history when | close the browser

Aktnsmpynte onumto Auto clear recent search history when | close the browser,
€CINnn Bbl HE XOTUTE COXPaHATb NPOLIEeCC Noucka, Toraa npu 3akpbiTum Beb-6paysepa
OH OygeT yaoaneH.

More options

Select toolbar language

B meHto Select toolbar language Bbl MoXxeTe BbiOpaTh s3bIK, HA KOTOPOM byaeT
oTobpaxaTbcsa Avira SearchFree Toolbar. [JocTynHbl cnegyowmne A3bIKn: aHrMACKUR,
HeEMeLKUN, paHLy3CKUKN, NTaNbSHCKUIW, NOPTYranbCKUM N ronsiaHacknin.

Yka3zaHue

MpenBapuTenbHO YCTaHOBMEHHBIV sA3blk NnaHenu Avira SearchFree Toolbar
coBnagaeT C A3bIKOM Ballen nporpamMmsbl, ecriv oH goctyneH. Ecnn Toolbar
HeLOCTyMNeH Ha BaweM sA3blke, TO MO YMOn4YaHuo 6yaeT ycTaHOBMNEH
AHITIMUCKUN.

Show button text labels

Otkntounte onuuto Show button text labels, ecnu Bbl XO0TUTE CKPbITb TEKCT PSIAOM CO
3Ha4koM Avira SearchFree Toolbar.
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Clear history

Aktusupymnte onuuio Clear history, ecnu Bbl He XOTUTE COXPaHATb pe3yrnbTaTt(bl) yxe
BbINOSIHEHHOTO NoOUcKa, a XoTuTe cpasy ero (Mx) yaanuTb.

Help

Haxmute Ha Help, 4ToObl OTKpLITL CanT ¢ YacTo 3agaBaembiMu Bornpocamu (FAQ) no
npunoxenuto Toolbar.

Uninstall

Bbl MoxeTe yaoanutb Avira SearchFree Toolbar HenpcpeacTeeHHo B Internet Explorer:
YpaneHue yepes Beb-Opaysep.

About
Haxmute Ha About, 4ToObl NOCMOTpPETL, Kakasa Bepcus Avira SearchFree Toolbar y
BaC yCTaHOBIEHa.

Firefox

B 6pay3sepe Firefox B MeHto Options gocTtynHbl criegytowme onumn onsa Avira SearchFree
Toolbar:

Toolbar options

Search
Select Avira search engine

B meHto Avira search engine MoxHO BbibpaTh, Kakme NOMCKOBbLIE MaLLMHbI OyayT
ncnonb3oBaTtbes Ans noucka. [JocTynHbl nonckosble MawunHbl n3 CLUA, Bpasunuu,
"epmanumn, Mcnannn, EBponbl, PpaHuumn, Utanum, Huaepnangos, Poccum m
Benukobputanuu.

Display recent searches

Ecnu BkntodeHa onuusa Display recent searches, Bbl MOXeTe npocMmaTpusaTh
npeabloyLline pesynbTaTthl NOMCKa NoA NofeM BBOAA MaHENN Noucka, Haxas Ha
CTperKy Ha naHenu noucka. Boibepute oguH U3 TEPMUHOB, €CNN XOTUTE YBUAETb
pes3ynbTaT eLle pas.

Auto clear recent search history when | close the browser

Aktnsmnpymnte onumto Auto clear recent search history when | close the browser,
€CInn Bbl HE XOTUTE COXPaHATb NPOLIECC Noucka, Toraa nNpu 3akpbiTum Be6-6paysepa
OH OyaeT ygoaneH.
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Display Avira search results when | type keywords or invalid URLs into the
browser address bar

Ecnu ata onuua BkntoveHa, To Kaxabl pas, koraa Bbl BBOAMTE KIOYEBbIE CIOBa Un
HegencteutenoHble URL-agpeca B agpecHyto cTpoky Beb-6pay3epa, To 3anyckaeTtca
NMOUCKOBbLIN 3anpoc, oTobpaxaeTcs pesynbrar.

More options
Select toolbar language

B meHto Select toolbar language Bbl MOXeTe BbibpaTh s3bIK, HA KOTOpOM ByaeT
oTobpaxaTbcsa Avira SearchFree Toolbar. [JocTynHbl cnegyowmne A3bIKn: aHrMNnCKUn,
HeMeLUKnn, paHLy3CKUIN, UTanbsSHCKUA, NOPTYranbCKUA N roSINaHgCKU.

Yka3aHue

MpenBapuTenbHO YCTaHOBIEHHBIV sA3bik NaHenu Avira SearchFree Toolbar
coBrnagaeT C s3blKOM Ballen nporpamMmmebl, ecnv oH goctyneH. Ecnu Toolbar
HeJOCTyneH Ha BaweM s3blke, TO MO0 YMOon4YaHuo byaeT ycTtaHoBMEH
AHIMUNCKUNA.

Show button text labels

Otkntounte onuuto Show button text labels, ecnun Bbl XOTUTE CKPbITb TEKCT PSSAOM CO
3Ha4koMm Avira SearchFree Toolbar.

Clear history

Aktusupymnte onuuto Clear history, ecnu Bbl He XOTUTE COXPaHATb pe3yrnbTaT(bl) yxe
BbINOSIHEHHOTO NoOUCKa, a XoTuTe cpasy ero (Mx) yaanuTb.

Help

Haxmute Ha Help, 4ToObl OTKpbITL CanT C YacTo 3agaBaembiMu Bonpocamm (FAQ) no
npunoxenuto Toolbar.

Uninstall

Bbl MOXeTe yaanutb Avira SearchFree Toolbar HenpcpeacTtseHHo B Internet Explorer:
YpaneHnue yepes Be6-6paysep.

About

Haxmunte Ha About, 4ToObl NOCMOTpPETL, Kakasa Bepcust Avira SearchFree Toolbar y
BaC yCTaHOBIEHa.
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Chrome

B 6paysepe Google Chrome Bbl HangeTe BCe ONUUM HACTPOEK C KPaCHbIM 30HTUKOM Avira.
Cneaytowme onumm goctynHel ana Avira SearchFree Toolbar:

Help

HaxxmuTe Ha Help, 4ToBbl OTKpLITL CanT € YacTo 3agaBaembimu Bonpocamu (FAQ) no
npunoxenuto Toolbar.

Uninstall instructions

30ecb Bbl HANAETE CCbINKM Ha MHCTPYKUKUKM no yaaneHuto Avira SeachFree Toolbar.

About

Haxmunte Ha About, 4ToObl NoCcMOTpeTb, Kakad Bepcus Avira SearchFree Toolbar y
BacC yCTaHOBIIEHa.

Show/ Hide the Avira SearchFree Toolbar

OTOT NYHKT MEHI0 BKNOYaeT u BblkntodaeT Avira SeachFree Toolbar, Haxogsawmncs B
BEpPXHen 4yacTu OKHa.

4.2.3 YpaneHue naHenu Avira SearchFree Toolbar B cucteme Windows 7

Onsa yoaneHus naHenun Avira SearchFree Toolbar:
P 3akpoinTe cBol Gpaysep.
Otkponite nyHKT MaHenb ynpaBneHus B meHto Windows lMyck.
[Baxabl WenkHnTe Mbiwbto NMporpamMMbl U KOMMNOHEHTHI.

Beibepute B cnncke «Avira SearchFree Toolbar plus Web Protection» n Haxmute
Yoanutb.

MosiBMTCA BONPOC, AENCTBUTENBHO NN Bbl XOTUTE yAanuTb NporpaMmmy.
MogTreepauTe kHonkown Aa.

Tenepb naHenb Avira SearchFree Toolbar Bmecte ¢ naketom Web Protection
yaaneHa. Bce nankn, cdannbl 1 3annucu peectpa 3TMx nporpaMmm 6yayT yaaneHsl
nocre nepesarpysku kKomnbtoTepa.

4.3 710 genaetcs TaK

B pasgenax "OT1o0 genaetcsa Tak" npeacrasneHa KkpaTtkasi Hgopmaumsa ob aktneauum
NULEH3UN 1 NporpamMmmbl, 0 BaXXHeNLLNX PYHKUNAX nporpammel Avira. KpaTkue 3ameTkn
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cnyxar gns Toro, 4tobbl NnpegocTaBmMTb BaM 0630p dpyHKLMIA nporpammbl Avira. OgHako
OHWN He 3aMeHST NOAPOOHbBIX pa3bACHEHUI B OTAENbHbIX FNaBax AaHHOrO PyKOBOACTBA.

4.3.1 AKTMBaUUSA NULLEH3UN
Mopaaok akTMBaU MM NMLEH3NM NpoAayKTa Avira:

AKTUBMPYNTE NUUEH3NIO Ha NpoayKT Avira ¢ nomoubio danna nuueHsum .KEY. ®ann
NULEH3UN MOXHO NOMyYnTb OT Avira No afIeKTPOHHOM noyTte. B channe nuueHsnm
COOEPXUTCA NULIEH3NA ON1s BCEX NPOAYKTOB, 3aKa3aHHbIX BaMy B OQHOM fpouecce
3aKkasa.
Ecnu BbI eLle He ycTaHoBUNM NpoaykT Avira:

P CoxpaHuTe arin nMueH3nn B nanke Ha riokanbHOM AMCKe KOMMbloTepa.

P YcrtaHoBuTe NpoaykT Avira.

P [Npu ycTaHOBKE YKaXuTe NyTb K COXpaHeHHOMY chaiiny nuueH3uun.

Ecnu BbI yxxe ycTaHoBUnY npoaykT Avira:

P [Baxabl WenkHUTe dann nuueH3umn B painoBoM MeHeokepe Unm anekTpoHHOM
nMCbMe akTMBaUUnM 1 cnegymnte NHCTPYKUMAM Ha 3KpaHe yrnpaBrneHus JIMLEH3NAMMU.

- NN -

B ueHTpe ynpasneHus nporpammel Avira Bblbepute anieMeHT meHo CnpaBka >
YnpaBneHue nuueH3namMum

MpumeyaHune

B Windows Vista otobpaxxaeTcsa amManoroBoe OKHO KOHTPOSIS YY4ETHbIX 3anncen.
Bonante B cuctemy kak agMuUHUCTpaTop, €CnNn 3To Heobxoaumo. LLenkHuTe
HOanee.

» Bblgenute cdanin nuueHsnm un wenkHute OTKPbITh.
=+ OTobpaxaeTca coobuieHune.

» LlenkHnte OK ans noateBepXxaeHus.
=+ JlMLUEeH3ns akTMBMpOBaHa.

P TMpu HeobGXxoOUMOCTU NepesarpysnTe cucTemy.

4.3.2 AKTMBMpPOBATb NPOAYKT

[ns aktuBaumm npoaykta Avira y Bac UMeTCS criegyowme onuum:
e AxTMBaUMA C NOMOLLBIO AENCTBYHOLLEN NOMHOLEHHOW NNLEH31N

[ns akTMBauMm NONHOLEHHOW NULEH3MEN BaM HEOOX04MM OENCTBYHOLLMIA
aKTMBALUMOHHBIN KITHO4, KOTOPbIA COAEPXUT AaHHbIE O BaLLEN NINLEH3UN.
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AKTMBALMOHHbBIN KIOY Bbl MOXETE noJly4ynTb Y Hac no GﬂeKTDOHHOVI no4Tte unn
npo4ecTb Ha ynakoBKe NpOoAYyKTa.

e AKTMBaLUMSA C NOMOLLIbIO TECTOBOW NMULIEH3NN

Mporpamma Avira akTMBMpyeTCs CO34aHHOM aBTOMaTUYECKN TECTOBOW NNLEH3NEN,
KOTOpas NO3BOMSIET BaM B TEYEHME ONpeaerieHHoro BpeMeHu onpoboBaTb yHKLMK
Avira B nornHom obbeme.

Yka3saHue

[nsa akTMBaumm NnpogykTa unm 3akasa TeCTOBOM NULIEH3MM BaM NoTpebyeTcs
aKTMBHOE MIHTEpHET-CoeanHEHME.

Ecnu He co3paeTtcsa coegnHeHue ¢ cepsepamu Avira, TO NpoBepbTe HACTPOMKN
OpaHamayapa: Npu akTMBaLmm NPoAyKTa UCMOoNb3yeTcs CoOeANHEHNE Yepes
HTTP-npoTokosn u nopt 80 (Beb-KOMMyHMKaLMS), a Takke 3amppoBaHHbIN
npoTokon SSL n nopt 443. Y6eauTtecb B TOM, 4YTO Bawl bpaHamayap He
BrnokupyeT BxoasLwue n ucxogswime aaHHole. CHavyana nposepbTe, MOXeTe Nnn
Bbl Bbl3BaTb BEO-CTpaHuMLUy Yepes Ball bpayaep.

AkTnBauumsa nporpammbl Avira:

Ecnu Bbl ewe He ycTtaHoBUnu Avira:
P YcrtaHoBuTe nporpammy Avira.

=+ Bo Bpems ycTaHOBKM Bam noTpebyeTcs BbIOpaTh cnocob akTmeBaumm

=  AKTMBauma npoaykTa = AKTUBaUUS C NOMOLLBIO AENCTBYHOLLEN NONHOLEHHOM
NMUEH3nn

= TecTtupoBaHue npoaykta = AKTMBaLMS C NOMOLLbIO TECTOBOW SIULIEH3UN
¥ [1ns akTMBauUMM NONHOLIEHHOW NULIEH3NEN BBEAUTE akTUBALMOHHbIN KoY.
» MNoaTtBepauTe BbIOOp cnocoba akTuBauum HaxaTuem kHonku danee.

} YKaxuTe BalLM AaHHble ONs permctTpaumm 1 noaTBepauTe UX HaxkaTuemM KHOMKK
Oanee.

=+ B cnegyowemM ananoroBoM okHe oTobpaxaroTcs AaHHble Ballen NULEH3NN.
Baw npoaykt Avira akTuBMpoBaH.

P [Npodomknte ycTaHoOBKY.

Ecnu Bbl yxxe yctaHoBunn Avira:
P B ueHTpe ynpaBneHus Bolbepute NyHKT MeHio CnpaBka > MeHemep NUUEH3NN.

=+ OTKpOEeTCs aCCUCTEHT NIMLEH3UN, rAe Bbl MOXeTe BblbpaTb Cnocob akTusauuu.
AKTUBMpPYWTE NPOAYKT, crefys npMBedeHHON BbllLe CXeMe.
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4.3.3 BbINONHUTb aBTOMATU3MpPOBaHHOE 0OHOBNEHNE

C nomoubio nnaHnpoBLUMKa Avira co3gaeTtcs 3agada, ¢ MOMOLLbIO KOTOPON
aBTOMaTU4eCKn obHoBNsETCA Balla nporpamma Avira:

P B ueHTpe ynpaBneHus Bolbepute BKNaaky YnpasneHue > NnaHUpOBLUUK.

P HaxmuTe nukTorpammy + Co3aaTb HOBYKO 3afjavy, MCNONb3ys MacTep.
=+ [losiButcsa gnanorosoe okHo Umsa U onucaHue 3agayun.

» BBeaute nms 1 onucaHue 3agadun.

¥ Haxmute Oanee.
=+ [loaBuTcsa ananorosoe okHO Tun 3agaum.

P Bbibepute 3agaya o6HOBREHUs 13 crincka.

» Haxmute Oanee.
=+ [loaBuTca gmuanoroBoe okHO Bpemsa 3agauwm.

P Bbibepute Bpems npoBeaeHUst 0OHOBNEHUS:

» HemeaneHHoO

= EXepHeBHO

= EXeHepenbHoO
= WHTepBan

= OpgHoOKpaTHO

= JlornH

Yka3saHue
Mbl pekomeHayem perynsipHO NpoBoAnTb 0OB6HOBNEHMS. PekomeHayembin
WHTepBan mexay obHoBneHMaMu: 2 yaca.

P B 3aBucUMOCTU OT BblOOpa 3aaaliTe BpeMs.

» [Mpu HeobxoouMoCTK BbiGEpUTE AOMONHUTENbHBIE OMNUMM (B 3aBUCUMOCTM OT TUNa
3agaun):

= [oBTOpUTbL 3a4ayy, Aaxe eCrfiv BbINONMTHEHUS1 3aKOHYEHO
BbinonHsTCA 3a4ayn, CPoK BbINOMHEHNSI KOTOPLIX YKe MPOoLUes, HO OHWM He MoK
ObITb 3anyLLeHbl B Ha3Ha4YeHHOe BpeMsi, Hanpumep ecrnv KoMnbtoTep Obin
BbIKITIOYEH.

» [lononHuTenbHO 3anyckaTb 3agadvy Npu ycTaHoBneHun UHTepHeT-coeauHeHNs
MoMVUMO BbINOMNHEHMA 3a4a4y C YCTaHOBMNEHHOW YacTOTOM OCYLLECTBNAETCS
AOMNONHUTENbHBIN 3anyck 3aga4y Npy KakaoM yCTaHOBNEHHOM MHTepHeT-
COeNHEHWMN.

» Haxmute Oanee.

~+ [losiBuTcs Ananorosoe okHo BbIGop pexnma oTobpakeHus.
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» BbibepuTe pexum oTobpaXkeHus 3agadu:

= HEeBUAMUMbIN: HET OKHa 3a4auu
*  MMUHMMYM: TOJIbKO Mporpecc BbINOJIHEHUA
= MaKCUMMyM: BCE€ OKHO 3aga4u

» HaxmuTe kHOMKy 3aBepLUTb.

—~+ HoBoe 3agaHne 6ygeT oTMeYeHo rafiovkoi kak akTMBMPOBaHHOE Ha CTapTOBOW
cTpaHuue pasgena YnpaeneHue > [naHUpoOBLIMK.

¥ [eakTmBMpyWTE 3a4aun, KOTOPbIE HE JOJIKHbI BbIMONHATHLCS.

|/|CI'IOJ'Ib3yFI cnegywuimne CMMBOIbI, Bbl MOXETE O6pa6OTaTb 3agaHuA:

: lMpocmoTpeTb cBOMCTBA 3aaHns

-

ol MN3meHeHne 3agayn

YpaneHue 3agaum
>
3anyctuTb 3agadvy

| ]
OcTaHoBUTbL 3agavy

4.3.4 3anyctntb 06HOBNEHWE BPYUHYHO

Y Bac eCTb HECKONbKO BO3MOXXHOCTEMN 3anyCTUTb OBHOBNEHNE BPYYHYHO: [1pKn BbINONTHEHUN
OBGHOBNEHNSA BPYYHYO NPOM3BOANTCS OOHOBNEHNE (hanna BUPYCHbIX CUrHATYp U
NMOWMCKOBOTIO ABUXKA.

Tak 3anyckaeTcs obHoOBMReHWe nporpaMmmbl Avira BpyYHYIO:

P LLlenkHUTe NpaBoW KHOMKOW MbILLM MO 3Ha4YKy Avira B Tpee Ha NaHenu 3agad u
Bblbepute HayaTtb OGHOBREHME.

- NN -

P BuibepuTte B LeHTpe ynpaBneHus Bknagky CtaTtyc, 3atem HaxmuTe B MocnegHee
obHoBneHue ccbifiky Hayatb o6HOBNEHue.

- NN -

B ueHTpe ynpaBneHusi B MeHto O6HOBReHue BbibepuTte komaHay meHio Havatb
OOHOBJIIEHMe.

= [losiBuTCA Agnanorosoe okHo Mogenb oO6HOBNEeHUS.
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Yka3aHue
Mbl pekomeHayeM perynsapHoO NpoBOANTbL aBTOMaTU4eCKue OOHOBIEHUS.
PekomeHayembln MHTEpBan Mexay oOHOBAEHNAMU: 2 Yaca.

Yka3aHue
Bbl MmoxxeTe BbINONHUTL OGHOBMNEHME BPYYHYO Yepes LleHTp 6e3onacHocTum
Windows.

4.3.5 Ncnonb3oBaHme Npodmns CKaHMPOBaHMSA AN CKAHMPOBAHWUS Ha Hanuume
BMPYCOB 1 BpegoHocHoro MO

Mpodunb ckaHNpoBaHMA — 3TO HAGOP AUCKOB U Narnok, KoTopble HE0GX0AMMO
CKaHMpOoBaThb.

CyliecTByeT HeCKosbKo cnocoboB ckaHMPOBaHUS Yepes NPodunb CKaHMPOBAHWS:

Mcnonb3oBaHue npeaycTaHOBNEHHOro Npodunsa ckaHUpPoBaHUS

Ecnu npeaycraHoBneHHble NPOunn COOTBETCTBYIOT BalLMM TpeboBaHUSAM.

ApanTtauusa n ucnonb3oBaHue npodunsa ckaHupoBaHuA (BbIOOpOYHasa npoBepkKa)

I'Ip|/| HeobxoanuMocTn CKaHMpoBaHNA C NOJIb30OBATESIbCKUM npocbmneM.

Co3gaHue n ucnonb3oBaHMe HOBOTo NPodunsa ckKaHUpPoBaHUSA

Ecnu Bbl X0TUTE co3aaTb COBCTBEHHbIN NPOdUb CKAHUPOBAHMUA.

B 3aBMCMMOCTK OT onepaumMoHHOM CUCTEMBI 4NA 3anycka Npodunga CKaHMpoBaHNA
AOCTYMHbI pasfinyHbIe 3HAYKN.

e B Windows XP:

L OTOT 3HAYOK 3anyCKaeT CKaHNMPOBAHWE C MOMOLLbIO NPOUIIS CKAHNPOBAHUA.
e B Windows Vista:

B Microsoft Windows Vista yepes LleHTp ynpaBneHns AoCTyMnHbI TONbKO
OorpaHu4eHHble NpaBa, Hanpumep, 4Nns A0CTyna K nankam u dannam.
OnpepneneHHble 4eNCTBUA 1 JOCTYN K dpannam AoCTynHbl Yeped LieHTp ynpaBneHus
NPy HaNM4YMM pacLUNpPeHHbIX NpaB agMUHUCTpaTopa. ATU pacLUMPEHHHbIE NpaBa
agMUHUCTpaTopa HeobxoaMMO NpeoCTaBAsATb B HA4Yane Kaxaoro CkaHMpoBaHuWs
yepes NPodunb CKAHNPOBAHUA.

. P OTOT 3HaAYOK 3anyckaeT orpaHNYEHHOe CKaHNpPOBaHME C MOMOLLIbIO NPOduns

CKkaHnpoBaHu4. [TpoBepsTCA TONBbKO Te Nankn n danrnbl, 4OCTYN K KOTOPbIM
paspeLleH onepaumMoHHON CUCTEMOWN.
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. 'q‘STOT 3HaYoK 3anyckaeT CKaHMpoBaHWe C pacluMpeHHbIMU NpaBamMu
agMuHucTpaTopa. Nocne noaTeepxaeHnsa 6yayT npoBepeHbl BCe Nanky 1 hansnbl
BbIOpaHHOro NpPounsa cKaHMPOBaHUS.

Mopsaaok ckaHMpOBaHMSA Ha BMPYChl U BpedoHocHoe 1O ¢ nomolubto npoduns
CKaHUPOBaHWS:

P lNepenignTte B LEHTP ynpaBnenus n Boidbepute pasgen 6E3OMNACHOCTh
KOMIIBbKOTEPA > System Scanner.

=+ OTobpaxatoTcs npeaycTaHOBMEHHbIE NPOMUIIM CKAHNPOBaHUS.
P BbiGepute oguH 13 NpeaycTaHOBMNEHHbIX MPOdUNEN CKaHMPOBaHUS.

-Unn-

HacTtponTte npodunb ckaHMpoBaHusi BbiIbopo4Hasa npoBepka.

-Unn-

CospaniTte HOBbIM NPOodunb CKAHNPOBaHUS

P LenkHute 3Ha4ok (Windows XP: P , Windows Vista: ‘q‘).
P lMosBuTcsa okHo Luke Filewalker n 3anyctutcst ckaHMpoBaHWe CUCTEMBI.

~+ [lo OKOHYaHMWN CKaHNPOBaHUS oTobpaxkatoTcs pe3ynbTaThl.

Ecnu Bbl XoTUTE HACTPOUTL NPOPUIb CKAHMPOBAHWS:

» B npodmne ckaHnpoBaHus BbiIGopoUyHasa npoBepKa pa3BepHUTE AEPEBO KaTanoros
HACTOMbKO, YTOObI ObINM BUOHLI BCE ANCKU U Narnku, KOTopble HeobxoanumMo
CKaHMpoBaTb.

= UlenkHute 3Havok +. OToBpasnTcs cneayoLwuii ypoBEHb KaTanoros.
= UlenkHute 3Havok -. Crneaytowmii ypoBeHb KaTaroroB 6yaeT CKpbiIT.

} BblaenuTe y3nbl 1 Nanku Ansi CKaHUPOBaHWS, yCTaHaBNMBasi COOTBETCTBYOLLNE
dnaxku Ha TpebyeMoM ypOoBHe KaTarnoros:

Bo3MoxHbI criegytolme BapuaHThl Boibopa KaTanoros:

= Katanor c nogkatanoramu (4epHbIn doriaxok)

=  TonbKo OTAenbHbIe NoAKaTanorn BHyTpy kaTtanora (cepbii hnaxok, y nogkatanoros
YepHble axkn)

= be3 kaTanoros (6e3 gnaxkos)

Ecnu Bbl X0TUTE co3gaTb HOBbIV MPOPUITb CKAHUPOBAHWS:

+ o
¥ LenkHute 3HayokK Co3paTtb HOBbIN NpoUIb.

=+ Cpean nmerowmxca npodunen nosasnsietca Hoebin npocpunbs.

» [Mpu HeoBGXoaUMOCTU NEpeUMeEHyIiTe NPOdUb CKAHUPOBAHUS, LLIENKHYB 3HA4Y0K
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P OTmeTbTe y3nbl U Nanku, KoTopble HEOOXOAMMO NPOBEPUTL, NOCTaBMB (hraXokK B
COOTBETCTBYIOLLIEM MOSe.

Bo3MOXHbI cnegywuime BapmaHThbl Bbl60pa KaTasnoros:

= Karanor c nogkatanoramu (4epHbi oraxok)

= TonbKko OTAenbHble NoAKaTanorn BHyTpy kaTtanora (cepblii hnaxok, y nogkatanoros
YepHble axkn)

= be3 kaTanoros (6e3 gnaxkos)

4.3.6 Tlpsimon nowmck: lNMonck Bupycos 1 BpegoHOCHOro MO ¢ NoMOoLL b
Drag&Drop

Mownck Bupycos n BpegoHocHoro MO ¢ nomouwbto Drag&Drop:
v" OTkpoiite LieHTp ynpaBneHus nporpammsbl Avira.
P Bbigenute chann unum Kkatanor, KoTopbli He06Xo0ANMO NPOBEPUTD.

P [epeTaHUTe NEBOW KHOMKOW MbILKW BblAENEHHbIN hain unu BblaeneHHbI kaTanor
Ha LleHTpe ynpaBneHus.

=+ [losiButca okHo Luke Filewalker n 3anyctutcst npsiMmon nowuck.

~ [lo okOH4YaHMK NpoBepKM ByayT NokasaHbl pesynbTaThl.

4.3.7 Tpsimon nomck: NMonck BUpycoB 1 BPeJOHOCHbIX MPOrpamm C MOMOLLLbIO
KOHTEKCTHOIO MEHHO

MckaTb C NOMOLLbIO KOHTEKCTHOrO MEHHO BMPYCbl 1 Bp€4OHOCHOE Mno:

P LLlenkHUTE NnpaBoW KHOMKOW MbIlK (Hanpumep, B npoBoaHunke Windows, Ha paboyem
cTone unu B oTkpbiToM Katanore Windows) no danny unum katanory, KoTopbii Bbl
XOTUTE NPOBEPUTD.

=+ [loaBUTCA KOHTEKCTHOE MeHto npoBoaHmnka Windows.

P B KOHTEKCTHOM MeHo BbibepuTe MpoBepuTh BbiOpaHHble (hainbl ¢ NOMOLLbIO
Avira.

=+ [losiButca okHo Luke Filewalker n 3anyctutcst npsiMmon nowuck.

~+ [lo okoH4YaHMKN NpoBepKkM ByayT NokasaHbl pesynbTaTbl.

4.3.8 Tlpsamon nonck: ABTOMaTUUECKNIN NOUCK BUPYCOB 1 BpegoHocHoro 10

YkasaHue

[Mocne ycTaHOBKM B NfIaHMPOBLLMKE YyCTaHaBnmBaeTcsa 3agada Complete
system scan: yepes pekoMmeHOyeMble MPOMEXYTKN BPEMEHUN aBTOMaTUYECKU
NPOBOANTCA MOSNHaAA NPOBEPKa CUCTEMDI.
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Bbl cosnaeTe 3agayy, C NOMOLLBIO KOTOPOW Bbl 3ajaeTe aBTOMaTUYECKMUIA MOUCK BUPYCOB U
BpeaoHocHoro [10:

»

-

B ueHTpe ynpasneHus HaxkmuTe BO BKragke Administration > Scheduler.

Haxmute nukrorpammy * nsert new job.

=+ [losaButcsa ananorosoe okHo Name and description of the job.
Beeaute nmsa n onncaHne 3agayw.

HaxmuTte Next.

=+ [losaBuTCcs ananoroBoe okHO Type of job.

Bbibepute cTpoky Scan job.

HaxmuTte Next.

=+ [losiButcs gnanorosoe okHO Selection of the profile.
BbibepuTte npocunb 4ns nposepku.

HaxmuTte Next.

=+ [losiBuTcs ananorosoe okHO Time of the job.
Bbibepute BpeMsi NnpoBeaeHNSA MPOBEPKU:

Immediately

Daily

Weekly

Interval

Single

Login

B 3aBucumocTn oT BbibOpa 3agante Bpems.

Mpn HeobxoanMMOCTH BbIBEPUTE CrieayHoLLY0 OMOMHUTENbHYO ONLUUI0 (OOCTYNHa B
3aBMCUMOCTM OT 3agaun): Repeat job if time has expired

~ BbINOMHATCA 3a4a4M, CPOK BbINOMHEHUSI KOTOPLIX YKEe MPOLLEN, HO OHU He
Mornm 6bITb 3anyLLeHbl B Ha3Ha4YeHHOe BpeMsi, HanpumMep ecrnv KoMnbloTep Obin
BbIKITIOYEH.

HaxmuTte Next.
=+ [losiButca gnanoroBoe okHO Selection of the display mode.
BbibepuTte pexum otobpaxkeHust 3agayu:

invisible: HeT okHa 3agaun

minimized: TONbKO NPOrpecc BbINOSTHEHUS

maximized: Bce OKHO 3aa4u

BbibepuTte onumto Shut down computer if job is done, ecnu Bbl XoTUTE

aBTOMAaTUYECKN OTKMHOUYUTL KOMMbIOTEP, KaK TOMbKO 3a4a4a GyaeT BbiMoNHeHa 1
3aBeplueHa.
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Onuua goctynHa B MMHMN3MPOBAHHOM U MaKCUMW3MPOBAHHOM peXnme
oTobpaxeHus.

P HaxmuTe kHonky Finish.

=+ HoBoe ycTaHOBNeHHOe 3agaHne ByaeT OTMEeYEHO ranoykon Kak akTMBMpPOBaHHOE
Ha CTapToOBOW CTpaHuue pasgena Administration > Scheduler.

¥ [eakTMBMpyWTE 3a4a4n, KOTOPbIE HE JOJIKHbI BbIMONHATHLCS.

Ncnonb3ys cneaytolume CMMBOIbI, Bbl MOXeTe 00paboTaTh 3aaaHus:

¢ [MpocmMoTpeTb CBOMCTBA KaXX40ro 3agaHus

-

MN3meHeHne 3agaun
X

YpaaneHue 3agaum
>

3anyctuTb 3agadvy

| ]
OcTaHoBUTbL 3agavy

4.3.9 LleneHanpaBneHHOe CKaHWPOBAHWE PYTKMUTOB M aKTUBHOIO BPeAOHOCHOIO
Nno

[N ckaHMpoBaHUS aKTUBHbBIX PYTKUTOB UCMONb3YyMNTE NpeayCTaHOBNEHHbI NPOdUSb
ckaHnpoBaHua Mounck "pyTKMTOB" U akTUBHOro BpegoHocHoro MMO.
[Mopsagok cMcTeMaTMYeCcKoro CKaHMPOBAaHUS Ha HanNM4YMe akTUBHbIX PYTKUTOB:

P B ueHTpe ynpaBneHus Bbibepute pasgen besonacHocms KoMrbromepa > System
Scanner.

=+ [losiBATCS npenyCcraHoBJ1€HHbIE I'IpOd)VIJ'IM CKaHMpOBaHWA.

P Buibepute npeaycTaHoOBEHHbIM Npodunb ckaHupoBaHus Mouck "pyTKMToB" 1
aKTUBHOro BpegoHocHoro NO.

P [Mpu HeobxoouMOCTM BblAeNUTe Apyrve y3nbl 1 Nanku Ans CKaHMPOBaHUS,
YyCTaHOBMB (PNaXKOK Ha YPOBHE Manku.

) i 2 wi ista: | S0
LWenkHnte 3Havok (Windows XP: , Windows Vista: ).
=+ [losiButcs okHO Luke Filewalker n 3anyctutca ckaHnpoBaHne CUCTEMBI.

~+ [lo OKOHYaHMWN CKaHUPOBaHUS oTobpakatoTcs pesynbTaTbl.
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4.3.10 PearnposaTb Ha HaW[EHHbIE BUPYCbl N BpegoHocHoe 10

[nsa oTaenbHbIX KOMMOHEHTOB 3aLUMTLI NporpamMmbl Avira B HACTpOMKax MOXHO HaCTPOUTb
HencTBua npmn obHapyXeHuu, 3T0 3Ha4YUT, Kak ByaeT pearnpoBaTb Avira npu
oBHapyXeHu1 BUpYyca nunu BpeJoHOCHOW NporpaMmmbl.

[nsa komnoHeHTa ProActiv Real-Time Protection He cywecTByeT HacTpanBaembIX Onuni
aenctens: obHapyxeHne Bcerga otobpaxaetca B okHe Real-Time Protection:
noaosputenibHoe NoBeAeHUe NMPUIIoXKeHUs.

Onuwun gencteuna gns System Scanner:

e WHTepakTUBHbLIN

B nHTepaktmBHOM pexume obHapyxeHHble System Scanner 06bekTbl NOKa3bIBAKOTCS
B ANANOroBOM OKHe. OTa HacTpoWKa BKMAOYEHA MO YMOMYaHMIO.

Mpwn npoBepke System Scanner No 3aBepLUeHM NPOBEPKM BblaaeTCs
npeaynpexneHme co CnMckoM obHapyXeHHbIX dpannoB. C NOMOLLBIO KOHTEKCTHOIO
MEHI0 Bbl MOXeTe BblOpaTb AeNCTBUE A8 NOA03PUTENBHBIX UM NMHOULMPOBAHHbIX
dannos. Bbl MOXeTe NpUMeHNTb BbIOpaHHOE AENCTBME KO BCEM dharnam munm
3aBepwunTb paboTy ckaHepa System Scanner.

« ABTOMaTUuUYECKUM

B aBTOMaTnyeckom pexunme npu obHapyxeHun Bupyca nnv BpegoHOCHOM
nporpaMmbl aBTOMaTUYECKN BbIMOMHAETCS AEUCTBME, KOTOPOE Bbl NpeaBapuTenisHO
BbIGpanu.

Onuwun gencteua gns moayns Real-Time Protection:
e WHTepakTUBHbLIN

B nHTEepakTMBHOM pexume BnokmpyeTca AOCTYN K AaHHbIM 1 NOKa3biBaeTCH
yBefoMneHne Ha paboyem ctone. B yBegomneHun Ha pabovem cTone Bbl MOXeTe
yaanuTb HanaeHHoe BpenoHocHoe N0 nnu nepegatb BpegoHocHoe 1O ¢ nomoLbto
kHonku MoapobHo ckaHepy System Scanner ana gononHUTENbLHON 00paboTkn
Bupyca. System Scanner coobiaeT 06 obHapy>keHMM B OKHE, B KOTOPOM BaMm B
KOHTEKCTHOM MEHIO AOCTYMHbI pasnuyHble onuumn Ans obpaboTkn COOTBETCTBYIOLLErO
danna (cm. O6HapyxeHue > System Scanner).

e ABTOMaTHM4YeCcKuUMn

B aBTOMaTU4YeCKOM pexnme npu obHapyXeHun Bupyca unm BpeaoHOCHOM
nporpaMmbl aBTOMaTUYECKM BbINOMHAETCS AEACTBME, KOTopoe Bbl Bbibpanu B 3Ton
obnactw.

Onuun pencteua ansa Mail Protection, Web Protection:

e WHTepakTUBHbLIN

B MHTepakTMBHOM pexume npu obHapyXeHun Bupyca unm BpegoHOCHOW Nporpammbl
oTobpaxaeTcs AnanoroBoe OkHO, npeasiaratollee Ha BbIOOp HECKObKO AeNCTBUNA
Hag MHULMPOBAHHBLIMM OO6beKkTamMun. OTa HACTPOIKa aKTUBMPOBaHAa Mo YMOYaHMI.

e ABTOMaTUYECKUM
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B aBTOMaTnuyeckom pexmme npu obHapyxeHun Bupyca unv BpegoHOCHOM
nporpaMmbl aBTOMaTUYECKN BbINOMHAETCS AENCTBME, KOTOPOE Bbl NpeaBapuUTENbHO
BblGpanu.

MHTepaKTUBHbLIN peXum

P B MHTEPaKTUBHOM peXxunme Npu 06HapYyXeHU BUPYCOB MM BPEOOHOCHbIX NPOrpamm
B YBEAOMIEHUM Bbl MOXeTe BblopaTh [lencTBMe ¢ MH(PULMPOBAHHbLIMU
ob6beKkTaMm 1 NoATBEPAUTbL CBOW BblGOp HaxxaTueM kHonku MoaTrBepanTb.

Bbl MOXeTe BbIGpaTb OAHO U3 cnefyowmnx AeNCTBUN:

Yka3saHue

Mpeanaraemble AENCTBUSA 3aBUCAT OT ONEPALMOHHON CUCTEMbI, OT 3aLLUMTHbIX
komnoHeHToB (Avira System Scanner, Avira Real-Time Protection, Avira Mail
Protection, Avira Web Protection), koTopble coobLuaoT 06 oOHapy>KeHHbIX
BMpYyCax U BPe4OHOCHbIX NporpaMmmax.

Hencteus mogynsa System Scanner n Real-Time Protection (6e3 o6HapyxeHun ProActiv):
e JleuunTtb

®ann 6ygeT BblneyeH.
STy onumo MOXHO BblbpaTb, ecnn nevyeHne ganna BO3MOXHO.

o [lepeunmeHoBaTb

dann nepemmeHoBbiBaeTcs B *.VIR. [Npsamon goctyn K aTtomy canny (Hanpumep, ¢
NMOMOLLbHO ABOMHOIO LLefYKa) CTaHOBUTCS HEBO3MOXEH. dannbl MoryT 6bITb NO3Xe
Bblfie4eHbl 1 NeEpeENMEHOBaHbI 06paTHO.

o KapaHTuH

dann ynakoBbIBaeTCs B cneyunarnbHbli oopmMar (*.qua) n nepemeLlaeTcs B narnky
kapaHTuUHa INFECTED Ha BaLuem »eCTKOM AucKe, YTOObl NCKITYNTL NPAMOW
poctyn. @annsl U3 3ToM Nanku MoryT 6bITb NO3OHEE BbINIEYEHbl UMK, B Cryvae
Heob6xo4MMOCTH, OTNpaBrieHbl KomnaHum Avira.

e Ypanutb

dann ygansetcda. 3TOT Npouecc 3Ha4uTensHo buicTpee, YeM nepenucaTtb U
yAanuThb.
Mpu obHapyXeHnn yCTaHOBOYHOrO BUpYCa yaanseTcs 3arpy304Hbl CEKTOP.
3anucbiBaeTCa HOBbIN 3arpy304HbI CEKTOP.

o [ponyctutb

Apyrne gencteus He BbiNoNHATCA. MHdULMpoBaHHbIM dhann ByaeT akTMBEH B
BalLlen cucrteme.

e [llepenucatb u ynanutb
dann nepenuckbiBaeTcH, 3aMeHAETCA CTaH4apTHbIM WabnoHom n yaansetca. OH He
MOXET OblTb BOCCTAHOBJIEH.
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MpeaynpexaeHue
OnacHocTb noTepu MHpopMaunn n HaHeceHNsa Bpeaa onepaumnmoHHon cucteme!
Ncnonbayite onuuio NMponycTUTb B UCKMIOYUTESBbHBIX CryyasX.

« Bcerpa urHopupoBatb

Hencteus npn obHapyxeHun supyca moaynem Real-Time Protection: gpyrune
AenCTBUS He BbINonHsATCA. [locTyn K dpavny paspeluaetcs. [pyron AOCTyn K 3TOMy
danny 6yaeT paspeLleH, 0 Hem He ByaeT coobuiaTbes A0 nepesanycka CUCTEMbI
nnun go obHoBNeHUs garna BUPYCHbIX CUrHaTYP.

« KonupoBaTb B KapaHTUH
Hencteue npn obHapyxeHnn Rootkits: nporpamma konnpyeTcs B KapaHTUH.

« BoccTaHoBneHue 3arpy3o4Horo cektopa | 3arpyska nporpaMmmbi
BOCCTaHOBIEHUSA

[enctBusa Npu obHapyXeHUN NHPULMPOBAHHbIX 3arpy304HbIX CEKTOPOB: AOCTYMNEH
PEMOHT MHULMPOBAHHbIX AMCKOB. ECnn BoccTaHOBNEHUE C NMOMOLLbIO NPOrpamMmbl
Avira HEBO3MOXHO, MOXHO 3arpy3uTb cneumanbHyo NnporpaMmmy Ans 0GHapyXeHUs u
yOarneHust BUPYCoB 3arpy304HOro cektopa.

Yka3aHue
Mcnonbayemble eNCTBUA HE MOTYT BbITb MPUMEHEHBI K paboTatoLmm
npoueccam.

Hencteus mogynsa Real-Time Protection npyn obHapyxeHun komnoHeHTa ProActiv
(coobLeHre 0 Noo3pUTENbHBIX 4ENCTBUAX NPUMOXKEHUS):

 BbICOKOHageXxHbIN NOCTaBLYUK

BbinonHeHne nporpammel npogosmkaetca. MNporpamma gobasnseTcsa B CNMCOK
paspeLleHHbIX NPUOXeHU 1 6ornbLle He NpoBepsAeTCst KOMMNOHEHTOM ProActiv. Mpwu
pob6aBneHnn B CNMCOK paspeLleHHbIX NporpaMmM yCcTaHaBNMBaETCSA TUM KOHTPONS
Codepxxumoe. OTO 03Ha4aeT, YTO NporpaMmma He ByaeT NPoBEePATLCA KOMMIOHEHTOM
ProActiv Tonbko npyn HEM3MEHHOM COAEPXKMUMOM (CM. DUNLTP NPUITOXKEHNUSA:
NCKnoYeHHble NPUnoXeHns).

« EpnHOXAbI 6]10KI/IpOBaTb nporpammvy

Mporpamma 6nokupyeTcs, T.€. BbINONHEHME NPUNOXeHUs 3aBepLuaeTcsi. KoMnoHeHT
ProActiv npogomkaeT KOHTponMpoBaTb OECTBUSI NPOrpaMmbi.

« Bcerga 6nokupoBartb 3Ty nporpammy

Mporpamma 6riokupyeTcs, T.e. BbINOSTHEHNE NPUNoXeHUsa 3aBepLuaeTtcs. MNporpamma
pobaBnseTcs B CNMCOK BNOKMpyeMbIX NPUNOXKEHUN n bonblue He ByaeT
BbIMNOMNHATLCA (CM. UNLTP NPUNOXKEHUIN: BroKMpyeMble MPUoXeHus).

o [ponyctutb

BbinonHeHue nporpammel npogosmkaetcs. KomnoHeHT ProActiv npogorkaeT
KOHTPOSNIMpOBaTh AENCTBUA NPOrpaMmbl.
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Hencteua mogynsa Mail Protection: Bxogsawue nncema

o [MomecTuTb Ha KapaHTUH

lMncemo co Bcemu NPUNOXeHnAMn nomMeLllaeTcd Ha KapaHTI/IH. MH(bMLl,I/IpOBaHHOG
NMMCbMO yaanAeTcA. Teno nucoema u NPUIIOXXEeHnA K HemMy, €Clinh OHU €CTb,
3aMEHATCA CTaH,EI,apTHbIM TEKCTOBbIM LLABGIOHOM.

e Ypanutb NnUCbMO

MHC*)I/ILI,I/IpOBaHHoe NMMCbMO yoandeTcd. Teno nucbma 1 BO3MOXHbIe NPUNoXeHnA
3aMEHATCA CTaH,D,apTHbIM TEKCTOBbIM LLUAGIOHOM.

e Ypanutb npurnoxeHue

NHprumnpoBaHHOe NpunoxeHne 3amMmeHsieTCsl CTaHAAPTHLIM TEKCTOBbLIM LLAGTOHOM.
Ecnu noBpexaeH TEKCT NMCbMa, TO OHO yaansieTcsl U 3aMeHSIETCSl TEKCTOBbIM
wabnoHom. MNMucbmo AocTaBnseTcs agpecary.

o [MomectTnTtb npunoxeHwe Ha KapaHTUH

NHduumpoBaHHOE NpunoXeHne NoOMeLLaeTcsl Ha KapaHTWH, a 3aTeM yaanseTtcs
(3ameHsieTcs cTaH4apTHLIM TEKCTOBLIM WaBnoHOM). TEKCT nucbMa JocTaBnsaeTcs
agpecaty. IHb1umpoBaHHOE NpUoXeHne MoXeT BbiTb NO3Ke [OCTaBEHO
agpecaTty us MeHempkepa kapaHTvHa.

o [ponyctutb

MHduumpoBaHHOEe NUCbMO AOCTaBnseTCcs agpecary.

MpeaynpexaeHue

Takum obpa3om B BaLly CUCTEMY MOTYT NPOHUKHYTb BUPYCbl U BPEAOHOCHbIE
nporpammsl. Beibupante onuuio MponycTUTb B UCKNIOYMTENBHLIX CryYasX.
BbikntounTe npeaBaputenbHbii npocmoTp B Microsoft Outlook, H1 B koem
cny4yae He 3anyckanTte NpUoXeHust ABOVMHbBIM Lestykom!

Hencteus mogynsa Mail Protection: Mcxogawume nucbma
e [MomecTnTb NUCLMO Ha KapaHTUH (He OTNPaBNATbL)

[MMcbMO Co BCEMM BIIOXEHMSIMU NMoMeLLaeTcst Ha KapaHTuH u He oTnpaensieTcs.
Konus nucbma octaeTtcs B nanke ¢ McxoaswmMmmn nucbMamu. B noytoson nporpamme
ByneT BblgaHo coobuieHme 06 owmnbke. Mpu kKaxgon nocneayrowen oTnpasBke C
BaLlero agpeca 370 NMcbMo ByaeT NPoBEPSATLCA Ha BUPYCHI.

« bBnokupoBatb no4Ty (He oTNpPaBNATb)

Mucbma He ByayT OTNpPaBNSATLCS, OCTaBasiCh B Manke ¢ ncxoasien
KoppecnoHaeHuuen. B noytoson nporpamme 6yaeT BbigaHo cooblieHne o6 owmbke.
Mpu Kaxxaon nocnegyoLwen oTnpaBke C Ballero agpeca 3To NnnucbMo oyaet
NpoBEpPSATLCS Ha BUPYCHI.

o [ponyctutb

NHduumpoBaHHOe nucbMo ByaeT oTnpasneHo.
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MpeaynpexaeHue
Tak BupycCbl 1 Bpe4OHOCHbIE NPOrpamMmMbl MOTYT MOMNACTb B KOMMNbIOTEP
nony4yartens nucbma.

Hencteua moaynsa Web Protection:
e 3anpetutb gocTyn

3anpoleHHas Beb-cepBepoM CTpaHULa Unu nepefaHHble AaHHbIe U hansbl He
OyayT nepeHanpaBneHbl Bawemy 6paysepy. B okHe Beb-Opaysepa otobpaxkaeTca
nHpopmauusa ob oTkase B gocTyne.

« KapaHTuH

3anpolueHHas BeG-cepBepoM CTpaHuLa Unu nepedaHHble aaHHble U dhannbl 6yayT
NoMeLLeHbl Ha kapaHTUH. ®aiin MoxeT OblTb BOCCTAHOBIEH M3 MeHeaKepa
KapaHTWHa, ecnin B 3TOM BO3HMKHET HEOOXOANMOCTb, UMK Er0 MOXHO OTNpPaBUTb
pa3paboTymKy - B LLEHTP UCCrnenoBaHusi BUPYCOB KOMMaHum Avira.

o [ponyctutb

3anpoleHHas Beb-cepBepoM CTpaHULa Unu nepegaHHble AaHHbe U dhansbl
otnpasnsatTca mogynem Web Protection Bawemy Be6-6payaepy.

MpeaynpexaeHue
Takum obpas3om B BaLly CUCTEMY MOTYT MPOHUKHYTb BUPYCbl U BPEAOHOCHbLIE
nporpammbl. Belbupainte onumio MponycTUTb B UCKITIOYNTENBHBIX CIyYasX.

Yka3aHune
Mol pekomeHayem nomeLatb Ha KapaHTUH NO4O03pUTENbHbIE (hansibl, KOTOpble
HEBO3MOXHO BbINeYnTb.

YkKazaHue

OTnpaBbTe Ham Ans NpoBepkn dansibl, OTMEYEHHbIE 3BPUCTUKON.
3arpyaute ux Ha Haw cauT: hitp://www.avira.ru/sample-upload

dannbl, o6HapyXeHHbIe 3BPUCTMKON, OTMeYEeHbl 0603Ha4YeHnem HEUR/ nnu
HEURISTIC/ nepea umenem danna, Hanp.: HEUR/testdatei.*.

4.3.11 KapaHTuH: ObpalieHue c hannamum (*.qua) Ha KapaHTUHe

O6palyeHune ¢ hannamm, NOMELLEHHbIMU HA KapaHTUH:
P B ueHTpe ynpaBneHus HaxxmuTe Bbibepute BO BKnaake YrnpaeneHue > KapaHTUH.

» MposepbTe TMN hannos, YToObl Bbl MOFM 06PaTHO 3arpy3nTb Ha Ball KOMMbIOTEP UX
opurMHarbi.
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Ecnu Bam Heobxogmma 6onee noapobHasa nHdopmaums:

» Bbigenute canin n HaxmuTe :

=+ [losiBuTtca guanoroBoe okHo CBoOMCTBa C 4OMNOSHUTENBHON MHGOpMaUKnen o
dranne.

Ecnu Bbl XOTUTE NPOBECTU MNOBTOPHYHO NPOBEPKY dhanna:

lMpoBepka hanna Heobxogmma, ecnun dann BUPYCHbIX CUrHaTyp nporpaMmmbl Avira 6bis1
OBGHOBIEH U CyLLLEeCTBYET NOAO3PEHME O JTOXXHOM cpabaTbiBaHuK. [pyn NOBTOPHOWN
npoBepke Bbl MOXeTe NOATBEPAUTb NOXHOEe cpabaTbiBaHWe M BOCCTaHOBUTL dhans.

D .

P Bbligenute cdann u Haxmmute

=+ [1pn HacTponke NpsAMOro nomcka dansn npoBepseTca Ha BUPYChl U BPEAOHOCHbIE
nporpaMmmbl.

~+ [locne npoBepku nosiBUTCS Avanor CTaTucTuka npoBepKU, KOTOPbIi
nokasblBaeT CTaTUCTMKY O COCTOSIHMK chbaina nepes NOBTOPHOW NPOBEPKO U
nocne Hee.

Ecnu Bbl XoTUTe yaanutb hann:

o x
P Bbigenute cdann u Haxmmte

» MoatesepamnTe kHoMkou Aa.
[nsa 3arpy3ku channa Ha aHanu3 Ha Beb-cepBep B LIEHTP UCCNeaoBaHNin BUPYCOB
KomnaHum Avira:

P OTmeTbTe haiin, KOTOpbI Bbl XOTUTE 3arpy3unThb.

P Haxmure

=+ OTKpoeTcs ananor Beigpy3ka ¢hatina ¢ popMynapomM Ansi BalnMX KOHTAKTHbIX
AaAHHbIX.

» BBeauTte nonHble gaHHbIe.

¥ Bbibepute Tvn MogosputenbHbin dann, NMogospeHune Ha nnn JloxkHoe
cpabaTbiBaHue.

» Buibepute cpopmat otBeTa: HTML, Text, HTML & Text.
P HaxmuTe kHonky OK.

=+ dann 3arpyxaeTcs B 3aapXMBMpOBaHHOM Bue Ha BeO-cepBep B LIEHTP
nccrnegoBaHnn BUPYCoB KomnaHum Avira.

Yka3saHue
B cnegyrowmnx cnyyasx pekomeHgyeTtcsa aHanua ueHtpa Avira Malware
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Research Center:

dBpuUcTUYECKOE coBnaageHue (noao3puTtenbHbIA ¢ann): BO BpeMS
npoBepKn nNporpamma Avira pacnosHana ann Kkak nogo3puTenbHbIN U
nomecTuna ero B KapaHTWH: B JUarioroBoM okHe unu B dpanne otyeTta o
npoBepke bbinia pekoMeHgoBaHa npoeepka danna ueHTpom Avira Malware
Research Center.

MoposputenbHbIn ¢hann: Bl onpegennnu dann Kak Noao3pUTENbHLIN U
NO3TOMY MOMECTUIM €ro Ha KapaHTWH, O4HAaKO NpoBepKa anna Ha BUpYCbl
roBoput 06 obpaTHOM.

Mopo3peHue Ha JloxHoe cpabaTbiBaHue: Bam kaxeTcs, 4To npu
obHapyXeHuu BUpyca MMeeT MeCTO NOXHOe cpabaTbiBaHWe: Balla nporpamma
Avira coobwaeT 06 oGHapyxeH1MM BUpYyca C BbICOKOM BEPOATHOCTBIO TOrO, YTO
chann He NnoBpeXaeH BpeAOHOCHOW NpOorpaMmMon.

Yka3saHue
Bbl MOXeTe oTnpaBuTb HE3aapXMBUPOBaHHLIN dhann paamepom go 20 M6 mnn
3aapxXuBUPOBaHHLIN hann pasmepom o 8 M6.

Yka3saHue
Bbl MOXeTe 3arpy3uTb TONbKO OANH hans.

[ns konnpoBaHus 06bekTa U3 kKapaHTUHa B APYroi KaTanor:

Ly
P Bbloenute o6beKT kKapaHTUHA U HaXKMUTe

=+ OTkpoeTcs gnanor Search folder, B KOTOPOM MOXHO BbiOpaTb HY>KHYIO NankKy.

P BbibepuTe nanky, B KOTOPY HEOOXOAMMO CKONMPOBaTbL OOBLEKT KapaHTMHa U
noaTeepanTe Bblbop HaxaTemOK.

~+ BblaeneHHbli 06beKT KapaHTMHA COXpaHsieTCcs B yKasaHHOM KaTtarnore.

Yka3aHune

O6beKT kapaHTUHa He ByaeT MAeTHUYHLIM BOCCTaHOBNEHHOMY dhanny. O6bekT
KapaHTMHa 3awmnpoBaH N He MOXET ObITb BbIMNOMHEH U CYATaH B
nepBoHavanbHOM copmare.

OKCnopT CBOMCTB 00BbEKTa KapaHTUHA B TEKCTOBbLIN dhann:

4 Bbigenute obbekT KapaHTuHa U HaXMuTe -

=+ OTKpOoeTCsa TEKCTOBbIN hann ¢ AaHHbIMU O BbIBpaHHOM 0O6bEKTE KapaHTUHA.

» CoxpaHuTe TEKCTOBbIV chalin.
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dannbl B KapaHTUHE MOXHO BOCCTaHOBUTL (CM. rnaBy: KapaHTuH: BoccTaHoBneHne
drannoB B KapaHTUHE).

4.3.12 BoccraHoBneHue ¢annoB B KapaHTUHE

B 3aBucumocTn ot OI'IGp8LI,I/IOHHOI7I CUCTEMDbI A5 BOCCTaHOBJ1EHUA (baﬁna OOCTYIHbI
pa3sindyHble 3Ha4YKN:

¢ B Windows XP:

. O C nomoLLpbto 3TOro 3HaYKa BbINOMHSAETCA BOCCTAHOBINEHWE (hairnos B
nepBOHaYasnbHylo nanky.

. C C noMolLLbto 3TOro 3Ha4ka chaisbl BOCCTaHaBNMBAKTCS B YKa3aHHYH Manky.

o B Windows Vista:

B Microsoft Windows Vista uyepes LieHTp ynpaBneHus OCTynHbl TONbKO
orpaHuvyeHHble npasa, HanpuMmep, Ang ocTyna K nankam u dannam.
OnpegeneHHble AeNCTBUA U AOCTYN K dharinam AocTynHbl Yepes LleHTp ynpaeneHus
NpWY HaNM4YMM pacLIMPEHHbIX NpaB agMUHUCTPaTopa. OTU paclUMPEHHHbIE NpaBa
agMunHUCTpaTopa HeobxoaUMO NpefoCTaBnsATb B Ha4Yane Kaxgoro CKaHMpoBaHUS
Yyepe3s Npodub CKAHNPOBAHUS.

L]
. € C nomoLLpbto 3TOro 3Hayka ¢hainbl BOCCTaHABNMBAOTCS B yKa3aHHYHO nanky.

. C"C MOMOLLIbIO 3TOTO 3HAYKa BbINOMHAETCA BOCCTaHOBMNEHME (DalifioB B
nepBoHavanbHyto nanky. Ecnu ana goctyna kK aToi nanke HeobxoauMmbl
paclUMpeHHble NpaBa agMUHUCTpaTopa, 0ToOpaXaeTcsi COOTBETCTBYIOLLMI 3anpoc.

BoccraHoBneHue (paii/ioB U3 KapaHTUHa:

MpeaynpexaeHue

OnacHocTb noTepu MHpopMaunn n HaHeceHNsa Bpega onepaunoHHon cucteme!
Ncnonbayite dyHKLMIO BoccTaHOBUTL BbIOpaHHbLIN OO BHEKT TOMLKO B
UCKMIOYUTENBHBIX CryyasX. BoccTtaHaBnuBanTe TOMNbKO Te doannbl, KOTOpble
MOryT ObITb BblfIeYEHbI MPU NOBTOPHOM NPOBEPKE.

v" daiin npoBepeH NOBTOPHO U BbINEYEH.

P B ueHTpe ynpaeneHus Bolbepute pasgen YITPABJ/IEHUE > KapaHTUH.

NMpumeyaHue
ONEeKTPOHHbIE NUCbMa U BIIOXXEHUSA BOCCTAHABNMBAKOTCS TOSMIbKO C MOMOLLbHO

dyHKUMN C , ecnn pann umeeT paclumpeHue *.eml.
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Mopapok BocctaHoBNeHUA ¢aiina B €ro NpeXKHIo Nanky:

» Bbligenute dann u wenkHute 3Havok (Windows XP: O , Windows Vista: C").

OTa (PyHKUMS HeJOCTYNHA AN 9NEKTPOHHbIX NMUCEM.
MpumeyaHue
OIEeKTPOHHbIE NMUCbMa U BIIOXXEHUSA BOCCTAHABNMBAKOTCS TONBbKO C NMOMOLLbIO

L]
dYHKUMM C , eCnn hann nmeeT pacLumpeHme *.eml.

=+ OTob6paxaeTcs BoNpoc, XOTUTE N Bbl BOCCTAHOBUTbL dhann.

» LenkHute Aa.
=+ Qann 6ygeTt BOCCTAHOBIEH B Nariky, U3 KOTOPOW OH Obifl NOMELLEH Ha KapaHTUH.

Mopsagok BoccTaHOBMNEHUS hanna B onpeaerieHHyo nanky:

=+ OTobparkaeTcsa BONPOC, XOTUTE N Bbl BOCCTAHOBUTL doain.

» Bbigenute cdann v WenkHuTe

P LenkHute Aa.

=+ OTtobpaxaetca ctaHgapTHoe okHo Windows CoxpaHumb kak ansi Bbldopa
narku.

P BbibepuTe nanky, B KOTOPY HEOOXOAMMO BOCCTAHOBUTL doaiin, NoaTBepanTe
BbIGOp.

=+ ®ann bygeT BOCCTAHOBIIEH B YKa3aHHYH narky.

4.3.13 KapaHTuH: [NNomecTnTb NOJ03pUTENbHbIN hann Ha KapaHTUH

Bbl MOXXeTe nomectutb I'IOLl,O3pI/ITeJ'IbeIIZ cba|7|r| Ha KapaHTUH BPY4YHYIO:

} B ueHTpe ynpaBneHuns HaxmuTe Bbibepute BoO BKNnaake YnpaeneHue > KapaHTUH.

P Haxmute
=+ [losiBUTCA cTaHAapTHOE OKHO Bbibopa dhannos Windows.

P Bbibepute HeobxoaumblI daiin u noaTepanTe CBow Bbioop OTKPbITL.
—=+ dann nepeMecTnTcsa B Nanky KapaHTMHa.

dannbl B KapaHTUHE MOXHO NpoBepUTb Nporpammon Avira System Scanner (cMm. rnasy:
KapaHTtuH: ObpaweHne ¢ arnamm (*.qua), NOMELLEHHBbIMU Ha KapaHTUH).
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4.3.14 Mpodurnb noncka: JobaBnTb Unn yaanntb TN darina n3 npodmns nomcka
OnpepenuTe, kakne Tunbl pannoB HeobxoanumMo 4o6aB1Tb B MPOBEPKY UIMN UCKITHOYNTL 13
NPOBEPKN (BO3MOXHO NpU BbIOOPE BPYUYHYIO M cCaMOONpeaenstowmxcs npodunsax noucka):

v" Bbl HAxoOMUTeCh B LIHTPe yrnpaBneHus Ha BKnaake be3onacHocmb KoMislomepa >
System Scanner.

P LLlenkHUTe NpaBoW KHOMKOW MbILLM NO NPOCUII0 NOUCKA, KOTOPLIN Bbl XOTUTE
obpaboTaTb.

—+ [1osABUTCSI KOHTEKCTHOE MEHHO.
» Bbibepute cTpoky ®unbTp danna.

» Pa3Bele/ITe KOHTEKCTHOE MEHI0, HaXaB Ha MarieHbKUI TpeyrosyibHUK Ha HpaBOVI
CTOPOHE KOHTEKCTHOIo MEHIO.

=+ [losBaTcsa nyHKTbl Mo ymonyaHuto, NMpoBeputb Bee channbl n HactpanBaeTtca
nonb3oBaTesieMm.

P BbiGepute cTpoky HacTpanBaeTcs nonb3oBaTtenem.
=+ [losiBUTCS Ananorosoe OKHO PaclumpeHus co CnMckoM Bcex TUMNoB (hannos,
KoTopble ByayT NpoBepsATLCA Yepe3 NPodusb NoMCKa.
Ecnu Bbl XOTUTE UCKNIOYNTL TUM (hannoB 13 NPOBEPKU:

P BbiGepute TUN hannos 1 HaxmuTe YaanuTb.

Ecnu Bbl xoTuUTEe go6aBnTb TMN (pannos B NPOBEPKY:
P OTmeTbTe TMN halinos.
» Haxmute [lo6aBUTL 1 BBeaMTe pacluMpeHne Tuna dannos.

MakcnmanbHas anMHa paclumpeHmns He MOXeT npesbliwaTb 10 CMMBOSOB, He
CTaBbTe TOYKY Nepea pacmpeHmem. [lonyctumbl cneymanbHbie cumeonbl (* 1 ?).

4.3.15 Mpodurnb noncka: CosgaHne spnbika ans npoduns noncka

C nomoLLbo Apnbika NPSMON MOMCK MOXHO 3anyckaTb HEMOCPEACTBEHHO C paboyero
CTorna, He OTKpbIBasi LLEHTP yrnpaBneHns nporpammbl Avira.
CospgaTb AprnblK K BbIbpaHHOMY npodusnto Ha paboyem cTone:

v' Bbl HaxoOWTeCh B LIEHTPe ynpaBrieHns Ha Bknaake besonacHocms KOMbomepa >
System Scanner.

» Bbibepute npodusib noucka, At KOTOPOro Bbl XOTUTE CO3AaTb APIbIK.

P Haxmute nuktorpammy

~+ [losiBUTCS AprbIK Ha paboyem cTone.
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4.3.16 CobbiTnsa: dunbrpoBaHue cobbITUM

B ueHTpe ynpaesnexus B YITPABJIEHUE > CobbiTus nokasbiBaloTCs BCe CObbITUS,
CO3aaHHble KOMMOHEHTaMM nporpaMmmbl Avira (Mo aHanorMm ¢ HanKaumen cobbITui
BaLlen onepaumoHHom cuctemsl Windows). Huke npeacraBneHbl KOMMOHEHTbI
nporpamMmbl:

o Web Protection

e Real-Time Protection
« Mail Protection

o Helper Service

e Scheduler

« Safe Browsing

e System Scanner

e Moaynb o6HOBNEHUS

e ProActiv

Otobpaxatotcsa cnegyowme Tunbl cObbITUI:
e Information

e Warning

e Error

o Detection

dunbTpauunsa otobpaxkaembix COObITUIA:
P B ueHTpe ynpaBneHus Bobibepute BkNaaky YnpasneHue > CobbITUA.

P OTMeTbTe PraXkkom NporpamMmmMHbIe KOMMOHEHTbI, YTObbl 0TOOPa3nTb CoObITUS
AKTUMBHbIX KOMMOHEHTOB.

- NN -

CHumMUTE (bnakok ¢ NporpamMMHbIX KOMMOHEHTOB, YTOObI CKPbITb COBLITUA
AE€aKTUBMPOBAHHbIX KOMMOHEHTOB.

P OTMeTbTe OriaXXkoMm TUMbl COOLITUI, YTOObLI 0TOOPa3NTL UX.
- AN -

CHuMUTE (hnaxok ¢ TMNoB cObbITUI, KOTOPbIE HEOBXOANMO CKPbITb.

4.3.17 Mail Protection: NckntounTb agpeca n3 npoBepKm

Bbl MOXXeTe cocTaBuTb CNMCOK aapecoB (OTNpaBUTENb), KOTOPblE HEOOXOAUMO UCKIIOYUTD
n3 nposepkn mogynem Mail Protection (6enbin cnncok):

P B ueHTpe ynpaeneHus Boibepute Bknagky MHTEPHET-6E30MNACHOCTbL > Mail
Protection.
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=+ B cnvcke Bbl yBuanTe BXogdLme nucbma.
¥ OTmeTbTe NMCbMa, KOTOPbIE Bbl XOTUTE UCKITHUNTL M3 NnpoBepkn Mail Protection.

P HaxmuTe Ha Heob6XOOUMBI CUMBOS, YTOObI UCKMIOYMTEL NUCbMO K13 NpoBepkn Mail
Protection:

£ BblaeneHHbIi 3NeKTPoHHbIV agpec B AanbHenweM He 6yaeT npoBepsaTbes Ha
Hanu4yne BMPYCOB M BPeAOHOCHbIX MPOrpamMMm.

~+ BblaeneHHbl agpec B 3NEKTPOHHOM MUCbME BHOCUTCS B CMIMCOK UCKTHOYEHWIA 1
B fanbHenwem He 6ygeT NpoBepsiTbCsl HA HanNMyne BUPYCOB 1 BPEAOHOCHbIX
nporpamMmm.

MpeaynpexaeHune
[MoaTomy uckniovante na nposepkn Mail Protection Tonbko HagexHble agpeca.

Yka3aHune
B koHdurypaumm Mail Protection > Obuiee > VicknoyeHuns Bbl MOXETE BHECTU

OOrMOJIHUTEJ1bHbIE agpeca B CMNUCOK WCKIKOYEHNIA U yaannTtb OoTTyAa agpeca.
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5. O6HapyxeHme

5.1 O630p

Mpu oBHapyXeHnn BUPYCcOB NPOAYKT Avira aBTOMaTU4E€CKN MOXET BbINOMHATb
onpeaeneHHble AENCTBUS UM pearnpoBaTb MHTEPAKTUBHO. B MHTEpakTMBHOM pexnme
npv oGHapy>XeHNn BUpyca OTKPOETCHA Anaror, B KOTOPOM Bbl MOXeTe BblOpaTb, Kakoe
AeNCcTBME NPUMEHNTD K BUPYCY (YAanuTb, NPONYCTUTb W T.4.), U MHALMMPOBATb 3TO
aenicteue. B aBTomaTnyeckom pexmme CyLiecTByeT BO3MOXHOCTb Npu oBHapyxeHun
BMpYyCa BbIBOAMTb yBegoMneHue. B ysegomneHmm otobpaxaeTca AencTBme, KOTopoe
aBTOMAaTU4YECKN BbINIO NPUMEHEHO K OOBHEKTY.

3TOW rnaB.bl Bbl HAaNAeTe NogpobHy nHopMauuio 06 yBegomneHusx 06 obHapyxeHum
noJo3puTeNbHbIX 0O BLEKTOB, YNOPSAOYEHHYHO N0 MOAYIISM.

CM

CM

CM.

CM.

CM.

CM.

CM.

CM.

CM.

5.2

Mocne 3aBepLlieHnAa NnpoBepkn moaynem System Scanner BblgaeTcs npepgynpexgeHme co

. maey System Scanner: IHTepakTUBHbIN peXnm

. may System Scanner: OTnpaska ¢pannos B Protection Cloud
rnasy Real-Time Scanner

rnaesy Real-Time Scanner lNogo3sputensHoe noseneHne
rnasy Mail Protection: Bxogsawwue nucema

rnaBy Mail Protection: Mcxogsawme nucbma

rnaBy OTnpagka no4tsl: CepBep

rnaBy OTnpaska noytsl: OTNpaBuTesNb

rnasy Web Protection

MHTepaKTUBHbIN peXXxnm

CMUCKOM MH(PMLMPOBaHHbIX bannos, ecnu Anst obHapyxeHust BUpPycoB Obin BbibpaH
PeXUM UHMepakmueHbIU (CM. BKIaaKy HacTpoek System Scanner > Nowuck > [lencteus
npu obHapyxeHun).

C NOMOLLIbIO KOHTEKCTHOIO MEHIO Bbl MOXETe BblbpaTb JeNCTBUE AN KAXKA0ro

obHapyxeHHoro hanna. Bel MmoxeTe npMMeHnTb BblIbpaHHOEe OeNCTBME KO BCceM hbannam

unu 3aBepLumnTb paboTty ckaHepa System Scanner.

MpumevaHne
Mpwn BKNOYEHHOM MpOTOKONMPOBaHUM MoAaynb System Scanner 3anucoiBaeT
Kaxkgoe obHapyXeHue Bupyca B hans otyeta.
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5.2.1 lMNpepynpexpeHwe

Luke Filewalker £

E Buin obHapyxeH BUPYC WM BPENOHDCHAA NpOrpaMMa.

E Cnpaeka

Bribepute genctemre(s), koTopoe(bie) HeoDxo0AMMD BEINONHWTE,

DBHapyeHA

ORbexT | CRHapy#EHME OelcTENE

notepad_64bit. patched. .. | DOS RewriteBoota MoMECTWTE B KapaHTHH

I_ MHEI:IIIIDMEILMH O BUDYCaX

’ MPMMEHWUTE CEHYEC l ’ OTHMEHWMTE ]

5.2.2 O6Hapy>eHus, onbKn, NnpeaynpexxaeHuns

B Bknagkax O6HapyxeHue, Owmnb6ku n MpeaynpexaeHnUsa nokasbiBatoTCs COOOLLEHMS,
nogpobHasa nHpopmMaumsa n onumm AENCTBMM Ans 06HapYyXEeHHbIX BUPYCOB:

o OOGHapyxeHue:

= O6bekm: ma nHdpmnumpoBaHHoro canna
=  O6HapyxeHue: ima oBHapy>XeHHOro BMpyca unu BpeoHOCHOM NporpaMmmbl

= [lelicmeue: BoibpaHHOe OencTBMNE, KOTOPOoe ByaeT NPUMEHATLCA K
MHULMpPOBaHHOMY hainny
B KOHTEKCTHOM MeHI0 A5 BbIOpaHHOro 4ENCTBMS MOXHO BblibpaTh AOMNOMHUTENbHbIE
BapuaHTbl 06paboTkm BpeaoHocHoro MO.

e Ownbku: CoobLieHns 06 owmnbkax, KOTOpble BO3HMKIM BO BPEMS NPOBEPKU

« MpeaynpexpaeHus: MpeaynpexaeHns kacatenbHO 0GHAPYKEHHbIX BUPYCOB

MpumevaHne
B cTpoke-noackaske ons obbekta otobpaxaeTcs cnegyowas nHpopmaums:
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UMA MHPMLMPOBAHHOIO dhansia 1 NosHbIN NyTb K HEMY, UMSA BUpYyca, enCcTBue,
BbINOSTHAEMOE NPU HaXaTun KHonku NMpuMeHnTbL cenyac.

Yka3saHue

B kauecTBe BbINOMHAEMOro 4enNCTBUS NO YMOSYaHUIo oTobpaxaeTcs
cTaHgapTHoe gencteue mogynsa System Scanner. CTaHgapTHOe oencTeme
System Scanner ¢ MHpUUMPOBaHHBLIM (hafIoM COCTOUT B MOMELLEHUMN €r0 B
KapaHTUH.

5.2.3 KOHTEKCTHOE MEHIO AENCTBUM

MpumeyaHne

Ecnun obHapyxeHHbIN 06beKT Obln onpeaeneH CUCTEMON 3BPUCTUYECKOTO
noucka (HEUR/), 6bin co3gaH HeoObluHbIM nakosLumkoM (PCK/) nnu asnsetcs
dannom co ckpbiTbiM pacwmpeHnem (HEUR-DBLEXT/), To B MHTEpPaKTMBHOM
pexxrnme OOCTYNHbI TONbKO onuuu Nomectuts B KapaHTuH U [NponyctuTts. B
aBTOMaTU4YeCcKoMm pexnme obHapyXeHHbIN NHPULMPOBAHHBLIN U
BPEeAOHOCHbIN 06bEKT aBTOMaTMyeckn nomelaetca B KapaHtuH.

OTO orpaHuMyeHune npenaTcTByeT TOMY, YTOBbLI OOHapyKeHHbIe dhanrbl,
KOTOpble, BO3MOXHO, BbISIM OLLMOOYHO OTHECEHLI K BPEAOHOCHBIM NporpaMmmam,
cpasy Xe yoansnucb U3 Bawlero komnbtoTepa. ®ann Mmoxet ObiTb B ntoboe
BPeMS BOCCTAHOBSEH C NMOMOLLbIO MEHepKepa KapaHTuHa.

JleunTb

Ecnu ata onuusa BkntodeHa, System Scanner nbiTaeTcs BbIIEYUTb MHPULNPOBAHHLIN
doann.

Yka3aHue
Onuuio JNleuntb MOXHO BbIGpaTb TONMLKO, ECNY NeYeHne garna BO3MOXHO.

KapaHTuH

Mpwn BkNtoveHHOM onuumn System Scanner nepemelyaeT dpann B kKapaHTuH. ®ann
MOXeT ObITb BOCCTAHOBEH MEHEPKEPOM KapaHTUHA, eCNU OH UMeeT
MHGOPMATUBHYIO LLEHHOCTb, UITM €M0 MOXXHO OTNPAaBUTb B LIEHTP UCCneaoBaHus
BUpYycoB komnaHum Avira. B 3aBuCMMOCTM OT TUNa panna B MeHepkepe KapaHTuHa
€CTb BO3MOXXHOCTb BblOOpa pasHbIX 4ENCTBUN.

Ypanutb

Ecnu onuusa BkntoyeHa, ann ygandetcsa. 9Ta npoueaypa 3HauymMTenbHo bbicTpee,
YyeMm "nepenucaTb N yaanuTb".
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MNMepenucatb 1 yaanutb

Ecnu ata onuusa BkntodeHa, System Scanner 3ameHsaeT hann ctaHgapTHbIM
wabnoHom, a 3atem yganseTt ero. OH He MOXeT OblTb BOCCTAHOBIIEH.

NMepenmeHoBaTb

Ecnu ata onuusa BkntoveHa, System Scanner nepenmeHoBbiBaeT dann. MNMpamon
AO0CTyn K aToMy doanny (HanpumMep, ¢ NOMOLLIbIO ABOWHOIO Lenyka) CTaHOBUTCSA
HEeBO3MOXeH. Pain MoxeT BbITb NO34HEE BbINIeYEH N NepenmMeHoBaH obpaTHO.

Mponyctutb

Ecnu ata onuusa BkntodeHa, hann He noaBepraeTcs USMEHEHUAM.

Bcerga nrHopupoBaTtb

Hencteus npn obHapyxeHun supyca mogynem Real-Time Protection: gpyrune
AencTBus He BbinosnHaTCs. [locTyn K hanny paspewaetca. [pyron JOCTyn K 3TOMY
Ganny 6ygeT paspelleH, 0 Hem He ByaeT coobuaTbCcs 40 nepesanycka CUCTEMbI Un
A0 0OHOBMEHNA (hansia BUPYCHbIX CUTHATYp.

MpeaynpexaeHue

Mpwn BbIGOPE onuun NUrHopuposaTh unu Beeraa nrHopupoBaTb
cooTBeTCTBYyHOLWME hannbl byayT HaXoANTLCA B CUCTEME B aKTUBHOM
cocTosHUM! DTO MOXET NPUYMHUTBL CYLLLECTBEHHbIN Bpea BallemMy KoMmnbioTepy!

5.2.4 OcobeHHOCTM Npu 0bHapy>KeHNUU MHDULMPOBAHHbIX 3arPy30UHbIX
cekTopoB, Rootkits n akTneHoro BpegoHocHoro MO

Mpw 0GHapyXeHUN MHPULUMPOBAHHbIX 3arpy304HbIX CEKTOPOB BO3MOXHO MCMpaBeHne
3arpy304HbIX CEKTOPOB:

722 Kb | 1,44 Mb | 2,88 Mb | 360 KB | 1,2 MBb ucnpasneHue 3arpy3o4HbIiX CEKTOPOB

Q1Y onuum AOCTYMHbI ANS AUCKOBOAOB ANS ANCKET.

3arpy3uTtb BoccTaHoBrneHusa CD

BbibpaB 3Ty onuuio, Bbl nonagete Ha Be6-canT komnaHum Avira, rae MOXHO 3arpy3nTb
crneumnarnbHbI MHCTPYMEHT Ansi OOHapYXXeHNsA 1 yaaneHus BUPYCoB U3 3arpy304HbIX
CEKTOPOB.

Ecnu 3T 0encTBust Hy>kHO NPUMEHUTL K paboTaloLwmm npoueccam, To 3TU NpPoLecchl
6yayT 3aBepLUeHbl 40 BbINOMHEHNUS AEUCTBUS.
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5.2.5 KHOMNKW 1 cCbIIKMK

KHonka/ccbinka | OnucaHue

MpumeHuTb | BbiGpaHHbIE AENCTBUS NPUMEHSIIOTCS ANA BCEX
cenvac MHPMLUMPOBAHHbLIX (bannos.

MpepBaTb System Scanner 3akpbiBaeTcsi 6€3 BbINOSHEHNSA
OOMONHUTENbHbIX AencTBun. IHpuumpoBaHHble annbl
OCTaloTCs B CUCTEME.

E cpaea OTa KHOMKa UK CCbifika OTKpbIBAET CTPaHWLY CNpaBOYHOM
OHITaNH-CUCTEMBI.

MpeaynpexaeHune

Boibupante gencrtsue lNpepsamps TONBKO B UCKMIOYMTENBHbIX Criydasx. B
cny4yae npepbiBaHNSA MHOULMPOBAHHbIE ddansibl OCTaHYTCHA B aKTUBHOM
COCTOSIHMM B Ballen cucteme! 1o MOXET NPUYMHUTL CYLLECTBEHHbIV Bpea
BaLleMy KkomnbioTepy!

5.2.6 OcobeHHOCTM Npu 0O6Hapy>XeHWn Npu oTkroueHHoM mogyne Web
Protection

Ecnu BbI oTknoumnu moagyne Web Protection, Real-Time Protection coobuaeT 06
obHapy>xeHHOM, akTMBHOM BpeAoHOCHOM 10 ¢ NOMOLLbIO BCNIbIBAKOLLErO OKHA B
npouecce NpoBepKM cuctembl. Bol MOXeTe co3aaTtb TOUKY BOCCTAHOBIEHWS CUCTEMbI
nepep ncrnpasreHeM.

v" OYHKLMSA BOCCTAHOBIEHNS CUCTEMbI [OMMKHA BbITh BKIOYEHa B BaLLIEN
onepaumoHHon cucteme Windows.

¥ LlenkHuTte no kHonke OTOOpaxaTb NOAPOOHOCTM BO BCMIIbIBAOLLEM OKOLLIKE.
=+ OTKpoeTCcs OKHO MOem rnposepka cucmemnl.

P Bknrounte onumio Co3gaTb TOUKY BOCCTaHOBNEHUA CUCTEMbI Nepea
ucnpasneHuem.

» HaxmuTte MpUMeHUTDb.

=+ bBbblna cozgaHa To4Yka BOCCTaHOBEHNSA CUCTEMbI. Tenepb Npy HEOBXOAUMOCTU
MOXHO MHULMMPOBATL B onepaunoHHon cucteme Windows BOCCTaHOBMEHNE
CUCTEMBI.
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5.3 Ornpaska ¢annos B Protection Cloud

Mpu KaXxgon 6bICTPON NPOBepKe CUCTEMbI CO34aeTCsl CMMCOK MECT XpaHeHus hainnos,
noaBepXeHHbIX yrpo3e BO3AENCTBUS BPeAOHOCHbIX nporpamMm. B aTom cnucke, B
YaCTHOCTU, HAXOAATCS TeKyLuue nNpoLecchbl, NPorpamMmmbl 3anycka u crnyxebHble
nporpaMmmbl. HenssecTHble NporpaMmHble doannbl 3arpyarTcsa And NpoOBEPKUN B CUCTEMY
Protection Cloud.

Ecnu B npouecce BbIGOPOYHOM YCTAHOBKM UM HACTPOMKN pacluMpPeHHON 3aliUTbl Bbl
Bblbpanu onumio MoAaTBepXKAaTh BPYUHY0, ecnu Avira oTnpaBnsaloTcA
nopo3spuTtenbHble ansbl, Bbl MOXETE NMPOBEPUTL CMMCOK NOA03PUTESNBHBIX (Pannos
BblOpaTb CaMOCTOATENBbHO haisbl, KOTOpblE HY>KHO 3arpy3nTb B Protection Cloud. lNo
YMOJSHaHMIO AN 3arpy3kn NoMeyatoTcs Bce Nofo3puTeribHble hansbl.

MpumeyaHue

Ecnu Bbl akTMBMpOBanNu pacwmMpeHHoe NPpOTOKONMPOBAHNE NPU HACTPOKKe
moayns System Scanner, B cbanne otdyeta otobpasutca (Cloud)-cyddumke ans
naeHTudmkauyum Protection Cloud.

5.3.1 Otobparkaemas nHdopmaLus

Cnncok nogo3puTesnbHbIX hannoB, KOTOpble HY)KHO 3arpy3uTb B Protection Cloud.

=  Omnpasumsb?: Bbl MOXeTe BblIOpaTh, Kakne gansnbl HyXXHO 3arpy3nTb B Protection
Cloud.
= Qaun: ims nogo3puteneHOro ganna.

= [lymb: TyTb NOOO3pUTENBHOIO hanna.

Bcerpa oTtpoaBnatb hannbl aBTOMaTUYECKN

[Moka aTa onuums akTMBHA, NOCIE KaXKaon ObICTPOW NPOBEepPKU NOA03PUTENbHbIE
dannbl aBToMaTnyeckun, 6e3 noaTBepPKAeHUs BPYYHYHO, OTNPaBNSATCA Ha NPOBEPKY B
Protection Cloud.

5.3.2 KHOMKW U CCbITKK

KHonka / Ccbinka Onucanue

OtnpaBuTtb OTmeueHHble dannebl otnpaensatoTes B Avira Protection Cloud.

OTmeHa System Scanner 3akpbiBaeTcs 6e3 BbINOHEHNSA JONOSTHUTENbHbBIX
nencteun. MHpuumpoBaHHbIe hanrbl OCTaBNATCA B BaLlen
cucTeme.
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CnpaBKa OTKprBaeTCﬂ 3Ta CTpaHuua CI'IpaBO‘-IHOI7I OHNanH-CUCTEMBI.

Yo Takoe OTkpbiBaeTcs Be6-cant ¢ nHgopmaumen o Cloud Protection.
Protection Cloud?

CooTBecTBYyHOLME TEMbI:

HacTtpowka paclumpeHHon 3anThl
BbibopoyHas ycTaHoBKa
HacTtpovika ot4yeTa

Bug oTtueToB

5.4 Real-Time Protection

Mpn obHapyxeHun Bupyca mogynem Real-Time Protection 3anpewaetca goctyn k danny
N nokasblBaeTcs yBedomneHune, ecnun ans obHapyXeHnsa BUpYyCoOB BbIOpaH pexxum
UHMepakmueHbIlt (CM. BKNnagky Hactpoek Real-Time Protection > MNouck > [Jencteus npu

obHapyxeHuu).

YBepgomneHue

B yBegomneHun otobpaxaeTcs cneayroLlas nHdopMauus:

« [aTta v Bpemsi 0GHapyeHus

e [lyTb M NMSA MHPULMPOBAHHOIO NN NOLO3PUTENBHOIO hanna

e Kmsa BpegoHoOCHOM nporpammel

Yka3saHue

Bbibop pexnma 3anycka no ymonyanuto ana Real-Time Protection (06bl4HbIN
3anyck) n beicTpas perucTpaumnsa cyeta nonb3oBaTens Npu 3anycke
KOMMblOTEpPA, B YAaCTHOCTU, MPUBOLAT K TOMY, YTO MPOrpaMmbl, aBTOMaTUYECKN
3anyckaemble npu 3arpy3ke CUCTEMbl HE NMPOBEPSIOTCH, TaK Kak OHM
3anyckaroTcs ewe 4o nonHom 3arpy3kn mogynsa Real-Time Protection.

B MHTepakTMBHOM pexume OOCTYMHbI CrneayroLime onuun:

Ypanutb

CooTBeTcTBYOWMI (hann nepegaeTcs Ha KOMNOHEHT System Scanner n ygansietcs
KOMNoHeHTOM System Scanner. [lononHuTenbHoe coobLeHne He NoKa3biBaeTCs.
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NMoapobHocTn

CooTBeTCTBYOLWNIA (hann nepegaeTcs KOMMNOHEHTY System Scanner. System
Scanner coobuiaeT 06 o6HapyXeHUM B OKHE, B KOTOPOM AOCTYMHbI pa3finyHbie Onuun
Ansa o6paboTkM COOTBETCTBYIOLLErO dhanna.

Yka3aHune
CobnoganTe ykasaHusa no obpaboTtke BupycoB B ObHapyxkeHne > System
Scanner.

Yka3aHue
Mo ymonyaHuto B coobLieHnn System Scanner BblbpaHO AencTBUE KapaHMmMuUH.
C NOMOLLbIO KOHTEKCTHOrO MEHI0 MOXHO BblOMpaTh Apyrve 4enCcTBuUS.

3aKpbITb

CoobueHune 3akpbiBaeTcs. ObpaboTka BMPYCOB nNpekpallaeTcs.

5.5 Tlopgo3putenbHoe nosegeHue

Mpwn akTnBaummn komnoHeHTa ProActiv B Moayne Real-Time Scanner ocyuiectensetcsa
KOHTPOSIb 3a AENCTBUAMM MPUNOXEHUA N NPOBPKa Ha Hannyne nogo3puTenbHOro,
TUNN4HOro ans BpegoHocHoro MO nosegeHus. Npu BO3HMKHOBEHMN TUNWYHOIO AN
BpegoHocHoro MO noeeneHns BoigaeTcsa npegynpexaeHne. Bol MoxeTe cpearnpoBaTtb Ha
obHapyxxeHue pasnuyHbIMK cnocobamu.
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5.5.1 MpepynpexpaeHne mopyns Real-Time Scanner: O6Hapy>«eHo
Nofo3puUTeNbHOE MOBEAEHME MPUIOXKEHNS

Real-Time Protection: OBrapy#eH obbekT. EE

DOHAPYXEHD NOAOZPHUTENEHOE MOBENEHHME
NpnNcxEeHA!

Kakue gefcTEMA HeoBxoAMMO BRINONHWTE?

MpeaynpesaeHie: Kamaoe OEACTEME MOMET OKAZEIBATE BAMAHWME HA
CTEBMNEHOCTE DEIEI:ITI:I ITOro NpMNoHEHHMA

CRHapy#eHA

OfbexT CRHapy#eHre

C:\gicar.com

MHbOpMALWMA 0 BUpYCaX

EbIEEpMTE JZI.EI-.:1L_|'BI-'1Er KOTOopog HEDEIDJJ.MMD BEbINONHHUTE.

EauHo# Akl BNoKKMpOBaTE NpOrpaMMy v]

5.5.2 Vims n nyTb 06Hapy>XeHHOM Nofo3puUTeNIbHON NPOrpaMmbl

B cpeaHem okHe coobuieHns oTobpakaeTcst UMst U MyTb NPUMOXEHUS], BbIMOMHSAOLLEro
NnoAo3puTenbHbIE AEUCTBUS.

5.5.3 Bo3morkHoCTU BbibOpa

BbicOKOHaAeXHbIN NOCTaBLMUK

Ecnu aTta onums BknoveHa, BbINONHEHE NporpamMMbl npogomkaeTtca. [Nporpamma
nobaBnsaeTca B CNMCOK paspeLleHHbIX NpUnoXeHui n 6onblue He NpoBepsieTcs
KomnoHeHTOM ProActiv. MNpu go6aBneHnm B CNMCOK paspeLLeHHbIX NPOorpamMm
yCTaHaBnmBaeTcs TUN KoHTponst Codepxxumoe. OTO 03HAYaET, YTO Nporpamma He
OyaeTt npoBepATbCA KOMMNOHEHTOM ProActiv TONbKO NpyM HEM3MEHHOM COAEPXKMMOM
(cM. dUnbTp NPUNOXeHUN: PaspeLleHHble NPUNoXeHNS).

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013)

90



(X, AVIRA S—

EnvHoxAabl 6nokupoBaTb NporpaMmmy

Ecnu aTta onumsa BknodeHa, nporpamma 6noknpyeTcs, T.e. BbINOSIHEHNE NPOrpaMmmbl
3aBepaetcd. KomnoHeHT ProActiv npogosmkaeT KOHTponnpoBaTb AENCTBUS
nporpaMmmbl.

Bcerga 6nokupoBaTtb 3Ty nporpammy

Ecnu aTta onuwnsa BknodeHa, nporpamma 6noknpyeTcs, T.e. BbINOSIHEHNE NPOrpaMmmbl
3aBepLuaeTtcs. [Nporpamma gobaBnsaeTcsa B CNMCOK 6NOKMPYEMbIX NPUITOXKEHNI U
fonbLue He ByaeT BbINOMAHATLCA (CM. PUNbLTP NPUIOXKEHNI: Briokpyembie
NPUNOXeHNS).

Mponyctutb

Ecnu aTa onuusa BkntoveHa, BbIMOMHEHUE NporpaMmbl NpoAormkaeTcs. KOMNOHEHT
ProActiv npogormkaeTt KOHTpoNnpoBaTb AENCTBUA NPOrpamMmbl.

5.5.4 KHOMNKWM n cCbiikn

KHonka / Ccbinka OnucaHue

Wndopmalws o empycax | [ 10 9TOW CChISIKE Bbl NonagaeTe npu
yCTaHOBMeHHOM VHTepHeT-coeguHeHUn Ha BeO-
CTpaHuUy, coaepallyto noagpodHy nHdopmauuio
0 BUPYCE WU BPpeAOHOCHOW nporpamMmme.

K cpese OTa KHOMKa UNu ccbifika OTKpbIBaeT
COOTBETCTBYHLLYIO CTpaHULy cnpaBo4vHom online-
CUCTEMBI.

5.6 Bxopswme nucbma

Mpn o6HapyxeHun Bupyca mogynem Mail Protection Bbl nonyyaeTe npeaynpexaeHue,
ecnu anga obHapyXeHus BUpYcoB BblGpaH pexum uHmepaxkmugeHbIl (CM. BKIaaKy
HacTpoek Mail Protection > lNouck > [Jencteus rnpu obHapyxeHun). B UHTEepakTMBHOM
pexume Bbl MOXeTe BblbpaTb B OKHE Auarnora, 4To genaTtb ¢ UHPULMPOBAHHBIM MUCbMOM
NI NPUNOXEHNEM.

Pa3smelleHHoe Hke yBeAOMIeHNe Bbl NonyyYnTe npy obHapy>KeHUn BUpYca BO BXOASLLEM
nMcbme.
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5.6.1 lNpepynpexpeHwe

Mail Protection: OBHapyseH obbekT. EX
Ha Bawes KoMnbioTepe boin obHapy®eH BUPYC M
BpPEAOHOMHAA NporpaMMal

Katkme gefcTeMA HeobxogMMo BEINONHWTE © SNEKTPOHHEIM
MHMCEMOM?

OBHapyHeEHA

ObbexT | CRHapy#eHKMe
Email from ats@fakedomain.avira [Fri, 26. Aug 2012] | Eicar-Test-Signature

MHbOpMALWMA 0 BUpYCaX

EbIEEpMTE JZI.EI-.:1L_|'BI-'1Er KOTOopog HEDEIDJJ.MMD BEbINONHHUTE.

OTKA3aTbk B 40CTYNE "]

5.6.2 O6Hapy>keHus, ownbKn, NnpegynpexxageHuns

Bo Bknagkax ObHapyxeHusa, Owmnobkm n NMpeagynpexaeHns NokasbiBaOTCA COOBLLEHNSA K
noapobHasa nHgopmaumst 0 NOA03PUTENBHBLIX UM NHPULMPOBAHHBIX MMCbMaX:

o OOGHapyxeHus: O6bekT: COOTBETCTBYHOLLEE MUCbMO C yKa3aHMEM OTMNPaBUTENS U
BPEMEHW OTNpPaBKM NMcbMa

OGHapyxeHue: Mimsi o6Hapy>XeHHOro B1Upyca Mnm BpeaoHOCHOW Nporpammbl

e Owwnbka: CoobeHuns o6 owmbkax, KOTOpblEe BO3HUKNN BO BpeMS NPOBEPKM MOAYSEM
Mail Protection

« MpeaynpexaeHusn: MNpegynpexaeHnsi, oTHOCSALLMECS K NOBPEXAEHHbIM 06beKkTam
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5.6.3 Bo3morkHocTu BbibOpa

MpumeyaHue

Ecnun oBHapyxeHHbIN 06beKT Obin onpeaeneH CUCTEMON 3BPUCTUYECKOTO
novcka (HEUR/), 6bin co3gaH Heobbl4HbIM nakosLumkom (PCK/) unu aensetcs
dannom co ckpbiTbiM pacwmpeHnem (HEUR-DBLEXT/), To B MHTEpPakTMBHOM
pexvmMe AO0CTYMHbI TOMNbKO onuun MNomecTuTs B KapaHTuH 1 MNponyctuTs. B
aBTOMaTUYECKOM pexnme 0BHapyXeHHbIN MHPULMPOBAHHBIN UK
BPEeAOHOCHbIN 06BbEKT aBTOMaTnyeckn nomMeltaetcsa B KapaHTuH.

OTO orpaHMyeHne npenaTcTByeT TOMY, YTOObI OBHapYyKeHHbIE dhansbl,
KOTOpble, BO3MOXHO, ObInn OLIMGOYHO OTHECEHbI K BPeAOHOCHBIM MporpamMmmam,
cpasy Xe ygananucb M3 Bawlero komnbtotepa. ®ann moxet 6bITb B ntoboe
BPEMS BOCCTAHOBIEH C NMOMOLLbIO MEHepKepa KapaHTuHa.

NMomecTUTb Ha KapaHTUH

Ecnun aTta onuma BknoveHa, NMCbMO CO BCEMMU NPUNoXXeHnAmMmm nomMeLlaeTca B
KapaHTI/IH. OHO MOXeT BbITb NO3Xe 4OCTaBMEHO yepes MeHe/:pKep KapaHTnHa.
|/|HCbI/ILI,I/IpOBaHHOG NMMCbMO yaandeTcd. Teno nucbma un NpUNoXXeHnd K Hemy, eCrin OHU
€CTb, 3aMEeHATCA CTaH,EI,apTHbIM TEKCTOBbLIM LLAGIOHOM.

Ypanutb nncbmo

Ecnu aTta onums BkntodeHa, MHOULMPOBaHHOE NMCbMO Npu 0GHapyxeHun Bupyca /
BPeOOHOCHOW Nporpammbl yaansietcsi. Teno nucbma v BO3MOXHbIE MPUINOXEHNS
3ameHsaTcs CTaHOapTHBIM TEKCTOBBLIM LLIAGNOHOM.

Ypanutb npunoxeHue

Ecnu ata onumsa BknoyeHa, MHPULMPOBAHHOE NPUITOXKEHNE 3aMEHSIETCS TEKCTOBLIM
lwabnoHom. Ecnun noBpexaeH TEKCT NCbMa, TO OHO yAansieTcs U 3aMeHsieTcs
TEeKCTOBbLIM LabnoHom. MucbMo gocTaBnsieTcs agpecarTy.

NMomecTuTb npunoXxeHume Ha KapaHTUH

Ecnu BbibpaHa aTa onuus, MHPULMPOBAHHOE BNoXeHne nomewaetcs B KapaHTuH, a
3aTeM ygansieTcs (3aMeHsaeTcsa TeKCTOBbLIM WabnoHom). TeKCT nMcbMa AOCTaBnseTCA
agpecaty. VIHryupoBaHHoe npunoxeHne MoxeT ObITb NO3Xe A0CTaBneHo agpecaTy
n3 MeHexepa KapaHTuHa.

Mponyctutb

Ecnu aTa onuusa BkntoveHa, MHPULMPOBaHHOE NMCLMO A0CTaBnsgeTca agpecary,
HECMOTpPsi Ha OBHapyXXeHne B HEM BUpYyCa U BPe4OHOCHOW NporpamMmei.

MpeanynpexaeHne
Taknm obpa3om B BaLly CUCTEMY MOTYT NPOHUKHYTb BUPYCbl U BPEAOHOCHbIE
nporpammbl. Beibupante onumio MponycTUTb B UCKITOUYUTENBHBLIX CyYasX.
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BbikntounTe npeaBaputenbHbii npocmoTp B Microsoft Outlook, H1 B koem

crny4yae He 3arnyckanTte NpUnoXeHus ABOMHbBIM LeSTYKom!

5.6.4 KHOMKW U CCbITKMK

KHonka/ccbinka

Onucanne

WMHdopMaLwsa o BMDYCaX

Mo aTon cchifike Bbl NnonagaeTe - Npu
YyCTaHOBIEHHOM MIHTEpHET-COeaNHEHUM - Ha BED-
CTpaHuLy, cogepxallyto nogpobHyto
MHOpPMaUUIO O BUpYyCe U BPegOHOCHOW
nporpamMmme.

ﬂ Cnpaexa

OTa KHOMKa UK CCbifika OTKPbIBAET CTpaHuLy
CNpaBOYHOM OHSTANH-CUCTEMBI.

5.7 Wcxopsawme nncbma

ObHapy>xeHune

Mpn obHapyxeHun Bupyca moaynem Mail Protection Bbl nony4aete npegynpexaneHue,

ecnu ang obHapyXeHus BUPYCOB BblOpaH pexum uHmepakmueHbil (CM. BKIaaKy

HacTpoek Mail Protection > Nouck > [Jencteus npu obHapyxeHun). B nHTEpakTMBHOM
pexxume Bbl MOXeTe BblOpaTb B OKHe guarnora, 4to genatb ¢ MHPULMPOBAHHBIM MUCbMOM

Unn npunoXxeHmnem.
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5.7.1 lMNpepynpexpeHwe

Mail Protection: OBHapyseH obbekT. EX
Ha Bawes KoMnbioTepe boin obHapy®eH BUPYC M
BpPEAOHOMHAA NporpaMMal

Katkme gefcTeMA HeobxogMMo BEINONHWTE © SNEKTPOHHEIM
MHMCEMOM?

OBHapyHeEHA

ObbexT | CRHapy#eHKMe
Email from ats@fakedomain.avira [Fri, 26. Aug 2012] | Eicar-Test-Signature

MHbOpMALWMA 0 BUpYCaX

EbIEEpMTE JZI.EI-.:1L_|'BI-'1Er KOTOopog HEDEIDJJ.MMD BEbINONHHUTE.

OTKA3aTbk B 40CTYNE "]

5.7.2 O6Hapy>eHus, onbKkn, npegynpexaeHuns

Bo Bknagkax ObHapyxeHusa, Owmnobkm n NMpeagynpexaeHns NokasbiBaOTCA COOOLLEHNSA N
noapobHasa nHgopmaumst 0 NOA03PUTENBHBLIX UM NHPULMPOBAHHBIX MMCbMaX:

o OOGHapyxeHus: O6bekT: COOTBETCTBYHOLLEE MUCbMO C YKa3aHMEM OTNPaBUTENS U
BPEMEHW OTNpPaBKM NMcbMa

OGHapyxeHue: Mimsi o6Hapy>XeHHOro B1Upyca Mnm BpeaoHOCHOW Nporpammbl

e Owwnbka: CoobeHuns o6 owmbkax, KOTOpblEe BO3HUKNN BO BpeMS NPOBEPKM MOAYSEM
Mail Protection

« MpeaynpexaeHus: MNpegynpexaeHnsi, OTHOCALLMECS K NMOBPEXAEHHbIM 06beKkTam
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5.7.3 Bo3moxkHocTM BbibOpa

NMomecTUTb NUCbMO Ha KapaHTUH (He OTNpaBnATb)

Ecnun aTta onuma BknoYeHa, Konmsa nMcbMa Co BCEMU BITIOXKEHUAMU MOMELLAETCA B
KapaHTuH, a nucbMo He oTnpaenseTtcs. Konus nucbMa octaeTcs B nanke ¢
ncxogawmmMmn nncbMamun. B noytoeon nporpamme 6yaeT BbigaHo coobuieHne o6
owmnbke. MNpun Kaxxgon nocneayoLlen OTnpaBke C Ballero agpeca 31o nMcbmo byget
NpoBEPATLCHA Ha BUPYCHI.

BnokupoBaTtb No4Ty (He OTNpPaBnATbL)

Mucbma He ByayT OTNpPaBNSATLCH, OCTaBasAChb B Nanke ¢ ucxoasien
KoppecnoHaeHumen. B noutoBon nporpamme 6yaeT BblaaHo coobuieHne o6 owwmbke.
Mpu Kaxxgon nocrefyoLlen oTnpaBke ¢ Ballero agpeca 3To NMcbMo byaeT
NPOBEPSTLCS Ha BUPYCHI.

Mponyctutb

Ecnu onumsa BkntoyeHa, MHMLUMPOBaHHOE NMCbMO ByaeT OTnpaBneHo Aaxe B crydae
oBHapyXeHUs1 B HEM BUPYCOB U BPEAOHOCHLIX NMPOrpamMm.

MpeaynpexaeHune
Tak BMpyCbl 1 BpeOHOCHbIE NPOrpamMmmMbl MOTYT NONacTb B KOMMbIOTEP
nosiyyatens nucbma.

5.7.4 KHOMKWM 1 CCbITKAN

KHonka/ccbinka OnucaHune

MHDODMELMA 0 BUDYCaxX Mo aTou cchirike Bbl NonagaeTe - Npu
yCTaHOBJIEHHOM MHTepHeT-COG,D,I/IHeHI/II/I
- Ha Beb-CcTpaHuLy, cogepallyto
noapoObHy MHGOpPMaLMIO O BUPYCE UNK
Bpe4OHOCHOW nporpamMmme.

ﬁ Cnpaexa OTa KHOMKa UIn CCbifika OTKpbIBaeT
CTpaHu1Ly CnpaBOYHOWN OHMAWNH-
CUCTEMBI.
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5.8 OrTnpasurtens

Ecnu BbI ncnonbsyete pyHkumio AntiBot mogyna Mail Protection, moayns Mail Protection
GnokupyeT nucbMa, oTnpaBnaemMble C HeaBTOpPM3MpoBaHHbIX cepepoB SMTP. MNMpoeepka
BbIMNOJSTHAETCS C MOMOLLbIO CNUCKA pa3peLLEeHHbIX OTnpaBuUTenemn, COCTaBNEHHOro
nonb3oBaTenieM B HacTpomnkax Mail Protection > Nouck > AntiBot. O 3abnoknpoBaHHOM
nnceme coobLaeTcs B AUarioroBoM OKHe.

5.8.1 lNMpepynpexpeHwe

P )

HeaonycTuman paccelnka. @

Mporpasma NuTaeTca oTnpasuTe Email ot
HENOMYCTHUMOMO OTNP3BMTens.

OTnpaBKa 3Toro NKMcbMa belna 3EEJ'IIIIKI-'1|:IDEFEHE.

B Cnpaeka

1MA MporpamMmel: HEMIBECTHEIN NPOLECT
OTnpaeneHo wepes: fakedomain.avira
O atz@10,40.80. 145

3TO MMCEMO MOXET YKA3bIBATh Ha HewssecTHoe 10,
YCTAHOENEHHOE Ha Balem KoMneroTEpe.

Ecnm Bel caMM oTNpasKunKM 3To MMCBMO, NPOBEPETE CNMCOK
pa3pelleHHBIX 3APECoE M, 2CNW NoTpelyeToR, BHECUTE
COOTEETCTEYVHOLWLME MIMEHEHIA,

5.8.2 Vicnonb3yemas nporpamma, ucnonb3lyembin cepsep SMTP n agpec
OoTnNpaBuTens NUcbma

B cpegHem okHe coobuieHnst oTobpaxkaeTca cneayrowas nHpopmaums:
e HasaHue nporpammebl, KOTOpas UCNOMb30Banach A5 OTNPaBkM NMCbMa
o HaseaHue cepsepa SMTP, kOoTOpbI MCNOMb30BaNcAa Afsi OTNpaBku NMcbma

e Anpec aneKTPOHHOW NoYTbl OTNPaBUTENS

Ecnu Bbl 0OTNpasunmn NMCbMO C NOMOLLLIO CBOEW MOYTOBOW NPOrpamMmbl, CpaBHUTE CMUCOK
paspeLleHHbIX oTnpasuTenen B Hactpoukax B Mail Protection > Nouck > AntiBot ¢
agpecamu oTnpasuTerien, KOTopble Bbl UCMOSb3yeTe B YY4ETHbIX 3arnncaxX CBOEN NOYTOBOM
nporpaMmmbl. Ecnu cnncok paspeLleHHbIX OTrpaBuTenen B HaCTPOMKax HEMoOJSioH, BHECUTe
AONONHUTENbHbLIE agpeca oTnpaBuTenen B CNMCok. 3abrnoknposaHHoe NUCbMO ByaeT
HaxoAMTbCS B Narke NCXoAALWMX NMceM Ballen NoYTOBOW nporpaMmmbl. [1ng oTnpasku
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3abM0OKMPOBAHHOIO NMCbMa CHOBa HaYHUTE MPOLLECC OTNPaBKKN Nocre AONOSTHEHUS Cnucka
B HACTpOMKaXx.

5.9 Cepsep

Ecnu Bbl ncnonbsyete pyHkumio AntiBot mogyna Mail Protection, mogyne Mail Protection
GnokupyeT nucbMa, oTnpaBnaemMble C HeaBTOPM3MpoBaHHbIX cepepoB SMTP. MNMpoeepka
BbIMOSHAETCS C MOMOLLLIO CMMCKa pa3peLleHHbIX cepepoB SMTP, cogepkallerocs B
HacTpownkax Mail Protection > Nownck > AntiBot. O 3abnoknpoBaHHOM nucbme coobLlaeTcs
B ANanNoroBOM OKHE.

5.9.1 lMNpepynpexpeHwe

P "

HeaonycTuman paccelnka, @

MporpadMa NETaeToA OTNpaBUTL Email Ha
HELOMYCTHMLEINA Cepaep.

OTI'IFIEIBKEI aTOro NMceMa Beina 3EEJ'II:IK.I-'1|:IEIEFEHE.

B Cnpaeka

MMA nporpamMel; Mailsend.exe
OrnpaenerHo wepes: fakedomain.avira

(JTNpaBKa 3TOr0 MMCBME MOMET YKA3bIBEETE Ha NPUCYTCTEWE B
Ballel ciCTeMe HEMIBECTHOMD BPE00HOCHOMD O0bEKTA.

Ecni 3To NWCbMo 0TNREENANK Bbl, NPOEEPETE B HECTPORKEX
CMMCOK. PE3PELLEHHBIX NOYTOBEIX CEPEEDOE.

5.9.2 Vcnonb3yemas nporpamma, ncnonb3yembin cepsep SMTP

B cpegHem okHe coobuieHnst oTobpaxaeTca crneaytowas MHpopmaums:
o HasBaHue nporpammbl, KOTOpasi UCNONb3oBanach Ans oTnpaekn NUcCbMa

o HasBaHue cepsepa SMTP, koTOpbIN nCNonb3oBancsa Ans OTNpaBku NMCbMa

Ecnu Bbl 0OTNpaBunmn NMCbMO C NOMOLLLIO CBOEW MOYTOBOW NPOrpamMmMbl, CPaBHUTE CMUCOK
paspeLleHHbIX cepBepoB B HacTporkax B Mail Protection > Nouck > AntiBot ¢ agpecamu
cepsepoB SMTP, KoTopble Bbl UCNOSb3yeTe ANs OTNpaBku nucem. Micnonbsyemblie
cepBepbl SMTP MOXHO NOCMOTPETb B MOYTOBOW NPOrpamMme B UCMOSb3yEMbIX YY4ETHbIX
3anucax aNeKTPOHHOM NnoYTbl. Ecnu cnncok paspeLleHHbIX CepBepoB B HACTPOMKaX
HEenosioH, BHECUTE LOMNONHUTENbHbIE adpeca Ucnonb3yemMblx Bamu cepsepos SMTP B
cnncok. 3abnokMpoBaHHOE NUCbMO ByaeT HaxoAUTLCA B Nanke UCXOOALWMX NMcemM Ballen
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NMoYTOBOW Nporpammbl. [Ins oTnpaBku 3a0M0OKMPOBaAHHOIO NCbMa CHOBa Ha4YHWUTE NpoLecc
OTnpaBKM Nocrie AoMNofIHEHUs CNUCcKa B HACTPOMKaXx.

5.10 Web Protection

Mpn obHapyxeHun Bupyca mogynem Web Protection Bbl nonyunte, ecnmn ons novcka
BUPYCOB BblbpaH uHmepakmueHsbit (cMm. pasgen \Web Protection > Nouck > [Jenctsus npu
obHapyxeHun). B MHTepaKTUBHOM pexumMme Bbl MOXeTe BblIbpaTb B JUANIOrOBOM OKHE, YTO
AenaTb C AaHHbIMK, NONyYeHHbIMK OT BEO-cepBepa.

Mpepynpexxpenne

Web Protection: OBHapyseH obbekT. EX

bBbin 0bHapY®EEH BUDYC MMM BPEN0HOCHAaA NporpaMMal

Kakue gefcTEMA HeobxoaMMo BEINONHWUTE?

OBHapyHeEHA

ObbexT CRHapy#eHKMe

http: ffwww. eicar orgfdownload jeicar.com Eicar-Test-Signature

MHbOpMALWMA 0 BUpYCaX

EbIEEpMTE JZI.EI-.:1L_|'BI-'1Er KOTOopog HEDEIDJJ.MMD BEbINONHHUTE.

OTKA3aTbk B 40CTYNE "]

O6Hapy)«eHums, ownbku, npegynpexxpeHus

Bo Bknagkax ObHapyxeHusa, Owmnbkm n NpeagynpexaeHns NokasbiBaOTCA COOOLLEHNSA K
nogpobHasa nHpopmMaumsa kacaTenbHO 0OHapPYXEHHbIX BUPYCOB:

o Oo6bHapyxeHue: URL, a Takke nMsi o0GHapyXeHHOro Bupyca nnm BpeaoHOCHOM
nporpaMmmbl
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e Owwmbka: CoobLieHns o6 owmbkax, KOTopble BO3HUKIN BO BPEMS NPOBEPKN MOAYNEM
Web Protection

« MpeaynpexpeHus: MNpeaynpexaeHns kacatenbHO 0OHAPY)XEHHbIX BUPYCOB

Bo3Mo)XHbIe fecTBuA

Yka3aHune

Ecnun obHapyxeHHbIn 06bekT 6bin onpeaeneH CMCTEMON 3BPUCTUYECKOTO
noucka (HEURY/), 6bin co3gaH Heobbl4HbIM nakoBwmnkom (PCK/) nnn asnsaetcs
drarnom co ckpbITbiM pacwmpeHnem (HEUR-DBLEXT/), To B MHTEpakTMBHOM
pexunme QOCTYMNHbl TONbKO onumn MNomecTnTs B KapaHTuH 1 [NponycTuTs.

OTO orpaHMyeHune NpenaTcTByeT TOMY, YTOObI OBHapYyKeHHbIE dhansbl,
KOTOpble, BO3MOXHO, BbINIM OLLMOOYHO OTHECEHBLI K BPE4OHOCHBIM NporpamMmmam,
cpasy Xxe ygananucb M3 Bawlero komnetotepa. ®ann moxet 6bITb B fitoboe
BpeMsi BOCCTAHOBJIEH C NOMOLLBIO MeHeKepa KapaHTuUHa.

3anpeTuTb AocTyn

3anpolueHHasa Beb-cepBepoM CTpaHuLa UNu nepefaHHble AaHHble U dhannbl He ByayT
nepeHanpaeneHbl Bawemy 6pay3epy. B okHe Beb6-6pay3epa oTobpaxkaeTtcs
nHdopmauusa o6 otkase B goctyne. Web Protection 3aHocut cBegeHus 06
obHapy>xeHHOM 00bekTe B hann oTyeTa, ecnu BktoyeHa PyHKUUA OTHETOB.

M3onupoBaTb (MOMECTUTb Ha KapaHTUH)

3anpolueHHas BeG-cepBepoM CTpaHuLa Unu nepedaHHble gaHHble U hannbl npu
oBHapyXeHUn BMpYyca Unm BpeAoHOCHON NporpaMMbl MoMellanTcs B kapaHTuH. dainn
MOXeT OblTb BOCCTAHOBMEH N3 MEHeaXepa KapaHTuHa, ecrnv B 3TOM BO3HUKHET

Heob6Xo4MMOCTb, UM €r0 MOXXHO OTNPaBUTb Pas3paboTyunKy - B LLEHTP UccnegoBaHns
BUPYCOB KOMMaHun Avira.

Mponyctutb

3anpoweHHas Beb-cepBepoM CTpaHULa Unu nepefaHHble AaHHbie U dhannbl
otnpasnstTca mogynem Web Protection Bawemy Beb-6payaepy.

MpeaynpexaeHue
Takum ob6pa3om B BaLly CUCTEMY MOTYT NPOHUKHYTb BUPYChbl U BPEOOHOCHbIE
nporpammbl. Beibupante onumio MponycTUTb B UCKITOUYNTENBHBIX CyYasX.
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KHONKM 1 cCbINKn

KHonka/ccblinka

Onucanne

WMHDODMELIAR 0 BMDYCEX

Mo 3ToW ccbinke Bbl NonagaeTe - Npu
yCTaHOBMEeHHOM NIHTepHEeT-coeAMHEHU - Ha Beb-
CTpaHuLy, coaepallyo NogpobHyo MHdopMauuto
0 BUpYCE Unu BpegoHOCHOW nporpaMme.

B Cnpasxa

OTa KHOMKa UK CCbifika OTKPbIBaAeT CTpaHuLy
CNpaBOYHOM OHSTANH-CUCTEMBI.
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6. System Scanner

6.1 System Scanner

C nomoLLblo KOMNOHeHTa System Scanner MOXXHO BbINOSMHATL LiefieHanpaBreHHbIN NONCK
BUPYCOB N BPEOOHOCHbIX NporpaMmm (npamon noumck). CyLuectByeT HECKOSbKO crnocobos
npoBeaeHnsi NPOBEPKM Ha BUPYChI:

MpAMON NOUCK C NOMOLLIO KOHTEKCTHOrO MeHIo

MpsaAMOK NOMCK C NOMOLLIbIO KOHTEKCTHOIO MEHIO (MpaBasi KraBuLla MbILLKKW - MYHKT
MpoBepuTb BbIOpaHHbIe annbl ¢ noMoLlbio Avira) pekoMeHayeTcs, Hanpuvep, B
TOM cny4yae, korga TpebyeTtca NpoBepuTb OTAENbHbIE ddansibl M Nanku1 B NPOBOAHUKE
Windows. Ewe ogHO npenmMyLLecTBO 3akniyaeTcs B TOM, YTO 4S5 NPSAMOro novcka ¢
NMOMOLLLbKO KOHTEKCTHOIO MeHIo He TpebyeTcs 3anyck LleHTpa ynpasrneHus.

Mpsimon nouck ¢ nomoubio Drag&Drop

Mpu nepeTarmBaHnn dharna unu narnku B OKHO nporpammel LIeHTp ynpasreHus
KOMNoHeHT System Scanner nposepsieT dann nnu kaTanor, a Takke Bce
CyLLleCcTBYyIOLME nogkaTanorn. dta npoueaypa pekoMeHayeTcs, ecrnn Bbl XOTUTe
NpoBEPUTb OTAENbHbIE dhannbl U Nanku, KOTOpble, HAaNPMMEpP, HAaXOAATCA Ha BalleM
paboyem cTone.

Mpsamon nouck Yyepes npodunu

OTa npoueaypa pekoMeHayeTCs, eCnn Bbl XOTUTE peryrnsipHoO NpoBepsThb
onpeaesieHHble nanku n guckun (Hanpumep, Baw paboynin cton unu AUCKu, Ha KoTopble
Bbl PErYNSIPHO CoXpaHsieTe HoBble (bannbl). Bam He HYXXHO BbIGBUpaTh 3TN Nanku u
ANCKN Nepea Kaxaon NpoBEPKOM, NPOCTO caenamnTte BbIGOP C NOMOLLLIO
cooTBeTcTBYytowero npocuna. Cm. [Nposepka yepes npodusieb.

lMpoBepka Yepe3 nNaHMPOBLUUK
MnaHnpoBLUMK NO3BONISIET 3anyckaTb NPOBEPKM B 3agaHHoe BpeMs. CMm. [pamon nomck
C MOMOLLbIO NSIaHMPOBLLMKA.

Mpun noncke Rootkits, BUpycoB 3arpy304HbIX CEKTOPOB M MPU NPOBEPKE aKTUBHbIX
npoueccoB HeobxoaMMmbl cneumansHble MeToabl. Bl pacnonaraete cnegyowmmm
OnuUMAMN HACTPOUKMU:

Mouck Rootkits ¢ nomoLubto npodunsa novcka NMouck Rootkits n aktuBHoro
BpeaoHocHoro N0

[MpoBepka akTMBHbIX MPOLUECCOoB Yepe3 Npodusb noncka AKTUBHbIE NpoLecchl

Monck BUpYCOB 3arpy304HbIX CEKTOPOB Yepe3 komaHay MpoBepkKa 3arpy304HbIX
3anucen B MeHo lononHUTeNnbHO

6.2 Luke Filewalker

Bo Bpemsi npsimoro noncka nosiBnsieTca okHo coctoaHna Luke Filewalker, B koTopom
nokasblBaeTcs TOYHaA MHpopMaLnA O COCTOSHUN NPOBEPKM.
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System Scanner

Ecnu B HacTporikax moayns System Scanner B rpynne [lencTtBue npu o6HapyXeHuu

BUpyca BktoveHa onums MHTepakTMBHO, TO Npu obHapyXeHun BUpyca unm
BPeOOHOCHOW Nporpammbl Bbl NMOMy4nTE BOMNPOC O AanbHenwmnx genctensx. Ecnu

BKIIOYEHa onums ABTOMaTU4eCKn, TO BO3MOXHbIE OOHapyxeHust mkeupytotest B OTyeTe

System Scanner.

MNocne 3aBepLlueHnAa noncka B AOMOJTHUTENIbHOM OKHE MNMOKa3bIiBaldTCA pe3yribTaThl

NpoBEpPKN (CTaTUCTUKA), a Takke coobLueHns 06 owmnbkax n npegynpexaeHus.

6.2.1 Luke Filewalker: OkHo cocTosHMA npoBepkM

(X, AVIRA Avira Ultimate Protection Suite

Cratyc: Mok 3aseplueH
MocnegHui oibexT:
C:\Windows'\System3Zwwansve.dll

[d Luke Filewalker o] @]

Mocnearee obHapyweHne:  TRJAPC.SE.Gen (Cloud) WHbopMELA o BUDYCEX
MpoBEpEHHEIE Eins!: 4032 DBHapY#HEHD! 2
[poBEpeHHEIE NankK: a MogozpuTensHeIX: a
MpoBepeHHEIE SpXMELI: 42 MpenynpeskaeHus: i
MNpowno BpemMeHu: 120 MNpoBepeHo: a
MpoBepeHo; 100% CKPBITEIE OOBEKTHI i

[ 3aKpEITE ] [ OTyeT

OTo6paxkaemasn uHdopmauyus

CocmosiHue: CywecTBYHOT pasnunyHble CTaTyCHble COObLLEeHUS:
e WHuyuanusayusi npoepamMmmai

e [louck ckpbimbix 06bekmos!

o [Iposepka 3aryuw,eHHbIX NPoyeccos

e ®aun nposepsiemcsi

e WHuyuanusayus apxuea

e [lamsamb pa3brokuposaHa
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o Qadln pacnakosgbigaemcsi

o [Iposepsiromcs 3a2py304HbIE CEKMOPbI

o [lposepsiemcsi anagHbIl 3a2py304HbIt cekmop (MBR)
o [Iposepsemcs peecmp

o [lpoepamma 3asepwaemcs!

o [Iposepka bbina 3asepuieHa

lMocnedHuli o6bekm: ms n NyTb (haina, KOTopbI NPOBEPSETCA cenyac Unn obin
npoBepeH HeJaBHO

lNocnedHee obHapyxeHue: CylwecTBYIOT pasfMyHble COObLLEeHMSs, KacatoLmnecs
nocnegHero obHapyXeHuns:

e Bupycbkl He obHapyxeHb!

e Vmsa nocneagHero o6HapyXeHHOro Bupyca unm Bpe4oHOCHOW NporpaMmbl
[NposepeHHsbIe halsnbl: KonmyecTBO NpoOBEPEHHBIX hansios

lMposepeHHbie nanku: Konn4ectBo NpoBEPEHHBLIX MNanok

lposepeHHbIe apxusbl: KonnyecTBO NPOBEPEHHbBIX apXMBOB

Heobxodumoe spems: MpoaomknTenbHOCTb NPOBEPKU

lNposepeHo 0o amozo: MNMpoueHT BbINOSTHEHHOW MPOBEPKU

O6HapyxeHo: KonnyectBo 06HapYXEHHbIX BUPYCOB 1 BPEOOHOCHbLIX NPOrpaMm

lNodospumenbHbie ¢halinbi: KonnyectBo gannoB, 06HapYXEHHbIX 9BPUCTUYECKUM
Moaynem

[MpedynpexdeHus: KonuyecTso npeaynpexaeHnn 06 obHapyXeHnn Bupycos

lNposepeHHbie 06bekmbl: KonnyecTBo 06BLEKTOB, KOTOPbIE ObINK NPOBEPEHLI BO BPEMS
noucka Rootkits

Ckpbimble 06bekmbi: ObLiee KonmyecTBO OB6HaPYXEHHbIX CKPbITbIX 0OBHEKTOB

Yka3aHue

Rootkits ckpbiBatoT npouecchl 1 06bEeKTbI, HANPUMEP 3anucu B peectpe nnu
hannbl, HO He KaXXabl CKPbITbIN OOBEKT ABMNSETCH yKadaHMeM Ha
cyuwiectBoBaHue Rootkits. CkpbiTble 06bEKTbI MOTYT yKasbiBaTb M Ha
0e3BpeaHble Nporpammbl. Ecnn Bo Bpems npoBepkun Obinv 0bHapyXeHb!
CKpbITble 0ObEKTLI, a NpeaynpeanTenbHbie coodeHnsa 06 obHapyxeHum
BMPYCOB He MOCTynanu, ToO Ha OCHOBE OTYeTa BaM Heo6xoaMMo onpenenuThb,
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System Scanner

YTO 9TO 3a OOBLEKTbI, N HANTWN JOMOMAHUTESBbHYH MHOPMaLMIO O HANLEHHbIX

obObEeKTax.

KHONKM M cCbINKn

KHonka/ccblinka

OnucaHue

WMHdopMaLwsa o BMDYCaX

Mo aTOM CChISKE BbI
nonagaeTte - nNpu
yCTaHOBMEHHOM
NHTepHeT-coeanHeHnn -
Ha Beb-cTpaHuuy,
coaepaluyto nogpobHyro
MHOopMaUuIo 0 BUpyce
nn Bpe4OHOCHOM
nporpamme.

ﬂ Cnpaexa

OTkpoeTcsa cTpaHuua
CnpaBOYHOMN OHJSIANH-
CUCTEMBI.

Cron

Mpouecc npoBepku
OCTaHaBNMBaeTCH.

Maysa

Mpouecc npoBepku
npepbiBaeTCs U MOXET
ObITb NPOLOMKEH C
NMOMOLLIbKO KHOTMKK
MpoaonxunTo.

Mpoaonxutb

[MpepBaHHbIN NpoLiecc
NpOBEPKN NpoaoSPKaeTcs.

3aKpbITb

KomnoHeHT System
Scanner 3akpbiBaeTcs.
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OtyeT

OTobpaxaetca cdann
oT4yeTa O NPOBEPKe.

6.2.2 Luke Filewalker: Cratnctmka nposepku

Luke Filewalker

Avira Ultimate Protection Suite

B Cnpaeka

Cramicmika

PaEAnoe: 2670 OBHapy#eHD: ]
Mankm: o] MNogospyTensHo: 0
ADXMBLI: 29 BblnedeHo: 0
MpeaynpexaeHHa; 0] MepesanycaHo: 0
MpoBepeHo: 0] YoaneHo: 0
CKpBIThIE 00BEKTEI: 0] MepeMeweHo: 0

[ SaKpeiTe ] ’ OTyeT

OTo6parkaeman nHgoOpmaLmA: CTaTUCTUKA

Qadnbl: KonnyectBo NpoBepeHHbIX hansios

lMNManku: KonnyecTteo NpoBEPEHHbIX NanokK

Apxusbl: KoninyecTBo NpoBEepPEHHbIX apXMBOB

lMpedynpexdeHusi: KonuyecTso npeaynpexaeHnn 06 obHapyXeHnn Bupycos

System Scanner

ﬂpoeepeHHb/e o0b6bekmbl: KonnyectBo 06bHEKTOB, KOTOpble Obinu npoBepeHbl BO BpeMA

noucka Rootkits

Ckpbimbie 06bekmbl: KonndectBo oOHapyXeHHbIX CKpbITbiX 00bekToB (Rootkits)

Ob6HapyxeHo: KonnyectBo 06HapyXeHHbIX BUPYCOB 1 BPEAOHOCHLIX MporpaMm
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lModospumenbHbie: KonnyecTtso hannos, 06HapyXeHHbIX 3BPUCTUHECKMM MOAYNEM
BbineyeHo: KonmyecTBO BblfleYeHHbIX (hannos

lNepenucaHo: KonnyecTBo nepenucaHHbiX hannos

YOarneHo: KonnyecTBo yganeHHbIX hansos

lNepemeuweHo: Konuyectso ¢hannoB, NOMELLEHHbIX Ha KapaHTUH

KHONKM M ccbinkn

KHonka/ccblinka Onucanve

ﬂ Cnpaexa OTKpoeTCﬂ CTpaHunua CﬂpaBOqHOVI
OHNanH-CUCTEMBI.

3aKprTb OkHo C pe3yrnbTaTaMn 3akKpoeTCcA.

Otyer OtobpaxaeTtcsa dann otyeTa 0 NPOBEPKE.
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7. Control Center

7.1 0O630p

LleHTp ynpaBneHna crny>xuT B Ka4ecTBe LieHTpa MHopMaLnn, HaCTPOeK 1 ynpasreHus. B
AOMNOJSTHEHME K OTAENbHbIM BbiOMpaembiM Bknagkam LeHTp MMmeeT 6onbLlloe KOM4eCcTBO
ONuUMn, OOCTYMNHbIX B JIMHENKE MEHIO.

JNInHeika meHIO

B nuHenke meHo npeacTaBneHsbl crieayowme yHKUUK:
®dann
o Buixop (Alt+F4)

Bua

CocTtosHue

BesonacHocTb KoMMbloTEPaA

= System Scanner
= Real-Time Protection

MHTepHeT-6e30MacHOCTb

=  Firewall
= Web Protection
= Mail Protection

Child Protection

= Safe Browsing

Mobile Protection

= Avira Free Android Security

YnpasneHue

=  KapaHTuH

= [1naHMpOBLUMK
= OTtyeThl

= CobbITus

O6HoBuTb (F5)

CepBuc
e [lpoBepka 3arpy304HbIX CEKTOPOB...

e Cnuncok BMpycCoB...

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013) 108



R’ AVI RA Control Center

e 3arpys3utb BoccTaHoBneHna CD

e Hactponka (F8)

O6HoBneHue
e 3anyctntb O6HOBNEHME...

e OO6HOBMEHME BPYYHYHO...

CnpaBka
e Tembl
e [lomolb

o OHnanH nogaepxka

e ®opym

e PykoBoOcCTBO Mo 3arpyske

o MeHepxep nuueHsnm

o PekomeHpoBaTb NnpoaykT

o OTnpaButb coobuieHne obpaTHOM CBA3U

¢ O Avira Ultimate Protection Suite

Yka3aHue

YnpasneHune knasnaTypon B MEHKO MOXHO BKITHOMUTb C MOMOLLLIO KNaBuLln
[Alt]. Ecnn HaBurauus BkntoyeHa, Bbl MoxeTe nepemeltaTbCs B MEHIO C
NOMOLLIbIO KnaBuw Kypcopa. KHonkon Enter Bol MmoxeTe BbIGpaTh BblAENEHHbIN
MYHKT MEHI0.

Bknagku

Ha neBon HaBMrauMoOHHOW NaHeM pacrnonoXeHbl cneayowme BKIagKu:

e CocTosiHME

BE3OINACHOCTB KOMIBKOTEPA
e System Scanner
¢ Real-Time Protection

UHTEPHET-BEE3OINACHOCTb
o Firewall

e Web Protection

e Mail Protection
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Ch

ild Protection

« Safe Browsing

MOBILE PROTECTION

e Avira Free Android Security

YIIPABJIEHVE

KapaHTuH

[MnaHnpoBLKK

e OTtyeTnbl

¢ CobbiTug

On

ncaHve BKNnaaokK

o CocTtosiHMe: Ha Ha4yanbHOM JKpaHe CocTosiHue npenctaslieHbl BCe BKIaaKku, C

MOMOLLIbIO KOTOPbIX Bbl MOXXETE KOHTPONMPOBaTb OYHKLNN NPOrpaMmmbl (CM.
CocTosiHue).

OkHo CocTosiHMe rnokasblBaeT, kakme MOyl akKTUBHbI, NpeaocTaBlAeT
I/IH(*)OpMaU,I/I}O O nocrieaHnx npoBeaeHHbIX OBGHOBIEHUSX.

GE3OIMNACHOCTb KOMIBbKOTEPA: 3nech cogepXaTcst KOMMNOHEHTbI, C MOMOLLIbHO

KOTOPbIX Bbl MOXXETE NMpPpoBEpPUTb (*)aIZJ'IbI Ha BalleM KOMMNbHTEpe Ha Hann4mne BMpycos “

BPEAOHOCHbIX Nporpamm.

Bo Bknagke System Scanner MOXXHO BbINONTHUTb NPSIMON MOWUCK, T.€. HacTpanBaTb

NOUCK NO COBCTBEHHOMY XeNnaHUIo 1 3anyckaTb ero (CM. System Scanner).
[MpenycTaHoBreHHbIe NPodunn NO3BOSIAKT NPOU3BOANTL MPOBEPKY C
onTUMasnbHbIMK CTaH4APTHLIMW HAacTPOMKaMn. BO3MOXHO Takke NnoacTpouUTb
napamMeTpbl MPOBEPKM MOA BalLM MHAUBUAYASbHbIE 3a4a4M C MOMOLLbLIO
BeibopoyHOM NpoBepkn (HACTPOMKa COXPaHSETCH) UK C MOMOLLbIO CO34aHUs
NONb30BaTENLCKOro NPOdUns.

Bknagka Real-Time Protection otobpaxaeT nHdopmauunio 0 npoBepeHHbIX hannax,

a Takke gpyrue ctatucTmyeckme gaHHble, KoTopble B noboe Bpemsa MoryT 6bITb
0OHyNeHbl U NO3BONSET OTKPbITh dhann otyeTa. lNogpobHas nHhopmaums o
nocrnegHeM obHapy>eHHOM BUPYCE UMW HexenaTenbHOW NporpaMme Bbi3blBaeTCA
"OOHMM LLENMYKOM".

MHTEPHET-BE3OIACHOCTb: 3aecb Bbl HangeTe KOMMOHEHTbI, KOTOpPble NO3BONAT

3allUTUTb Bally CUCTEMY OT BMPYCOB, BPEOAOHOCHbLIX NporpamMm " CeETEBbIX aTak.

B pasgene FireWall MOXXHO n3MeHATb OCHOBHbIE HAacTponkn bpaHamayapa FireWall.

OTobpaxaeTca Takke CKOPOCTb Nepefayn AaHHbIX U BCE aKTUBHbIE NPUINOXKEHUS,
ncnonbe3ylolme ceteBble coeamHenns (cMm. FireWall).

Bknagka Web Protection otobpaxaeT nHopmaumio o nposepeHHbix URL,
oBHapyXeHHbIX BUpycax, a Takke gpyrme ctaTuctmyeckue gaHHble, KOTOpble B
noborN MOMEHT MOXHO OBHYNUTL, NPeaocTaBnseT BO3MOXHOCTb Bbi3oBa dhanna
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otyeTa. NogpobHasa nHpopmaumnsa o nocnegHeM obHapy>XeHHOM BUpyce Unu
HeXxernartesibHOM NporpamMmmMe Bbl3bliBaeTCA "O4HUM LLeNTYKkoM".

= Bknapgka Mail Protection nokasbiBaeT npoBepeHHbIe NMCbMa, UX CBOMUCTBA U
AaHHble cTaTucTukn. Nucbma MoXxHO yaansTb u3 6ydepa moaynsa Mail Protection.
(cm. Mail Protection).

o SALUNTA OETEU: 3nechb npeacrtaBneHbl MHCTPYMEHTbI, C MOMOLLbIO KOTOPbIX Bbl
MoxeTe obecne4ynTb 6e30nacHOCTb CBOUX AETEN B CETH.

= Safe Browsing: Nonb3oBaTensam MOXHO NpucBouTb ponu. Kaxaas porb
HacTpauBaeTca U BKItoyaeT B ceba Habop npaBun co cnegyowmmm KpUutepusamu:
3anpeLleHHble nnu paspewweHHble URL (agpeca B IHTepHeTe), 3anpeLueHHble
KaTteropum cogepxumoro, Bpems pabotbl B VIHTepHeTe 1 npn Heob6xoaMMoCTn Bpems
paboTbl B IHTepHeTe No BygHUM gHAM

o MOBUJIbHAA SALUNTA: C nomouybio kaTeropum Avira Free Android Security Bbl
MOXeTe paboTaTb B CETM Ha CBOUX ycTponcTBax Ha 6ase Android.

= Avira Free Android Security no3sonsieT ynpasnaTb BCEMU YCTPONCTBAMM,
paboTatowmmm Ha onepaunoHHon cucteme Android.

o YIIPABJIEHUE: 3pecb npeacTtaBfieHbl MHCTPYMEHTbI, KOTOPble MO3BOMAT BaM
N30NMPOBaTb NOAO3PUTESNBbHBbIE UMM 3apaXKeHHble BUpycamMu dhansbl, ynpaBnaTtb UMK, a
TaKkKe NnaHnpoBaTb perynsipHble 3agauu.

= Bknagka KapaHTuH cogepxut anemeHTbl MeHeakepa kapaHTuHa. [naBHOe MecTo
Ans pannoB Ha KapaHTUHE UM NoA03pUTENbHbIX hannoB, KOTopble Bbl xoTute
NOMeCTUTb Ha KapaHTUH (cM. KapaHTuH). Kpome 3Toro Bbl6paHHbIN dhansi MOXHO
OTNPaBUTb NO 3NIEKTPOHHOW NOYTE B LEHTP UCCreaoBaHUs BUPYCOB KOMNaHum Avira.

= Bo Bknagke MnaHupoBLUMK MOXHO CO3aBaTh BbINOMHSAEMbIE B ONpeaerieHHoe
Bpemsi 3agayn no npoBepke U OBHOBMEHUIO UK Pe3ePBHOMY KOMMPOBAHWIO, a Takxke
COrnacoBbIBaTb UK YAAnsATb CyllecTByowme 3agaym (cM. MNnaHnpoBLLYK).

= Bknagka Reports nossonseTt sBam nony4vTtb MHAOPMaLno 0 pesdynbtartax
BbINOJSTHEHHbIX AencTBUKN (CM. OT4eTh!).

= Bknagka Events nony4aeTt BaMm nony4mTb MHOpMaUuio 0 cobbITUAX, CO3AaHHbIX
Moaynamu nporpammbl (cM. CobbiTus).

KHONKM M CCbINKM

,D,OCTyI'IHbI cneayrowime KHOMKN U CCbIJTKN.

KHonka/ccbinka opsaumne knasuwmn | OnucaHne

L£F Hacrpoiixa OTkpbiBaeTCs COOTBETCTBYIOLIEE ANANOroBOE
OKHO C HaCTpOWKamu AN BKNaKW.

F1 OTKkpblBaeTCs COOTBETCTBYIOLASA TEMA OHIANH-
crnpaBsku.
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7.2 ®ann

7.2.1 3akpbITb

IMyHKT MeHo 3akpbITb B MeH0 Dann 3akpbiBaeT LleHTp ynpasneHus.

7.3 Bup

7.3.1 CocTtosiHune

CTtapToBbIil 3KpaH LeHTpa ynpasreHns CocTosiHMe nokasbiBaeT, 3allyiieHa fv Bala
cuctema un kakne moaynum Avira aktueHbl. B okHe CocTosiHMe oTobpaxaeTcs nHdopmaums
0 nocnegHem npousseneHHOM 0OHOBMREHUN. [JONONHUTESNTbHO MOXHO BUAETh, 0bnagaet
N1 nonb3oBaTenb OENCTBYIOLEN NULIEH3NEN.

e besonacHocTb KoMnbloTepa: Real-Time Protection, NocnegHsst nposepka, NocnegHee
obHoBnNeHne, Balw npoayKT akTMBMPOBaH

o WHTepHeT-6e3onacHocTk: Web Protection, Mail Protection, Safe Browsing, Urposon
PEXUM,

Yka3aHune

Cucteme KOHTpoOns y4eTHbIX 3anucen nonb3oBaTtenen (UAC) TpebyeTtcs Balue
paspeLlleHne Ha BKIIloYeHue nnun oTkrtodeHne cnyxb Real-Time Protection,
Web Protection n Mail Protection (B onepaunoHHbIX cuctemax, HauymHas ¢
Windows Vista).

Be3onacHocTb KOMNblOTEpPA

B aTom pasgene otobpaxaeTtca nHpopMaumnsa o0 TEKYLLEM COCTOSHUN CYXO 1 pyHKLMIA
3awmnTbl, KOTOpble 06ecneynBatoT NOKanbHyO 3aLLMTy Ballero KOMnboTepa OT BUPYCOB U
BpenoHocHoro MO.

Real-Time Protection

B aTom pasgene otobpaxaeTcs nHpopmaums o Tekywem coctossHum moaynsa Real-Time
Protection.

Moaynb Real-Time Protection BkntoyaeTca n BbIkOYaeTCs C MOMOLLBIO KHOMKK
Bkn./Bbikn. [1ns gononHuteneHbix onumin moaynsa Real-Time Protection HaxmuTe Real-
Time Protection Ha HaBuUrauMoHHOM NaHenu. Bel nony4nte nHopMauuio 0 NocrneaHnx
HanWOeHHbIX BPeAOHOCHbLIX NMporpamMmmMax U MHPUUMPOBaHHbLIX hannax. HaxxmmnTe KHOmMky
KoHdwmrypauums, 4To6bl BbINOSTHUTL AONONHUTENBHbLIE HACTPONKN.

o KoHdurypauums: Bol nepexoamte B MEHIO KOHpUrypauumn, B KOTOPOM MOXHO
yCTaHOBUTb NapamMeTpbl KOMNOHEHTOB Moayns Real-Time Protection.
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CyLLecTByIOT crefytoLime BO3MOXHOCTY:

Muktorpamma | CocTtosiHue Onuumsa OnucaHue

v BkrntoyeHo OtknounTtb | Cnyxba Real-Time Protection BkntoyeHa, To
€CTb Balla cMcTema NoCTOSAHHO NpoBepseTcA
Ha Hanu4Me BUPYCOB M BPEOOHOCHbIX
nporpamm.

YkKa3aHue

Cnyx6y Real-Time Protection
MOXHO OTKNuUnTb. Obpartute
BHMMaHWE, YTO NPW OTKIMHOYEHHOM
moayne Real-Time Protection Baw
KOMMbloTep Bornblle He 3auLLeH
OT BMPYCOB U BPeL4OHOCHbIX
nporpamm. Bce dansbl
BGecnpenaTCTBEHHO NonagatoT B
CUCTEMY M MOTYT NPUYUHUTL Bpes.

OmkmoyeHo | Bknrouutb | Cnyxba Real-Time Protection oTkntoyeHa.
JTO 03Ha4aeT, 4YTo criyxba 3arpyxeHa, HO He
aKTMBHa.

MpeaynpexaeHue

Monck BUpYCcOB 1M BPEAOHOCHbIX
nporpamMm He BbIMOSTHAETCS.
JToBble dhanrnbl moryT
6ecnpensTCTBEHHO NPOHUKHYTL B
cuctemy. Baw komnbrotep He
3allULLEH OT BMPYCOB U
BPEAOHOCHbLIX MporpaMmm.

YkasaHue

UTo6bl BO30OGHOBUTDL 3aLLMTy OT
BMPYCOB 1 BPEAOHOCHbIX
nporpamm, BOCNoOSb3ynTeChb
kHonkon BKI1./BbIKI1. psgom ¢
moaynem Real-Time Protection B
pasfene okHa COCTOSIHUSA
«BbesonacHocTb KoMNbIOTEPAY.
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ocmaHoe8JsieHa

MpepynpexaeHue

Monck BUPYCOB M BPEAOHOCHbIX
nporpamMm He BbIMOSTHAETCS.
JTobble dhannbl MoryT
BecnpenaTCTBEHHO NMPOHUKHYTL B
cuctemy. Baw komnerotep He
3alULLEH OT BMPYCOB U
BPEAOHOCHbIX MporpaMm.

Yka3aHue

UT06bl BO30OGHOBUTL 3aLLMTYy OT
BUPYCOB 1 BPELOHOCHbIX
nporpamMm, HaOXXMUTE KHOMKY
BKI1./BbIKI1. Tekywee cocTtosiHue
JOJTKHO UBMEHUTLCS Ha
BkniroueHo.

E Cnyxb6a 3anyctutb | Cnyx6a Real-Time Protection octaHoBneHa.

HeussecmHo | CnpaBka [aHHoe cocTosiHMe oTobpaxkaeTcs npu
BO3HWKHOBEHWNN HEN3BECTHOM OLLIMGKN. B
3TOM cryvae obpaTtuTech B Hally criyxoy
noaaepXKu.

MocnegHsas npoBepka

B aTom pasgene otobpaxkaeTcs nHopmaums 0 nocnegHen nposepke cuctemsl. Mpu
MOSIHOWM NPOBEPKE BCE XKECTKME ANCKN BalLEN CUCTEMbI MPOBEPSAIOTCSA B MOMHOM ob6beme.
Mpn 3TOM UCNONb3YHTCS BCE METOAbI MOMCKA U NPOBEPKU, 3a UCKIIOYEHNEM NPOBEPKN
LLeNOCTHOCTN CUCTEMHbIX hannoB: NpoBepka hannos No yMosiyaHuo, NpoBepKa peecTpa
N 3arpy304HbIX CEKTOPOB, MOUCK PYTKUTOB U aKTUBHbIX BPEAOHOCHbIX MPOrpamm.
OtobpaxaeTtcsa cnegyowasa nHpopmMaums:

e [laTa nocrnegHewn nosiHON NPOBEPKN CUCTEMBI

CyLLeCTBYIOT crefytoLime BO3MOXHOCTU:
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MpoBepka Onuus OnucaHue

CcCucTemMmbl

He MpoBeputb C MOMeHTa yCTaHOBKM MONHasa npoBepka

8bIMOJIHANach cucrtemy CUCTEMbI He NpoBOAUNaCh.
MpeaynpexaeHue
Cuctema He npoBepeHa. Ha Bawem
KOMMbIOTEPE MOXET HaxoauTbCA
BUPYC UIM BpedOHOCHas nporpamma.
Yka3aHune
[1ns npoBepku KOMMbOTEPA HAXMUTE
KHOMKy «[lpoBepuTb cucTemy».

Hata NMpoBepuTtb Bbl BbINONHUAN NOMHYO NPOBEPKY CUCTEMbI B

nocnegHen cucrtemy yKa3aHHbI CPOK.

NpoBepKn

CUCTEMBI,

Hanpumep, Yka3aHune

18.09.2011 PekomeHayeTca ncnonb3oBaTb
CTaHOapTHY 3agady NpoBepKu
[NonHas nposepka cucmemeil:
aKTUBUPYMTE 3a4a4vy NPOBEPKU
«lNonHas npoBepka cuMcTeMbI» B
MnaHnposLmke.

HeussecmHo CnpaBka [aHHoe cocTosiHue oTobpaxkaeTca npu

BO3HUKHOBEHUN HEN3BECTHOM OLWNBKN. B aTOM
cnyyae obpatutech B Hally Crnyxby noanepxku.

MNocnepHee obHOBNEHMe

B aTom pasagene otobpaxaeTtcsa nHpopmaums o TekywemMm COCTOSHUM NocnegHero
OoGHOBNEHUS.

OTtobpaxaeTtcsa cnegyowasa nHpopmMaums:

o [lata nocnegHero o6HoOBNEHMUS

P HaxmuTe kHonky «KoHdurypaumsy, Ytobbl BbIMOMHUTL AONONMHUTENbHbLIE HACTPOMKN
aBTOMaTU4YeCcKoro oOHOBMEeHuS.
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CyLecTBYyHOT crieqytowme BO3MOXHOCTH:

Control Center

MukTorpamma CocTosiHue Onuus OnucaHue
m HaTta 3anyctutb Mporpamma 6binia o6HOBMNEHA B
nocneagHero oOGHOBNEeHMe | TeyeHue nocrnegHux 24 4yacos.
obHoBnEHUS,
Hanpumep,
18.07.2011 YkazaHue
C NoOMOLLbIO KHOMKK
«3anyctutb 0GHOBREHNEY
Bbl CMOXeETe NoaAep>KMBaTb
Baw npoaykT Avira B
aKkTyarbHOM COCTOSAHUMW.
[ata 3anyctutb C MomeHTa nocneaHero ooHoBNeHUs
nocriegHero obGHoBneHue | npolusno 6onee 24 Yacos, HO Bbl BCE
obHoBNEHMS, eLle HaxogMTecb BHYTPW BbIOpaHHOro
Hanpumep, BaMU LMKNa HanomMumHaHum ob
15.07.2011 obHoBneHunax. OH 3aBUCUT OT HACTPOEK

B MeHto KoHdurypaums.

Yka3saHue

C NOMOLLbIO KHOMKK
«3anyctutb 06HOBNEHNE»
Bbl CMOXETe nogaepxmBaTb
Baw npoaykT Avira B
aKTyaribHOM COCTOSAHUMW.
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E He 3anyctutb
8bIM0JIHANOCL | OOHOBIEHUEe

C mMomeHTa ycTaHOBKN 0B6HOBMEHME
eLle He BbINOSTHANOCh

nnn

OblNIM NpeBbILWEHbI NapaMeTpbl
BbIGpPaHHOIro BamMmu LuKna onoBeLeHUn
06 obHoBNeHumn (cm. KoHdurypaums), a
o6GHoBNEHne He 6bINo BbINOSTHEHO,
nnn

dhann onpeneneHuin BUpycoB cTapLue
BbIGpPaHHOIro BamMu Lukna onoBeLeHUn
06 obHoBNeHun (cm. KoHdurypaums).

Yka3saHue

C nomMoLLbHO KHOMKK
3anyctutb O6HOBMEHMWE Bbl
cMoXeTe nogaepmeaTtb
BaLl NpoaykT Avira B
aKkTyaribHOM COCTOSAHUMW.

Hegso3MoxHO

Mpn nctekwem cpoke gencTBnA
nnUEeH3Mn OBHOBIEHME HEBO3MOXHO.

Baw nNpPoAYKT aKTuBupoBaH

B aTom pasgene otobpaxaeTcs nHpopmaumst 0 TEKyLLEM CTaTyCe BaLLEN NTIULIEH3NN.

CyLLecTBYHOT crieqyowme BO3MOXHOCTH:

NMonHas Bepcus
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MukTorpamma CocTtosHune Onuus 3HayeHune

‘f‘? Cpok OGHOBUTL Bbl obnagaete gencreytowen
AencTeus nuueHsuen ana nporpammbl Avira. C
TekyLen NOMOLLbIO KHOMKN « OOHOBUTLY» Bbl
nuueHsnn ansa nepengeTte B OHManH-marasunH Avira.
NOnHoMn Tam Bbl cMOXeTe BblbpaTb NULEH3NIO,
BEpPCUM, OTBEeYaloLLyo BaliMM NOTpeBHOCTAM, U
Hanpumenp, 0OHOBMTbL Ball NPOAYKT A0 BEPCUMK
31.10.2011 Avira Premium.
Cpok O6GHOBUTL Bbl o6nagaeTe gencreytoLlen
JencTBums nnueHamnen Ha NpoaykT Avira. OgHako
TekyLien CPOK AENCTBUA NIULIEH3UN COCTaBnaeT
niueHsnn ans 30 nnn meHee gHen. C NnoMoLLblo
NonHown kHOMkM OBGHOBUTL Bbl NEpenaeTe B
Bepcun, OHnawmH-marasunH Avira. Tam Bbl
Hanpumenp, CMOXeTe NpoAaSIUTb CBOK NTULEH3MIO.
31.10.2011

E Cpok Kynutb Cpok oencTBns NULEH3MN Ha BalLl
JencTBums npoaykT Avira uctek. C nomoLbto
nuueH3nu kHonkn KynuTb Bbl nepengeTe B
NUCTEK, OHNanH-marasuH Avira. Tam Bbl
Hanpumep, CMOXeTe NpnobpecTn OeNCTBYOLLYHO
31.08.2011 NMNLUEH3NIO.

MpeanynpexaeHune

Ecnu cpok gencreus Bawlen
NULIEH3NN UCTEK, TO
JanbHenwee oOHOBMNEHMe
HEBO3MOXHO. 3alMTHbIE
YHKLMN NporpaMmmbl
OTKNIOYEHbI M HE MOTYT BbITb
aKTUBUPOBAHbI.

TecTOoBasa NnuueH3und
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TECTOBOMN NULEH3UN
ncrek 31.08.2011

Muktorpamma | CocTtosHME Onuwms 3Ha4yeHune
V| TectoBas nuueH3usa | Kynutb Bbl obnagaeTe TeCTOBOW NULIEH3NEN U
AEencTBUTENbHA, nMeeTe BO3MOXXHOCTb B TeYeHNe
Hanpumep, 0o onpeaeneHHoro BpeMeHn onpoboBaTb
31.10.2011 doyHKUMM Ballero npoaykra Avira B
noniHom ob6bveme. C NOMOLLbI KHOMKN
KynuTb Bbl nepengeTe B OHNaMH-
mMarasuH Avira. Tam Bbl cCMOXeTe
NpnobpecTn AEeNCTBYIOLLYHO
NULUEH3NIO.
TectoBasa nuueH3na | ObHoBUTL | Bbl obnagaeTe TeCTOBOW NULEH3NEN.
JencTBUTErNbHA, OpaHako CpoK AENCTBUS NULIEH3UN
Hanpumep, 0o coctasnseT 30 nnu meHee gHen. C
31.10.2011 NOMOLLb KHOMKM OOHOBUTL Bbl
nepengeTte B OHMANH MarasuH Avira.
Tam Bbl cMOXeTe npnobpecTtu
OENCTBYIOLLYIO NULEH3MIO.
E Cpok gencrteus Kynutb Cpok oencTBns NULEH3MM Ha BaLLl

npoaykT Avira nctek. C nomoLybto
kHonkn KynuTb Bbl nepenjeTe B
OHNanH-marasuH Avira. Tam Bbl
CMOXeTe NpnobpecTn OeNCTBYIOLLYHO
NULIEH3NIO.

MpeanynpexaeHune

Ecnu cpok gencreus
BalLen NULEH3nUn UCTEK, TO
JanbHenwee oOHOBMNEHMe
HEBO3MOXHO. 3alUUTHbIE
YHKLMN NporpaMmmbl
OTKIOYEHbI U HE MOTYT
OblTb aKTUBMPOBAHbI.

MUHTepHeT-6e30nacHOCTb

B aTom pasgene otobpaxaeTcs MHpopMaumst O TEKYLLEM COCTOSIHUM CITY>KO U (DYHKLUUIA
3aLmThl, KOTOPbIE 3aLMLLA0T Ball KOMMbKOTEP OT BUPYCOB 1 BpegoHocHoro MO un3

NHTepHeTa.

« Web Protection: cnyxba nposepsieT AaHHble, NepefaBaeMble Npu paboTe B

MHTepHeTe u 3arpyxaemble Bawmm Beb-6paysepom (koHTposnb noptos 80, 8080, 3128).
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e Mail Protection: cnyk6a npoBepsieT 3aMEKTPOHHYIO NOYTY M BIOXEHUS HA Hannime
BMPYCOB U BPELOHOCHbIX MPOrpamm.

e Safe Browsing: oCHOBaHHasa Ha ponsix (PyHKUMS 3aWmTbl AeTen punbTpyeT
HexenaTenbHOe 1 HeneranbHoe CoAepXnmMoe CalToB 1 KOHTPONUPYET BpeMs
ncnosnib3oBaHna VIHTepHeTa.

YkazaHune
Safe Browsing He siBNSieTCsi caMOCToATENbHON cnyxx6on (npoueccom), a
npencrasnsaeT cobon gyHkumo moayna Web Protection.

« WrpoBon pexunm: ecnu ata onums akTMBMpOBaHa, TO Ball NPoAyKT Avira
aBTOMaTMYECKN NEPEKIIOYAETCS B UTPOBOW PEXUM , €CNM Ha BalleM KOMMboTepe
3anyLeHo NpuoXeHue B NONHO3KpaHHOM pexunme. Cm. rpoBoii pexum.

HononHutensHble onuun cryx6 otTobpaxkatoTcs B KOHTEKCTHOM MEHIO C MOMOLLIbKO KHOMKM
KoHdurypauusa psgom c kHonkon BKIL./BbIKIJL.:

« KoHdurypaums: Bbl nepexoante B MEHIO KOHUIypaLMK, Fae MOXHO HAaCTPOUTb
napameTpbl KOMNOHEHTOB CIy»Obl.

CywecTBytOT crnegytowmne BO3MOXHOCTU: Criyxbbi
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Muktorpamm | CocTosiHMe CocTosiHue Onuumsa 3Ha4yeHue
a Cnyxobl

u OK BkritoyeHo OTKNOYMT | AKTMBHbI BCE CryX0bl
b NHTepHeT-6e30nacHOCTN.

Yka3aHue

Bbl moxeTe
AeaKTMBMpoBaTb
cnyx0y c
MOMOLLLbIHO KHOMKM
BKIJ1./BbIKI1.
O6paTtute
BHUMaHMWe, YTo
NPV OTKITOHEHUN
CNy>0bl He
obecneuynBaeTcs
nonHas sawmura
OT BMPYCOB U
BPE€AOHOCHbIX
nporpamm.
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C OTtkntoyeHo | Bknwouutb | Cniyxba oTknoveHa. 910
o2paHuU4YeHUsIMu O3HayvaeT, YTo cnyxba
3anyLleHa, HO He aKTMBHa.

MpeaynpexaeH
ue

Bawa cuctema
nposepsieTcsl He
NOJTHOCTBIO.
CyuwecTByeT
BEPOSATHOCTb
TOro, YTO BUPYChbI
N BPEe4OHOCHbIE
nporpammbl
NPOHUKHYT B
BaLLy CUCTEMY.

Yka3aHue

YT00bI BKNIOYNTb
Cnyxo6y, HaxmuTe
KHOMKY
BKIJ1./BbIKI1.
psaooMm c
Ha3BaHMEM
COOTBETCTBYHOLLE
n crnyxo6bl.
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[MpedynpexoeHu
e

Cnyxb6a
OCTaHOBJEH
a

3anycTtutb

Cnyxba 6bina
OCTaHOBIIEeHa.

MpeapynpexaeH
ve

Bawa cuctema
npoBepsieTcs He
MOJSTHOCTBIO.
CyuwiecTtByeT
BEPOSATHOCTb
TOro, YTO BMPYCbI
N Bpe4OHOCHbIE
nporpammbl
NPOHWKHYT B
Bally cucTemy.

Yka3saHue

Ytobbl 3anycTutb
cnyxoy n
akTMBMpoBaTb
3awuTy,
HaXXMUTE KHOMKY
BKI1./BbIKI1.
Cnyx6a
3anycTuTca u
aKTUBMpYeTCS.

HeussecTHO

CnpaBka

J[laHHOe cocTosiHMe
oTobpaxaeTcs npu
BO3HMKHOBEHMUM
Heun3BeCcTHOM owmnbkun. B
3TOM crnyvae obpaTtuTtech B
HaLy crnyxby noaaepxku.

CywecTBytoT crnegytouine Bo3aMoxHocTu: Safe Browsing

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013)

123



K’ AVI RA Control Center

Muktorpamm | CoctosiHue CocrosiHue Onuums 3Ha4yeHue
a ¢yHKLUMOHanbLHoOC
™

m OK BkntoyeHo HactpouT | AKTnBHbI pyHKUMN Web
b Protection n Safe
Browsing.

Yka3saHue

C nomouubto
KHOTMKMN
KoHdurypaumsa
crnpasa oT
Ha3BaHus
dyHKumn Safe
Browsing Bbl
nepexoguTe B
MEHIO
KOH(purypaumm,
roe Bbl MOXeTe
HacTpouTb
AONONHUTENbBHbI
e napameTpsbl
3allUuThbl geTen.
Ob6patute
BHMMaHME Ha TO,
4yTO B
npeaBapuTenbH
o]
YCTaHOBIEHHbIX
ponsix
nosib3oBaTtenemn
MO YMOMYaHMto
(aetw,
noapoCTKN,
B3pocCrble)
dyHKUMS
KOHTpONs
BPEMEHU U
AocTtyna B
NHTepHeT
AeaKTMBMpoBaHa
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C
02paHU4YeHUsM
u

OTKNOYEeHO

HacTpout
b

®yHkuma Safe Browsing
HeakTUBHa.

- NN -

Cnyxba Real-Time
Protection 6bina
AeaKkTBMpoBaHa.

MpepynpexaeH
ue

Ecnun Bbl
AeakTuBMpoBanu
dyHKuuio Web
Protection, 1o
BalL KOMMbIOTEP
He 3aluLleH B
NosiHON Mepe.
CywectByeTt
BEPOATHOCTb
TOro, YTO
BUPYCbI U
BpegOHOCHbIE
nporpaMmmbl
NPOHUKHYT B
BaLLly CUCTEMY.

YkasaHue

[ns aktmBauum
dyHKunn Safe
Browsing
HaXXMNTE KHOMKY
Bkn./Bbikn. C
NMOMOLLIbIO
KHOMKMN
«KoHdurypaums
» Bbl
nepexoaunTe B
MEHI0
KOH(purypaumm,
roe Bbl MOXeTe
HacTpouTb
AONOSTHUTENbHBbI
€ napameTpsl
3aWmThl OeTen.
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7.3.2 VrpoBon pexxum

Ecnu Bbl 3anyckaeTe Ha CBOEM KOMMbIOTEPE MPUINOXKEHUS, TpebytoLiMe NOMHO3KPaHHOIo
pexuMma, TO aKTUBMPOBAaB UIPOBOW PEXNM, Bbl MOXETE CKPbITb COOBLLEHMS paboyero
CTONna 1 ykasaHusi, BCMbIBalOLWME OKHA U OMOBELLIEHUS NPOrpamMm.

Bbl MOXXeTe akTMBMPOBATL UIK BKNIOYUTL aBTOMATUYECKM UTPOBOWN PEXUM HaxaTuem
kHonkn BKIT/BbIKI1. Mo ymonyaHuio UrpoBomr pexxmm yCTaHOBIEH Ha automatic u
oTobpaxaeTcs 3eneHbiM LUBeToM. C 9TOM HACTPOKMKOM Balla nporpaMmma Avira
aBTOMATUYECKM NEPEKNIOYAETCHA B UTPOBOWN PEXNM, €CIN Bbl 3anyckaeTe NpUnoXeHne B
NMONTHO3KPAHHOM peXUME.

P YToObl aKTUBMPOBATL UIPOBOW PEXUM, HAXKMUTE Ha KHOMKY cnesa oT BbIKJ1.

~+ rpoBoW pexunm BKMOYEH, KHOMKa 0TObpaXxxaeTcs enTbiM LBETOM.

Yka3aHue

Mbl pekomeHayem U3MEHSATb NpeaBapuTerNbHO YCTAaHOBIIEHHOE COCTOSIHME
BbIKJ1 c aBTOMaTHMyecknm pacnosHaBaHMEM MPUITOXKEHMI B NOSTHOSKPAHHOM
pexume TONbKO BPEMEHHO, TaK Kak B UTPOBOM peXUMe Bbl HE yBUOUTE
coobuleHus paboyero ctona v npeaynpexaeHns o CETEBOM AOCTYMNeE, a Takke
O BO3MOXHbIX ONAaCHOCTSIX.

7.3.3 System Scanner

Pasgen System Scanner gaet BO3MOXHOCTb ObICTPO M NPOCTO HACTPOUTL U 3anyCTUTb
CKaHMpoOBaHWe cuUcTeMbl. [1peaycTaHoBNEHHbIE NPOdUIY NO3BONAOT NPON3BOAUTL
CKaHMpOBaHME CUCTEMbI C ONTUMarnbHbIMU HACTPONKaMKU NO yMOMN4YaHuio. MoXHO Takxke
aganTupoBaTb CKaHUPOBAHWE CUCTEMbI HA Hanu4une BUPYCOB N HeXenaTenbHbIX
nporpaMmm K CBOMM JIMYHbIM TPebOoBaHNAM C MOMOLLLIO BLIDOPOYHOW NPOBEPKN MU NyTEM
co34aHusa nornb3oBaTenbckmx npodunen. Tpebyemoe genctene MOXHO BblbpaTb C
NMOMOLLIbIO 3HAYKa Ha naHesnm NHCTPYMEHTOB, C MOMOLLbHKO SIPSiblka UM KOHTEKCTHOIO
MeHt0. 3anycTnute CKaHMpoBaHUEe CUCTEMbI C NMOMOLLbIO anemMeHTa [1poBepka ¢
BblOpaHHbIM Npodounem.

BHewHnn Bug n pabota ¢ pegaktupyembiMm npoomnamm aHanorndHel pabote ¢
MposogHukom Windows. Kaxagasa nanka B KOpHEBOM KaTanore COOTHOCUTCA C
onpegeneHHbIM npoduneMm. lNoanexawime ckaHNPOBaHUIO Nanku UNu goansibl MOXHO
Bbl6paTb, yCTaHOBMB (hriaXKok nepen COOTBETCTBYHOLLEN NANKOW UNn unn pannom gns
CKaHUpoOBaHUS.

e [1ns cmeHbl KaTanoros ABax bl LLENKHUTE HeobxoAnMbI KaTanor.
e [1n9 cMeHbl ANCKOB ABaXabl LLEeNKHUTE 6y|<By HeobGxoaumMoro gucka.

o [1ns BbibOpa Nanok n UCKOB MOXHO LLESKHYTb Nofe nepes COOTBETCTBYHOLLEN NanKon
NN ANCKOM NIEBOW KHOMKOW MbILIN MW BbIBpaTb UX C MOMOLLBIO KOHTEKCTHOIO MEHHO.
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e HaBuraums B CTpyKType MEHIO OCYLLIECTBMSIETCSA C MOMOLLbIO NMOMOCHI MPOKPYTKM U
CTPEnoK NPOKPYTKM.

lNMpeanyctaHoBnNeHHbIE Nnpodunu

J[locTynHbl NpeaycTaHOBNEHHbIE NPOMUIN CKAHUPOBAHWS.

MpumeyaHue

OTN Npodnnn 3aLlLMLLEHBI OT 3anNnUcK N He MOryT BbITb N3MEHEHBI UMW yAaneHbI.
YTto6bl Npochmnb cooTBETCTBOBAN BallMM noTpebHoCTAM, Bbibepute ans
OLHOKpaTHOro ckaHMpoBaHusA nanky BeibopoyHas nposepka nnu Cosgatb
HOBbIN NMPOUITb AN CO34aHUS NoNb30BaTENBCKOro NPOUIA, KOTOPbIN MOXET
ObITb COXpaHeH.

MpumevyaHne

[MapameTpbl CKaHNPOBaHUA A58 NpeayCTaHOBMNEHHbIX Npodunen MoryT
HacTpamBaTbCAa B MeHI0 HacTtponka > System Scanner > NMposepka > dainsbl.
OTn NapameTpbl MOXXHO HACTPOUTbL B COOTBETCTBMM CO CBOUMMU
NnoTpebHOCTAMM.

JlokanbHbIe QUCKHN
Bce nokanbHble AUCKM Ballen CUCTEMbI CKAHUPYIOTCA Ha Hann4Me BUPYCOB Un
HexernaTerbHbIX NporpaMm.

JlokanbHbIe XXecTkue ANCKU
Bce nokanbHble XeCTkne ANCKN Ballen CUCTEMbl CKaHUPYIOTCSA Ha Hannyve BUpycoB
U HexenaTtenbHbIX NporpaMm.

CbeMHble AUCKHU
Bce gocTtynHble CbeMHble AUCKM Ballen CUCTEMbI CKAHUPYIOTCS Ha Hann4yMe BUPYCcOB
NN HexenaTtenbHbIX NPOrpamMM.

CuctemHas nanka Windows
CuctemHas nanka Windows BalLen CUCTEMbI CKAHUPYETCH Ha HanMune BUPYCcoB UIu
HexenaTesibHbIX NPorpaMm.

NMonHas npoBepka cuctemsbl

Bce nokanbHble XeCcTkne AMCKU Ballero KoOMrnbiTepa CKaHUPYOTCH Ha Hannyne
BMPYCOB UNW HexenaTternbHbIX nporpaMmm. Npu ckaHMpoBaHUKM NCNONb3YOTCH BCE
npoLecChbl CKaHNPOBaHWS, 3a UCKMIOYEHUEM MPOBEPKN LLENOCTHOCTU CUCTEMHbIX
hannos: cTaHOapTHOE CKaHMpOBaHWe hanros, CKAaHNPOBaHME peecTpa U
3arpy304HbIX CEKTOPOB, NOUCK PYTKUTOB U T. A. (cM. System Scanner > O630p).
Mpouecchbl ckaHMPOBaHUSA BbIMNOMHAIOTCA HE3aBMCUMO OT HAaCTPOEK CKaHepa B
pasgene System Scanner > [1posepka: [JononHUTebHbIE HACTPOWKN.
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BbicTpasa npoBepkKa cucteMbl

BaxHble nanku Bawewn cuctembl (nankm Windows, Program Files, Documents and
Settings\Default User, Documents and Settings\All Users) npoBepsroTca Ha Hanvyne
BMPYCOB N HEXenaTerbHbIX NporpaMmm.

Mou AOKYMEeHTbI

MecTo coxpaHeHus no ymonyaHuio “"Mou dokymeHmbI" BoLweaLwero B CUCTEMY
nonb3oBaTensa CKaHMpyeTCA Ha Hanu4Me BUPYCOB UITM HeXenaTernbHbIX Nporpamm.

NMpumeyaHue

"Mou dokymeHmebl" B Windows siBAsieTca nankown B Nnpodune nonb3oBaTtens,
KOoTopasi UCMosnb3yeTcsl Kak MECTO COXPaHEHUs MO YMOMN4YaHuo Ans
AOKYMeHTOB. Mo ymon4yaHuto aToT Katanor Haxoautcs B C:\Documents and

Settings\[ums nonb3oeamens\Mou OoKymeHmM:I.

AKTUBHbIe npouecchl

Bce 3anyLieHHble NpoLecchl CKaHUPYOTCA Ha HanMyne BUPYCOB U HEXeNnaTenbHbIX
nporpamMmm.

MNMowuck "pyTKMTOB™" M aKTUBHOroO BpeaoHocHoro M0

BbinonHsieTcs ckaHMpoBaHWE KOMMbIOTEPA Ha HaNM4uMe PYyTKUTOB U aKTUBHbIX
(paboTatowmx) BpeaoHOCHbIX nporpamm. Npun aTom npoBepsaroTcAa Bce paboTatoLme
npoLeccsl.

MpumeyaHue

B nHTEpakTMBHOM pexnme JOCTYNHO HECKOSIbKO BApUaHTOB peakumm Ha
obHapyxeHHbI 06beKT. B aBToMaTtnyeckom pexvme akt obHapyXeHus
dukcupyeTcs B ¢panne oTyeTa.

MpumeyaHune
CkaHpOBaHWe Ha HanuumMe pyTKUTOB HEAOCTYNHO B 64-pa3psaaHbiX BEPCUSX

Windows XP !

7.3.4 BbibopouHasi npoBepka

Bb|6ep|/1Te 3Ty nanky, ecrin XotTute agantnpoBaTb CKaHNPOBaAHNE K CBOUM
nHounsmnayasrbHbIM Tpe6OBaHI/1$IM. OTmeTbTe nanku u (bal;l.l'lbl Ona CKaHNpoBaHUA.
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MpumeyaHne
Mpodunb BbibopoyHasa npoBepka obecnevnBaeT BO3MOXHOCTb
CKaHMpoBaHWS AaHHbIX 6e3 npeaBapuUTenbHOro Co3gaHna HOBOro NPoMuns.

NMonb3oBatenbckue npocdunm

Co3gaTb HOBbIN NPOUITE MOXHO Yepesd naHerlb MHCTPYMEHTOB, rOpPAYMU
KnaBuLwamMm Unn Yepes KOHTEKCTHOE MEHIO.

HoBble Npodunn MoXXHO COXpaHsTb C BbIOpaHHLIM MMEHEM W UCMOSb30BaTh B
[AOMNOSNHEHNE K CKaHNPOBaHWIO, 3aryckaeMomy BpYYHYH ANS CO3AaHUs NPOLIeCcCoB
CKaHMPOBaHMWS B YCTAHOBIIEHHOE BPEMSI C NMOMOLLbIO MIaHMPOBLLMKA.

Manensb UHCTPYMEHTOB U AP/bIKU

3Havok | Apnbik | OnucaHne

Jo) F3 3anyck CKaHUpOBaHUA C BblIOpaHHbIM npodunem

BblgeneHHbIn Nnpousib CKaHMPYeTCHA Ha Hanuyne BUPYCOB U
HeXenaTesibHbIX NPorpaMm.

q_ F6 3anycKk agMMHUCTPATOPOM CKaHMPOBaHUSA C BbIOpPaHHbIM
npocdunem

BblaeneHHbIn I'IpOd)MJ'Ib CKaHupyeTCd C npaBaMn aaMUHUCTPATopa.

+ Ins Co3aaTtb HOBbIN Npodunb

CospaeTcsa HoBbIV Npochunb.

— F2 MepenmeHoBaHMe BbIGpaHHOro npoduns

anCBaMBaeT BblOEJTEHHOMY I'IpOd)I/IJ'IIO Bbl6paHHoe BaMn UMA.

A F4 Co3aaHue sipnbika Ha paboyem cTone ana BbiopaHHoro npodpunsa

CosgaHne Ha paboyem cTtone apnblka Ans BbIGpaHHOro npodunsi.

% Del YpnaneHue BbiOpaHHOro npocuns

BbibpaHHbIM Npodunb yaanseTca HaBceraa.
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KOHTeKCTHOe MeHIo

[ocTyn K KOHTEKCTHOMY MEHIO MOXHO MONYYUTb, LENKHYB TpebyeMbln Npodusib NpaBown
KHOMKOM MbILLMW.
3anycTuTb NpoBepPKY
BblgeneHHbI Npounb CKaHMPYETCA Ha HannymMe BUPYCOB U HeXernaTernbHbIX
nporpamMmm.
MpoBepka (agMuHUCTpaTOp)

(3T1a dyHkuma goctynHa Tonbko B Windows Vista. [1ns1 BbINOAHEHNS 3TOr0 AENCTBUS
TpebyloTca NnpaBa agMUHUCTpartopa.)

BblaeneHHbI Npodunb CKaHNPYEeTCS Ha HannumMe BUPYCOB M HexXernaTenbHbIX
nporpamm.

Co3paTb HOBbIN Npocunb
CospaeTca HoBbIV Npochunb. Beligenute nankn n dpansnel, KOTopble HEO6X0AMMO
CKaHMpoBaThb.

NMepenmeHoBaTb npocpunb

an/ICBaI/IBaeT BblOEJIEHHOMY I'IpOCbI/IJ'I}O Bbl6paHHoe BaMn NM4A.

MpumeyaHne
OTOT 9N1EMEHT HEBO3MOXHO BblOpaTbh B KOHTEKCTHOM MEHHO, €CNK BbliOpaH
npegonpeaesieHHbIN NPpousib.

Ypanutb npocpunb

BbibpaHHbIM Npodunb yoanseTcsa Hasceraa.

MpumeyaHune
OTOT 9NEMEHT HEBO3MOXHO BblOpaTbh B KOHTEKCTHOM MEHIO, €CNK BblOpaH
npegonpeaesieHHbIN NPpousib.

dannoBbIn hunbTp
Mo ymonyaHuio:

O3sHauvaerT, uto dannbl 6yayT ckaHMpOBaTLCA B COOTBETCTBMM C HACTPOWMKOW rpynnbl
®anrnbl MEHIO HACTPOMKK. DTy HACTPOMKY MOXHO YCTAaHOBUTb B COOTBETCTBUN CO
cBovMU noTpebHocTaMU. B pasgen HacTPOMKM MOXHO NepenTn, BbiIbpaB KHOMKY Nnu
CCbInKy Hactpownka.

MpoBepuTb BCe channbi:

ByaoyT ckaHnpoBaTtbca Bce dhanrbl, HE3aBMCUMO OT YCTAHOBOK B MEHIO HacTponka.
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OnpepgeneHo nonb3oBaTeneMm:

Bbi3biBaeTcsa gmManoroBoe okHO, B KOTOPOM OTOBpakaroTca BCe paclumpeHns annos,
npoBepsieMbIX NPU CKaHMpoBaHWW. [INa cnnucka paclmpeHuii onpegeneHsl 6a3oBble
pacmpeHns no ymonyaHuo. MoxHo 0o6aBnsiTb B CNMCOK paclUMpeHNIn HOBbIE CTPOKU
UV yaanaTtb UX.

MpumeyaHue

OTOT 3NIEMEHT KOHTEKCTHOIO MEHI0 MOXHO BbIOpaTh, eCrnm Kypcop HaxoauTcs
Ha COOTBETCTBYIOLLUNM (PIAXKKOM.

Mpn ncnonb3oBaHuMK NpegonpeaeneHHbIx npoduein BbIbop 3TOro anemeHTa
HEBO3MOXEH.

BbiGpaTb
C nogkaTanoramu:

CkaHupytoTca Bce dpanrnbl U Nanky, HaxXoasiWmMecs B BblAENEHHOM (Y4epHbIA onaXok)
KaTarnore.

Be3 noakaTtanoros:

CKkaHuMpyoTCA TOMNbKO (hannbl, HaxoasALWmMecs B ykadaHHOM (3eneHbl driaxok)
KaTtarore.

TonbkKo nogkKaTanoru:

B BblaeneHHOM KOPHEBOM KaTariore npoBepSA0TCS TONbKO NOAKaTanorn, Ho He
dhannbl, Haxo4sLWMeCa B KOPHEBOM KaTarore (cepbivi hnaxok, nogkaTtanoru
BblAENEHbl YePHbIMU (hnaxxkamm).

Be3 BblOOpa:

Bbibop OTMeEHEH (HET hnaxxkoB), CKaHMPOBAHME TEKYLLIETO KaTanora He
NpPOVN3BOAMNTCS.

MpumeyaHue

OTOT 3NIEMEHT KOHTEKCTHOIO MEHIO MOXHO BbIOpaTh, eCrnn Kypcop HaxoauTCcs
Ha COOTBETCTBYIOLUNM (OITAXKKOM.

Mpn ncnonb3oBaHuu NpegonpeaeneHHbIx npoduen BbIbop 3TOro anemeHTa
HEBO3MOXEH.

Co3paTb ApnbIK

Cospaet Ha paboyem cTtone apnblk 4ns BbIbpaHHOro npoguns.

MpumeyaHne
OTOT ANIEMEHT HEOCTYMNEH B KOHTEKCTHOM MEHIO npu Bbibope npoduns
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BbibopoyHas npoBepka, Tak Kak HacTpourku B npodune BoibopoyHasa npoBepka
He nognexaT NOCTOAHHOMY XpPaHEeHMUIO.

7.3.5 Real-Time Protection

Bknagka Real-Time Protection otobpaxaeT nHdopmaunio 0 npoBepeHHbIX hannax un
Apyrne ctaTucTMyeckne JaHHble, KOTopble B No6oe BpeMst MOXXHO OOHYNUTL, 1 NO3BONAET
OTKpPbITb (hann otyeTa. NogpobHasa nHdopmaLumsa o nocnegHeM obHapyXeHHOM Bupyce
U HeXxernaTtesibHOM NporpamMMe Bbi3bliBaeTcAa "O4HUM LLEeSTYKoM".

Yka3saHue

Ecnu cnyx6a Real-Time Protection He 3anyLieHa, TO KHOMKa psagoM ¢ Mogynem
oToGpaXkaeTcs XenTbiM LBETOM. Bbl MOXXeTe 03HaKoMUTbCA ¢ hannom oTyeTa
moaynst Real-Time Protection.

Mpacpuyeckoe meHro

MukTorpamma OnucaHue
Bl MokasaTb ¢hann oTyeTta
OTtobGpakaeTcsa avin otyeTa moayns Real-Time
Protection.

COpocuTb AaHHbIe CTaTUCTUKMU
CratncTnyeckme gaHHble 3TOW BKNagku
cbpacbiBaloTCAa 40 Hy”ns.

w -

OTtob6paxaemasn nHopmauyms

NMocneaHun nHcpumpoBaHHbIN hann

OTtobpaxaeT nmsa 1 MECTOHaxXOXAEeHME NocneaHero danna, HangeHHoro MoaynemM
Real-Time Protection.

MNocnenHee HailoeHHoe BpegoHocHoe MO

OTobGpaxaeT ums nocregHero o6HapyXeHHOro BMpyca MU BPeAOHOCHOW Nporpammbi.
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MukTorpamma OnucaHue

N vtoomain o supveax | LLl@YKOM MO NUKTOrpamMmMe Unu
CCbIfIKe Npu YCTaHOBMEHHOM
NHTepHeT-coeanHeHnn Bbl
BbI3blBaeTe NOAPOOBHYIO
NMHpopmauuio o BUpycax u
BPEAOHOCHbIX MporpaMmmax.

MocneaHun npoBepeHHbIN dann

OtobpaxaeT MMsa 1 NyTb K nocnegHeMy nposepeHHomy cnyxbon Real-Time
Protection danny.

CraTucTUKa

KonunuyecTtBo cdannos

OT1obpaxxaeT KoNM4ecTBO NPOBEPEHHbLIX paHee (hannos.

KonuyecTBO HanaeHHbIX BpeAOHOCHbIX NporpamMm

OTtobpaxaeT yncno obHapy>XeHHbIX BUPYCOB 1 BPEAOHOCHbLIX NpOorpaMm.

KonuyecTBo nogo3putenbHbIX dpannos

OTobpaxxaeT KonmM4ecTBO haninoB, OTMEYEHHbIX MOAYIEM 3BPUCTUKM.

KonuyectBo yaaneHHsbIx ¢phannos

OTtobpaxaeT KONMYeCTBO yaaneHHbIX paHee annos.

KonuyecTBoO Bbine4yeHHbIX ¢hannos

OT1obpaxaeT KoNM4eCcTBO BblfIeYEHHbIX paHee hannos.

KonnuyecTBO nepemeleHHbIX ¢hannos

OT1obpaxaeT KoNM4ecTBO NepeMeLLeHHbIX paHee ¢hannos.

KonuyecTtBO nepenmeHoBaHHbIX hannos

OT1obpaxaeT KonNnM4ecTBO NepenMeHoBaHHbIX paHee ¢alnnoB.
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7.3.6 FireWall

6paHamay3p Windows (HaumHasa c Windows 7)

Hauunnasa ¢ Windows 7, Avira FireWall 6onblwe He cogepxutcsa B Avira Ultimate Protection
Suite. BmecTo atoro 6paHgmayapom 6paHgmayap Windows MOXHO ynpaBnsiTb C
nomoLupbto LleHTpa ynpaBneHus cetamm 1 obLmum 4OCTYNOM.

B pasgene "FireWall" MmoxHO npoBepuTb coctosdHne 6paHamayap Windows un
BOCCTAHOBUTb PEKOMEHOYEMbIE HACTPOMKM, HaXKaB Ha KHOMKY YCTpaHUTb npobnemy.

7.3.7 Web Protection

Bknagka Web Protection nokasbiBaeT nHdgopmaumo o nposepeHHsix URL n gpyrune
cTaTucTuyeckre JaHHble, KoTopble B Nloboe Bpems MOryT BbiTb 0OHYMeHb!, U NO3BONSET
oTKpbITb ®ann otyeta. NogpobHaa nHdopmaums o nocneaHem obHapy>XeHHOM BUpYyce
NN HeXxernaTtesibHOM NporpamMMe Bbi3bliBaeTcsa "O4HUM LLenykom”.

Mpacpuyeckoe meHrO

Muktorpamma | OnucaHue

B MNMokasaTtb thann oTyeTa

Otobpasutcsa cdann otdeta moayns Web Protection.

COpoc AaHHbIX CTaTUCTUKN

w

Cratnctmnyeckune gaHHble 3TOro pas3nena O6HyJ'IFII'0TC$I.

OTtobpaxaemas nHdopmauus

MocneaHun nucpmumpoBaHHbin URL

lMokasbiBaeT nocneaHu obHapyxeHHbIn moaynem Web Protection URL.

MocnegHun o6HapyXeHHbIN BUPYC/BpeaoOHOCHas nporpaMmma

OTtobpaxaeT nmsa nocnegHero obHapyXeHHOro Bupyca unm BpeaoHOCHOW NporpamMmmbi.
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Muktorpammal/Ccbinka | OnucaHue

N wsoommmn o svoveax | [L|@NYKOM Ha NMUKTOrPaMMe UMM CCbINKE NPU YCTAHOBMEHHOM
NHTepHeT-coeaAMHEHMN Bbl Bbi3biBaeTe NoapobHY0 MHopmaLmio o
BMPYCax 1 BPEAOHOCHbIX Nporpammanx.

NMocneaHun npoBepeHHbIn URL

OtobpaxaeT nmsa nocnegHero obHapyxeHHoro moayrnem Web Protection URL.

CraTucTuKa

KonunuyectBo npoBepeHHbIx URL

OtobpaxaeT konuyecTso nposepeHHbIX URL.

Konn4yecTtBO coOOLEHUN

OTobpaxaeT Yicno obHapy>KEHHbIX BUPYCOB U BPEAOHOCHbLIX Nporpamm.

KonunyectBo 6nokupoBaHHbix URL

OtobpaxaeT yncno 6rnoknpoBaHHblix URL.

KonunyecTtBo nponyuweHHbix URL

OtobpaxaeT umcno nponywieHHbIXx URL.

7.3.8 3alwmTa 3NeKTPOHHOM MouThl

Bknagka Mail Protection nokasbiBaeT nposepeHHble mogynem Mail Protection nucema, nx
CBOWCTBA U AAHHbIE CTAaTUCTUKMN.

Yka3zaHue

Ecnu cnyxba Real-Time Protection He 3anyLieHa, TO KHoMKa psagoMm ¢ mogynem
oToOpaxkaeTcs XKenTbiM LBETOM. Bbl MOXETE 03HAaKOMUTBLCSA C hanriom oT4eTa
moaynst Mail Protection. Ecnu B Bawen nporpamme Avira ata cnyxba
HeLOCTyMnHa, TO KHomnka ByaeT cepon.

Yka3zaHue

WcknroveHune nsbpanHbix Email-agpecos 13 npoueaypbl NPOBEPKU HA Hannyme
BpenoHocHoro MO kacaeTcs ToONbKO BXOAALWMX NUCEM. [N OTKIIHOYEHUS
NPOBEPKMN NCXOAALLNX MNCEM OTKNIOYMTE ee B HacTpounkax Mail Protection >
lNownck.
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Muktorpamma | OnucaHue
Bl MokasaTb ¢hann oTyeTta
dann otyeta moayns Mail Protection 6yaeTt nokasaH.
Bl NMoka3aTb CBOMCTBA BbIOPAHHOro NUCbMa

OTKpbIBaeT OkHO ¢ NoApo6HOI MHbopMaumeli 0 BblAeNeHHOM NUCbME.

He npoBepsTb 3TO NUCbMO Ha HanNM4Me BPeAOHOCHbIX NMPorpamMmm

BblgeneHHoe nucbMO B AanbHenweM He NpoBepsSeTCcs Ha Hannyne BMpycoB U
BPEAOHOCHbIX Nporpamm. Bel MOXeTe OTMEHUTb 3Ty yCTaHOBKY 3aeck: Mail Protection >
O6wme > UcknroyeHus (cm. NcknioveHns).

YaanuTtb BblgernieHHoe NMCcbMO (NMcbMa)
BblaeneHHoe nucbmo b6yaeT yaaneHo ns dydepa. dann coxpaHseTcs B Ballen NOYTOBOM
nporpamme.

w

COpocuTb faHHble CTaTUCTUKKU
CTtaTucTnyeckme aaHHble 3TOM BKMaaku copacbiBatoTcs 40 HYIs.

NMpoBepeHO nucem

30ecb oTobpaXkaeTcsa KONMYECTBO NUCEM, NPOBEPEHHLIX crybor Mail Protection.

MukTorpamma | OnucaHue

kd He ©b1no oGHapy>eHO BUPYCOB U BPE4OHOCHbIX NPOrpaMm.
n Bbin o6HapyXeH BUpYC nnmn BpegoHOCHas nporpaMmma.

Tun

lMokasbiBaeT NPOTOKOIT, KOTOprI7I ncnosib3oBarca and nojfiydeHmnda Urnn oTrnpaBku

nMANCeMm:

= POP3: nonyyeHHble no POP3 nucbma
= IMAP: nonyyeHHsble no IMAP nucbma
= SMTP: otnpaBneHHble no SMTP nucbma

OTtnpaButenb/nonyyarenb

lMokasbiBaeT agpec otnpaBUTeENA NMCbMa.
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Tema

lNokasbiBaeT TEMY NOJ1y4EHHOIo NMCbMa.

Darta/Bpems

Moka3blBaeT, koraa NMcbMo Obin NPOBEPEHO Ha NpeaMeT cnama.

YkasaHue

[ononHutensHyo MHPOPMAaLMIO O MMCbME MOXHO MOMNYYNTb, LWENKHYB N0 HEMY
JBakdbl IEBON KHOMKON MbILLN.

CraTucTUKa

[encTBMe ¢ NUCbMOM

OtobpaxaeT gencreume, npomnssoanmoe cnyxoon Mail Protection B crniyvae
oBHapyXeHusa B MMCbME BMpYCa U BPEOOHOCHOW NporpamMmMebl. B nHTepakTBHoOM
pexunme NPOBEPKM 3Ta MHGOPMaUmMs He oTobpaXkaeTcsl, Tak kak HeobxoamMble
AEeNCTBNA Nonb3oBaTtersb BblIbnpaeTt cam.

Yka3aHune

OTY HacTpPOMKY Bbl MOXETEe YCTaHOBUTb B COOTBETCTBMU CO CBOMMMU
NnoTpebHOCTAMMU. B HACTPOMKM MOXHO NEPENTM HAXXaTUEM KHOMKM UM CCbINKK
Hactpownku.

UHdmumpoBaHHbIe BINOXeHUA

OtobpaxaeTt gencraume, npomnssoanmoe cnyxoon Mail Protection B crniyuae
oGHapyXeHusi BO BNOXEHUN NCbMa BMpYyCca UM Bpe4oHOCHOMW nporpammbl. B
NHTEPaKTUBHOM pPexnMe NPOBEPKM 3Ta MHpopMaumsa He oTobpaxaeTcs, Tak Kak
HeobxoaMMble AeNCTBUS NONb3oBaTeNb BblibMpaeT cam.

Yka3aHue
OTy HacTpoOKKy Bbl MOXETE YCTAaHOBUTb B COOTBETCTBMN CO CBOMMMU

NoTpebHOCTAMU. B HACTPOMKM MOXKHO NEPenTU HaxKaTUeM KHOMKU UIN CCbISKN
HacTtpowuku.

Bcero nucem

OTtobpaxaeT Konn4ecTBo NpPoBepeHHbIX Moaynem Mail Protection anekTpoHHbIX
nucew.

MocnepaHee coobLueHue

OTtobpaxaeT nmsa nocnegHero obHapy>XeHHOro Bupyca nnm BpeaoHOCHOW NporpamMmmei.
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KonuyecTBO cooOLEeHnn
OTobpaxaeT Konmy4ecTBO OOGHaPYKEHHbIX 40 HACTOSILLErO BPpEMEHM BUPYCOB U
BPEAOHOCHbIX MpOorpaMmm.

Mopo3putenbHbie NUCbMa

OTo6pa>|<aeT 4YnCno nncem, oTMe4YeHHbIX SBpMCTMKOVI.

Bcero nosfiy4yeHHbIX nnucem

OToGpakaeT YNCNo BXOAALUUX NMUCEM.

Bcero oTnpaByieHHbIX NUcemM

OToGpakaeT YNCNo UCXOOALLMX MUCEM.

7.3.9 Safe Browsing

Ha ctpaHuue Safe Browsing otobpaxaeTtcs, kakme URL 6binn 6rokMpoBaHbl Ha OCHOBE
3anpeLLeHHbIX KaTeropm Coaep>XXMmMoro, 3anpeLleHHoro BpeMeHmn paboTsl B UIHTepHeTe
1 3abnoKMpoBaHHbLIX BEO-CanToB.

pachuyeckoe meHro

Bbl MOXeTe akcnopTupoBaTth UM yaanuTb HECKOMBKO BblAeneHHbIX cobbITUA. YTOObI
BblAENNTb HECKONbKO cobbITU, yaepxumsante knasuwy Ctrl nnu Shift (BbIGop HECKONbLKMX
pacnonoXeHHbIX APYr NoA Apyrom cobbiTuin), noka BolbnpaeTe cobbiTus. [Ans Boibopa
BCeX cobbITun Haxxmute Ctrl + A.

Muktorpamma | OnucaHue

i Show selected event

OTKpbIBaeT OKHO, B KOTOPOM OTODBpaXxatTcs CBOMCTBaA BbIOpaHHOIoO
cobbITusa. Hanpumep:

Safe Browsing 3abnokuposgas caum ... .

Calm 6b1n1 3abrokuposaH no crnedyrowel npuYuHe:
Opyxue/munumapucmuka.

Beb-calim 6b151 o0mKpbIm rosib308aMesem ....

“ Export selected event(s)

JKCnopTUpyeT BbiGpaHHbIE COOLITUS.
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¥ Delete selected event(s)

YpanseT BblbpaHHbIe COObITUA.

OTo6paxaemasa nHdopmaums

NHankauma cobbitun moaynsa Safe Browsing cogepxuTt cnegytoLLyto nHpopmauuio.
« URL

CtpaHuua, 3abnokuposaHHas moaynem Safe Browsing.
o Category

Knaccudpukauma 6nokmpyembix URL: Weapons/Military items, Erotica/Sex, Sects u
m.0.

« [lonb3oBaTtenb
lMonb3oBaTtenb, OTKpbIBLWNIK 3abnoknpoBaHHble URL.
o Date/Time

[lata n MecTHoe BpeMsi HacTynneHust CoobITHS.

Bbl MOXeTe copTnpoBaTh COObITUSA, HAaXXaB Ha 3arofioBok crtonbua. Mo ymonyanmto
CcobbITUA COPTMPYIOTCA B XpOHOrornyeckom nopsigke (no npuHumny Date/Time, B nopsgku
BO3pacTaHus).

CooTBeTCTBYHOLMNE TEMbI:
e YTt0 Takoe Safe Browsing

o Safe Browsing HacTtpouka

7.3.10 Avira Free Android Security

Avira Free Android Security - 3TO NpUnoXeHue Ans 3awunTbl OT Kpaxu U/vnu ytepu.
MpunoxeHne npegocrtaBnaeT PyHKLMU, C NMOMOLLBIO KOTOPOro MOXHO fNerko HanTu Balle
MOBMbHOE YCTPOMUCTBO, €CNU Bbl MOTEPSANN €ro Unun oHo 6bIno ykpageHo. Kpome Toro,
npunoXxeHune nossonseT 6noknposaTb Bxogswue Bbi3oBbl U SMS. Avira Free Android
Security 3awmwaeT MobunbHble TeNnedoHbl U cMapTdOoHbIl, paboTatowmne Ha
onepaumoHHon cucteme Android.

Avira Free Android Security COCTOMT 13 ABYX KOMMNOHEHTOB:

e HenocpencTBeHHO NpUNoXeHne, yCTaHOBNEHHOE Ha YCTPOMCTBE, paboTatoLlem Ha
onepaumoHHon cucteme Android

e Beb-koHconb Avira Android gns permctpaumm n ynpasneHus pyHKUnamm
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Avira Free Android Security - 3T0 6ecnnaTHoe npunoxeHue, a4ns KoToporo He TpebyeTcsa
nnueHsus. Avira Free Android Security nogaepxmnsaeTt Bce OCHOBHbIE (OMPMbI, HAaNpUMep
Samsung, HTC, LG u Motorola.

Control Center

,D,OI'IOJ'IHI/ITeJ'IbHyI-O VIHCbOpMaLI,I/II-O Bbl MOXeTE NOCMOTPETb Ha HalleMm Beb-caniTe:

http://lwww.avira.com/android

7.3.11 KapaHTuH

MeHepxep KapaHTMHa ynpasnsieT MHPUUMPOBAHHbIMU 06bekTamu (cbannbl n
3NEeKTpOoHHbIE NcbMa). MNpoaykT Avira nomeliaeT MHPULMPOBaHHbIE 0OBHEKTHI B
cneunansHoM hopmaTte B KaTanor kapaHtuHa. OHM He MOryT ObITb BbINOMIHEHbI UK

OTKPbITHI.

MpumeyaHne
[na nepemelleHns 06LEKTOB B MEHEKEP KapaHTUHa Bbibepute
COOTBETCTBYHOLLYIO PYHKLMIO KapaHTUHa B MeH0 HacTpownku, pasgensl
System Scanner, Real-Time Protection u Mail Protection , a Takke MNouck >
HdencTBna npu o6HapyXeHUun, ecnu Bbl paboTaete B aBTOMaTUYECKOM
pexume.
Mo>XHO Takxke BblOpaTb COOTBETCTBYHOLLYIO DYHKLMIO KApaHTUHA B
MHTEePaKTUBHOM pexume.

MaHennb UHCTPYMEHTOB, AP/IbIKA N KOHTEKCTHOE MEeHI0

3HayoK

Apnblk

OnucaHune

0

F2

NoBTOpHOE CKaHUpoBaHWe 06beKTa (06 LEKTOB)

BblaeneHHbIi 0GbeKT NOBTOPHO CKaHUPYETCS Ha HanMymne BUPYCOB U
HexenaTenbHbIX NporpaMM. [ns 3TOro UCMOMb3YTCA HACTPOWKM
NPOBEPKM.

Enter

CBouncTBa

OTKpbIBaeT AnanoroBoe okHO ¢ noagpobHon nHdopmaumen o
BblIGpaHHOM OBbEKTE.

NMpumeyaHue
MoapoBHy HOPMALMIO MOXKHO TakKKe Bbi3BaTb,
ABaXbl LWENKHYB OObEKT.
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Cp

(Windows
Vista)

F3

BocctaHoBneHue o6bekTa (06 EKTOB)

BoccTaHoBneHne BbigeneHHoro obvekra. locne 3Toro gaHHbIN
06beKT NnoMeLlaeTcs Ha cBoe npexdHee MecTo.

NMpumeyaHue
OTa PyHKLMS HeAOCTYNHa Anst O6bEKTOB TMNa
3NEKTPOHHOE MUCbMO.

MpeaynpexaeHue

CepbesHble NoOBpeXaeHUst CUCTEMbI N3-3a BUPYCOB U
HexenaTesbHbIX nporpamm!

Mpwn BOCCTaHOBNEHMM hannoB ybeamTech, YTO
BOCCTaHaBNMBAKOTCA TOMbKO Te (hannbl, KOTOpble yaanoch
BbINIeYNTb MPU NOBTOPHOM CKaHMPOBaHUN.

NMpumeyaHue
B Windows Vista ons BocctaHOBNEHUS 0OBbEKTOB
HeobxoauMbl NpaBa agMUHUCTpPaTopa.

F6

BoccTtaHoBneHune o6bekTa (06bLEKTOB) B...

BblgeneHHbIn 06BeKT MOXeT BbiTb BOCCTAHOBIEH N NMOMELLEH B
ykaszaHHoe Bamu mecTo. [pu BbIbOpe AaHHOW OYHKLNN
oTobpakaeTca ananoroBoe okHO "CoxpaHuTb Kak", B KOTOPOM MOXHO
BblOpaTb MECTO AN XpaHeHWs.

MpepynpexaeHue

CepbesHble NoOBpeXaeHUst CUCTEMbI U3-3a BUPYCOB U
HexenaTernbHbIX nporpaMmm!

Mpwn BOCCTaHOBNEHMM hanoB ybeanTech, YTo
BOCCTaHaBNUBAIOTCH TOMbLKO Te pansbl, KOTOopble yaanoch
BbINIeYNTb MPY NOBTOPHOM CKaHUPOBaHUN.
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+ Ins

HNob6aBneHue channa B KapaHTUH

Ecnun Bbl cuntaete dann nogo3puTtenbHbIM, MOXHO A06aBUTbL €ro B
MeHeKep KapaHTMHa BPYYHYIO C MOMOLLLIO 3TOWN pyHKUuK. [Npun
HeobxoaMMocCTK 3arpy3unte hann Ha Beb-cepBep LeHTpa
nccnegoBaHna BpegoHocHoro MO Avira onst ero nccnegoBaHus,
BOCMNOMb30BaBLNCL pyHKUMeN OTrpaBnTb 00BHEKT.

OTnpaBka o6bekTa (06 BHLEKTOB)

O6beKT 3arpyxaeTtcsa Ha Beb-cepBep LieHTpa nccnegoBaHus
BpegoHocHoro MO Avira ansa ero nayyeHus. [Npu BbIGOpE KHOMKK
OTnpaBuUTb 06 BLEKT OTKPLIBAETCS AManNoroBoe okHO ¢ hopmon ans
BBOZa BalUMX KOHTaKTHbIX JaHHbIX. BBeanTe Bce Heobxoammble
AaHHble. BoibepuTte Tnn: NMoposputenbHbin chann nnu JloxkHoe
cpabaTbiBaHue. LLenkHnte OK gnsa 3arpy3kn Nnoao3pUTENIbHOMo
danna.

NMpumeyaHue
Mo>xHO 3arpy3nTb HeapXxmMBMpPOBaHHbIN dhann pasmepom
ao 20 M6 vnu apxus pasmepom o 8 M6.

NMpumeyaHue
OaHoBpEeMEHHO MOXHO 3arpy3uTb TOSbKO OA4MH chans.

» Del

YpaneHue ob6bekTa (00 bEKTOB)

BblgeneHHbIn 06beKT yaanseTcs U3 MeHemxepa kapaHTuHa. O6bekT
Henb3sa 6yaeT BOCCTAHOBUTD.

&

KonupoBaHue o6bekTa (06EKTOB) B...

CoxpaHeHme BblOE€NeHHOro oobekTa KapaHTuUHa B YKa3aHHOM
KaTtanore.

NMpumeyaHune

O6beKT kKapaHTMHa He ByaeT NOeHTUYHbIM
BOCCTaHoBNeHHOMY danny. O6beKT KapaHTUHA
3aWnpoBaH N He MOXET ObITb BbINOSIHEH UM CYNTAH B
nepBoHa4ansHoMm copmare.
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“ F7 AKCNOpT BCEX CBOUCTB

OKCMopT CBOMCTB BblAeNeHHOro o6bekTa kapaHTUHa B TEKCTOBbIV
doann.

& F10 OTKpbITUE NaNKU KapaHTUHa

OtkpbiTve nanku INFECTED.

MpumeyaHune

MO>XHO BbINOMNHATbL AENCTBUSA C HECKOMNbKUMU BblAENEHHBIMN OObEKTaMN.
UTtob6bl BblAENUTL HECKOSBbKO 0O6bEKTOB (06BEKTHI B cTONOLAx), yaepxmsanTte
knasuwy Ctrl unn Shift Bo Bpems Bbibopa 06bEKTOB B MeEHeAXepe KapaHTUHA.
Haxmute Ctrl + A, ytobbl BbIAENUTL BCE OTOOpakaeMble OO bEKTDI.

Mpwn BbIGOpe aencTensa NMokasaTb CBOMCTBA €r0 BbIMONIHEHNE ANSA HECKOMbKMX
06BHEKTOB HEBO3MOXHO. BbI6Op HECKONbKMX 0OBLEKTOB HEAOCTYNEH AN
aenctemst OTNpaBUTb OOBLEKT, TaK Kak 3a OA4MH CeaHC 3arpy3kun MoXeT
3arpyxaTbCsi TOfIbKO OAWH (hawn.

Tabnuuya

CocTosiHUue

MomeweHHbIN B KapaHTUH O6BHEKT MOXET MMETL Pa3fnyHble COCTOSAHUS:

3Havok | OnucaHue

BupycoB nnu HexxenaTtenbHbIX NporpamMm He obHapyxeHo. OObekT "ducTbin'.
py porp py

bbin 06Hapy>KeH BUPYC UK HEXenaTtelibHad nporpamMmma.
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Ecnu nogosputensHbii hann 6bin gobaBneH B MeHeQKep KapaHTMHa C
nomoLupbto pyHKumMmM [JobauTb haiin, oH oTobpaxaeTcsa ¢ 3TUM CUMBOJSIOM
npegynpexneHus.

Tun

Obo3HavyeHne Onucanne

AneKkTpoHHoe NucbMo | OBHapyXXeHHbIN OOBLEKT SABNSAETCHA 3NEKTPOHHBIM MUCBMOM.

dann O6HapyXeHHbIN 06BEKT ABNAETCA hanriom.

O6HapyxeHue

OTtobpaxaeT nmsa obHapy>eHHOW BpeAOHOCHOW NporpamMmbil.
O6bekTbl, 0OBHapYXeHHbIE CUCTEMOM 3BPUCTUYECKOTO NOonCKa, MoMevarTCa
cokpaiieHnem HEURY/.

UcTOYHMK

OtobpaxaeT nyTb, MO KOTOPOMY OblIf yka3aH OO bEKT.

Darta/Bpems

OtobpaxaeT aaTy 1 Bpemsi 0OHapy>XeHusl.
Moapo6Has nHdopmaumsn

Uma dhanna

MonHbIM NyTb U UMA hanna obbekta

NMomMeleHHbIN HA KAPAHTUH OObLEKT

MMsi nomelLleHHOro Ha KapaHTUH 0ObekTa

BoccTtaHoBneH
OA/HET
[A: 06bekT Oblnm BOCCTAHOBIIEH.

HET: 00beKkT He Oblnm BOCCTaAHOBJSIEH.

3arpyxeH B Avira
OA/HET
[A: 06beKT yKe 3arpyXeH B LLeHTp uccrnenosaHus spegoHocHoro N0 Avira

Ona N3yHeHu4d.
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HET: o6bekT eLle He Bbin 3arpykeH Ha Beb-cepBep LieHTpa nccrnegoBaHus
BpegoHocHoro MO Avira

Onda N3y4YeHu4d.

OﬂepaLWIOHHaFI cuctema

Windows XP: BpegoHocHoe 10O ngeHTMdumumpoBaHo HacToMNbHbIM NpoayKTom Avira.

AHTUBUpPYCHOE AApO

Homep Bepcum aHTMBMPYCHOrO siapa

Pann o6HOBNEHMA BUPYCHOW Ga3bl

Homep Bepcun charina obHoBneHus BupycHom 6asbl

OGHapyxeHue

Nms oGHapy>xeHHOW BpeAOHOCHOW NporpamMmbl

Darta/Bpems

[aTa n Bpems obHapyXeHus

7.3.12 Scheduler

Scheduler no3sonsieT co3gaBaTth BbINOSHAEMbIE B ONpeaeneHHOe BpeMS 3aaaym no
npoBepke N 06HOBMNEHMIO , @ TaKKe COrnacoBbiBaTb UM yaanaTb CyLeCTBYOWME 3a4ayun.

Mo ymonyaHuio nocre yCTaHOBKW co3aaeTcs cneayollas 3agada:

e [lpoBepka Quick system scan (HacTpoyka no ymonyaHuio): ExxeHegensHoO
aBTOMaTU4YECKM BbINONHAETCA BbiCTpas npoBepka cuctemsl. [Npn GeiCTpon npoBepke
CMCTEMbI BCE BaXKHbI€ (halnbl U Nanky BaLero KOMMboTepa NPOBEPSIIOTCA HA Hanu4ne
BMPYCOB 1 BPEAOHOCHbLIX NporpaMm. Bbl MoXxeTe namMeHuTb 3agadvy NpoBEPKY;
pekoMeHayeTCcs ycTaHaBnMBaTb 3a4a4vy NPOBEepPKM Tak, YTOObl OHa Nydlle oTBevana
BaLLMM NOTPEOHOCTAM.
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MaHenb MHCTPYMEHTOB, ropsa4une KrnaBuun " KOHTeKCTHOe MeHHo

MukTorpamma

Fopsyve KnaBuULIK

KoHTekcTHOe MeHIo

-+

Ins

JlobaBneHne HoBOM 3apgaun

CospgaeT HoByto 3aaayvy. ACCUCTEHT NOMOXET Bam
co3gaTb He06XoaUMble HACTPOMKN.

Enter

Properties

OTKkpbIBaeT OKHO, coaepxaLlee 6onee nogpobHyto
nHdopmMauuto o BbibpaHHOW 3agave.

F2

Edit job

OTKkpblBaeT NPOrpaMMy-acCUCTEHT AN CO34aHNS
N U3MEHeHUs 3aaay.

Del

delete job

YnansieT BbIbpaHHyto 3agavy U3 cnucka.

Show report file

OTtobpaxaeTcsa dann otyeTa NIaHNPOBLLMKA.

F3

3anyctuTb 3agavy

3anyckaeT BblAenNeHHyto 3agady U3 crnucka.

F4

OcTtaHoBUTb 3agadvy

OcTtaTtaBnuBaeT 3anyLeHHY0 1 BblAENEHHYO
3agauy.

Tabnuua

Bup 3agaum

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013)

146



R’ AVI RA Control Center

Muktorpamma | OnucaHue

O

[laHHasa 3apadva aBnseTcs 3agadent oOHOBMNEHUS.

fs) [laHHaa 3agava aBnsieTcsa 3agaden npoBEPKU.
Nmna
Nma sagaun.
Dencrteue

[MokasbiBaeT, MAET Nn peyb 0 3agade Scan nnm o6 Update.

YacToTa

lMokasblBaeT, kKak 4acTo 1 Koraa 3arnyckaeTcqa JaHHad 3aa4va.

BusyanbHbIn pexum
[ocTynHbl crneayowme BU3yarnbHble PEXUMbI:

Invisible: 3agaya BbINONHAETCA B POHOBOM PeXUME N HE UMEET BU3yaribHOIo
oTObOpaxeHus. ATO UMeeT OTHOLLEHUE K 3aa4aM CKaHMPOBaHUS U OOHOBIEHUS.

minimized: B okHe oToBOpaxkaeTcsi TONbKO CTPOKa Nporpecca BbINOMHEHUS 3a4a4n.

maximized: OkHO oToBpakaeTcs NOMHOCTbIO.

BknroueHa

3afava akTMBUpYeTCS Nocne yCTaHoBKM dhriaxka.

Yka3aHue

Ecnu BbibpaHa YacToTa BbinonHeHns "HemegneHHo", 3agaya 6yaeT 3anyuwieHa
HenocpeacTBEHHO NMocne akTueaumn. ITo no3sonset Bam nepesanyckaTb
3agadvy npu HeobxooMMOCTW.

CocTtosiHue
OtobpaxaeT cocTosaHMNE 3agauun:
Ready: 3agaya rotoBa K BbIMOSIHEHUIO.

Running: 3agaya 3anyLieHa 1 BbINOSHseTCs.
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Co3paHue 3apay ¢ NOMOLbIO nnaHMpoBLUUKaA

AccucteHT nnaHnpoBLUUNKa 6y,ueT BaM nosfe3eH B Co3JaHnn HOBbIX 3aa, HaCTpOVIKaX n
niaHnpoBaHn

e [IOUCKa BMPYCOB 1N BP€OOHOCHbLIX NporpamMmm B 3apaHee ornpenerieHHoe BpeM4d

o 0OHOBREHUs Yepes VIHTepHeT

[na obonx TMNOB 3agay Bam HEOGXOAMMO yKasaTb
e WMS 1 ONUCaHWe 3aga4un

e KOrga 3agava gormkHa ObiTb 3anyLueHa

e KaK YacTo JOSKHA BbINONHATLCS 3a4aya

e pPEXuM oTobpaxxeHus 3agaun

YacTtoTa 3agaum

Onuumsa OnucaHue

Heme,u,neHHo 38,[1,8‘48 3anyckaeTca cpagdy nocrie 3aKpblTha aCCUCTEHTa
NnaHNpoOBLLKKaA.

E>xeaHeBHO 3apava BbINONHAETCH eXeQHEBHO B onpeaeneHHoe BpeMs,

Hanpumep B 22:00.

ExxeHepenbHO 3apava 3anyckaeTcs eXeHenenbHO B onpeaeneHHbIn AeHb Unn
HECKOJSIbKO HEW U 3apaHee YCTaHOBMIEHHOE BpeMS, Hanpumep BO
BTOPHUK 1 B NATHULY, B 16:26.

NHTepBan 3apayva 3anyckaeTcs Yyepes onpeaeneHHbIn NPOMEXYTOK, Hanpuvep
Kaxkable 24 vaca.

OpHokpaTHO 3agava BbINOMHAETCH TONbKO OQHOKPaTHO B 3apaHee
yCTaHoBreHHoe Bpemsi, Hanpumep 10.04.04 B 10:04.

JlornH 3agava BbINOMHAETCH KaXabl pa3 npy BXoae nonb3oBaTens
Windows B cuctemy.

BpeMﬂ Ha4vana BbiNOJIHEHUA 3aaauvuun

Bbl MOXeTe ycTaHOBUTL AeHb Heaenu, AaTy, BpeMs Unm MHTepBarsn B Ka4ecTBe BpeEMEHU
3anycka 3agadn. OHo He BygeT oTobpaxaTtbcs, ecnuv BbibpaH NyHKT Immediately.
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B 3aBucumocTn oT TUNAa 3agaum CywecCTBYHOT AONOJIHUTe 1IbHblIe onuuu:

HdononHuTenbHO 3anyckaTb 3agady npu noAaknyeHnn kK MHTepHeTy (Yepe3 Moaem)

MoMnMO BbINOSTHEHWNA 3aa4d C YCTAHOBITIEHHOW YaCTOTOM OCYLLECTBIISAETCS
AONOSTHUTENbHBIV 3anyCcK 3aay Npu KaxgoM yCcTaHOBMeHHOM NHTepHeT-coeauHEHNN.
STy onuuio MOXHO BbIbpaTh ANs 3a4a4n 0GHOBNEHNS, BbINONIHEHNE KOTOPOM
nnaHuMpyeTcs exegHEBHO, eXeHeaenbHO Unn ¢ onpegerieHHbIM UHTepBaromMm.

3anyck 3agauu, faxe ecnum ycTaHOBNIEHHOe BpeMsl 3anycka npoLuno

BbinonHsTCa 3a4ayun, CPoK BbIMNONTHEHNUSI KOTOPbIX Y»Ke MPOLUEn, HO OHU HE MOTMK
ObITb 3anyLleHbl B Ha3Ha4YeHHOe BpeMsi, Harpumep ecrv KOMMboTep Obln BbIKMHOYEH.
ATy onuuio MOXHO BbIOpaTh AN 3a4a4 NPOBEPKU, KOTOPbIE AOMKHbI ObiTb 3anyLLUEHbI
eXXeaHEBHO, eXXeHeleNbHO UMK C onpeaeneHHbIM BpEMEHHbIM UHTEPBarnom.

BbIKnounTb KOMNbIOTEp Nocne 3aBepLlueHnsa 3agadn

[Mocne BbINOMHEHNA N 3aBeEPLLEHNS 3a4a4mn KOMNbIOTEP BbIKNtoYyaeTcs. Onuus
AOCTYyMNHa Ans 3agad NnpoBepkn B MUHUMU3NPOBAHHOM N MaKCUMU3MPOBaHHOM
pexume oTobpaxeHus.

Yka3aHune

Mpn BbINONHEHUN 3a4a4yuM NPOBEPKM B AManoroBomM okHe "Bbibop npodunsa”
MOXXHO BblOpaTb Kak rnpeaycTaHOBMNEHHbIN CTaHA4AaPTHLIN NPOduUIb , TaK U
onpeaeneHHbIn nonb3oBaTenem npoduns . MNpoduns BeibopoyHas npoBepka
BbIMOSMHAETCS BCcerga ¢ TeKYLWMMU HaCcTPOMKaMu.

7.3.13 OTtueTnbl

Bo Bknagke Reports MOXHO NONyy4nTb MHPOPMaLMIO O pesynbTaTax 4eNCTBUN,
BbIMOSTHEHHbIX NPOrPaMMONn.

MaHenb MHCTPYMEHTOB, rops4iune KrnaBuun " KOHTEKCTHO€ MeHHo

MukTorpamma Fopsume knaBuLn OnucaHue

B Enter Display report

OTKpblBaeT OKHO, B KOTOPOM OTObpakaeTcs
pesyrnbTaTt BbINOSIHEHUSA BbIAENEHHOIO AENCTBUA.
Hanpumep pesynbTtat [1poBepku.

i F3 Show report file

lMokasbiBaeT gann BblIbpaHHOro oT4eTa.
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= F4 Print report file
OTkpbliBaeT okHO nevatn Windows ans neyatm
ghanna otyera.
¥ Del Delete report(s)
YpansieT BblgeneHHoe coobLueHne n dann
COOTBETCTBYHIOLLEro oTyeTa.
Tabnuua
CocTtosiHue
Muktorpamma | OnucaHune
[+ lMpoBepka: BMpycoB He 0BHapyxeHo!
n lMpoBepka: He 3aBepLUeHa U HanaeHbl BUPYCbI
el O6HoBneHne: 06HOBNEHME BbINOSTHEHO YCMELHO
O6HoBnNeHne: 0GHOBNEHME HE BbINOMHEHO
HencrtBue

OTtobpaxaeT npeanpuHAToe AeNCTBUE.

PesynbTart

OtobpaxaeT pe3ynbTaT AENCTBUS.

Data/Bpems

OtobpaxaeT aaTy 1 Bpems co3gaHus otyeTa.

Conepx(aHMe oT4yeTa No pe3yrnibTaTaM NPoOBEepPKU

« Date of the scan:
[aTa npoBepku.
o Start time of the scan:

Bpems Hayana npoBepKu.
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e Scanning time required::
OTtobpaxaeT Bpems B hopmMaTe MUH:CEK.
e Scan status:
lMokasbiBaeT, Obina Nv NpoBepka NpoBeAeHa NOMHOCTLIO Unn Gbina npepsaHa.
o Last detection:
Nmsa nocnegHero obHapy>keHHOro BMpyca unm BpeJoHOCHOW NporpamMmbl.
e Scanned directories:
ObLee KonMYeCcTBO NPOBEPEHHbIX Narok.
o Files searched:
O6bLee KonM4YecTBO NPOBEPEHHBIX (halinos.
e Scanned archives:
KonunyecTtBo NpoBepeHHbIX apX1BOB.
« Hidden objects:
O6Lwee KonmyecTBO OOGHAPYXEHHbIX CKPbITbIX OOBEKTOB.
o Detections:
O6Lwee konmyecTBo O6HAPYXEHHbBIX BUPYCOB N BPELOHOCHbLIX NPOrpamMm.
e Suspicious:
KonunyectBo nogo3putenbHbIX oansios.
e Warnings:
KonnyectBo npegynpexaeHuin 06 obHapy>KeHun BUpPYyCOB.
e Information:

KonnyecTBo nepefaHHbIX CUCTEMON COOBLLEHMIA, HaNPUMEp, CoAEePXKaLLMX
[ONONHUTENBHY MHpOopMaLMto, NOSIBSIFOLLYIOCS B NPOLIECCE NPOBEPKY.

e Repaired::

O6Lee KonMYecTBO BOCCTAHOBMEHHbIX (hannos.
e Quarantine:

Ob6uiee KonMYecTBO NOMELLEHHbIX HA KapaHTUH dhannos.
e« Renamed:

Ob6uiee KonMYecTBo NepenMeHoBaHHbIX dannos

e Deleted:
ObLwee KonMYecTBO yaaneHHbIX hannos.
o Wiped:

Yucrno nepesanncaHHbIX pannos.
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Yka3aHue

Rootkits ckpbiBatoT npouecchl 1 06bEKTbI, HANPUMEP 3anucu B peectpe nnu
annbl, HO HE KaXXAbl CKPbITbI OOBLEKT ABMNSETCH YyKazaHMeM Ha
cywectBoBaHune Rootkits. CkpbiTble 06BbEKTbI MOTYT yKasbiBaTb U Ha
0e3BpeaHble Nporpammbl. Ecnun Bo Bpemsi npoBepkun b1 06HapyXeHbI
CKpbITble 00bEeKTbI, a NpeaynpeanTenbHble coobLweHnsa 06 obHapyKeHnK
BMPYCOB He NOCTynanu, TO Ha OCHOBE OTYeTa BaM HEOH6XOAMMO OonpeaenuTb,
YTO 9TO 3a OO6BLEKTbI, N HANTWN JOMOMHUTESbHYH MH(OPMAaLMIO O HANLAEHHbIX
obObeKkTax.

7.3.14 CobbiTus

Events nokasbiBaloTcs COObITUS, CO3AaHHbIE KOMMOHEHTaMK NPorpaMmbi.

CoObITna coxpaHeHbl B 6a3e gaHHbIX. Bbl MOXeTe orpaHn4nTb pasamep 6asbl JaHHbIX UK
OTKITHOYUTb OrpaHmnyeHune pasmepa 6asbl AaHHbIX (CM. Events.). Mo ymonyaHuio
coxpaHsitoTcsa cobbiTus nocnegHnx 30 gHen. MHamnkaums cobblTun 0GHOBNSIETCS
aBTOMaTM4ecku npu Bolbope BkNagkn Events.

Yka3aHune

ABTOMaTMyeckoe 06HOBMNEHWE BKITAAKM HE BbINOMHAETCS, ecnn B 6a3e AaHHbIX
cobbiTnin coxpaHeHo 6onee 20 000 cobbITu. B aToM cnyvae anst o6HOBNEHUs
cnmcka cobbITnin HaxxmnTe Knasuwy F5.

MaHenb MHCTPYMEHTOB, rops4iune KrnaByuun " KOHTEKCTHOe€ MeHHo

MukTorpamma Fopsume knaBuwn OnucaHue

i Enter Show selected event

OTKpbIBaAeT OKHO, B KOTOPOM OTOGpakaeTcs
pe3ynbTaT BbINOMHEHMS BbIOBpaHHOIO AENCTBUS.
Hanpumep pesynbTtaT npoBepku.

“ F3 Export selected event(s)

SkcnopTupyeT BblbpaHHbIE COObITHUS.

¥ Del Delete selected event(s)

YpanseTt BbiOpaHHoe cobbiTue.
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Yka3saHue

Bbl MOXXeTe NpUMeHATb BblIOpaHHOE AeNCTBUE K HECKOSTbKMM BblAerneHHbIM
coObITUSAM. YTOObI BbIAENNTL HECKOMBKO COBLITUI, yaepxuBante knasuwy Ctrl
unu Shift (BbIGOp HECKOMBKNX pacnonoXeHHbIX APYr NOA APYroM cobbITuiA),
noka BblbnpaeTe cobbITuS.

Mpu BbIGOPE AencTBuA NokasaTb BbIbBpaHHOEe cobbiTUe ero BbiNoSIHEHWE AN
HECKOJSIbKMX 06 bEKTOB HEBO3MOXHO.

Moaynu

CobbITns cneaytoLwmx moaynen (otobpaxaroTcs B andaBUTHOM Nopsiake) MOryT
oTobpaxaTbCs C MOMOLLbI0 UHAMKALNN COBbITUIA:

O6o3HauyeHne moayns

Web Protection

Real-Time Protection

Mail Protection

Helper Service

Scheduler

Safe Browsing

System Scanner

Moaynb o6HOBNEHMS

Mpwn BblaeneHmmn yek-6okca All MOXXHO NPOCMOTPETL COBLITUA BCEX AOCTYMHbLIX MOAYMEN.
[na npocmoTpa cobbiTuin onpeaeneHHoro Moaynsa oTMeTbTe Yek-00KC nepen HYXXHbIM
MOAynem.

Filter

B okHe oToOpakeHns cobbITUI NOKa3bIBAKOTCA 3TN TUMbI COOLITUN:
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Muktorpamma | OnncaHue
i Information
Warning
[ x | Error
n Detection

Mpu BblgeneHnn Yek-6okca Filter Y MOXHO MPOCMOTPETh BCe coBbITUs. s npocMoTpa
onpeaeneHHbIX COObITUI OTMETLTE YEK-BOKC PsiAOM C HYXXHbIM COBbITUEM.

Table
B okHe cobbITunin NnokasbiBaeTCcAa crnegyowas nHpopmaums:

MukTorpamma

MukTorpamma gnst otobpaxkeHmst Tuna cobbITuS.

Tun

Knaccudukauma cobbitus: nHgopmaums, npegynpexaeHune, owndka, obHapyxeHue.

Module

Mogaynb Avira, 3apernctpmpoBaBLumni cobbiTne. Hanpumep Real-Time Protection,
3adoMKCcMpoBaBLLMI OBHapYXeHMeE.

Dencrteue

OnuncaHune cobbITUN KOHKPETHOrO MOAYNA.

Date/Time

[lata n MecTHoe BpeMsi HacTynneHus coobITHS.

7.3.15 O6HOBUTL

O6HoBNSAET BMA OTKPbLITOM BKNAAKW.
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7.4 CepBuc

7.4.1 TpoBepka 3arpy30uHbIX CEKTOPOB

MOo>XHO Takke NPOBEPUTL 3arpy304HbIE CEKTOPbI AMCKOB paboyer CTaHLMN C MOMOLLbO
CKaHMPOBAHMS CUCTEMbBI. DTO AENCTBME PEKOMEHAYETCS, HanpumMep, ecnv npu
CKaHMpPOBaHMM cuCTeMbI Obln 06Hapy»eH BUpYC 1 TpebyeTcs y6eanTbCcs B TOM, YTO
3arpy304Hble CeKTOPbl HE 3aTPOHYTHI.

YUTo6bl BbIAENUTL HECKOSBKO 3arpy304HbIX CEKTOPOB, yaepxumBanTte knasuwwy Shift n
OTMeYanTe C NOMOLLBIO MbILIN HYXXHble OUCKMU.

MpumeyaHne
MO>XHO HacTpOUTbL aBTOMAaTUYECKYIO NPOBEPKY 3arpy304HbIX CEKTOPOB Npu
KaXKoM 3anycke ckaHepa (cM. [1poBepuTh 3arpy304HbIE CEKTOPbI).

MpumeyaHne
B Windows Vista npoBepka 3arpy3o4HbIX CEKTOPOB BO3MOXHA TOSIbKO C
npasamMmv agMuHUCTpaTopa.

7.4.2 Cnncok BMpycos

30ecb cogepxaTcs MMeHa BUPYCOB M MOTEHUMANbHO OMacHbIX NPOrpamm,
pacno3HaBaeMmbix nporpammont Avira. BctpoeHa yaobHas oyHKUUSA noncka no uMeHam.

Mouck B cnucke Bupycos
3apante B none Scan for: cnoBo nnu nocrnegoBaTenbHOCTb CUMBOJIOB.

NMouck nocnepoBaTtesibHOCT CUMBOJSIOB BHYTPU UMEHMN

Bbl MOXeTe BBECTU HaboOp CMMBOSIOB, NOCIIE YEro Kypcop aBToMaTUYeCKu
nepemMecTUTCs Ha NepBYIO Xe No3nLnIo, rae BCTpevaTCa 3T CUMBOSbI, B T.4. U B
cepeauHe nvenu (npumep: "raxa" - "Abraxas").

NMouck HaunHaeTcA ¢ NnepBOro 3Haka MMeHM
Bbl MOXeTe BBECTU HavarnbHble CUMBOMbI UMEHW, Nocne Yero Kypcop byaet
yCTaHOBMEH Mo andasuTHOMY npuHumny (Nnpumep: "Ra" - "Rabbit”).

Ecnun nckomoe nmsi/nocnenoBatenbHOCTb NPUCYTCTBYET B CINMNCKe, No3nuuns
noacse4ynBaeTCA KypCopoM.
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Mpsamon nonck

3anyckaeT nouck B NpsiMom andaB1MTHOM Nopsiake.

OO6paTHbIN NOUCK

3anyckaeT nomck B obpaTHOM andaBUTHOM NOPsSIAKE.

I'IepBoe coBnageHue

MepemelaeTcs K NepBOMY COBMNaAEHUIO C 3aMpPOCOM.

KoMnoHeHTbI cnucka 06Hapy)|<eHm1

30ecb HaxoguTCcHa CNUCOK MMEH BUPYCOB U BPEAOHOCHbIX MporpamMm, KOTopble MOryT
onpeaenaTbes. boNbLIMHCTBO 3N1IEMEHTOB CrMcKa MOryT BbITb yaaneHbl NporpaMmmon
Avira. OnemeHTbl pacnosioXxeHbl B angaBnTHOM nopsiake (CHavana - cneLcuMBorbl 1
undpsbl, 3atem - 6ykBbl). icnonb3ynTe Nonocy NPOKPYTKN ANs NEPEMELLEHMNS B CANCKE
BBEPX N BHU3.

7.4.3 Download rescue CD

MyHkT MmeHo Download rescue CD nossonseT 3arpy3auntb naket Avira Rescue-CD. MNaket
BKNtoYaeT B cebs 3arpy3o4Hyto Live-cucteMmy ang komnbtoTepa, a Takke ckaHep Avira ¢
aktyaneHbiM VDF-cdannom n nonckosbiM ABMXKKOM. Bbl ncnonbsyete Avira Rescue-CD,
4yTO6bI B Cry4ae noBpexaeHns onepaumoHHON CUCTEMbI BalLero KOMnboTepa ero MoXXHOo
6b1n0o 661 3anycTntb ¢ CD nnu DVD, 4To NO3BONUT COXPaHUTb AaHHbIE UITN MPOU3BECTH
NpoBEPKM.

Mocne 3arpy3kun naketa Avira Rescue-CD BO3HUKaeT AnanoroBoe OkKHO, B KOTOPOM MOXHO

BblbpaTb CD/DVD-aunck, 4tobbl 3anncatb Ha Hero Rescue-CD. Y Bac eCTb BO3MOXHOCTb
coxpaHuTb nakeT Avira Rescue-CD, 4To6bl 3anucatb CD noaxe.

Yka3zaHue

Bam noTtpebyeTcs akTMBHOE MHTEPHET-COeaNHEHNE AN 3arpy3km nakeTa Avira
Rescue-CD. Bam noTtpebyetca CD-/DVD-anckoBog 1 nuwyLmMin Nnpueog ons
3anucu gucka.

7.4.4 Hactporika

MyHkT HacTponka B MeHo [lononHUTENbHO OTKpbIBaeT HacTpouky.
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7.5 O6HoBneHue

7.5.1 3anyctutb obHOBNEHME...

[MyHKT MeH0 3anycTUTb OOHOBMEHMe... B MeH0 OBHOBNeHue 3anyckaeT HeMe1eHHOe
obHoBneHne. O6HoBNsIETCS hann BUPYCHbIX CUTHATYP M MOUCKOBbLIV ABWUXKOK.

7.5.2 PyuHoe obHOBneHwe...

OnemeHT MeHo Py4yHoe o6HoBneHue... B MeHio OBGHOBNEeHue OTKPbIBAET AManoroBoe
OKHO Angd Bbl6opa un 3arpysku naketa obHoBneHus danna VDF/nonckoBon cuctemsi.
MakeT 0BHOBNEHNS Takke MOXHO 3arpy3nTb C Beb-canTa paspaboTymka, B HEr0O BXOAUT
TeKyLMin pann o6HOBNEHUS BUPYCHOW Ba3sbl U aHTUBUPYCHOE S4pO:

http://lwww.avira.ru

MpumeyaHne
B Windows Vista ans py4yHoro obHoBneHust Heobxoammbl npasa
agMunHuUcTpaTopa.

7.6 Cnpaska

7.6.1 Tembl

MyHKT TemMbl B MeH0O CnpaBKa OTKpbIBAET COAEPXKaHME OHMNaNH CNpaBKMy.

7.6.2 TomolLb

MyHKT meHo Momouwb B MeHo CnpaBka npu akTUBHOM NHTEpHET-COeaUHEHN
OTKPbIBAET CanT NoAneP XK1 AN Bawen nporpammbl Avira. Tam Bbl CMOXeTe HanTu
OTBETbl HAa YaCcTO 3aaBaeMble BOMNPOCHI, Bbi3aBaTb 6a3dy 3HaHWMN UM CBA3ATbLCA CO cnybomn
no paboTe ¢ knueHTamm Avira.

7.6.3 OHnanH noggep>kka

KomaHga meHio OHnanH-noaaepkka B MeHto CnpaBka npu akTuBHoM HTepHeT-
coeguHeHun oTKpbiBaeT Beb-canT Avira. 3arpysnte nHcTpymeHT Avira Support Mogynb
KnueHta. Moayrnb KnneHTa ncnonb3yeTca Ansa yaaneHHoro cCoeanHeHns co cryxbom
noaaepxkn komnaHum Avira. lNocne 3arpyskun n ycTaHOBKM MOLYNS MO3BOHUTE B CNyx0y
nogaepxkun Avira, 4ytobbl coobwmtb ID Mmogynsa n oroBopuTb A4aty AUCTaHLMOHHOIO
TEXHUYECKOro 0BCnyXnBaHus.
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7.6.4 ®opym

IMyHKT MeHo ®opymM B MeHI0 CnpaBKa nNpu akTUBHOM MIHTEpPHET-COeANHEHUN OTKpbIBaET
CanT, Yepes KOTOPbIN MOXHO MNONYYnTb JOCTYN K hopymy Avira.

7.6.5 PykoBopcTBO Mo 3arpyske

[MyHKT MeHo PykoBoACcTBO no 3arpy3ke B MeH0 CnpaBka npu aktuBHOM VIHTepHeT-
COeaVHEHMN OTKPbIBAET CTPpaHULYy C 3arpy3kon Baluern nporpammbl Avira. 34ech Bbl
HangeTe CCbINKy ANnS 3arpy3ku nocnegHen Bepcun pykoBoACTBa Mo BalLen nporpaMmme
Avira.

7.6.6 MeHep>kep nuueH3un

IMyHKT MeHo license management B MeHo Help OTKpbiBaeT aCCUCTEHT NULIEH3UA. DTOT
ACCUCTEHT NOMOXET BaM JIerko NUUEH3NpoBaTb NN aKTUBMPOBATL Bally NporpaMmmy
Avira.

AKTUBUpPOBATb NPOAYKT

AKTUBMPYNTE 3TY OMUMIO, ECNN Y BaC YK€ €CTb aKTUBALMOHHBIN KNHOY, HO Bbl eLLe He
aKkTUBMpOBarnu ceoto nporpammy Avira. B npouecce aktuBaumm npoaykTa Bbl byaete
3aperncTpupoBaHbl B Ka4eCcTBe KNueHTa, nporpammMa Avira akTuBmpyeTcs C Ballen
nnueHanen. AKTUBALMOHHBIN KINOY Bbl MOXETE MOMYyYnTb Y HAc MO 3MEKTPOHHON noYTte
UM Ha ynakoBKe NpoayKTa.

Yka3aHue

AKTMBaUusa nporpaMmmbl MOXET ObITb BbIMOSIHEHA NMOBTOPHO C MOMOLLIbIO
AENCTBYIOLLErO KoAa akTMBaumm, ecnn 3To notpebyeTca, Hanpumep, B cryyae
nepeycTaHoOBKM CUCTEMbI.

Yka3saHue

[ns akTmBaumm npoaykTa nporpamma coeguHsietca yepes HTTP-npoTtokon n
noptT 80 (Be6G-kOMMYHMKaLMSA), a TakkKe Yepes 3amndpoBaHHbIN NPOToKon SSL
n nopt 443 ¢ cepsepamun Avira. Ecnu Bbl ucnonb3yete 6paHamayap, ybeamreco
B TOM, YTO BXOAALMA/MCXOAALLMI Tpaduk He BNoKnpyeTcs UMm.

YkasaHue

Bbl MOXeTe HayaTb OOHOBMEHNE NporpaMmMmbl 40 NPOrpaMmmbl U3 CEMENCTBA
Avira Desktop (c™m. JluueHsmpoBaHune n obHoBneHve). BBeguTe Ko akTMBauum
nporpamMmebl, Ha KOTOPYIO Bbl XOTUTE NEPENTU, B none Beoda Ko aktnsauumm.
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Ecnn nepexop Bo3aMoXeH, 6yaeT BbiNnofiHeHa aBToOMaTU4eckas ycTaHoBKa
nporpamMmbi.

Kynute/npoanutb nuueHsuio

OTa onuus nokasbiBaeTcs B TOM Crlydae, eCnm Balla fvueH3us UcTekna, ewe
AENCTBUTENbHA, UMK Y Bac MMeeTCs TONbKO TeCTOBas NuueH3us. Micnonb3aynte aTy onuuio
ANA NpoANeHnsa NUUEH3NN UNn 4nst NpUobpeTeHns NONHOLEHHOW NUUEeH3nK. [nsa aToro
BaM Heob6xoaMMo akTMBHOE VIHTepHeT-coeauHeHne: akTuBupymnTe onunto Purchase/extend
license n HaxxmuTe Next. OTkpoeTca NHTepHeT-bpay3ep, Bbl NepengeTe B OHNamH-
MarasuH Avira, B KOTOPOM MOXHO NPUOBPECTN NULIEH3NIO.

OdencTByrowmn cpamn nuueH3um
C nomoubto cebinkn License file MOXHO cunTaTb AeNCTBYOWMI ddann NULEH3NN.
dann nuueHsnn cosgaeTcsa B NpoLecce akTmpauum NporpamMmmbl ¢ 4EUCTBYHOLLMM KOLOM

aKTUBaLMmM U COXpaHAeTcs B NporpaMmHon nanke Avira. Micnone3ynte aTy onuuio, ecnuv
Bbl y>xe BbINOAHUNW aKTUBaLMIO NPOrpamMmeil.

HacTpoiiku npokcu-cepsepa...
Mpwn HaXxkaTUM KHOMKU OTKPbIBAeTCs AManorosoe okHo. Mpu HeobxoanMMocTy 30eCb MOXHO

HacTpouUTb, YTOObI IHTEepHET-coeanHeHMe, HeobXxoaMMoe AN akTUBaLMK NporpaMmbl,
yCTaHaBNMBAarock Yepes NpoKCU-CepPBEp.

7.6.7 PekomeHpoBaTb NpoOAyKT
KomaHga meHio PekoMeHAoOBaTb NPOAYKT B MeHi0 CnpaBkKa rnpy akTMBHOM VIHTEpHeT-
COeIMHEHUN OTKpbIBaAET CanT ANs KNMEeHTOB KoMMnaHuu Avira. Tam Bbl MOXeTe

nopekoMeHaoBaTb UCMNOSb30oBaTb NporpaMmmy Avira 1 Takum obpasom noyyacTBoOBaThb B
akumax komnaHum Avira.

7.6.8 OTnpaBuTb coobLLeHne obpaTHOM CBA3M
KomaHnga meHio O6paTHas cBs3b B MeH0 CnpaBka npu akTMBHOM NHTEpHET-
coeanHeHNN OTKPbIBAET CTPaHULY C 4acTo 3agaBaeMbiMM BONPOCaMM Mo NPOAYyKUUn

Avira. Tam Bbl HangeTe OpMyIsp NO OLEHKe NPOAYKLUNN, C MOMOLLLIO KOTOPOro Bbl
MO>XXeTe Bblpa3uTb CBOE MHEHME O nporpamMmMe 1 oTnpaBuUTb ero kKomnaHum Avira.

7.6.9 O Avira Ultimate Protection Suite

Oobuwee

Agpeca n nHdopmauusa no Bawlen nporpamme Avira
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UHdopmaumsa o Bepcun

NHpopmaums o Bepcumn nakeTta nporpammbl Avira

UHdopmaumsa o nuueHsnm

[aHHble TeKyLIJ,eVI NNLIEH3UM U CCbISTKM Ha OHNaWH-MarasuH (npmo6peTeHme nnn
npoarneHne J'II/ILI,eH3I/IVI)

Yka3saHue

Bbl MOXeTe XxpaHUTb AaHHbIE NMUEeH3MK B BydepHon namaTtn. Haxxmute npason
KHOMKOW MbIWK Ha obnacTb nHdopmMaumm o nuueHsmnm. OTKPOeTCS KOHTEKCTHOE
MeHI0. B KOHTEKCTHOM MeHI0 WenkHuTe no komaHge KonupoBath B
oydepHyto namaTb. Tenepb MHPOPMaLUUSA O BalLEN SIMLIEH3UN COXPAHEHA B
OydepHoOn namaTn, oHa MOXeT BbITb AoBGaBneHa B nMcbma, OPMYynsipbl Un
apyrve AoKyMeHTbI ¢ noMoLubo komaHabl Windows.
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8. 3awmTa geren

Ncnonbayite dyHKLMM nporpammbl Avira 3awuma demed, 4Tobbl o6ecneuntb
6Ge3onacHOCTb NpoBeAeHMs BpeMeHUN B IHTepHeTe Ana CBOUX AeTen U ApYrnx Noaen,
NCMNONb3YLWKNX Ball KOMMbIOTEP.

o C nomowibto pyHKumm Safe Browsing Bbl MOXeTe NPUCBOMTL POfn NONb30BaTENAM
Windows. [1na kaxxgon ponu Bbl MOXeTe onpeaenntb, kakne URL nnu kateropum
COAEPXKMMOTO AOSMKHbI OblTb pa3peLleHbl Unu 3anpeLLeHbl, a Takke ONUTENbHOCTb
paboTbl B VIHTEpHETE MK pa3peLleHHbIE NPOMEXYTKN BPEMEHN UCMONb30BaHMS.

COOTBeTCTByI-OI.I.I,VIe TeMbl:

e UYto0 Takoe Safe Browsing

8.1 Safe Browsing

Mporpamma Avira ocHauweHa cyHkumnen Safe Browsing anga punstpaumm
HexxenaTesibHbIX UK HeneranbHblX IHTepHeT-ycnyr u ans orpaHMyYeHns MCNonb30BaHNA
NHTepHeTa no BpemeHun. OyHkums Safe Browsing siBNsieTca 4acTbio KOMMOHEHTa
3awuma demed.

Monb3oBaTento MOXeT ObITb MPUCBOEHa ponb. Ponb nonb3oBaTtens MoxeT
HacTpamnBaTbCsl, OHa COAEPXUT Habop NpaBmm Co crieayoLWMMN KpUTEPUSIMU:

o 3anpeuweHHble nnn paspeweHHble URL-ccbinku (agpeca)
o 3anpeLueHHble KaTeropnn CoaepXMMoro

. ,D,J'II/ITeJ'IbHOCTb nonb30BaHUA MHTepHeTOM nnpu HeobxoanmMocTun pa3pelleHHble
MHTEpPBarsibl NCMOJIb30BaHUA MO 6y)J,HI/IM OHAM

Mpn 6rIOKMpPOBKE COAEPXKMMOTO NO onpeaeneHHbIM KaTeropmsiMm UCMNONb3YyTCS MOLLUHbIE
cnnckun punbTpoB URL, koTopble punbTpytoT URL-agpeca ncxoast n3 KOHTeHTa Be6-
cTpanuy,.. Cnuckn omnbTpoB URL-cCbINIok 0OHOBASAOTCA U pacLUMpSAOTCS €XevacHo.
Ponn PebeHok, Monogoun yenoBek, Bapocnbin CKOHMUIypupoBaHbl COOTBETCTBYHOLLMM
obpasom.

Ncnonb3oBaHne MIHTepHETa No BpeMeHn onpeaensieTcs no 3anpocam, OCyLLEeCTBSEMbIM
3a MUHMMAaIbHbIA MHTEPBan B 5 MUHYT.

Ecnun dyHkumsa Safe Browsing aktuBupoBaHa, TO Npu Hasuraumm B IHTepHeT Bce
OTKpbIiBaeMble B Bpay3epe cTpaHuubl byayT NnpoBepPATLCS B COOTBETCTBUM C POSbIO
nonb3oBaTens. [1pu 3anpeLeHHbIX CTpaHmuax agpec dyaet 6noknposaTbes, B 6paysepe
nosiBuTcsi coobuieHmne. Npu NpeBbILEHNM pa3peLleHHOro nHTepeana nonb3oBaHUs Nnu
Nnonb30BaHUA 3a Npeaenamun paspeLLleHHoOro BpemMeHn 6noknpytoTca cneayowmne seb-
cTpaHuubl. B 6paysepe nosButcsa coobLueHne.
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MpeaynpexaeHue
O6paTute BHMMaHWE Ha TO, YTO BaM HeobxoaMmMo akTmBupoBaTbh"Web
Protection", ytobbl Bocnonb3oBaTbca pyHKumMen "Safe Browsing".

MNMpeaynpexaeHune

3awmTuTe KoHuUrypaumo cBoen nporpaMmmbl Avira naponem, ecnm Bbl
akTusupyete pyHkuuio Safe Browsing. Ecnn koHurypaums He 3awmiieHa
naposnem, To BCe Nofb3oBaTeNIn KOMMNbOTEPA CMOTYT U3MEHATL UMK OTKMOYaTb
HacTponku B Safe Browsing . [laponb MOXHO akTMBUpOBaTb 34ecbk: HacTtponka
> O6uwee > Maponeb.

CooTBeTCcTBYIOLWMNE TEMbI:
e AktmBMpoBaTb Safe Browsing
e [lpncBouTb pornb

o Safe Browsing HacTtpowka

8.1.1 Aktmeuposartb Safe Browsing
P OTkpowiTe LeHTp ynpaeneHus Avira n HaxxmmTe Ha Status Ha HaBUraLMOHHOM
naHenwu.
Aktnenpynte Web Protection, 4Tobbl Bocnonb3oBaTtbes yHKkumnen Safe Browsing.

P Ecnu moagynb Safe Browsing oTknoueH, akTMBUPYITE ero, Haxkae B Buae Status B
pasgene Internet Protection kpacHbIv BbikntodaTenb psgom ¢ Safe Browsing.

Ecnn mogynb akTuBeH, TO KHonka psgom ¢ Safe Browsing cranet 3eneHon ("BKJT").

AktnBmnpynte dyHkumio Safe Browsing, HaxxaB B Buae Status KpacHbIn
BbIKMo4aTens pagom ¢ Safe Browsing.

Ecnn mogynb akTuBeH, To kKHonka psgom ¢ Safe Browsing ctaneT 3eneHon ("BKIN").
P [1ns HacTpoWku ponun pebeHka unu apyroro Yyernoseka B Safe Browsing HaxmuTte B
Buae Status KHOMKyY HacTporiku psigom ¢ Safe Browsing.
CooTBeTCcTBYOLWME TEMbI:
e YT0 Takoe Safe Browsing
e [lpucBontb pornb

o Safe Browsing Hactpouka

8.1.2 lNpuceounTb ponb

YcnoBus:
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v' Y6eamtech B TOM, YTO Ans KaXAOro YeroBeka, MCrombayoLLEero Balll KOMMboTep,
cosfaHa cBos yveTHad 3annck B Windows. B nporpamma Avira Bbl MOXeTe Kaxxaomn
yyeTHom 3anmncu B Windows npuceounTb ponb Safe Browsing.

v AkTuBMpynTe dyHKumio Safe Browsing B ceoelt nporpamme Avira.

v MpoBepbTe cBOMCTBA PONK Nepep TeM, Kak NPUCBOUTbL POSib NOMb30BaTENIo.

¥ B Buae Status Haxxmmute Ha KHOMKY HaAcTponkn psaom ¢ Safe Browsing.

P BbiGepuTe nonb3oBaTternsi, KOTOPOMY Bbl XOTUTE NPUCBOUTL POsib U3 cnncka User
selection.

Cnuncok cogepxuT ydeTHble 3anncu Windows, co3gaHHble Ha BalleM KOMMNbOTepe.
P HaxmuTe kHonky Add.

—=+ [lonb3oBaTenb 6yaet nobaBneH B CIMCOK.

B Avira Internet Security HacTpoeHbl cnegyrowmne ponu nonb3oBaTenen:

= Child
= Young person
»  Adult

Ecnu Bbl foGaBnsieTe y4eTHy0 3anmch K CMUCKY, TO MO YMONYaHUIO e/ NPUCBOUTCS
ponb Child.

P Bbl MOXeTe NpUCBOUTL APYry0 POrib, LENKHYB N0 POSK NoNb30BaTenst HECKOMbKO
pas.

Yka3aHune

lMonb3oBaTenu KOMMNbLIOTEPA, KOTOPbIM HE MPUCBOEHA POSb B HacTpourkax Safe
Browsing, no ymon4aHuio nony4yatoT oT NporpaMmmbl y4eTHYHO 3anncb Standard
¢ ponbto Child. Bbl MmoxxeTe nameHuTb porb nonb3osatend Standard.

P HaxmuTe Ha Accept, YTOObl COXpPaHUTb HACTPOMWKY.

CooTBeTCTBYHOLWMNE TEMbI:
e /3amMeHnTbL cBOMCTBA pONnn

o [ob6aBuTb nu yaanutb porb

8.1.3 VI3mMeHunTb CBOWCTBA PONU

» B Buae Status HaxxmuTe Ha KHOMKY HacTporikm psigom ¢ Safe Browsing.
=+ Onuuu Roles otobpaxalTca B OKHe HacTponku doyHKumm Safe Browsing.

P HaxmuTe Ha MMs ponu, KOTOPYHO Bbl XOTUTE U3MEHUTL (HanpuMmep Young person) u
Haxxmute Change.

=+ [losiBUTCS OKHO CO cBOMCTBamMu ponu Properties.

P BbinonHute nameHeHnsa n Haxmmte OK.
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CooTBeTCTBYHOLWMNE TEMbI:
e CaoucTBa posnu

e Safe Browsing Hactpouka

8.1.4 [obaBnTb nNun yganutb ponb

P B Buage Status HaXmuTe Ha KHOMKY HacTponkm psgom ¢ Safe Browsing.
=+ Onuun Roles oTobpaxatloTcs B OKHe HacTponkn dyHkumm Safe Browsing.

P YTt06bI yoanutb ponb (Hanpumep Young person), HaxmuTe Delete.

YkasaHue
Bbl He cmoxeTe yaanuTb ponb, MOKa OHa NPUCBOEHAa NOSb30BaTENto.

» Ytob6bl fo6aBUTL ponb, BBeanTe ee nms (He 6onee 30 cumBONoOB) B Norne BBoAa 1
HaxmuTe Add.

P YTto6bl Ha3HaYMTbL CBONCTBA HOBOW POJK, BbIDEPUTE HOBYIO POSb M3 CMIMCKA U
HaxxmnTe Change.
CooTBeTCcTBYOLWMNE TEMbI:
o Safe Browsing Hactpouka
« Cpoincrtea ponum

e [lpucBontb ponb
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9. MobunbHasa 3awuTta

Avira 3awmiaeT oT BpeAOHOCHbIX MPOrpamMM 1M BUPYCOB HE TONbKO BaLl KOMMNbIOTEP, HO U
MOOUMbHbIE TENEdOHbI U cMapTOHbI, paboTatoLwwme Ha onepaLmoHHon cucteme Android,
OT kpaxu n/mnu ytepu. C nomoLbio komnoHeHTa Avira Free Android Security Bbl MoXeTe
OnoknpoBaTtb HexenatenbHble 3BOHKM U SMS. lNMpocTo aobaBbTe TENEOHHbLIE HOMEPA U3
CBOEro CNu1cka 3BOHKOB, COOOLLEHNIN UM KOHTAKTOB B CMIMCOK 45151 GrTIOKMPOBKM Unn
co3aanTe KOHTaKTbl, KOTOpbIE Bbl XOTUTE BNIOKMPOBaTb, BPYUHYIHO.

[ononHuTenbHy0 MHGOOPMAaLMIO Bbl MOXETE NOCMOTPETL Ha HaweM Beb-canTe:

http://www.avira.com/android
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10. Hacrpouka

10.1 KoHdurypauyms

o O630p oNuUUK MEeHIO KOHpUrypaumm

e KHonMku

10.1.1 O630p onumit MeHKO KOHpUrypaLmm

[MpenycMoTpeHbl criegyroLwme onunm MeH KOHUrypaumm:
e System Scanner: KOHUrypauusa npsamMon NpoBepKn

«  Onuuun noucka

= [lencTtBne npu obHapyxeHuu

= Onumn NpoBEPKN apXMBOB

= VcknoyeHus 13 npsiMmon npoBepKu

=  OBpuUCTMKA NPSAMON NPOBEPKU

= HacTpouka pyHKUMK cocTaBneHnsa otyeTa

o Real-Time Protection: koHdurypaums mogyns Real-Time Protection

«  Onuuun noucka

= [lencTtBre npu obHapyxeHuu

= VcknoyeHus 13 3amThbl B peXnme peanbHOro BpemMeHu
=  OBpUCTMKA 3aLUMTbI B peXnme peanbHOro BpeMeHu

= HacTponka pyHKUMK cocTaBneHna oTyeTa

o OOGHOBRNEHME: KOHPUrypaunsa HacTpoek OOHOBNEHUS
= 3arpy3ska c Beb-cepBepa
« Web Protection: koHdurypaumsa mogyna Web Protection
=  Onuwmn noucka, akTusauus u geaktmeauma mogyns Web Protection

= [lenictBrne npu oGHapyXeHum

= 3anpeLlueHHbI JoCcTyn: HexenaTenbHble Tunbl hannos n MIME, Be6-counbTpbl 4ns
n3BecTHbIX HexenaTtenbHblXx URL (BpeaoHoCHbIe nporpammbl, (OULLIMHE U T. 4.)

= WcknioyeHna na novcka Web Protection: URL, Tunsl goannos, tunel MIME
=  OBpucTuka cnyxbbl Web Protection
= Hactpovika oyHKUMKM cocTaBneHus otyeTa

e Mail Protection: koHpurypaums mogynsa Mail Protection

= Onumn Noucka: akTuBaums KOHTpons y4eTHblx 3anucen POP3 n IMAP, a Takke
ncxoasLen anNeKTpoHHom noYytel (SMTP)

= [lencrtsue npu obHapyxeHun
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JJononHuTenbHbIE OEUCTBUS
OBpucTurka nposepkn mogynem Mail Protection

dyHkuna AntiBot: paspelueHHblie cepepbl SMTP 1 oTnpaBuTenn anekTpoHHOM
noyYThI

WcknroyeHusa na nposepkn mogynem Mail Protection
HacTtpowika 6ycdepa obmeHa, ounctka 6ydepa

HacTtpowka cTpoku npumedaHnsi B OTNpaBreHHbIX MMCbMax
HacTtponka oyHKUMM COCTaBMneHns otyeTa

3awuTta peTen:

Safe Browsing: oyHKUMSA 3alnTbl 4ETEN C OCHOBAHHbLIM Ha ponv UnNbTPOM 1
orpaHu4yeHMeM BpeMeHu goctyna B IHTepHeT

ObLwee:

PaclumpeHHble kaTeropmm yrpo3 ansi NnpsiMori NpOBEPKM U NMPOBEPKM B peXUME
peanbHOro BpeMeHu

PaclwwmpeHHas 3awmra: BknoveHne onuun ProActiv n Protection Cloud
OunbTp NPUNOXEHN: BIIOKMPOBKA U paspeLLeHne NPUNoXeHUn
3awmTa naporiem JOCTyna K LeHTpY ynpaBreHnsa n KoHurypaumm

BesonacHocTb: 6rokMpoBKa dyHKLUMI aBTO3anycka, 6noknpoBka XocT-annos
Windows, 3awuTa npogykra

WMI: aktnBaums nogaepxkm WMI

HacTtponka npoTokona cobbITun

HacTtponka doyHKLMI COCTaBneHns otyeTa

HacTtponka ncnonb3yembix nanok

HacTpolika 3ByKkOBbIX NpeaynpexaeHun npm obHapyxeHnn supyca

KHonku

KHonka OnucaHue

no

3HavyeHus ByaeT BbINonHEH cOpoOC BCex HacTpoek

YMON4aHUK | 3TOM BCE N3MEHEHNA N NOoJib30BaTeSIbCKMe AaHHbIE

KOH(*)I/IpraU,I/II/I Ha 3Ha4YeHud rno ymos4yaHuio. I'IpM

OyayT yTepsiHbl.

OK

Bce nameHeHus 6yayt coxpaHeHbl. MeHto
«KoHdurypaumsa» 6yget 3akpbito. Cucteme
KOHTpONs y4yeTHbIX 3anncen nonb3osatenen (UAC)
TpebyeTcs Balle pa3peLleHne Ha BHECEHUNE
N3MEHEHUIN B ONEePaLMOHHY CUCTEMY, HaYMHas C
Windows Vista.
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OTmeHa MeHto «KoHurypaums» 3akpbiBaeTcs 6e3
COXpaHeHUs1 USMEHEHUIN B HACTPONKax
KOH(purypaumn.

MpumeHunTb | Bce nameHeHus ByayT coxpaHeHbl. Cucteme
KOHTPOIs y4eTHbIX 3anncen nons3osartenen (UAC)
TpebyeTcs Balle pa3peLleHne Ha BHECEHUE
N3MEHEHMIN B ONEPALIOHHYIO CUCTEMY, HA4YMHas C
Windows Vista.

10.2 System Scanner

Pasgen System Scanner HacTpoiiku oTBeyaeT 3a HaCTPOWKY napaMmeTpoB NPsMOro
rnoucka, T.e. 3a NPOBEPKY Mo TpeboBaHMO Nofb3oBaTeNS.

10.2.1 Mowuck

HacTponka

3aech Bbl MOXETe 3a4aTb NpUHUMNMAanNbHbLIA MeToa npu noucke. Ecnv Bel BoiGUpaeTe

onpepeneHHble nNanky and npoBepkKu, System Scanner ocyLlecTBndeT NPOBEPKY B
3aBNCUMOCTU OT HACTpPOEK.

e C OI'Ipe,El,eﬂeHHOIZ npon3BoanNTesIbHOCTbIO NMOWUCKOBOW CUCTEMbI (I'IpI/IOpI/ITeT),
e C I'IpOBepKOIZ 3arpy304HblX CEKTOPOB U CKaHNpPOBaHUEM NaMATH,

e C MPOBEPKOMN BCEX UM yKa3aHHbIX hansioB B nankax.
Qadnbl

System Scanner moxeT ncnonb3oBaTtb OUNLTP, YTOOLI NPOBEPSATL TONLKO dhannbl C
onpeaeneHHbIM OKOHYaHueM (Tun).

Bce cdannbi

Ecnu ata onuus BknoveHa, Bce dpannbl, HE3aBUCUMO OT UX COAEePXaHUS U

paclmpeHnus, byayT NpoBePSATLCS Ha BUPYCbI MW HexxenaTerbHble Nporpammbl.

PunbTp He UCNosb3yeTcs.

YkasaHue
Ecnu BkntoveHa onuus Bee ¢pannel, kHonka PacwumpeHus cpannos
HeLoCTyrnHa.

UHTennekTyanbHbIN BbIOOp dhannoB

Ecnu aTta onuus BknoyeHa, To nporpaMmma aBToMaTUYeCKu BbiGUpaeT daitnbl ans
npoBepkn. ATO 03HAYaeT, YTO NpoayKT Avira NMPUHMMaET peLLeHne o HeobXoaNMOCTH
npoBepku daina Ha Hann4ne BUPYCOB N BPEAOHOCHLIX MPOrpaMm, OCHOBbIBasiCb Ha

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013)

168



(X, AVIRA

ero cogepkaHuu. 3ta npoueaypa ANUTCS HEMHOro gonblue, Yem Ucnonb3oBaTb
CNUCOK pacLuMpeHnin pannos, HO OHa 3HAYMTENBHO HadeXHee, NMOCKOMbKY
NnpoBepKa BbINOMHAETCA HE TONMbKO HA OCHOBaHWUM pacluMpeHuid dpainos. 3ta onuus
BKIHOYEHA NO YMOSI4YaHMIo 1 pekoMeHaoBaHa.

Yka3aHue
Ecnu BkniodeHa onums UHTennekTyanbHbIN BbIGOp hannos, KHoMKa
PacwupeHus cannoB HegocTynHa.

MUcnonb3oBaTb CNUCOK pacumpeHnn dannos

Ecnu ata yHKUMA BKNOYEHa, TO B NOUCK ByayT BKAOYATHCA TOMbKO hansibl ¢
yKasaHHbIM paclumpeHuneM. 1o ymonyaHuio ykasaHbl Bce TUMbl pannos, KOTOpble
MOrYT coAepXaTb BUPYCbl N HexenaTtesbHble nporpaMmmbl. C NOMOLLbH KHOMKK
"PacwmpeHue channa" cnmcok MOXHO pefakTUpoBaTb BPYYHYIHO.

Yka3aHue

Ecnu aTta onuumsa BknoveHa, a Bbl yaanunn BCe pacLUMpeHnst U3 CMCKa,
MHopMauusa ob aTom oTobpaxkaeTcsa B Buae Tekcta "PacwupeHus He
ornpederseHbl", pacnonoXeHHoro nofd kKHornkon PacwupeHus dannos.

Pacwupenunsa ¢annos

C nomoLL b 3TON KHOMKM Bbi3biBAETCS ANArioroBoe OKHO, B KOTOPOM OTobpakatoTcs
BCe paclumpeHus hannos, NpoBepsieMbiX Npu noncke B pexnve "cnonb3oBaTb
CNUCOK pacwumpeHun channos”. B cnvcke yxe npuBegeHbl HEKOTOPbIE paCLLUMPEHNS
hannos, HO Bbl MOXeTe A06aBnATbL HOBbIE UMK YOANSATb UX.

Yka3aHue
MoMHWUTE, YTO CTaHAAPTHbIA CMIMCOK MOXET MEHATBLCS OT BEPCUN K BEPCUM.

LornonHumersnbHble HacmpouKu

MpoBepuTb 3arpy3oyHble CEKTOPbI
Ecnu ata onuusa BkntoveHa, System Scanner ckaHMpyeT 3arpy304Hble CEKTOpbI
BblOpaHHbIX AMCKOB. OTa HACTPOWMKa akTUBMPOBAHA NO YMOSYaHMIO.
lNMpoBepKa rnaBHbIX 3arpy304HbIX CEKTOPOB

Ecnu onums BknioyeHa, ckaHep NpoBepsieT rMaBHble 3arpy304Hble CeKTOPbI
NCNONb3yeMbIX B CUCTEME KECTKUX ANCKOB.

Mponyctutb ochdnanH-cdannbl

Ecnu ata onuusa BkntoveHa, Npu NPSIMOM NMOUCKE MOSHOCTLIH UTHOPUPYIOTCS Tak
HasblBaeMble odppnanH-gansnbl. ATO 3HAYUT, YTO 3TW Palnnbl HE NPOBEPSIOTCH Ha
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HanuMyme BMPYCOB U BpeL4OHOCHbIX nporpamm. OddpnanH cannsl - aTo hannsbl,
KoTopble 6bInn hmnanyeckn nepeHeceHbl C NMOMOLLLIO Tak Ha3blBAEMOW NepapXmyecKom
cucTeMbl ynpasreHust Hocutensammn (HSM) ¢ xxecTkoro gucka, Hanpumep, Ha
MarHUTHYIO NIeHTY. OTa HaCcTponKa akTUBMPOBaHA MO YMONYaHUIO.

NMpoBepka LenocCTHOCTN CUCTEMHbIX ¢hannos

Ecnu ata onuusa BkNtoYeHa, TO NPU KaXKAOM NPSIMOM NMOUCKE BaXXHEWNLLME CUCTEMHbIE
dannbl Windows 0coBeHHO TLiaTenbHO NPOBEPSTCA HA U3MEHEHUS, BHECEHHbIE
BPEAOHOCHbIMU NporpamMmmamu. [Npu oGHapyXeHMM M3MEHEHHOTO (harna NosiBUTCS
coobuleHne o nogo3puternibHoM obbekTe. [na aTon PyHKUMN HEOBXOOUMO MHOrO
pecypcoB. [103TOMy NO YMOSIYaHUIO 3Ta ONLUMS OTKIOYEHA.

Yka3aHue
OTa yHKUMS AOCTYyMNHa Tonbko HadnHasa ¢ Windows Vista.

Yka3aHune

Ecnu ncnonb3yotca nporpaMmbl TPETbUX NOCTaBLUMKOB, U3MEHSOLLNE
CUCTEMHbIE (hannbl U, HAaNPUMepP, 3KpaHbl 3arpy3kn, He UCNONb3ynTe 3Ty
onuuto. Mpumepsbl Takux nporpamm: Skinpacks, TuneUp Utilities nnu Vista
Customization.

OnNTUMN3NPOBaAHHbLIN NOUCK

Ecnu onumsa BknoveHa, TO MOLHOCTbL Npoleccopa npu nposepke System Scanner
OyneT pacnpefenartbca onTumansHoO. M3 coobpaxxeHnin npon3BoguTenbHOCTU
NPOTOKONMPOBaHME Npy ONTUMarbHOM NPOBEPKE OCYLLEeCTBNAETCS He noapobHee,
4yeM Mpu ONLUUKN NO YMOJSTHaHUIO.

Yka3aHue
Onuwma gocTynHa ToNbKo ANS MHOronpoLECCOPHbIX KOMMbIOTEPOB.

CnepoBaTb MO cChifikam

Ecnu onumsa BkntoveHa, To System Scanner npu npoBepke crnegyeT No BCEM CCbifikam
NMOMCKOBOro Npounsa nnmn BelbpaHHoON nanku, 4Tobbl NPOBEPUTEL (ansibl HA BUPYCbI.

YKa3aHue

Ctofa He OTHOCATCS CChIfKM Ha hannbl (SpnblkK), HO NOAXOAST UCKITHYNTENBHO
CUMBOJIbHbIE CCbISIKN, cO3aaHHble ¢ nomoLlbio mKlink.exe, unm Touykm
coeanHeHus (junction.exe), KOTOpblE OTKPbLITO pasMeLLeHbl B (hainoBom
cucTeme.
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NMouck Rootkits npu 3anycke noncka

Ecnu ata onuusa BkntoveHa, System Scanner npoBepsieT nNpu 3anycke nomcka nytem
TaK Ha3blBaeMoro 6bICTporo nomcka cucteMHyto nanky Windows Ha akTMBHble
Rootkits. Takum mMeTogoM Ball KOMNbIOTEP NPOBEPSETCH HE Tak TWaTeSlbHO Ha
akTuBHble Rootkits, kak cneunansHbin npodusb "Mouck Rootkits", HO npoBepka
3aHMMaEeT CyLEeCTBEHHO MeHbLLEe BpeMeHU. Ta OnuUns MeHSIeT TONbKO HAaCTPOWKN
Cco3aHHbIX Bamu npodunen.

YKasaHue
Mouck Rootkits B Windows XP 64 6uTt HegocTyneH!

CkaHunpoBaHue peecTpa

Ecnu aTta onuwns BknioveHa, TO NpU NPOBEPKE PeeCTp CKaHNPYeTCS Ha Hanu4me
BPeOOHOCHbIX NporpaMm. JTa Onunsa MeHsIeT TONbKO HAaCTPOWMKN co3daHHbIX Bamu
npodunen.

MponycTutb hannbl N NyTU Ha ceTeBbIX AUCKaX

Ecnun onuusa BkntoyeHa, n3 NPOBEPKN UCKITIOYaKOTCA ceTeBblE ONCKU, NMOAKITIOYEHHbIE K
KOMIMbKOTEPY. OTa onuus pekomMmeHayeTCcd, ecrnin cepBep Ui gpyrmne pa60l-||/|e CTaHuunn
caMu 3aljuieHbl OT BUpyCcoOB C MNOMOLLBbKO aHTUBUPYCHOTO MO. 3ta onums no
YMOJTHaHNKO OTKITHOYEHa.

lMpouecc nposepku

PaspelwaTb 0CTaHOBKY NpOBEPKU

Ecnu aTta onuwmsa BkniodeHa, TO B Nitoboe BpemMs MOXHO OCTaHOBUTb NPOLLECC nomncka
BMPYCOB N BPEOOHOCHbIX NporpaMm Haxkatnem kHonku "Crton" B okHe "Luke
Filewalker". Ecnu Bbl oTKNOYMM 3Ty HACTPOWUKY, To kHorka Cton B okHe "Luke
Filewalker" 6ynet HeakTmBHOM. OCTaHOBKa NPOBEPKN OO €€ OKOHYaHUS CTaHEeT
HEBO3MOXHOW! OTa HacTpoOMKa akTMBMPOBaHA MO YMOMYaHMIo.

MpuopuTteT ckaHepa

System Scanner nmeeT Tpu ypPOBHS NpuoputeTa. 3TO BO3MOXHO TOMNbKO B TOM
criyyae, ecrnu Ha KomnbloTepe 3anyLeHo O4HOBPEMEHHO HECKOSbKO NPOLECCOB.
BbiGop oka3sbiBaeT BNUSIHNE HA CKOPOCTb MOMCKa.

HU3KUN

System Scanner nony4aeT oT onepaUnoHHON CUCTEMbI MPOLECCOPHOE BPEMS TONbKO
B TOM Crny4ae, ecnv oHo He TpebyeTcs aApyrMm npoueccaM. T.e. 4o Tex nop, noka
System Scanner paboTaeT B 0UHO4YKY, CKOPOCTb ABNAETCA MakcumManbHon. B uenom
3TO NO3BOMSIET YCKOPUTbL paboTy ¢ ApyrMmu nporpammamu: Komnbtotep paboTtaeT
ObICTpee, ecnv Apyrue nporpamMmbl UCMOSb3YHT NPOLLEeCCOpHOe BpeMsi, korga System
Scanner npogosmkaeT pabotatb B GOHOBOM pexXnme.
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cpeaHnn

MpoBepka System Scanner BbINOMHSAETCS ¢ HOpMarbHbIM NpuopuTeToM. Bee
MpoLecchbl Nony4aT OT onepaunoHHON CUCTEMbI OAMHAKOBOE KONTMYECTBO
MPOLIECCOPHOrO BpEMEHWN. DTa ONuus BKIOYEHA NO YMOMYaHMIO Y PEKOMEHOBaHA.
Mpw onpeaeneHHbIX 06CcToATENbCTBAX 3aTpyAHsieTcs paboTta ¢ apyrMMu
MPUNOXEHUSMN.

BbICOKUN

System Scanner nony4aeT HamBbicLMIA NpuopuTeT. OaHoBpeMeHHast paboTa ¢
APYIMMU MPUNOXEHUSIMU NPAKTUYECKN HEBO3MOXHA. System Scanner BbINOnHSeT
CBOM MOWCKOBbIE 3a4a4n MakcMmMarbHO BbICTPO.

AeiicTene npu obHapyxeHun

Bbl MOXeTe onpeaenvTb onepauum, Kotopble 6yayT BbINONHATLCS, ecnn System Scanner
0BHapYXUT BUPYC UM BPEAOHOCHYHO NporpaMmy.

MHTepaKTUBHbLIN

Ecnu onuusa BknioyeHa, To 06 obHapyXeHun BUpYyCcoB Npu npoBepke System Scanner
coobulaeTcs B AnanoroBoM okHe. Npn npoBepke System Scanner no 3aBepLueHumn
NpoBEpPKN BblAaeTca npeaynpexaeHne co CnMckoM obHapyKeHHbIx dannos. C
MOMOLLIbIO KOHTEKCTHOIO MEHIO Bbl MOXeTe BblbpaTb AeCTBME AN NOAO3PUTENbHbIX
UM HPUUMPOBaHHLIX hannos. Bel MOXeTe NpUMeHNTb BbiIDpaHHOE AeNCTBUE KO
BCEM (panniam unu 3aBepumnTb paboTy ckaHepa System Scanner.

Yka3aHune
Mo ymon4yaHuto B ManoroBom okHe no obpaboTke Bupycos ctouT KapaHTuH. C
NMOMOLLIbKO KOHTEKCTHOIO MEHIKO MOXHO BblIOMpaTh Apyrne 4encTBuUS.

ABTOMaTU4YeCcKum

Ecnu aTa onumsa BkntodeHa, npy 0OHapy>XeHU BUpyca Unn Bpe4OHOCHOW MPorpaMmbl
He OTKpbIBAETCSA AManoroBoe okHO And Bolbopa gencteus. System Scanner paboTtaet
aBTOMAaTU4eCKM B COOTBETCTBMU C BblIOpaHHbIMM Bamu HacTporikamu.

KonupoBaTtb chann nepep BbiNofIHEHUEM AENCTBUA B KAPaHTUH

Ecnn ata onuusa BkntoveHa, System Scanner co3gaeT pe3epBHYHO KONUO Nepesq
OCYLLECTBIEHMEM MEPBUYHOIO UM BTOPUYHOIO AencTBus. PesepBHas konma
XPaHUTCS B kKapaHTUHe, OTKyAa MOXHO BOCCTaHOBUTL (bann, ecnu oH nmeet
LeHHocTb. Kpome Toro, Bbl MOXeTe OTNpaBuUTb pe3epBHYo Konuto B Avira Malware
Research Center ansa ganbHenLwero n3y4yeHus.

lNepsuyHoe deticmeue

lMepBu4HOE AencTBME BbINONHAETCH, ecnn System Scanner obHapyxuBaeT BUPYC Unu
BpeOOHOCHYO nporpammy. Ecnu BeibpaHa onuma "JleunTb"”, HO neyeHne
NMHMLMPOBaAHHOIO hanna HEBO3MOXHO, BbINOMHAETCA onepauus, onpegerneHHas B
nyHkTe "BTopuyHoe aencreue”.
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Yka3aHue
Onuusa BropuyHoe aencTBMe JOCTYNHA TOMbKO B TOM Crny4yae, ecnv ans
MepBuyHOro aencTBUA BLIOPaHO aencTBME JleUnTb.

INeunTtb

Ecnu ata onuusa BkntodeHa, System Scanner aBToMaTU4eCcky NblTaeTcs fieunTb
MHULMpPOBaHHbIN hann. Ecnu System Scanner He MOXeT BblneynTb
MHMUMPOBAHHbLIN ddann, BbINOMHAETCA onepauuns, npegycMoTpeHHas BTopuyHbIiM
OEeNCcTBUEM.

Yka3aHue
Pa3paboTumk pekomeHayeT aBTOMaTUYECKOE NeYeHne, HO 3TO O3HAYaeT, YTo
System Scanner nameHsieT annbl Ha BaeM KOMMNbloTepe.

MepenmeHoBaTbL

Ecnu ata onuusa BkntoveHa, System Scanner nepenmeHoBbIBaeT dann. MNpamon
AOCTYN K aTOMY (hanny (Hanpumep, C NOMOLLbIO BOMHOIO Leriyka) CTaHOBUTCA
HEeBO3MOXeH. Dannbl MOryT ObITb MNO3XKeE BbINIeYEHbl U NeperMeHoBaHbl 0bpaTHO.

KapaHTuH

Mpwn BkNtoYeHHOM onuumn System Scanner nepemelyaeT ann B KapaHTUH. Pannbl
MOryT BbITb MNO3Xe BbINIeYEHbI UMK, B Clydae HeobXoaAMMOCTH, OTNpaBeHbI
paspaboTtumky (Avira Malware Research Center).

Ypanutb

Ecnu aTa onuusa BkntoveHa, pann yganseTtcs. 9Ta npoueaypa 3HaunTensHo bbicTpee,
yem MepenucaTtb U yaanuTb (CM. HNXe).

Mponyctutb

Ecnu onuusa BknNoYeHa, 4OCTyn K dparnam paspeLlaeTcd, a camu ghannbl OCTarTCs
6€e3 N3MeHeHun.

MpeanynpexaeHne
MHprumnpoBaHHbIN dhann BCe elle akTUBEH B Ballen cucteme! 31o MoxeTt
NPUYMHUTL CYLLEeCTBEHHbIV Bpes Ballemy KomnboTepy!

MNMepenucaTtb U yaganutb

Ecnu aTta onuwmsa BkntodeHa, System Scanner 3ameHsieT hain ctTaHgapTHbIM
wabnoHom, a 3atem yganseT ero. OH He MoXeT OblTb BOCCTAHOBEH.

BmopuuHoe deticmsue

Onuus "BropuyHoe aenctBue" OOCTynHa TONMbKO B TOM Clyyae, ecnv ang
"MepBHYHOro gencTBuA" onpeneneHa onepauuns Boineuntb. C NoOMoOLbIO 3TON
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onuUN MOXHO BbIOpaTb onepauuio, KoTopasi 4oMmkHa ObiTb Npon3BeaeHa ¢
NHOUUMPOBaHHBIM annom, ecriv ero HeBO3MOXXHO BbINEUYNTb.

MepenmeHoBaTbL

Ecnu ata onuua BkntoveHa, System Scanner nepenmeHoBbiBaeT dpann. MNpamon
AOCTYN K 3TOMY hanny (Hanpumep, C NOMOLLbIO IBOMHOTO LEeNYka) CTaHOBUTCSH

HEBO3MOXeH. dannbl MOryT ObITb NO3XE BbINIEYEHbI U nepemmeHoBaHbl O6paTHO.

KapaHTuH

HacTponka

Mpwn BkNtoveHHOW onuuu System Scanner nepemelyaeT pann B kapaHTuH. ®annbl

MOryT ObITb NO3XXe BblNIeYEHbl UK, B Crly4ae HeobXoaUMOCTH, OTNpPaBfeHb!
paspaboTumky (Avira Malware Research Center).

Ypanutb

Ecnu ata onuusa BkntoveHa, hann yganseTtcsa. 9Ta npoueaypa 3HaunTenbHo ObicTpee,

4yeM "nepenucaTtb U yganutb".

Mponyctutb

Ecnu onuusa BknodeHa, 4oCcTyn K pannam paspellaeTcd, a caMmu dpannbl OCTarTCA

0e3 n3MeHeHun.

MpeaynpexaeHue
NHduumpoBaHHbIM hann BCce eLle akTMBEH B Ballen cucteme! 31o moxer
NPUYMHUTD CYLLECTBEHHbIV Bpes Ballemy KomnbtotTepy!

MepenucaTtb M ynanutb

Ecnu ata onuusa BkntodeHa, System Scanner 3ameHseT hann ctaHgapTHbIM
wabnoHom, a 3atem ygansiet ero. OH He MOXeT ObiTb BOCCTAHOBIEH.

Yka3aHune

Ecnn B kayecTBe NEPBUYHOIO UNN BTOPUYHOIO AENCTBUSA BbibpaHo YaanuTb
unu MNMepenucatb U yaanuTb , NOMHUTE criegytoLlee: Npu obHapy>xeHum
CUCTEMOW 3BPUCTUYECKOIO NOUCKa MHMPULIMPOBAHHbIE (hansibl HE yoanaTcs, a
nepemMeLLaTCs B KapaHTUH.

Apxusbl

Mpw npoBepke apxmBoB System Scanner NpUMeHSIET PEKYPCUBHBIN MOUCK: apXMBbl B

apxmBax pacnakoBbiBalOTCA N NMPOBEPAIOTCA Ha BUPYCbl N BpeAOHOCHbIE NporpamMmmbil.

daiinbl NpoBepPSIOTCS, 3aTEM OHU pPacnakoBbIBAlOTCH M BHOBb NMPOBEPSIOTCS.

MpocmoTpeTb apXmBbI

Ecnn aTta onuma BkroveHa, NPOBEPATCA BCE apXuBbl, OTMEYEHHbIE B CMNNCKEe
apXnBOB. OTa HaCTpOIZKa aKTuBupoBaHa no ymosn4aHuto.
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Bce Tnnbl apxuBoB

Ecnu aTa onums BkNtodeHa, NpoBepsitoTCs BCe TUMbl apXMBOB, OTMEYEHHbIE B CMIMCKE
apXVBOB.

Ba3oBbIN CNMCOK paclUMpPEeHUN

Ecnu aTta onuunsa BknodeHa, To System Scanner onpegenseTt, COOTBETCTBYET N TUM
dharna popmaTy ynakoBaHHbIX 0annoB (apxuB), Aaxe ecnv pacumpeHune gannos
OoTnMyaeTcs OT 06bIYHbIX aPXUBHBIX PaCLUMPEHWIA, @ 3aTEM NMPOBEPSIET 3TOT apXMB.
[ns aToro kaxabli hann JOormkKeH OblTb OTKPbLIT, YTO 3HAYUTENBHO YMEHbLUAET
CKOPOCTb NpoBepKU. NMprmep: ecnu apxmB *.zip UMeeT paclumpeHme *. xyz, To System
Scanner pacrnakoBbIBaeT 1 9TOT apXuB, OCYLLLECTBISAS ero NpoBepKy. ATa HAacTporKa
aKTUBMPOBAHa MO YMOJSTHaHUIO.

Yka3aHue
[MpoBepstoTCa TONbKO OTMEYEHHbIE B CMIUCKE apXUBOB TUMbl apXNBOB.

OrpaHuunTb YPOBEeHb peKypcumn

PacnakoBka 1 npoBepka apXxMBOB C BbICOKOW CTENEHbLIO BNOXXEHHOCTM TpebyeT MHOro
pecypcoB 1 BpeMeHu. Ecnn aTa onuus BKoYeHa, Bbl OrpaHuymMBaeTe rinyouHy noucka
onpeneneHHbIM YpoOBHEM NaKoBKM (MakcuManbHas rnybuHa pekypcum). Tak Bbl
3KOHOMMWTE BPEMS U PeCYPChl KOMMNblOTEPA.

Yka3aHue

[ns Toro 4ToObl ONpeaenuTbL HanMyMe B apxmBe BUpyca UM BpeAOHOCHOM
nporpaMmmbl, System Scanner npon3sBoguT NPOBEPKY apxuBa 4O TOro YPOBHS
pPEeKypcun, Ha KOTOPOM HaXOAUTCSA NOLO3PUTESbHBIN OO BHEKT.

MakcumanbHas rnyéuHa pekypcum

UToObl ONpeaenuTb MakCUManbHyHo rmyobuHy pekypcum, UCNonb3ynTe onumio
OrpaHnM4uTb YpOBEHb PEKYypCUMN.

Bbl MOXeTe onpefenntb Xenaemyto rnyouvHy pekypcum BpY4YHY Ui C NOMOLLIbHO
KraBuLL CO CTpenkamu cripasa oT nons seoga. [Jonyctumble 3HavyeHna: ot 1 go 99.
PekomeHayemoe ctaHgapTHoe 3HayveHue 20.

3Ha4YeHUA NO YMOJTYaAHUIO

KHonka BoccTaHaBnuBaeT 3apaHee onpeaerneHHble napaMeTpbl MOUCKa B apXuBax.

Cnucok apxmBoB

B aTolh 06nacTu Bbl MOXeTe yKkasaTb, Kakue apXuBbl JOMKHbI NPOBEPSATLCS MoayeM
System Scanner. [Jnisi 3Toro HEO6XO0AMMO OTMETUTL COOTBETCTBYHOLLME CTPOKMU.
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UcknroueHns
@alinosbie 06LEKMbI, UCKTHOYEHHbIE U3 rposepKu Modyrnem System Scanner

Cnuncok B 3TOM OKHE CoAepPXUT daisibl U MYTU, KOTOPbIE HY>KHO UCKIKOYMTb U3 NPOBEPKU
Ha Hanu4ne BUPYCOB UM BPEAOHOCHLIX NporpaMm cnyxboi System Scanner.

BHocKTE Kak MOXHO MEHbLLIE UCKITHOYEHUI, 3TO LOSMKHbI ObITb TOSMBLKO (hansibl, KOTOpbIE NO
onpegerieHHbIM NpUuYMHaMm AeNCTBUTENBHO He LOMKHbI MPOBEPATLCS B X04e 00bIYHOM
npoBepkun. Pekomenayetca B ntobom cryvae npoBeputb 3Tn hannbl HA HanM4Yne BUPYCcoB
N BPELOHOCHbIX NporpamMm rnepeq BKMOYEHNEM UX B CMIUCOK!

MpumeyaHune
CoBoKynHas anvHa 3anucen B cnnucke He aormkHa npesbiwaTts 6000 3HakoB.

MpeaynpexaeHune
9T hannbl He NPOBEPAIOTCA NPU CKaHMpPoBaHUK!

MpumeyaHne

Copepxalumecs B 9TOM cnncke dpannbl (OUKCUPYIOTCA B (haisie otyeTa.
lMpoBepsanTe BpeMsa OT BpeMeHU (hann oTyeTa Ha Hanndme B HeM MHopMaumm
00 MCKITOYEHHbIX U3 MPOBEpPKM harnnax, MOCKONbKY NPUYMHBLI, MO KOTOPbIM
Grarn 6bIN UCKNOYEH N3 NPOBEPKN, MOTYT NOTEPATHL aKTyasnbHOCTb. B aTOM
cnyyae yganute nms 3Toro dpanna ns cnucka.

None BBoAa

B aTom none ykaxute nmsa annoBoro o6bekta, KOTOpbIA A0MKEH ObITb MCKIHOYEH U3
npsmMoro nowucka. Mo ymonyaHuio CNnMCcok He coaepXXUT OO bEKTOB.

L]

HaxaTtnem Ha 3Ty KHOMKY OTKPbIBAETCHA OKHO, B KOTOPOM Bbl MOXeTe BblbpaTb
Xenaembin pann nnu nyTb.

Ecnu Bbl ykasanu nms danna n NonHbIN NyTb K HEMY, TONbKO 3TOT hann He ByaeT
NPOBEPATLCSA Ha HanuMyme BUpYycoB. Ecnu Bbl ykasanu nms anna, Ho He ykasanu
NyTb K HEMY, HX OAVH 13 (pansioB ¢ 3TUM UMEHEM (BHE 3aBUCUMOCTU OT Nanku u
ancka) He ByaeT npoBepaTbCS.

Job6aButb

C NOMOLLIbIO 3TOM KHOMKM MOXHO NepeHeCcT BBEAEHHbIV B Nosie BBoAa hain B OKHO
WUCKNIYEHNN.
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Ypanutb

KHonka ygansieT u3 cnucka BblaeneHHy CTPoKy. OTa KHOMKa HeakTUBHA, eCnv HU
O[lHa 3anuncb He BblaeneHa.

Yka3saHue

Ecnu Bbl foGaBuTe K CMMCKY UCKNIOYEHHbIX M3 NPOBEPKM PanioBbIX OOBHEKTOB
Luenbin pasgen, U3 npoBEPKU UCKITIOYAKTCA TOSbKO doansibl, COXpaHEHHbIE
HernocpeAcTBEHHO B 3TOM paszesie, Ho He (hansbl, Haxoasawmecs B
pasMeLLEeHHbIX B pa3fgerne nankax:

npuMep: UCKoYaembln hannoBbin 06bekT: D: \ = D:\file.txt UCKNOYaeTcs
13 npoBepkn moaynem System Scanner, a D: \folder\file.txt He
NCKIryaeTcs.

JBpUcTHKa
OTOT pasgen HacTPOoeK COAEPXUT napameTpbl 3BPUCTUYECKOro nomncka.

MpoaykTbl Avira cogepxaT 9BpUCTUYECKME CUCTEMBI, KOTOPbIE Cpasy pacrno3HalT
BPEeAOHOCHbIEe MporpamMmbl, TO €CTb O COCTaBMEHUs crneumanbHON BUPYCHOW CUrHaTypbl U
nonyyeHnss 06HOBEHMS 3alnTbl OT BUPYCOB. Pacno3HaBaHne BMPYCOB OCYLLECTBSETCS
npu NOMOoLLM NoapoOHOro aHanusa MHPEUUMPOBAHHOIO KOAa Ha NpeaMeT BbINOSTHAEMbIX
YHKUMI N 0ENCTBUI, TUMUYHBIX ONA BPEAOHOCHbIX NporpamMm. Ecnu nccnenyemoin ko,
UMeeT XapakTepHble NPU3HaKK, OH NoslyyaeT cTaTyC NOA03PUTESNBHOI0. JTO HE O3HAYaeT,
4YTO 0OBLEKT B NIOOOM crnyyae ABnseTcs BpeAOHOCHOW NporpaMMon; BO3MOXHbI Takke
NoXHble cpabaTtbiBaHUA. PelueHne o ToM, 4TO HeobXxoauMO caenaTb C Nog03pUTENbHbLIM
006BHEKTOM, MPMHMMAET caM NosSib30BaTelb, HAaNpMMep, OCHOBbLIBAACh Ha MMEIOLLENCH y
Hero MHopmaLnmn 0 HagEeXHOCTU UCTOYHUKA NPOUCXOXaeHUN dhanna.

3spucmuyeckoe obHapyXeHUe Makpos8upyCcos

dBpucTNYECKOE OOHapyXeHue MakKpoBUPYCOB

Baw npogykt Avira umeeT 04eHb MOLLHbIN BOK Makpo3aBpUCTUKKU. Ecnu aTta onuus
BKIMtOYEHA, NPU NOMNbITKE NEeYeHNs MakpoChl B MHPULMPOBAHHOM JOKYMEHTE
yaansawTcs, anbTepHaTUBHO MOXHO OrPaHNYMTbLCA YBEOOMIEHNEM NONb30BaTEeNS O
Noao3pUTENbHbBIX JOKYMEHTax. OTa Onuus BKNOYEHA N0 YMOSTHaHUIO U
pekoMeHOoBaHa.

Advanced Heuristic Analysis and Detection (AHeAD)

AktuBmnposatb AHeAD

Bnarogapa texHonornn AHeAD Balua nporpamma Avira cogepXXuUT O4eHb MOLLHYHO
3BPUCTUYECKYIO CUCTEMY OIS ONpeaeneHns axe HEM3BECTHbIX (HOBbIX)
BpeOOHOCHbIX Nporpamm. Ecnn ata onums BKIoYeHa, Bbl MOXETe YCTaHOBUTb
YPOBEHb "pe3KOCTN" 3BPUCTUKN. DTa HACTPOKMKA BKITHOYEHA MO YMOMYaHUIO.
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Hu3knn ypoBeHb pacno3HaBaHusA

Ecnu aTta onums BkntoyeHa, nporpaMMa obHapy>KMBaeT MeHbLUE HEN3BECTHOMO
BpeaoHocHoro MO, onacHOCTb NOXHbIX 0BHaPYXKeHWI NPy 3TOM HeBenuKa.

CpeaHuK ypoBeHb pacno3HaBaHusi

Mpw BKMOYEHMM 3TON onumK obecneynBaeTcs cbanaHcMpoBaHHas 3almTa ¢
HeGOoNbLUMM KONMYECTBOM NOXKHbIX OBHapYXeHUn. OTa HAcCTpoKKa onpeaeneHa no
YMOIYaHWo, ECNN Bbl UCMOSb3yeTe 3BPUCTUYECKUIA MOUCK.

BbiCOKMIA ypOBeHb pacno3HaBaHus

Mpw BKNOYEHUM 3TON ONLUMK OOHapYXXMBaeTCs CyLLECTBEHHO BonbLue HEM3BECTHOIO
BpeaoHocHoro MO, HO YMCNO NOXHbIX OGHAPYXXEHUIN Takke BO3pacTaer.

10.2.2 OTtuer

Mogayrnb System Scanner nmeet yHkumo nogpobHoro npoTokonuposaHus. C ee
NOMOLLLIO Bbl MOMYYMUTE TOYHYIO MHGOPMaUMIO O pesdyrbTatax nposepku. ®ann otyeTa
COAEPXUT BCE 3anncu CUCTEMBbI, a Takxe npeaynpexaeHms n coobLueHnsa cnyxobl
NPSIMOro Nowcka.

Yka3aHue

UTtobbl onpenennTtb, kKakune 4encTBusA BbINONHU Mogynb System Scanner npu
obHapy>xeHun Bupyca nnu BpeaoHOCHOM nporpamMmmel, Heobxoanmo Bcerga
COCTaBnsATb pann oTyeTa.

lpomokonupoeaHue

Bbikn
Ecnu ata onuusa BkntodeHa, System Scanner He cocTaBnsieT OTYET O BbINOSIHEHUMN
AENCTBU N pe3ynbTatax NPsiMoro noucka.

Mo ymonyaHuto

Ecnu ata onums BkntoyeHa, System Scanner npoTokonMpyeT MMsi COOTBETCTBYOLLNX
dainoB ¢ ykazaHuem nytn. Kpome Toro, B haiin otyeTa 3anucbiBaloTcs napameTpbl
HaCTPOWKMN TeKyLLEero noncka, MHopMauus o BEPCUN 1 NIMLLEH3UM.

JdononHutenbHO

Ecnu aTta onumsa BknodeHa, System Scanner NpoToOKONMpPYeT Takke Bce
npegynpexaeHusa n npumedanus. B ganne otyeta 6yget otobpaxateca "(Cloud)"-
cyddukec ana ngeHtndpmkaunn npeagynpexaerHnn Cloud Protection.

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013) 178



(X, AVIRA

MNonHbIN

Ecnu yctaHoBneHa ata onuus, System Scanner 4ONONHUTENBHO NPOTOKONUPYET BCE
npoBepeHHble annbl. Kpome Toro, B hann ot4yeTa BKIHOYAOTCH UMEHa BCeX
MHULMPOBaHHBIX (hansos, Bce nNpeaynpexgeHus u npuMmedaHuns.

Yka3aHune
Ecnu Bbl cobrpaeTech HanpaBuTb Ham dharn oTyeTa (Hanpumep, 4na nomcka
owmnboK), NPOCMM Cco3aaBaTb OTHET B 3TOM peXnme.

10.3 Real-Time Protection

Pasnen Real-Time Scanner B HacTpolike oTBe4aeT 3a HACTPONKY NOCTOSAHHOW 3alUnTbl B
pexvme peanbHOro BpeMeHH.

10.3.1 lNMowuck

O6bI4HO NONb30BaTENN BKMAOYAKT NOCTOAHHYO 3aLLMTY CBOEWN cucTeMbl. [Ansa aToro
ncnonb3yeTtcs cnyxba Real-Time Protection (novck B peansHoM BpemeHn = On-Access-
Scanner). 310 no3BonseT "Ha nNeTy" NPoBeEPsATb BCE KONUPYHOLLMECS UM OTKPbIBAaEMbIE Ha
KoMMbtoTepe dansbl Ha HanMyYMe BUPYCOB UK HEXEernaTeNbHbIX MPOrpamMm.

dalnbi

Real-Time Protection moxeT ncnonb3oBatb unbTp, YTOOLI NPOBEPATL TONBLKO dhannbl C
onpegerieHHbIM paclumpeHnem (TUnom).

Bce dannbl

Ecnu aTa onums BknoyeHa, Bce dalinbl, HE3aBUCUMO OT UX COAEPKaHUS U
paclmpeHus, 6yayT NpoBEPSATLCS HA BUPYCbI UK HexXenaTenbHble NPorpaMMbl.

Yka3saHue
Ecnu BkntodeHa onuusa Bee ¢pannel, kHonka PacwumpeHnus cannos
HeLoCTyrnHa.

UHTennekTyanbHbIN BbIOOp dhannoB

Ecnu ata onuusa BkntoveHa, To nporpaMmma aBToMaTu4eckn BolbnpaeT dannbl ans
NpoBepKn. ATO O3HAYAET, YTO NPOrpaMma pellaeT Ha OCHOBaHUK COAepXXaHNS
dharna, Hy>HO N NPOBEPSATb €0 Ha HaNM4yMe BUPYCOB U HEXeNaTenbHbIX NporpamMmm.
OTa npoueaypa AnuTcs HEMHOro gonblue, Yem Ucnonb3oBaTb CNMCOK pacLUMPEeHUU
c¢hannoB, HO OHa 3HaYNTENBHO HaZEeXHee, MOCKOMbKY NPOBEPKA BbIMOMTHAETCS He
TONbKO Ha OCHOBAHUW pacLlUMpeHnin hannos.
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Yka3aHue
Ecnu BkntoveHa onuusa MHTennekTyanbHbIA BblIGOp ¢hannos, KHOMKa
PacwupeHuns cpannoB HegocTymnHa.

Mcnonb3oBaTb CNMCOK paclunpeHun ¢pannos

Ecnun ata yHKUMA BKNOYEHa, TO B NOUCK ByayT BKNOYATLCA TOSNLKO dhannbl C
yKasaHHbIM paclumpeHnem. o ymonyaHuio ykasaHbl Bce Tunbl oannos, KOTopble
MOTYT coepXaTb BUPYCbl U HexenaTternbHble nporpaMmbl. C MOMOLLBbIO KHOMKK
"PacwmpeHnue cpanna" cnmcok MOXHO pegakTupoBaTb Bpy4dHyl0. OTa onums
BKIOYEHa NO YMOMYaHUIO U pekoMeHOoBaHa.

Yka3saHue

Ecnu aTta onums BknoveHa, a Bbl yaanunm BCe paclUMpPEHNst 3 CrnCKa,
nHdopMauus o6 aTom oTobpaxkaeTcsa B Buae TekcTa "PacwupeHus He
ornpederneHsl", pacnonoXeHHoro noa kHornkon PacwumupeHus dannos.

PacwupeHus ¢gannos

C NOMOLLIbIO 3TOM KHOMKM BbI3blBaeTCs AManoroBoe OKHO, B KOTOPOM oTobpakaroTcs
BCe paclumpeHus hannos, NpoBepsieMbiX Npu noncke B pexumve "cnonb3oBaTb
CNUCOK paclumpeHun cpannos”. B cnncke yxe npuseneHbl HEKOTOPbIE pacLUNPEHNS
hannos, HO Bbl MOXeTe A06aBMATbL HOBbIE UK yOAnsTb UX.

Yka3aHue
MoMHWUTE, YTO CNUCOK paclUMpeHNin PannoB MOXET N3MEHATLCH B 3aBUCUMMOCTU
OT BEpCUN.

Jucku

MpoBepka ceTeBbIX AUCKOB

Ecnu ata onuusa BkntodeHa, To ByayT npoBepsaTbCs doannbl ceTeBbIX AUCKOB (OUCKM B
nankax), Hanpumep, Server-Volumes, NMPUHroBble OUCKU U T.4.

Yka3aHue
UTtobbl He 3arpyxaTb CIULLKOM CUITbHO Ball KOMNbloTep, onuuio NMpoBepka
ceTeBbIX AUCKOB clrielyeT akTUBMPOBATb TOSbKO B UCKITHOUYUTESIbHbIX Cryyasx.

MpeanynpexaeHne
Ecnun aTta pyHKUMS OTKIIOYEHA, ceTeBbIE ANCKM He ByAyT KOHTPONMPOBATLCS.
OHu Bornblue He 3aLMLeHbl OT BUPYCOB U HeXXenaTenbHbIX nporpaMmm!
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Yka3aHue

Ecnu cannel, Haxogawmecs Ha ceTeBbIX ANCKaX, BbINOMHAIOTCA, TO OHU
npoBepsitotTca moayrem Real-Time Protection He3aBMCUMO OT yCTaHOBKM
onuun CeTeBble AUCKN. B HEKOTOpPbIX criydaax dpannbl MPOBEPSOTCS Ha
ceTeBbIX JMCKaX Mpu OTKPbITUMK, XOTs onuus NMpoBepka ceTeBbIX AUCKOB
OTKNtoYEHa. ATO NPOUCXOAMUT NOTOMY, YTO K 3TUM hbarnam obpallarTca ¢
nosiHomounem "BbIinonHnTb hann”. ECnu Bbl XOTUTE UCKITOYUTL 9TU UMK
BbINOMNHAeMble dharnbl Ha CETEBLIX ANCKAaX N3 NPOBEPKM crnyxbon Real-Time
Protection, BHecute aTn dannbl B CNMCOK hannoBbiX 06BHEKTOB, KOTOPbIE
HeobXoaMMO UCKMYUTL (CM.: VicknoveHus).

AKTUBNPOBaTb KILUUHI

Ecnu aTta onuns akTuBMpoBaHa, To NpoBepsiemMble hansbl Ha CeTEBbIX AMUCKax byayT
AocTynHbl B kawe Real-Time Protection. NpoBepka ceTeBbix ANCKOB 6€3 hyHKLUK
K3LWMHra otnm4yaeTca donbluen 6e30nacHOCTbO, OgHAKO MeHbLLEeNn
NPOV3BOANTENBHOCTbLIO MO CPABHEHMIO C MPOBEPKON CETEBLIX ANCKOB C PYHKLMEN
KaLUWHra.

Apxuebl

MpocmoTpeTb apXmBbLI

Mpwn BKNOYEHUN 3TOM oNumMmM ByaeT OCYLLEeCTBASATLCHA NPOBEPKa apXUBOB.
[MpoBepstoTcs cxaTtble annbl, 3aTEM OHU pacnakoBbIBAOTCS Y BHOBb MPOBEPSIOTCS.
Mo ymon4yaHutio aTa onuus oTkmoYeHa. Nonck B apxuse orpaHnynBaeTcs rinyobuHom
peKkypcun, Kosim4ecTBOM NpoBepseMblx hannos n pasamepom apxusa. Bel MoxeTe
3agaTb MakCcUMarnbHyo rnybuHy pekypcum, KOM4ecTBo NpoBepsieMbiX hansios u
MaKCMMarnbHbIN pa3mep apxvBea.

YkasaHue
Mo ymonyaHuio aTa onuus OTKITKOYEHa, NOCKOSbKY AaHHbIN npouecc TpebyeT
MHOIO pecypcoB. PekoMmeHayeTCa NpoOBEPATb apXMBbl NyTEM NPSAMOro Nomcka.

Makc. rmybuHa pekypcuu

Mpn npoBepke apxuBoB Real-Time Protection npumeHseT pekypCUBHbLIN NOUCK:
apxmBbl B apxuBax pacnakoBbIBaOTCA U NPOBEPSAIOTCS HA BUPYCbl U BPEAOHOCHbIE
nporpammbl. MoxHO 3agaTtb rnmybuHy pekypcun. CTaHgapTHOe pekoMeHayemoe
3HayeHue ansa rmybuHbl pekypcumn coctaBnseT 1 1 BnseTca pekoMeHA0BaHHbIM:
NPoBePSAIOTCH BCE (pansibl, KOTOPble HAXOOATCS HEMOCPELCTBEHHO B IMaBHOM apXuBe.

Makc. konu4yecTBo ¢hannos

[Mpn noucke B apxmBax NOUCK OrpaHNYMBaETCA MaKCUMarbHbIM KOSIMYECTBOM (hansios
B apxuBe. CTaHOapTHOE peKOMeHAyeMOe 3Ha4YeHe AN MakCuMarnbHOro Konn4ecTea
nposepsiemMbix pannos coctasnset 10.
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Makc. pa3smep (KB)

Mpu noucke B apxmBax NoncK orpaHUYnMBaEeTCa MakCUMarnbHbIM pasmepoM
pacnakoBbiBaeMoro ¢arnna apxmea. 3HadeHue no ymondaHumo 1000 Kb asngaeTtcs
pekoMeHayeMbIM.

AeWncTBue npn o6Hapy)xeHnun

Bbl MOXeTe onpefenntb onepauumn, KOTopble AOSMKEH BbINOMHATL Moayrb Real-Time
Protection npu o6HapyxeHun BMpyca nnun BpeLoHOCHON NporpaMmmbl.
UHTepaKTUBHbLIN

Ecnu aTta onums aktuBmpoBaHa, To npy obHapyxeHun Bupyca moayrnem Real-Time
Protection BblgaeTcs coobweHne Ha paboynin cton. Bel MoxeTe yaanuTtb
oBOHapy>XeHHY0 BpeJOHOCHY0 nporpamMmmMy unm BelbpaTb gpyrme AencTeus ans
06paboTkn BUpYyCcoB HaxkaTueM kHomnku "MoapobHo". [lenctausa otobpaxatTcs B
ANanoroBoM OKHe. OTa Onuus BKNKYEHa No YMOSTYaHuIo.

NeunTtb
Real-Time Protection BbineunT nHUUMpoBaHHbI hann, ecnu aTo 6yaeT BO3MOXHO.
MepenmeHoBaTbL

Real-Time Protection nepenmeHoBbIiBaeT cann. lNpamon goctyn K aToMy dhanny
(Hanpumep, ¢ NOMOLLbIO ABOMHOIO Lefyka) CTaHOBUTCS HEBO3MOXEH. [o3xe chann
MOXET BbITb BblSIEYEH N NepenmMeHoBaH obpaTHO.

KapaHTuH

Real-Time Protection nomewaet dannbl B KapaHTUH. ainni MoXeT ObiTb
BOCCTaAHOBIEH U3 MeHeKepa KapaHTUHa, €CN B 3TOM BO3HUKHET HEOOXOAMMOCTb,
U ero MOXHO OTNPaBUTb pa3paboTumKy B LEHTP MUCCNeaoBaHWS BUPYCOB KOMMNaHUN
Avira Malware Research Center. B 3aBucumocTu oT Tvna arina ectb BO3MOXHOCTb
Bblbopa apyrux gencteun (cm. B MeHemxepe kapaHTuHa).

Ypanutb

dann ygansetcd. 3Ta npouenypa 3HaunTenbHo bbicTpee, YeM nepenucaTb U
yAanuTb (CM. HUXe).

Mponyctutb
HocTyn K haviny paspeluaeTcs, HUKaKnMX 4ENCTBUIA C HAM He BbINONHAETCS.
MNepenucatb n yganutb

Real-Time Protection nepenucbiBaeT dann, 3ameHsisi ero ctaHgapTHbIM WabnoHoM, a
3atem yganseT dann. OH He MOXET ObiTb BOCCTAHOBIIEH.

MpeanynpexaeHne
Ecnu B Real-Time Protection BkntoyeHa onums NMpoBepuTb Npu 3anucwu,
MHULMPOBaHHBIN hban He 3anucbiBaeTCs.
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Mo ymonyaHuto

C NomoLL b 3TOW KHOMKM Bbl MOXETE BblIOpaTh AENCTBUE, KOTOPOE AOSMKHO ObITb
aKTUBUPOBAHO NO YMOJSTYaHUIO B ANANIOrOBOM OKHE Mpu 0BHapyXeHun Bupyca.
Bbligenute gencreme, KOTOpoe OOMKHO ObiTb MO YMOSTYAHUIO aKTUBHO, U HAXMUTE
kHonky "lMo ymonyaHuro".

Yka3saHue
B ka4ecTBe gencTaBnsa No yMonyaHuio HEBO3MOXHO BbibpaTh JleueHue.

Bonee noapobHy MHPOPMaLMIO MOXKHO MOMYYUTb MO CChISIKE.

ABTOMaTUyecKkuu

Ecnu aTta onumsa BknoveHa, npu o6HapyXeHun Bupyca nnn BpegoHOCHOW NporpaMmmbl
He OTKpbIBAEeTCA AManoroBoe okHO Ana Belbopa aencreus. Real-Time Protection
pearnpyeT aBTOMaTU4eCKN B COOTBETCTBMM C BbIOPAHHBIMU BaMN HACTPONKaMMU.

KonupoBaTtb cdann nepep BbiNofIHEHUEM AeNCTBUA B KAPaHTUH

Ecnu ata onuusa BkntodeHa, Real-Time Protection co3gaeTt pesepBHyo KOnuio
(Backup) nepep ocywecTBneHnemM NepBMYHOIO UM BTOPUYHOIO AENCTBUSI.
PesepBHas konus coxpaHseTtca B KapaHTuHe. OHa MOXeT ObiTb BOCCTaHOBMEHA U3
MeHexepa KapaHTuHa, ecrnn oHa uMeeT MHpopMaLMoHHOe 3HaYeHne. Kpome Toro,
Bbl MOXETE OTNpaBuUTb pe3epBHyto Konuto B Avira Malware Research Center. B
3aBMCUMOCTHM OT TUNa danna B MeHegKepe KapaHTMHa eCTb BO3MOXHOCTb Bblbopa
apyrmux gencteui (cM. MeHeoxep kapaHTuHa)

lNepsu4Hoe deticmeaue

MepBnyHOEe aencteue BbinosiHseTcd, ecnn Real-Time Protection o6HapyxuBaeT Bupyc
Unn BpeAoHOCHY0 nporpammy. Ecnu BbibpaHa onums "lleunTb", HO NneyeHne
MHMLUMPOBAHHOIO hbansia HEBO3MOXHO, BbINOSTHAETCS onepaumd, onpeaeneHHas B
nyHkTe "BTOpuyHoe gencreue’.

YkasaHue
Onuna BropuyHoe genctTBue JOCTYMNHA TOMLKO B TOM Cryyae, ecnu angd
MepBuyHOro gencTBuA BLIOpaHoO aencTeme JleunTb.

JleunTtb

Ecnu ata onuua BkntoveHa, Real-Time Protection aBTomatndecku neiTaeTcs nevvtb
MHUUMpoBaHHbIM hbann. Ecnu Real-Time Protection He MOXeT BblNnevnTb
MHULMPOBaHHBIN bann, BbIMNOMHAETCS onepaund, npegycMoTpeHHas BropuyHbimM
AencTBuemMm.

Yka3aHue
PaspaboTumk pekoMmeHayeT aBToMaTU4Yeckoe fevyeHme, HO 9TO O3HAYaEeT, YTo
Real-Time Protection nsameHseTt dannbl Ha BallemM KOMMNbOTEPE.
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MNepeumeHoBaTb

Ecnu ata onuusa skntodeHa, Real-Time Protection nepenmeHoBbiBaeT dann. lNpsmon
AO0CTyn K aToMy danny (Hanpumep, ¢ NOMOLLIbIO ABOMHOIO LLefyka) CTaHOBUTCS
HEeBO3MOXeH. Pannbl MOryT ObITb NO3XE BbINIEYEHbl U NEPENMEHOBaHbLI 06paTHO.

KapaHTuH

Ecnu aTta onuwns sknioveHa, Real-Time Protection nomewaeT pan B nanky
KapaHTuHa. Pannbl U3 9TON Nanky MoryT ObiTb NO3Xe BbINIeYeHbl UMK, B Cnyvae
HeobxoAMMOCTH, OTNpaBrieHbl pa3paboTynky, B LEHTP nccneaoBaHns Bupycos Avira
Malware Research Center.

Ypanutb

Ecnu ata onuusa BkntoveHa, pann ygansertcsa. 9Ta npoueaypa 3HaunTenbHo bbicTpee,
Yyem "nepenucartb U yoanute".

Mponyctutb

Ecnu onuma BkntoveHa, 4OCTyn K pannam paspellaercs, a camy oannbl OCTakTcs
0e3 NsMeHeHuNn.

MpeaynpexaeHune
NHduumpoBaHHbIM dhansn Bce elle akTMBEH B Ballen cucteme! 31o MoxeT
NPUYNHUTL CYLLLECTBEHHbIN Bpe BalleMy KomnbioTepy!

ﬂepen ncatb U yaoanuTtb

Ecnu ata onuusa BkntodeHa, Real-Time Protection 3ameHsieT dhann ctaHgapTHbIM
wabnoHom, a 3aTeM ygandet ero.Ecnu ata onuusa BknoyeHa, Real-Time Protection
3aMeHseT pann ctaHgapTHbIM WabnoHoMm, a 3atemM yganseTt ero. OH He MOXeT BbITb
BOCCTaHOBJIIEH.

3anpeTutb gocTyn

Ecnu ata onuus BkntodeHa, Real-Time Protection BHocUT nHdopmaumio ob
obHapyxeHnn Nogo3puTenbHOro obbekTa B dharin otTyeTa, TONbKO ecnn PyHKLMS
oTYyeTOoB BKIoYeHa. Ecnun aTa onuusa BknodveHa, Real-Time Protection Takke BHOCUT
3anucb B NPOTOKOS COOLITUMN.

MpeanynpexaeHune
Ecnu B Real-Time Protection BkntoyeHa onumsi MpoBepuTb npu 3anucwu,
MHULMPOBaHHBIN bann He 3anucbiBaeTCs.

Bmopu4Hoe delicmsue

Onuus "BTopu4yHoe aencrtBme” MoxeT ObiTb BbIOpaHO TOMBKO B TOM Criyyae, ecnv
ans "MepBuyHoro gencrtBua” 6bina onpegenerna onepaums "fleuntb". C nomoLlbto
3TON ONUMM MOXHO BbiOpaTb onepaumnto, KotTopas gormkHa ObiTb Npon3BeaeHa ¢
MHPULMPOBAHHBLIM (Pansiom, ecrnmn ero HEBO3MOXHO BbINIEYNTD.
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MNepeumeHoBaTb

Ecnu ata onuusa skntodeHa, Real-Time Protection nepenmeHoBbiBaeT dann. lNpsmon
AO0CTyn K aToMy dhanny (HanpumMep, ¢ NOMOLLbIO ABOWHOIO Lenyka) CTaHOBUTCSA
HEeBO3MOXeH. Pannbl MOryT ObITb NO3XE BbINIEYEHbl U NEPENMEHOBaHbLI 0OpaTHO.

KapaHTuH

Ecnu ata onuusa BkntodeHa, Real-Time Protection nepemewaeT cann B kapaHTuH.
®annbl MoryT 6bITb MO3Xe BblfIeYEHbl UK, B Criydae HeobXoaMMOCTH, OTNpaBfeHbl B
Avira Malware Research Center.

Ypanutb

Ecnu aTta onumsa BknrodeHa, ann ygansetca. 9ta npoueaypa 3HaunTenbHo bbicTpee,
4yeM "nepenucaTtb U yganutb".

Mponyctutb

Ecnu onuusa BknodeHa, 4ocTyn K pannam paspellaeTcd, a camu dpannbl OCTarTCA
0e3 n3mMeHeHun.

MpeaynpexaeHue
NHduumpoBaHHbIM dhann Bce elle akTUBEH B Ballen cucteme! 1o MoxXeT
NPUYMHUTL CYLLEeCTBEHHbIV Bpe[ Ballemy Komnbotepy!

ﬂepen ncatb U yoanuTtb

Ecnu ata onuusa BkntoveHa, Real-Time Protection 3ameHsieT dhann ctaHgapTHbIM
wabnoHom, a 3aTemM ygandet ero.Ecnu ata onuusa BkntoyeHa, Real-Time Protection
3aMeHsieT pann cTaHgapTHbIM WabnoHoMm, a 3aTeM ygansaeT ero. OH He MOXeT BbITb
BOCCTAHOBJSIEH.

3anpeTuTb AocTyn

Ecnu ata onuusa BkntoveHa, MHPULMPOBaHHBIM hann He 3anucbiBaeTcd. Real-Time
Protection BHOCUT nHbopmaumio 06 obHapyxeHun Nogo3puTenbHOro obbekTa B haiis
oTyeTa, TONbKO ecnn YHKUMS OTYETOB BKNoYeHa. Ecnu ata onuus BknodeHa, Real-
Time Protection Takke BHOCUT 3annCb B NPOTOKOST COOLITUIA.

Yka3aHune

Ecnn B kKauecTBe NeEpBNYHOIO NN BTOPUYHOIO AENCTBUSA BbiIOpaHo YaanuTb
unu MNepenucatb U yaanuTb , NOMHUTE criegytoLlee: Npu obHapy>xeHum
CUCTEMOW 3BPUCTUYECKOIO NOUCKa MHPULMPOBaHHbIE dhanrbl HE yOansawTcs, a
nepemMeLLalTCs B KapaHTUH.
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[AononHuTenbHble AeNCTBUA

3anucb B NPOTOKON COOLITUI

Ecnu aTta onumsa BknoveHa, MHpopMaumsi 0 KakgoM OBHapy>KEHUN COXpaHSeTCs B
XypHane peructpauumn cobbitun Windows. CobbITUSi MOXXHO MPOCMOTPETL C MOMOLLbIO
nHamkaumm cobbitnn Windows. OTa HacTponka BKAOYEHA MO YMOMYaHMIo.

UcknwoueHumn

C NOMOLLbIO 3TUX ONUMIA Bbl MOXETE 3aaTb 0OBbEKTbI, UCKITHOYEHHbIE N3 NPOBEPKU
moaynem Real-Time Protection (noctosiHHas 3awmrta). [JaHHble 06bekTbl He ByayT
NPOBEPATLCA B pexume peanbHoro BpemeHn. Real-Time Protection moxeT urHopuposatb
npy NOCTOSAHHOM NPOBEpPKe obpaLleHNs 3TUX 06BHEKTOB K hannam B COOTBETCTBUM CO
CMUCKOM UCKITHOMEHHbIX NPOLIEeCCOB. JTO, B YAaCTHOCTU, LienecoobpasHo anga 6a3 gaHHbIX
UM NporpamMm pes3epBHOro KONMpoBaHUS.

Mpn yKasaHMM UCKINOYEHHbIX U3 MPOBEPKM MPOLIECCOB U (hannoBbiX 06 bEKTOB
HeobxoaMMo NOMHUTL crnegytoLlee: cnncok obpabaTbiBaeTca cBEpPXY BHM3. YeM anuHHee
cnucok, Tem 6orbLue BpemeHu npoueccopa Tpebyet obpaboTka cnncka Ansa Kaxaoro
poctyna. NMoaTomy CnMcok AomKeH BbITb Kak MOXHO KOopoYe.

lpouecchl, uckn4YeHHbIe U3 rposepku cryxbou Real-Time Protection

JTrobon gocTyn K dparnam Co CTOPOHbI MPOLIECCOB, yKa3aHHbIX B 3TOM cnncke, He ByaeTt
oTcnexuBartbes cnyxbon Real-Time Protection.

None BBOAa

B aToM none MoxHo YKa3aTb M4 rnpouecca, KOTOprI7I HE HY>XXHO NpoBEepATb B peXxXnve
peanbHOro BpemMmeHn. Mo YMOJT4aHNIKO HE YKa3aHO H/ O4HOro rnpouecca.

3agaHHbInN NYTb M MMSA hanna npouecca He AOMMKHbI NpeBbIwaTth 255 cumBonoB. Bol
MoxeTe BBecTu A0 128 npoueccos. CoBOKynHas AfMHa 3annucemn B CNUCKe He A0SMKHA
npesbiwaTtb 6000 3HaKoB.

Mpwn ykasaHumM npouecca MOXHO MUcnonb3oBaTb cMMBosibl Unicode. [1oaToMy MOXHO
BBOAMTb MMEHa NPOLIECCOB MUK NanokK, cogepxawme cneunanbHble CUMBOSIbI.

Anckun ykasbiBatoTcs cnegyrowmm obpasom: [Byksa, ofo3Hauawomas Ouck] :\
[lBoeToume (:) MOXHO yKa3sbiBaTb TOSbKO NPU YKa3aHUM AUCKA.

Mpu ykazaHuu npoLecca MOXHO UCNONb30BaTb CUMBOSI-3aNONHUTESNb *
(Nnpon3BonbHOE KONMYECTBO 3HAKOB) U ? (OAMH 3HAK):

:\Program Files\npunoxeHye \IIpnUIOKEHUE . EXE

:\Program Files\npunoxeHre \Ipuiox? .exe

:\Program Files\npunoxeHre \puiox* .exe

:\Program Files\npunoxeHue\*.exe

UToObl HEe BCE NpoLecchl BbINN UCKITHOYEHBI U3 NPoBEPKM cnyxbon Real-Time
Protection, HegencTBUTENBHLIMU CHNTAKOTCS 3aMUCU, COCTOSALLME TOSBKO U3

C
C
C
C
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cnegyoLwmnx CUMBOSIOB: * (3Be3go4ka), ? (3Hak Bonpoca), / (kocas vepTa), \ (obpaTHas
Kocas yepTa), . (Touka), : (ABoeTo4ne).

Bbl MOXxeTe nckniountb npouecchl 3 nposepkn cnyxbon Real-Time Protection, He
yKasblBasi MOMHOCTbLIO NMYTb K HUM: MPUIIOXEHUE . €XE

Ho 970 KacaeTca TONMbKO NpoueccoB, UCMONHAEMble ddansibl KOTOPbIX HAXOAATCS Ha
XXECTKOM [M1CKe.

[nsa npoueccos, ucnosiHsgemble hannbl KOTOPbIX HAXOOATCA Ha MNOAKITHOYEHHbIX
ANCKax, HanpuMep Ha ceTeBbIX ANCKaX, MYyTb HY>XHO BBOAUTL NMOMHOCTLIO. [1py aTOM
cobntogante obwime ykasaHus anga BBoga VICKNoYeHnin Ha NOAKTHYEHHbBIX CETEBbIX
JuCKax.

He 3agaBanTe UCKNOYEHUS ANs NpoLeccoB, UCMONHAEMble hansibl KOTOPbIX
HaxoA4ATCsa Ha AMHAMMYECKMX auckax. JJuHammyeckne UCKM NCnonb3yTcs Ang
CMeHHbIX HocuTenen, Takmx kak CD, DVD unmn USB-Hakonutenu.

MpeaynpexaeHue

[MomMHuTE, YTO BCe ObpalleHuns K pannam, UHULMMPOBAHHBbIE NpoLieccamm 1
yKa3aHHble B 3TOM cnucke, byayT UCKMOYEHbI U3 MOUCKa BUPYCOB UK
HexernaTtesibHbIX nporpamm!

]

Haxatnem Ha 3Ty KHOMKY OTKPbIBAETCHA OKHO, B KOTOPOM MOXHO BblbpaTb
BbINOSTHAEMbI hann.

Mpouecchbl
HaxaTue kHonkn "Mpouecchbl™ oTkpbiBaeT OKHO "Bbibop rpoueccos”, B KOTOPOM
oTobpaxarTca TeKyLmne npoLecchbl.

Hob6aButb
C NOMOLLbIO 3TOM KHOMKM MOXHO NEepPeHeCTU yKas3aHHbIN B NOfie BBOA4A NPOLECC B OKHO
npocmMoTpa.

Ypanutb

C NOMOLLIbIO 3TON KHOMKM MOXHO yA4anuTb OTMEYEHHbIV MPOLECC M3 OKHA MPOCMOTpa.
@alinosbie 06beKMbI, UCKIIOYEHHbIE U3 posepku cryxbol Real-Time Protection

JTrobon goctyn cannos K 06beKkTam, ykazaHHbIM B 3TOM CMUCKe, He ByaeT oTcnexmBaTbCs
cnyx6on Real-Time Protection.
lNone BBOAA

B aTOM none MoXxHO ykasatb MMsi annoBoro o6bekTa, KOTOPbIN HE HY>KHO BKIOYaTb
B MPOBEPKY B PEXMME pearbHOro BpeMeHu. Mo yMonyaHuio CNncok He CoaepXnT
00bEKTOB.
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CoBokynHas anvHa 3anncen B Cnnucke He JormkHa npesbiwats 6000 3HaKoB.

Mpun yKazaHUU UCKMNOYEHHbIX (hannoBbiX 06bEKTOB MOXHO UCMOMb30BaTb CUMBOSI-
3anosiHuTernb * (MPOM3BOSIbHOE KONIMYECTBO 3HAKOB) U 7 (0AWMH 3HaK). MoxHO
NCKNoYaTb M3 NPOBEPKU N OTAENbHbIE paclumpeHns dannos (BKIOYasi CUMBOISbI-
3anonHUTenn):

:\nanka\*.mdb
.mdb

.md?

.xX1ls*
:\nankal\*.log

Q * * * QO

Mms nankm gOrmkHO 3akaH4YMBaTbCA Ha 0bpaTHbIN cneww \.

Ecnu ncknioyaeTcst nanka, aBToMaTUYeCKN UCKIIOYaOTCs U Nanku, Haxoaswmecs
BHYTPW Hee.

Ha oguH anck MoxHo 3agatb He 6onee 20 UCKNIOYEHUIN C NOMNHBLIM NyTEM (Ha4YMHasa C
OykBeHHOro 0603Ha4YeHns gucka).

Mpumep: C:\Program Files\IIpunoxeune\lma.log
MakcumarnbHoe KONIMYeCcTBO UCKNIYeHUn 6e3 NonHoro nytu coctasnseT 64. MNMpumep:

*.log
\komnbsioTepl\C\nankal

[na ouHaMmMyecknx AMCKOB, CMOHTUPOBAHHbLIX Kak TOM Ha APYroMm UCKe, B CrUCKe
NCKITIOYEHNN HeoBX0aUMO UCMONb30BaTh anbTepHaTUBHOE UMS OnepaunoHHON
CUCTEMBbI 511 CMOHTMPOBAHHOIO Amcka:

Hanpumep
\Device\HarddiskDmVolumes\PhysicalDmVolumes\BlockVolumel\

Mpn ncnonb3oBaHMM caMon TOYKM MOHTUPOBaHUSA (mount point), Hanpumep
C:\DynDrive, AUHAMUYECKNA ONCK BCE paBHO ByaeT NnpoBepsaTbCs. AnbTepHaTMBHOE
UMS onepaumoHHOM cucTeMbl MOXHO y3HaTb B (pavne otyeTa Real-Time Protection.

L]

HaxxaTmem Ha 3Ty KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM MOXHO BblOpaTh
NCKMoYaeMbIN annoBbI OO BEKT.

Jo6aButb
C nomoLL b 3TOM KHOMKN MOXXHO NepeHeCcTn BBeAEHHbIN B Nosie BBoga hannoBbin
0OBbEKT B OKHO NpocMmoTpa.

Ypanutb

C nomMoLLb KHOMKKN Y4anuTb MOXHO yaannTb OTMEYEHHbIN (hannoBbii 00bEKT 13
OKHa npocmoTpa.
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anI CO34aHUN UCKITHOYEHUN NOMHUTE cnepywulee

Ansa nckniodeHns o06bekToB, obpalleHne K KOTOPbIM OCYLLIECTBASIETCHA C MOMOLLbIO
KopoTknx nmeH dpannos DOS (DOS name convention 8.3), Heobxoanmo nob6asuTs B
CMUCOK TaKXe COOTBETCTBYHOLLEE KOPOTKOE UMSA hanna.

K umenn dpanna, cogepxallero CUMBOSbI-3anofIHATENN, HENb3sa 406aBNATb B KOHLE
obpaTHbIV crieLw.

Mpnmep:

C:\Program Files\npuioxenume\npmuiaox* .exe\

OTa 3anucb HegencTBuTeNbHaA N He ByaeT paccmaTpmuBaTbCs Kak UCKtoveHue!

Mpu paboTe ¢ UCKIMOYEHMAMU Ha NOAKITIOYEHHbIX ceTeBbIX AUCKax Heobxoanmo
NOMHUTL cnefyoLlee: ecnu Bbl UCMNonb3yeTe OYKBY AMCKa CBA3aHHOIO CETEeBOro Ancka,
ykasaHHble pavnbl 1 nankv HE ByayT ucknoveHsl n3 nposepku criyxbon Real-Time
Protection. Ecnu UNC-nyTb B cnncke nckntodennn otnndaetca ot UNC-nytn,
ncnonb3yemMoro Ans CoeauHeHns ¢ ceTeBbiM ANCKoM (ykasaHue IP-agpeca B cnvcke
NCKIIOYEHWUI - yKa3aHne MMeHN KoOMMNbloTepa Ansi COeAMHEHNSI C CeTEBbIM ANCKOM),
yKasaHHble nanku n pannsl HE 6yayT ncknoyatbes u3 npoBepkun cnyxbon Real-Time
Protection. Vicnonbayembin UNC-nyTb MOXHO y3HaTb B (hanne otyeTta Real-Time
Protection:

\\<Imsa xomneoTepa>\<Pazspemenue>\ -UIN- \\<IP-ampec>\<Paszspemenue>\

Ha ocHoBaHuu banna ot4yeTa Real-Time Protection Bbl MOXeTe ykasaTb NyTu, KOTOpble
OygeTt ucnonb3oBaTb Moaynb Real-Time Protection npu noncke MHOUUMPOBAHHBIX
drannos. Bcerga ncnonb3ynTte B CMCKE UCKITIOYEHUIN Te XXe NyTU. YCTaHOBUTE napamMeTp
npoTokonupoBaHus Real-Time Protection B HacTpoiikax: OtyeT Ha MonHbIn. ObpaTuTech
C NomoLbio akTuBMpoBaHHoro moayns Real-Time Protection k dpannam, nankam, K
NOAKMIOYEHHbIM ANCKaM UK K NOAKMIOYEHHbIM CETEBbIM ANUCKaM. Bbl MoXeTe HanTu
ncnosib3dyembln NyTb B (hanne otyetoB Real-Time Protection. dann otyeta MOXHO
Bbi3BaTb B LleHTpe ynpasneHna B pasgene Real-Time Protection.

JBpucTyka
OTOT pasaen HacTPOeK COAEPXKUT NapameTpbl IBPUCTUYECKOTO noucka.

MpoaykTbl Avira cogepxaT 3BpUCTUYECKME CUCTEMbI, KOTOPbIE Cpa3y pacrno3HatoT
BpeOOHOCHbIE NporpamMmsbl, TO eCTb 0 COCTaBNEHUS crneunanbHON BUPYCHON CUTHATYpPbl U
nonyyeHnss 06HOBMEHMS 3alnTbl OT BUPYCOB. Pacno3HaBaHne BUPYCOB OCYLLECTBSETCA
npy NOMOLLM NOAPOBHOro aHanM3a MHPUUNMPOBAHHOIO Koda Ha NpeaMeT BbINOSTHAEMbIX
YHKUMI N OEeNCTBUI, TUMUYHBLIX ONA BPeOOHOCHbLIX NporpamMm. Ecnu nccnegyemsin kog,
NMeeT XxapakTepHble NPU3HaKW, OH NMosly4yaeT cTaTyC Nog03pPUTENBHOr0.OTO HE O3HaYaeT,
41O 06BEKT B NOOBOM Crny4vae siBnseTcs BPe4OHOCHOW NPOrpamMmMOn; BO3MOXHbI Takke
NOXHble cpabaTbiBaHWA. PelleHne o ToM, YTo Heobxoanmo caenaTb C No4O3PUTENBHBIM
06BHEKTOM, MPMHMMAET CaM NoSib30BaTelb, HAaNPMMeEpP, OCHOBbLIBASACb Ha MMEIOLLIENCS Y
Hero MHopmaLnn 0 HageXHOCTU UCTOYHUKA NPOUCXoXaeHUN dhanna.

Sepucmuyeckoe 06HapyxeHuUe Makpo8uUpyco8
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dBpUcTUYECKOE OOHapyXeHue MakKpoBUPYCOB

Baw npogykt Avira nmeeT o4eHb MOLLHbIM 610K Makpo3aBpuUCTUkK. Ecnun ata onumsa
BKIMtOYEHA, NpU NONbITKE NeYeHNs MakpocChl B MHPULUNMPOBAHHOM JOKYMEHTE
yaansawTcs, anbTepHaTUBHO MOXHO OrPaHUYMTLCA YyBeJOMIEHNEM Nofb3oBaTesns o
Nnogo3pUTENbHbBIX JOKYMEHTax. JTa Onuusa BKIOYEHa N0 YMOTYAHUIO U
pekoMeHOoBaHa.

Advanced Heuristic Analysis and Detection (AHeAD)

Aktnsuposatb AHeAD

Bnarogapsa texHonorun AHeAD Bawa nporpamma Avira cogepXnUT O4eHb MOLLHYHO
3BPUCTUYECKYIO CUCTEMY OIS onpeferieHns Jaxe HeNU3BECTHbIX (HOBbIX)
BPEeAOHOCHbIX NporpaMmm. Ecnun ata onuusa BKIOYEHa, Bbl MOXETE YCTaHOBUTb
YPOBEHb "pe3KOCTN" 3BPUCTUKN. DTa HACTPOKMKA BKITHOYEHA MO YMOMYaHUIO.

Hun3kui ypoBeHb pacno3HaBaHuA

Ecnu aTta onums BkntoyeHa, nporpaMMa obHapy>KMBaeT MeHbLUEe HEN3BECTHOMO
BpeaoHocHoro MO, onacHOCTb NOXHbLIX OBHaPYKEHWI NMPK STOM HEBENMKA.

CpeaHuu ypoBeHb pacno3HaBaHusI

Mpw BKOYEHUM 3TOM onNuumK obecnednBaeTcsa cbanaHcMpoBaHHaa 3awWwmTa ¢
HeBOoMbLUMM KONMNMYECTBOM NOXHbIX OBHapYyXeHUN. OTa HacTponka onpegeneHa no
YMO4YaHu1Io, ecnn Bbl UICNOSb3yeTe 3BPUCTUYECKUI NOUCK.

Bbicokum YpOBE€Hb pacno3HaBaHUA

Mpw BKNOYEHUM 3TON ONLUMKN OBHaPYXXNBAETCS CYLLECTBEHHO BOMbLLE HEM3BECTHOIO
BpeaoHocHoro MO, HO YMCro NOXHbIX 0OHapYXXeHUI Takke Bo3pacTaeT.

10.3.2 Otuer

Mogynb Real-Time Protection obnagaet o6wmpHbIMU (YHKUNAMU NPOTOKONNPOBAHNS,
KOTOpblE MOTYT NPeAOCTaBUTb NONb30BATENK UM aMUHUCTPATOPY TOYHbIE CBEAEHUS O
BMAE M XapaKTepe HalgeHHOro oobekTa.

lpomokonupoeaHue
B aTon rpynne onpeaensietcs ob6bem danna otyeTa.

BbIKI

Ecnu ata onuusa BkntodeHa, 1o Real-Time Protection He cocTaBnaeT NpoTOKO.
OTkasbiBaTbCA OT NPOTOKONIMPOBAHNA CrieAyeT TONbKO B UCKIIOYUTENBHbIX Cry4vasix,
HanpumMep, TOSNbLKO NpW BbIMOSIHEHUN TECTOBbLIX MPOrOHOB C BOMbLUMM KOSIMYECTBOM
BUPYCOB UNWN HEXeNaTerbHbIX NPOrpamMMm.
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Mo ymonyaHuro

Ecnu ata onuus aktnempoBaHa, KOMnoHeHT Real-Time Protection 3anuceiBaeT B
dhanne oT4yeTa BaxkHyt0 MHGOpMaumto (0 HangeHHOM 00beKTe, NpeaynpexXaeHnsx n
ownbkax), MeHee BaxkHasi MHOPMaLMs HE BKITHOHAKOTCA U3 COOBpaXKeHu ny4yLlen
HarnsgHoCTU. OTa HacTponka akTUBMPOBAHA MO YMOJSTHaHUIO.

JdononHutenbHoO

Ecnn aTa onuua BknodyeHa, 1o Real-Time Protection BHocuT B oT4eT M MeHee
3Ha4YMMYH MHOPMAaLMIO.

MNonHbIN

Ecnu onuusa BknioyeHa, Real-Time Protection BkritovaeT B hann otyeTa BCe AaHHbIE,
B TOM 4ucne, TN, pasMmep 1 aaty ganna.

OepaHu4yumse ¢hatn omyema

OrpaHununTb pasmep Ao n Mb

Ecnu BbibpaHa aTa onuus, pasmep ainna oTyeTa MOXKHO OrpaHNyYnTb, BO3MOXHbIE
3HayeHus: ot 1 go 100 MB. MNpu orpaHnyeHnn pasmepa panna otyeTa
npegocTtasnseTcsa NMUT okono 50 Kb, 4Tobbl yMeHbLINTb Harpy3ky Ha KOMMNbIOTEP.
Ecnu pasmep danna otyeTta npesbilaeT ycTaHoBMNEHHbIN NnMnUT Ha 50 Kb, cTtapble
3anvMcu aBToMaTUYeCcKn yoanawTcs 40 TeX Nop, Noka pasmep He cokpaTutcs Ha 50
KB.

3awmuTtuTb (panmn oTyeTa OT COKpaLLueHUsA

BkrtoumB 3Ty onumio, MOXHO COXpaHUTbL (oaiin oTyeTa nepen CokpalleHUeM.

3anucartb KOHcUrypauuio B chann otyerta

Ecnu aTta onuns akTuBHa, UCNOMb3yeMble HaCTPOMKM NOUCKa B peXMMe peanbHOro
BpeMeHM 3anucbiBaloTcA B hann oTyeTa.

Yka3saHue

Ecnu orpaHnyeHune anga panna otyeTa He ykasaHo, HOBbIN hann otyeTa
aBTOMaTUYeCKM co3JaeTcs nocrie Toro, Kak dpann otyeta A4OCTUTHET pasmepa
100 MB. [na ctaporo aina coxpaHsaeTcs pesepsHas konus. MoxeTt
CyLlecTBOBaTb [0 TPeX pe3epBHbIX KONun ctapbix pannos otdyeta. Camble
cTapble Konun yoansawTcs.

10.4 O6HOoBNeHMe
B pa3gene O6HOB.I'IeHMe Bbl MOXeTe HaCTpOuUTb aBTOMaTn4eCKoe BbIlNMOJIHEHNE

0o6GHOBNEHUS. Y Bac €CTb BO3MOXHOCTb HACTPOUTb PasfnyHble NHTEpPBarbl MeXay
OOHOBMEHUAMMU.
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Asmomamuyeckoe obHo8eHue
Kaxable n aHA(en) / yac(oB) / MUHYT(bI)

B aToM none MoxHo YKa3aTb UHTEepBars, C KOTOPbIM AOJTKHO BbINOJIHATLCA
aBTOMartmn4yeckoe obHoerneHme. YTobbl U3MEHNTL 4acToTy OOHOBNEHWUN, Bbl6epI/ITe
OHY U3 BPEMEHHbIX XapakTepUCTUK B 3TOM rNoJfie n USMeHUTE ee npun NoOMoLn KHOMOK
CO CTpelikaMu, pacnoJyioKeHHbIX cripaBa OT NnoJsid BBoAa.

[ononHutenbHO 3anyckaTb 3agady npy noagknyeHun K UHTepHeTy (Yepes
Moaem)

Ecnu aTta onums BkntoyeHa, B JOMNOMHEHME K YCTaHOBIEHHOMY UHTEpBany Ans
0GHOBNEHUI BbINOMNHSETCA OGHOBEHME NPU KaXXAOM YCTaHOBNEHHOM VHTepHeT-
coeanHEeHNN.

3anyck 3agauu, Aaxe ecnv ycTaHOBNEeHHOe BpeMs 3anycka npoLusio

Ecnu ata onums BknoyeHa, 3agavya 0OHOBMNEHUS BbIMOMHAETCS, AaXe eCrnv CPpok
BbINOSTHEHUS y>Ke NpoLUEer, eCn oHa He Morna ObiTb 3anyllleHa B Ha3Ha4YeHHoe
BpeMsi, HanpuMep, 1U3-3a TOro, YTO KOMMbHTEP ObIN BbIKIIOYEH.

10.4.1 Beb-cepBep
Be6-cepBep

OB6HOBNEHME MOXHO BbINOSTHUTL HENOCPEACTBEHHO Yepes Beb-cepBep B VIHTEpHETE
BHYTPEHHEN CeTun.

CoeduHeHue ¢ seb-cepsepom

Mcnonb3oBaTb nmeroweecs coegmHeHue (ceTb)

OTa HaCTpOVIKa 0To6pa>|<aeTC$|, €CJ11 Ncnosb3dyeTcAa coeanHeHne 4epes CeTb.

Mcnonb3oBaTb cnegyrowee coeguHeHue
OTa HacTponKa oTobpaxkaeTcsl, ecnu Bbl HACTpaMBaeTe CoeaMHEHNE NHOMBUAYASTbHO.

lMporpamma o6HOBIEHMI aBTOMATUYECKM ONpeaenseT, Kakue onumum coeguHeHns
AOCTYNHbI. HecyulecTByoLmne onunm coegmHeHns otobpaxatTcs Ha cepoM hoHe, nxX
Hernb3s akTuBMpoBaTb. Hanpumep, MogeMHoe coeaUHEHME MOXHO HacTPOUTb
BPYYHYHO, BHECH COOTBETCTBYIOLLYIO 3annch B TeniedoHHyo kKHury Windows.

NMonb3oBaTtenb
YKaxunte 30ecb MMS Nonb3oBaTens Ana BbiOpaHHON yY4EeTHOM 3anncu.
Maponb

BeeguTe naponb anga aton yyeTHou 3anucu. [ing 6e3onacHoCT1 BBOAUMBIE B 3TO
none 3Haku 3aMeHsTCs 3Be3fodkamm (*).

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013) 192



(X, AVIRA

MpumeyaHune
Ecnu Bbl 32661111 MMSA NONb30BATESNA UM NAPOSb CYLLECTBYIOLLEN YYETHON
3anucu, obpaTtuTechb K npoBanaepy.

Yka3saHue

ABTOMaTMYECKUIN BbI3OB OBHOBMEHNSI C MOMOLLIbIO TakK Ha3bIBAEMOTO
NMHCTpyMeHTa Habopa (Hanpumep, SmartSurfer, Oleco, ...) noka He
npeaycMoTpeH.

Pa30pBaTb MmoaemMHoe coeaAuHeHue, yCTaHOoBIIeHHOe AnA obGHOBNEeHuA

Ecnun aTa goyHKUMSA BKMOYEHa, TO YCTAHOBMEHHOE AN OGHOBMNEHNS MOAEMHOE
coeaMHeHne GyaeT aBTOMaTUYECKN pa3opBaHO cpasy e Mocre YCrneLwHoro
3aBepLUEHNS 3arpy3Ku.

Yka3saHue

OTa yHKums goctynHa Tonbko npu Windows XP. HaunHaa ¢ Windows Vista
OTKpbITOE Ana obHoBneHus dial-up coeguHeHne Bcerga aBToMaTUYECKn
paspblBaeTCs cpasy Xe nocre ycrneLwHoro 3asepLlleHuns 3arpysKku.

HacTpoiku npokcu-cepeepa
lpokcu-cepsep

He ncnonb3oBartb Npokcu-cepeep

Ecnu aTa onuus BkMoYeHa, coeiMHeHne ¢ BeG-cepBepoM yCTaHaBMMBAETCS He Yepes
NpOoKCK-cepBep.

Ucnonb3oBaTtb cuctemMmHble HacTponkn Windows

Ecnu ata (pyHKUKMA BKNOYEHa, TO ANna coeanHeHus ¢ Beb-cepBepoM Yyepes NpoKCu-
cepBep byayT ncnonb3oBaTbCA TeKyLmne cuctemMHble HacTponkn Windows. 3agaTtb
cuctemHble HacTporkn Windows anst ncnonb3oBaHWA NPOKCU-CepBEpPA MOXHO 34eCb:
MaHenb ynpaBneHus > Cetb n UHTepHeT > MNMoakntoyeHus > Hactponku cetu. B
Internet Explorer B MeH0 [JONOSIHUTENBHO TaKKe MOXHO BbINOSIHUTbL HACTPOWKY
poctyna B IHTepHerT.

MNMpeaynpexaeHune

Mpun ncnonb3oBaHMK NPOKC-cepBepa, TpebytoLlero ayteHTUdmKaLmu,
NOSTHOCTbIO BBEANTE HEOOXoauMbIe AaHHble B pa3aene NogknroveHne Yepes
aTo npokcu. Onumio Ucnonb3oBaTb cucTeMHble HacTporkn Windows
MO>XHO MPUMEHSATb TOMbKO ANS NPOKCU-cepBepoB 6e3 ayTeHTudmkaumm.
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CoeauHeHue Yyepes 3TOT NPOKCU-cepBep

Ecnu aTta dyHKUMS BKMOYEHaA, TO COeanHeHNe ¢ Be6-CepBEPOM OCYLLIECTBNSIETCA
4yepes NPoKCU-cepBep, Npu 3ToM ByayT MCNONb30BaTbCs YKasaHHble BaMM HACTPOWKW.

Anpec

Ykaxute nmsa komnototepa unu IP-agpec npokcu-cepBepa, KOTopbli Bbl XoTenu Obl
ncnonb3oBaTh 418 NoAKNoYeHns K Beb-cepaepy.

MopT

YKaxuTte Homep nopTta NpoKcu-cepBepa, KOTOPbIN Bbl XO0Tenn 6bl CNonb3oBaTh AN
noaKroYeHns Kk Beb-cepaepy.

Nma nonb3oBaTtens
BeeguTte nmsa nonb3oBaTtensa angd Bxoga Ha NpoKCcu-cepeep.
Maponb

BBeante naponb ons Bxoga Ha npokcu-cepsep. [ns 6e3onacHOCTM BBOAMMbIE B 3TO
nosie 3Haku 3aMmeHsTCs 3Be3godkamm (*).

Mpumepsbl:
Appec: proxy.domain.de NnopT: 8080
Apgpec: 192.168.1.100 nopt: 3128

10.5 Firewall

10.5.1 KoHdwurypaumsa FireWall

Avira Ultimate Protection Suite no3sonsieT koHdurypuposaTb bpaHamayap unm
opaHgmayap Windows:

e Opangmayap Windows
10.5.2 6paHpgmaysp Windows

Pasgen FireWall B meHio KoHdmrypaumsa > UHTepHeT-6e30nacHOCTbL OTBEYAET 3a
HacTpownky 6paHamayap Windows B onepaumnoHHbIX cuctemax, HaymHast ¢ Windows 7.

Mpodunu cetn

Mpodcdunu cetn

C nomoubio ceTeBbIx Npodunen bpangmayap Windows 6noknpyet goctyn
HepaspeLleHHbIX MPorpamMm 1 NPUIOXKEHNA K BalLleMy KOMMbIOTEPY:
e YacTHaga ceTb: ANA AOMaLLHUX N OPUCHBIX ceTen

o O6wasn cetb: Ana NyénuYHbIX ceTemn
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o CeTb fOMeEHa: AN ceTell C KOHTPONNEPOM AOMEHa

Bbl MOXeTe ynpaBnsTb 3TMMU NpoomnamMm Yepes KoHUrypauuio sawlero npogykra Avira
B MeHi0 MHTepHeT-6e30nacHocTb > 6paHamayap Windows > lNMpodunu cetn.

HononHutenbHyo MHGOPMaLmMo 06 3TUX CETEBbLIX MPOMUIIAX MOXHO HANTN Ha
odumuymnanbHom cante Microsoft.

MpeaynpexaeHue

6paHgmayap Windows npumeHsieT ognHaKoBble NpaBuna Ansi BCex ceTen,
OTHOCALLUMXCSH K 0QHOMY Npodounto. STO 3HAYMT, eCnn Bbl faeTe paspeLueHme
Ha JOCTYN ANS Kakon-nnbo nporpamMmmbl NN NPUNOXKEHUS, TO Y HUX TakKke
OyaeT OOCTyn KO BCEM CETSIM, KOTOPbIE UCNOMb3YIOT 3TOT e NPodusb.

YactHas ceTb
Hacmpouku yacmHou cemu

HacTpoiku YacTHOM ceTu perynupytoT SOCTYN K BalleMy KOMMbIOTEpPY ApYrux
KOMMbIOTEPOB UMW YCTPOWCTB B BalLen JOMALLHEN NN OOUCHOWN ceTU. ST HACTPOUKKN NO
YMOMYaH1I0 JONYCKatoT, YTOObI Nosfib3oBaTeNIM YaCTHOW CETU BUAENN BaLl KOMMNbIOTEP U
MO NOSTYYUTb K HEMY LOCTY.

BknrouuTtb

Mpwn akTnBmposaHHom onuuun Bkntoyaetca Windows FireWall nog ynpasneHuem Avira.

BrnokunpoBaTb Bce Bxoasiine noaKnoYeHus
Mpwn aktnemposaHHom onuuun Windows FireWall oTknoHsieT Bce HexenaTtenbHble
NOMbITKN COeQMHEHUS C BaLLMM KOMMbIOTEPOM, BKMOYasa BXogsLmMe coequHEeHUs oT
paspeLLEeHHbIX NMPUNOXEHU.

YBenoMnAaTb Npu 6510KMpPOBKE HOBOIO NMPUITOXKEHUs
Mpu akTMBMpPOBaHHOM onumn ByaeT NOABNATLCS COOTBETCTBYHOLLEE ONOBELLEeHME Npn
Kakgon 6roKMpoBKe NporpamMmmbl UK NPUITOXKEHMS.

OTKNOYNTBL (HEe peKkomeHayeTCsl)

Ecnn panHaga onuusa aktusmposaHa, Windows FireWall otkntovaeTtca. AktuBauums
AaHHOW OnunMn HexXxenartersibHa, NMOCKOSbKY KOMMNbIOTEP NPU 3TOM NOABEPXKEH
NOBbILLEHHOW ONACHOCTM.

Oo6wasn ceTb

Hacmpodiku ny6nudHou cemu
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HacTporiku nybnuyHon cetn perynmpyroT A0CTyn OPYrnMX KOMMbOTEPOB UM YCTPONCTB K
BaLLeMy KOMMbIOTEPY B NYBMMYHbBIX CETAX. OTU HACTPONKM MO YMOSTYaHWUIO He AOoMyCKatoT,
4yTo6bl NONbL30oBaTENN B NYONNYHOM CETU BUAENM BaLl KOMMbIOTEP U MOIMM NOMYYnTb K
HeMy OOCTyn.

BknrouuTtb

Mpwn akTnBmposaHHom onuuun Bkntoyaetca Windows FireWall nog ynpasneHuem Avira.

BrnokupoBaTb Bce BxoasiLine noaknoYeHus
Mpun aktnBmnposaHHom onumm Windows FireWall oTKnoHAeT Bce HexenaTtesnbHble
MOMbITKN COeMHEHUS C BalLMM KOMMbIOTEPOM, BKIMOYas BXOAALLNE COeMHEHNS OT
paspeLLeHHbIX NPUNOXKEHUN.

YBenoMnAaTb Npu 6510KMpOBKEe HOBOIO NMPUITOXKEeHUs
Mpu akTMBMpPOBaHHOM onumn ByaeT NOABNATLCS COOTBETCTBYHOLLEE ONOBELLEHNE Npn
Kakgon 6riokMpoBKe NporpamMmmbl UM NPUITOXKEHMS.

OTKNOYNTBL (He peKkoMmeHAayeTcs)

Ecnu gaHHas onuus aktneuposaHa, Windows FireWall oTkntovaeTtca. AkTMBauus
AaHHOWN onuMn HexxenaTtenbHa, NOCKOSTbKY KOMMbIOTEP NPY 3TOM NOABEPXKEH
NOBbILLEHHOW ONACHOCTM.

CeTb AOMeHa
Hacmpolku domeHHoU cemu

HacTponkun JOMEHHOW CeTU perynupyroT AOCTYN K BalleMy KOMMbIOTEPY OPYrnX
KOMMNbIOTEPOB NN YCTPOMCTB, €CNN BaLL KOMMNbIOTEP COEANHEH C CETbIO,
ayTEeHTUPUUMPOBAHHOM Yepes KOHTpOoNep AoMeHa. 3T HACTPONKMN NO YMOSTHaHUIO
AonyckatT, YToObl ayTeHTUdUUUPOBaHHbIE NONb30BaTENM AOMEHA BMAENM BaLl
KOMMbIOTEP M MOTSIM MOMYYNTb K HEMY AOCTYn.

BknrounTtb

Mpun aktBmnposaHHoM onumm Bkntovaetcsa Windows FireWall nog ynpasneHuem Avira.

BHOKMpOBaTb BCe BXoasline noaKnr4veHuns

Mpu aktnBmnposaHHom onumn Windows FireWall oTKnoHAeT Bce HexenaTtesbHble
NONbITKM COeANHEHUS C BalLMM KOMMNbIOTEPOM, BKMNOYasa BXoAsdLmMe COeaUHEHUSA OT
paspeLLeHHbIX MPUITOXKEHNN.

YBegoMnAaTb Npu 6;10KMPOBKE HOBOTFO NPUITOXKEHUs

Mpw aKTUBUPOBAHHOW ONuUMK ByaeT NOSIBNSATLCSA COOTBETCTBYHOLLIEE OMOBELLEHME MPU
Kaxkgon 6r1oKMpoBKe NporpamMmbl UK NPUITOXKEHUSI.
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OTKNOUYNTL (HEe pekoMmeHayeTcs)

Ecnu paHHas onuusa aktuBupoBaHa, 6paHamayap Windows oTkniodaeTca. AKTMBaums
AaHHOW onumn HexxenarternbHa, NOCKOSTbKY KOMMbIOTEP MPY 3TOM NoABEpP>KEH
MOBbILUEHHOW ONAaCHOCTMU.

Yka3aHue
OTa onuus A0CTyMNHa NULb B TOM Cryyae, eCnu Ball KOMMNbIOTEP COEQUHEH C
ceTbio, 060pyAOBaHHOW KOHTPOMEPOM JOMEHA.

Mpasuna npunoxxeHua

Ecnu wenkHyTb No ccbinike B MeHo 6paHamayap Windows > lNpaBuna npunoXxeHus, To
OyaeT BbINOSMIHEH Nepexo K MeHio Pa3pelueHHble nporpamMmMbl U KOMNOHEHTbI
KOHpurypaumm 6paHamayap Windows.

[AononHuTenbHble NapameTpbl
Ecnu wenkHyTb No ccbifike B MeHo 6paHamayap Windows > [lononHuUTenbHbIe

napameTpbl, TO OyaeT BbINONIHEH Nepexon K MeHio 6paHamayap Windows B pexume
noBbIWEeHHON 6e3onacHOCTU KoHurypaunmn dpangmayap Windows.

10.6 Web Protection

Pasgen Web Protection B Hactponka > UHTepHeT-6e30MacHOCTb OTBEYaEeT 3a
HacTpowky dpyHkumm Web Protection.

10.6.1 lNowuck

Moaynbe Web Protection nomoraeT 3almtnTb Bawl KOMNbIOTEP OT BUPYCOB Y BPEAOHOCHbIX
nporpamMmm, KoTopble 3arpyxatoTcs 3 MiHtepHeTa Yepes 6paysep. B pasgene Mowuck Bl
MOXeTe HacTpouTb aencteus moaynsa Web Protection.

lMouck

NMoppepxka IPv6

Ecnu BbibpaHa ata onuus, To moaynb Web Protection nogaepxmsaet Bepcuto 6
WHTepHeT-NnpoTOKONa. JTa onNuus He AOCTyNHa 4S5 HOBbIX YCTaHOBOK Uin
n3MeHeHHbIX nporpamm Ha Windows 8.

3awuma Drive-By
3awumTa Drive-By no3songeTt HacTpouTb GrIOKMPOBKY anieMeHTOoB |-Frame, Takke
Ha3blBaeMbIX BIIOXEHHbIMU ppenmamu. |-Frame - 3To anemeHTbl HTML, T.€. anemMeHThl

MHTEepHeT-CTpaHuUL, KOTOPbIE OrpaHNYMBalOT y4acTok Be6-cTpaHmubl. C nomoulbto I-Frame
MOXXHO 3arpy3uTb U 0TOBpa3nTb Apyron Be6-KOHTEHT, YacTo umetowmin otnmyHble URL,
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Kak oTAenbHble JOKYMEHTbI B OTAENbHOM OKHe Bpaysepa. Yawe Bcero I-Frame
ncnonb3ytoTcs ana 6aHHepHon peknamel. Horaa I-Frame ncnonb3ytotea ans
MacCKMpPOBKM Bpe4OHOCHbIX NporpamMm. B Takom cniyyae obnactb |-Frame B 6paysepe
noYTn He BUAHa unu cosceM He BuaHa. C nomolbto onumn bnokuposatb
nopo3spuTternbHble |-Frame Bbl MOXeTe KOHTPONMpoBaThb 1 61oknpoBaTh 3arpysky |-
Frame.

BrnokupoBaTtb nogo3putenbHble I-Frame

Ecnu aTta onums BknioveHa, To |-Frame Ha 3anpoLlleHHbIX CTpaHuuax 6yayTt
NnpoBepsTLCSA MO onpeaeneHHbIM kKpuTepusam. Ecnn Ha 3anpolleHHon Be6-CcTpaHuue
OyayT o6HapyxeHbl nogo3putenbHble I-Frame, oHn 6yayT 3abnokmpoBaHsbl. B okHe |-
Frame otobpasntcs coobuieHme 06 owwmnbke.

AeiicTBne npn obHapyxeHun

Bbl MOXeTe onpefnenntb AeNCTBUS, KOTOpble ByayT BbINOMAHATBECH, ecnn moayrb Web
Protection oGHapyXuT BUpYyC Unv BpeaoOHOCHYIO Nporpammy.

MHTepaKTUBHbLIN

Ecnu BKNIOYEH MHTEPaKTUBHBIN PEXUM, NMPU 0BHapYXeHUn BUpyca Unn BpegoHOCHON
nporpaMmmbl oToOpaxaeTcs OKHO, NpeanaratLlee BbIOOP AENCTBUN C
MHPULMPOBaAHHBIM hansioM. OTa HAaCTPOMKa akTMBMPOBaHa MO YMOMYaHUIO.

lNMoka3aTb cTeneHb BbIMNOJSIHEHUS

Ecnu ata onuus BkntoveHa, Ha pabo4yeM cTone BO3HUKAET NHOMKATOP BbINOJTHEHWS,
eCnun BpeMsa OXugaHus 3arpy3km anna nnu otkpbITua canta npesbiwaeT 20 CekyHA.
OTOT nHAMKaTop npegHasHavyeH Ansa KOHTPOsA npouecca 3arpy3kn camToB ¢ 60MbLINM
06bemom nHopmaumm: npyn noncke B VIHTepHeTe ¢ BKoYeHHbIM Moaynem Web
Protection cogepxumoe Beb-canTtoB 3arpyxaetcs B IHTepHeT-Opay3ep He
nocrnegoBaTenbHO, Tak Kak nepen otobpaxeHnem B bpaysepe OHO NpoBepseTcs Ha
Hanu4ne BMpPYyCcoB 1 BpegoHocHoro 0. 3Ta onumsi N0 yMONYaHMIo OTKIYEeHa.

Bonee noapobHyo MHPOPMALMIO MOXKHO MOMYYUTb MO CChISIKE.

ABTOMaTU4YeCcKum

Ecnu ata onuusa BkntoveHa, Nnpu obHapy>XeHuu BMpyca unmn BpegoHOCHON NporpaMmmbl
He OTKpbIBAeTCsA AManoroBoe okHo And Bolbopa genctend. Web Protection pabotaet
aBTOMAaTU4YECKN B COOTBETCTBMMU C BbIOPaHHLIMM BaMn HAaCTPOMKaMMu.

lNepsu4yHoe Oeticmesue

lMepBUYHOE OencTBUE - 3TO AEeUCTBUE, BbINONHAeMoe B criydae, korga Web Protection
oOHapyX1MBaeT BMPYC Ui BPEOOHOCHYH Nporpammy.

3anpeTutb aocTtyn

3anpoleHHas Beb-cepBepoM CTpaHULa Unv nepefaHHble AaHHble U dhansibl He byayT
nepeHanpaerneHbl Bawemy 6pay3epy. B okHe Beb6-6pay3epa otobpaxkaeTtcsa
nHdopmauus o6 otkase B goctyne. Web Protection 3aHocuT cBegeHus 06
obOHapy>xeHHOM 00bekTe B hans oTyeTa, eCcnu BKItYeHa OyHKLMSA OTYETOB.
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MomecTnTb Ha KAapaHTUH

3anpolueHHasi Beb-cepBepoM CTpaHuua unv nepefaHHble AaHHbIe U dhannbl Npu
obHapyxeHu1 B1pyca nunm BpeJoHOCHOW NporpaMmMbl NOMeLLATCS B KapaHTuH. Pann
MoXeT BblTb BOCCTAHOBIIEH U3 MEHeXepa KapaHTUHa, ecnn B 3TOM BO3HUKHET
HeoBbX0AMMOCTb, UINN €0 MOXHO OTNPaBUTb Pas3paboTymnKy - B LEHTP UccneaoBaHUs
BMPYCOB KOMMNaHun Avira.

Mponyctutb

3anpolueHHas Beb-cepBepoM CTpaHuLua nnu nepefaHHble AaHHble U dhannbl
oTnpasnsTcsa moagynem Web Protection Bawemy Be6-6paysepy. [locTtyn k dawny
paspeLuaeTcs, HUKaKkuxX AeNCTBUM C HUM He BbINONHAETCS.

MpeaynpexaeHune
MHduumpoBaHHbIM hann Bce eLle akTMBEH B Ballen cucteme! 3to MoxeT
NPUYNHUTB CYLLLECTBEHHbIN Bpe, BallemMy KomnbloTepy!

3anper gocrtyna

B nyHkTe 3anpeT Agoctyna Bbl MOXeTe yKasbiBaTb Tunbl pannos n MIME (tunsl
COAEPXNMOro nepefaBaeMblX JaHHbIX), KOTOPble A0MKHbI 6rioknpoBaTtbes moagynem Web
Protection. C nomoubto BeG-punbTpa Bbl MOXeTe 3abNOKMpoBaTh M3BECTHbIE,
HexxenaTternbHble URL, Hanpumep, URL cumwimHr-nporpamMmm nnm BpegoHOCHbIX NPOrpaMm.
Web Protection npenatcteyeT nepegave AaHHbIX U3 VIHTepHeTa Ha Ball KOMMbIOTEP.

Tunbi ¢patnos / murnsl MIME, komopbie dormkHbI 6riokupogambscs modyriem Web
Protection

Web Protection 6noknpyeT Bce npmBeaeHHble B cnucke Tunbl gaHHbIX 1 MIME-Tunbl (Tunbl
COOEepPXMMOro nepegaBaemMbliX AaHHbIX).

NMone BBOAa

Ykaxunte B aToM none ums tunos MIME v dannoB, koTopble AOmMKEH 6N1OKMpPOBaTh
moaynb Web Protection. [Ina Tmnos hannos ykaxuTte paclumpeHue, Hanpumep, .htm.
Onsa Tunos MIME ykaxuTte Tvn HocuTens u, npyn HeobxoaumocTu, noatun. Oba Tvna
AaHHbIX OTAENAKTCA APYr OT Apyra obbIYHOM KOCOW YepTon, Hanpumep ,video/mpeg
unu audio/x-wav.

NMpumeyaHne

dannbl, KOTOpbIE YXXe COXPaHEHbI Ha BalleM KOMMbIoTEPE Kak BpEMEHHbIE
NHTepHeT-hbannel, xoTs n 6nokupyrotca mogynem Web Protection, HoO moryT
ObITb 3arpyeHbl nokanbHO 13 NHTepHeT-6pay3epa BalnMm KOMMNbIOTEPOM.
BpemeHHble IHTepHeT-thannbl - 3To dpaunrbl, KOTOpble coxpaHsaTca VIHTepHeT-
Opaysepom anst 6onee ObICTpON 3arpy3km BeEO-CTpaHULL.
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MpumeyaHune
Cnucok 6nokunpyembix TunoB garnnos / MIME urHopupyeTcs, ecnvm nmerTcs
3anucu B Crucke He nogniexaiumx nposepke tunos gannos n MIME B Buge
NCKIMIOYEHUN.

MpumeyaHue

Mpwn ykasaHum TMnos gannos n Tunos MIME Henb3a npuMmeHATb cneynanbHble
CUMBOIbI (CMMBOSI-3anoSTHUTEND * Ans Noboro Yncna cMMBOSIOB U ? Ans
3aMeHbl 04HOro CMMBONA).

Tunel MIME: npumepbl TUMNOB HOCUTENEN

= text= ONA TEKCTOBbIX (pannos

=  image = gng rpaduyecknx gannos

= video = ansa sugeodansion

= audio = gnga ayamodansnos

= application = ana gannos, CBA3aHHbLIX C onpeaerieHHoN NporpaMmmon

Mpumepsbl: Henposepsiemble Tunbl hannos n MIME

= application/octet-stream = dannsl MIME-Tnna application/octet-stream
(ncnonHsiemble pannbl *.bin, *.exe, *.com, *dll, *.class) 6rnokupytoTcsa mogynem Web
Protection.

= application/olescript = ¢pannel MIME-Tuna application/olescript (ckpunT-
dannbl ActiveX *.axs) 6nokupytotca mogynem Web Protection.

= .exe = Bce (haunrnbl C paclumpeHneM .exe (ucrnonHaemMble dansnsl) 6nokMpyTca
moaynem Web Protection.

= .msi = Bce (pannbl ¢ pacwmpeHmem .msi (pannsl Windows Installer) 6rnokupytoTtcs
moaynem Web Protection.

Ho6aButb

C nomoLL b 3TOM KHOMKM Bbl MOXKETE NepeHecTn BBeAeHHbI B none Beoga MIME-Tun
nnn Tun canna B OKHO HAMKALMN.

Ypanutb

KHonka yaoandaeT U3 Cnncka BbloerieEHHYHO CTPOKY. OTa KHOMKa HeaKkTMBHA, ECNN HN
O[Ha 3anncb He BblaesieHa.

Beb6-cpunbmp

Beb-tbmnbTp MeeT BHYTPEHHIO, exXXeQHEBHO nononHaemMyto 6a3y faHHbIX, B KOTOPOM
URL pacnonoxeHbl B COOTBETCTBMM C XapaKTEPUCTUKAMN COAEPXKaHUS.
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AKkTuBMpoBartb Be6-punbTp

Ecnu aTta pyHKums BkntodeHa, To Bce agpeca URL, KOTopble OTHOCATCA K BbiIOpaHHbIM
kaTteropusim B cnncke Web-gunbTpa, 6nokupyrorcs.

Cnucok Be6-chunbTpa

B cnucke Beb-chmnbTpa Bbl MOXETE BbiOpaTh kKaTeropum cogepxaHusi, agpeca URL
KOTOPbIX AOMKHbI 6rioknpoBaTtbes mogynem Web Protection.

MpumeyaHune
Beb-cbmnbTp urHopmpyeTcsa Ansi 00 beKTOB, BKIHOYEHHbIX B CIINCOK
ncknroyeHHbIx 13 nposepkn URL kak VicknoueHus.

MpumeyaHue

K rpynne Cnam-URL oTHocAaTca URL, Yepes KoTopble pacrnpoCTpaHaTCs
cnam-nucbma. Kateropus O6maH / ae3amHdopmauma BkrioyaeT B ceds
NHTepHeT-cTpaHuLbl C "aboHEMEHTAMU-NTOBYLLKAMN" 1N Pa3fIMYHbIMK YCIyramu,
CTOMMOCTb KOTOPbIX CKPbIBAETCS NOCTABLLMKOM.

UcknioueHuns

C NomMOLLbHO 3TUX OMUMIA Bbl MOXETE UCKIOYMTL U3 npoBepkn moayns Web Protection
MIME-Tunbl (TUMbl cOaepXnmMoro nepegasaemblix hannos) n Tunel pannos gna URL
(MHTepHeT-agpeca). YkaszaHHble MIME-Tunsl n URL He 6yayT nposepsTbes mogynem Web
Protection Ha Hanu4ne BUPYCOB MK BPE4OHOCHbLIX CUCTEM NPU NEPECHINIKE B BaLly
KOMMbIOTEPHYIO CUCTEMY.

MIME-munbi, ucknro4YeHHble u3 rnposepku modynem Web Protection

B aTom none Bbl MoxeTe BbibpaTte MIME-TunbI (TN COAEPKMMOro nepefaHHbIX AaHHbIX),
KOTOpble JOMKHbI BbITb NCKIOYeHbI M3 nposepkn mogynem Web Protection.

UcknroyeHHble u3 nposepku modynem Web Protection munei ¢patinos / MIME
(onpedeneHbl nonb308ameriem)

Bce tnnbl baninos n MIME-Tunb! (Tn cogepXnMMoro nepefaHHbIX AaHHbIX), yKa3aHHbIe B
cnuncke, ncknyarotca us nposepku moayrnem Web Protection.

NMone BBoAa

B aTtom none ykaxute nmeHa MIME-T1MnoB 1 TMnoB annos, KOTOpble AOIMKHbI ObITh
ncknroyeHsl n3 nposepkn mogynem Web Protection. [1ng Tmnos dannos ykaxure
paclumpeHue, Hanpumep, . htm. Onga tmnos MIME ykaxuTte Tmn Hocutensa n, npu
HeobxogmmocTu, noaTnn. Oba Tuna AaHHbIX OTAENATCA APYr OT Apyra 0Obl4HOM
KOCOM 4YepTon, Hanpumep , video/mpeg UNn audio/x-wav.
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Yka3aHue

Mpun ykaszaHum Tnnos gannos 1 Tunos MIME Henb3a npumeHaTb cneumarnbHble
CMMBOJbI (CMMBOM-3aNONHUTEND * Ana Noboro Yncna cMMBOSIOB U ? AN
3aMeHbl 04HOro CMMBOIA).

MpeaynpexaeHune

Bce Tunbl hbannos 1 coagepXnmMoro, ykasaHHble B CIUCKE UCKITHOYEHNI,
3arpyxatotca B IHTepHeT-6pay3ep 6e3 4oNONHUTENBbHON NPOBEPKU
3abnokupoBaHHOro goctyna (cnMcok 6rnokmpyembix Tnunos camnnos n MIME B
pasgene 3anpet goctyna) unu moayns Web Protection: [1ns Bcex o6bekToB,
BXOOSALLNX B CMINCOK NUCKITKOYEHWIA, 3anMcn B CiMcke BrokMpyembiX TUNOB
dannos n MIME urHopupytoTcs. Nonck Ha HanMyue BUPYCOB U BPpeOOHOCHOIo
MO He npousBoanTCS.

Tunsl MIME: npymepbl TUNOB HOCUTENEN
= text ONA TEKCTOBbLIX (hannoB
= image = ong rpaduyecknx gamnos
= video = ansa sugeodansos
= audio = gnga ayamodansnos
= application =ana gannos, CBA3aHHbIX C onpeaerieHHoN NporpaMmmon

Mpumepsbl: NUckntoveHHble n3 nposepku Tunbl oannos n MIME

= audio/=Bce hannbl TMna Audio ncknyarTca n3 nposepkn mogynem Web
Protection

= video/quicktime = Bce Bugeo cpannsl noaruna Quicktime (*.qt, *.mov)
ncknovarotcsa n3 nposepkn mogynem Web Protection

= .pdf = Bce annbl Adobe-PDF uckniovatotes ns nposepku mogynem Web
Protection.

Hob6aButb

C nomoLL b 3TON KHOMKM Bbl MOXETE NEPEHECTN BBEAEHHLIN B none Beoga MIME-Tun
nnn Tun canna B OKHO MHAMKaLMN.

Ypanutb

KHonka vyoanaeT U3 Crnncka BblAeJIEHHYIO CTPOKY. OTa KHOMKa HeakTUBHA, eCnun Hu
O[Ha 3anncb He BblaesieHa.

URL, uckntoyeHHbIe u3 rposepku modyrnem Web Protection

Bce URL u3 aToro cnmncka uckno4varotcs u3 nposepkn mogynem Web Protection.
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NMone BBoAa

Ykaxute B aTom none URL (MIHTepHeT-agpeca), KoTopble HEOBXOAMMO UCKITHUNTD U3
nposepkn moaynem Web Protection, Hanpumep, www.domainname.com. Bbl moxeTe
3agaTb Yactn URL, ykasaB ypoBeHb JIOMEHA CO CTOALUMMW Nepes HAM Unun rnocre
Hero Toukamu: .domainname.ru ans BCex CTpaHuL, u Bcex cy6aoMeHoB AomeHa. Beb-
cTpaHuua ¢ nobbiM JOMEHOM NEPBOro YpoBHSA (.com mnu .net) gomkHa
3aKaH4MBaTbCHA TOYKOW: AOMeH.. Ecnu Bbl 3annceiBaete Habop cMmBOoB 6e3 ToYkM B
Havarne unn B KOHLE, Takasd nocregoBaTesibHOCTb MHTEPNPEeTUPYEeTCS Kak JOMEH
NnepBoro ypoBHsi, Hanpumep, net ans sBcex gomeHoB 30HbI NET (www.domain.net).

Yka3zaHue

Mpn BBOAe URL MOXHO ncnonb3oBaTb creumanbHblii CMMBON * ans noboro
KonmyecTBa 3HaKOB. VIcnonb3ynte B COMETAHUM CO creumanbHbIMU CUMBOIaMU
TOYKM Ana 0603HaYEHUs YPOBHS AOMEHA Nepeq ero UMEHEM Wi NOCHE HEro:
.domainname. *

* .domainname.com

. *name* . com (AENCTBUTENBHO, HO HE PEKOMEHO0BAHO)

Agpeca 6e3 Todek, Hanpumep *name*, OByQyT paccMaTpmBaTbCA Kak YacTu
AOMeHa NepBOro YpoBHS, MO3TOMY UX BBOA HeLernecoobpaseH.

MpeaynpexaeHune

Bce Beb-canTbl, ykasaHHble B cnvucke paspelleHHbix URL, 3arpyxatotcs B
NHTepHeT-6pay3ep 6e3 gononHUTENBHOM NPOBEPKM ¢ nomMoLubio Web-dunbTtpa
unu moayna Web Protection: [1na Bcex 06beKTOB, BXOOALNX B CMIMCOK
paspeLueHHbix URL, 3anucu B cnucke Beb-unbTpa (CM. 3anpeT JocTyna)
urHopupytoTcs. lNonck Ha Hannume BupycoB 1 BpeaoHocHoro MO He
npounssogutca. [Noatomy mcknioyante n3 nposepkn mogynem Web Protection
TOJSIbKO HagexHble URL.

Ho6aButb

C NOMOLLbIO 3TOW KHOMKM MOXHO NepeHecTy B OkHO nHankauun URL (MHTepHeT-
aflpec), ykasaHHbIN B none BBoAa.

Ypanutb

KHonka yaoandaeT U3 Cnncka BbloerieEHHYHO CTPOKY. OTa KHOMKa HeaKTMBHA, ECNN HK
O[Ha 3anncb He BblaesieHa.

Mpumep: PaspeweHHble URL

» www.avira.com-UWIN-www.avira.com/*
= Bce URL ¢ gomeHoMm www.avira.com ncknodatoTca u3 nposepku mogyrnem Web
Protection: www.avira.com/en/pages/index.php,
www.avira.com/en/support/index.html, www.avira.com/en/download/index.html,..
URL ¢ gpomeHOoM www.avira.ru He Ucknioyarotcsa us nposepku mogynem Web
Protection.
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» avira.com-UJN-* . avira.com
= = Bce URL ¢ JomeHOM BTOPOro 1 nepBoro ypoBHSA 'avira.com' NCKMOYaOTCA U3
nposepkn moaynem Web Protection. YkasaHHbIN uana3oH BKNOYaeT BCe
cyuiecTBytolme cybaomeHsl ".avira.com": www.avira.com, forum.avira.com,...

= avira. -UWIMN-* . avira.*
= Bce URL ¢ gjomeHOM BTOPOro ypoBHs "avira" nckrio4aoTca U3 npoBepkn Mogysiem
Web Protection. Yka3aHHbIN Anana3oH BKOYaeT BCe CYLLECTBYIOLME JOMEHbI
nepBoro ypoBHs 1 cybaomeHbl ".avira.": www.avira.com, www.avira.ru,
forum.avira.com,...

» .*domain*.*
= Bce URL, cogepxalume JOMeEH BTOPOro ypoBHS C Lieno4vkon cumMmBorioB "domain”,
ncknovarotca u3 nposepkn mogynem Web Protection: www.domain.com, www.new-
domain.ru, www.sample-domainl.ru, ...

» net -UIN- * . net
= Bce URL c gomeHoM nepBoro ypoBHs "net" ncknovatoTca n3 npoBepkn Moaynem
Web Protection: www.namel.net, www.name?2.net,...

MpeaynpexaeHue

Beogute agpeca URL, kOTOpbI€ Bbl XOTUTE UCKITOYUTL U3 NPOBEPKN MOAYNEM
Web Protection, kak MmoxHo 6onee ToyHo. He 3agaBante LenMKoOM LJOMEHbI
NepBoro YpoBHS UM YacTU UMEH JOMEHOB BTOPOro YPOBHS, Tak Kak
CYyLLEeCTBYET ONacHOCTb, YTO 13 npoBepkn moaynem Web Protection 6yayt
NcKnoveHbl IHTEPHET-CTpaHULbl, pacnpoCTpaHsALWME BUPYChl U BPEAOHOCHLIE
nporpaMmmel. PekomeHayeTtca 3agaBaTb, Kak MUHUMYM, NOSTHbIM JOMEH BTOPOro
YPOBHS 1 JOMEH NepBOro ypoBHs: domainname.com

JBpucTyka
OTOT pasaen HacTPOeK COOAEPXKUT NapameTpbl IBPUCTUHECKOTO NonCKa.

MpoaykTbl Avira cogepxaT 3BpUCTUYECKME CUCTEMbI, KOTOPbIE Cpa3y pacrno3HatoT
BpeOOHOCHbIE NporpamMmsbl, TO eCTb 40 COCTaBfEeHUs crneumnanbHON BUPYCHOW CUTHATYPbI U
nonyyeHns obHOBNEHNSA 3awnTbl OT BUPYCOB. Pacno3HaBaHne BUPYCOB OCYLLECTBSETCA
npu NOMOoLLM NogpPOoOHOro aHanu3a MHAPUUMPOBAHHOIO KoAa Ha NpeaMeT BbINOSTHAEMbIX
PYHKUMA 1N OEACTBUN, TUNUYHBIX 419 BPEeOOHOCHbIX NporpaMmM. Ecnv nccnegyemsin kog
NMeeT XapakTepHble NPU3HaKW, OH NorlyyaeT CTaTyC NOA03PUTESNBHOI0. ATO HE O3HAYaeT,
4YTO 0OBLEKT B NIOOOM crnyyae ABnseTca BPe4OHOCHOW NpOorpaMmMon; BO3MOXHbI Takke
NOXHble cpabaTbiBaHWA. PelleHne o ToM, YTo Heobxoanmo caenatb C No4O3PUTENBHBIM
006BHEKTOM, MPMHMMAET CaM NoSib30BaTelb, HAaNPMMeEpP, OCHOBbLIBASACh Ha MMEIOLLIENCH Y
Hero nH@opmMaLmm 0 HaJeXXHOCTU UCTOYHMKA NPOUCXOXAeHun danna.

aBpMCTM‘-IeCKOG o6Hapy>|<eHMe MaKpoBupycoB

Baw npogykt Avira umeeT 04eHb MOLLHbIN BOK MakpoaBpUCTUKK. Ecnu aTta onuus
BKIMIOYEHA, NpU NONbITKE NeYeHNs MakpocChl B MHPULIMPOBAHHOM JOKYMEHTE
yOoansaTcs, anbTepHaTUBHO MOXHO OrpaHNYUTLCA YBEOOMITEHMEM NOorb3oBaTens o
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noao3puUTerbHbIX AOKYMEHTaX. OTa onuus BKAKOYEHA Mo YMOJTHaHUNIO U
pekomeHaoBaHa.

Jspucmuka AHeAD (Advanced Heuristic Analysis and Detection)

AktuBmnposatb AHeAD

Bnarogapa texHonornn AHeAD Baw npogyKT Avira cooepXUT O4YEHb MOLLHYHO
3BPUCTMYECKYIO CUCTEMY ONA onpefeneHnsa gaxe HeN3BeCTHbIX (HOBbIX)
BpeOOHOCHbIX NporpaMmm. Ecnn ata onums BKIoYeHa, Bbl MOXETe YCTaHOBUTb

YPOBEHb "pe3koCcTN" IBPUCTUKN. JTa HACTPOMKA aKTUBUPOBAaHA MO YMOSTYaHUIO.

Hu3knn ypoBeHb pacno3HaBaHuA

Ecnu ata onuus BKOYEHa, nporpamMmmMa o6Hapy>|<|/|BaeT MeHblLle HEN3BECTHOIO

BpefoHocHoro MO, onacHOCTb NOXHbIX OOHAPY>KEHWUI MPU 3TOM HEBENMKA.
CpenHni ypoBeHb pacno3HaBaHus

Mpu BKMOYEHMM 3TON onummn obecneynBaeTcs cbanaHcMpoBaHHas 3alumTa

HacTponka

HeBOMbLIMM KONNYECTBOM JTOXHbIX OBHapYyXeHU. OTa HacTponka onpeneneHa no

YMOJ14aHWIo, eCIn Bbl UCMOJ1b3yETE SBpVICTVI‘-IeCKI/Iﬂ NOWUCK.

BbicOokuin ypoBeHb pacno3HaBaHUs

Mpw BKNOYEHUM 3TON ONLMK 0BHapYyXXMBaeTCs CyLLEeCTBEHHO BonbLue HEM3BECTHOIO

BpeaoHOCHOro MO, HO YMCNO NOXHBIX OOHAPYXXEeHU Takke BOo3pacTaeT.

10.6.2 OTtuer

Moaynb Web Protection o6nagaet o6wmnpHbIMM OyHKLUNAMM NMPOTOKONMPOBAHUS, KOTOPbIE
MOryT NpefoCTaBUTb NOMNb30BATENIO UM aMUHUCTPATOPY TOYHbIE CBEAEHUS O BUAE U

XapakTepe HaueHHOro obbekTa.
lMpomokonuposaHue
B atown rpynne onpegensetcs ob6bem danna otyeTa.

BbIKI1

Ecnu BblbpaHa ata onuusa, To moaynb Web Protection He cocTtaBnsieT npoTokon.

OTkasblBaTbCH OT NPOTOKOJIMpOBaHUA crefyeT TOJIbKO B UCKITKOYUTENbHbLIX CIty4dadX,
Hanpumep, TOJIbKO MNMpn BbINOJIHEHNUN TECTOBbIX NMPOroHOB C OonNbLINM KONMYECTBOM

BMPYCOB MIN HexxenaTesbHbIX MPorpamMMm.

Mo ymonyaHuio

Ecnu BkntoyeHa ata onuyus, moaynb Web Protection 3anuceiBaeT BaxHyto

nHpopmauuio (0bHapyxeHus, NnpeaynpexaeHnsa n owmnbkn) B bann otyeTa, a MeHee
3Ha4mMmas nHopmaums anga ygobcrtea paboTbl C OTYETOM B HETO HE BKMOYaeTcs. OTa

HacTpolika akTUBMPOBaHa MO YMOMYaHMIO.
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PacwupeHHbIn

Ecnuv aTta onuwns skniodeHa, mogyne Web Protection BHOCUT B OTYET 1 MeHee
3HA4YNMYIO MHPOPMaLMIO.

MonHbIN

Ecnu ata onuusa sknodeHa, moaynb Web Protection BkntoyaeT B ¢hann otyeta Bce
AaHHble, B TOM Yucne, T1n, pasMmep 1 gaty co3gaHus daunna.

OepaHu4yume ghatin omyema

OrpaHununTb pasmep Ao n Mb

Ecnu BbibpaHa aTa onuus, pasmep ainna otyeTa MOXKHO OrpaHUYnTb, BO3MOXHbIE
3HayeHus: ot 1 go 100 MB. lMpwu orpaHnyeHnn pasmepa panna otyeTa
npegoctasnseTcsa NMMMUT okono 50 Kb, 4Tobbl yMeHbLNTL Harpy3ky Ha KOMMbIOTEP.
Ecnu pasmep danna otyeTta npesbillaeT ycTaHoBMAEHHbIM NUMKUT Ha 50 Kb, ctapble
3annucu aBToMaTUYeCKM yaanaTcda 40 TeX nop, noka pasmep He cokpatutca Ha 20%.

3anucatb KOHcUrypauuio B chann otyeta

Ecnu ata onuus akTneBHa, ncnolribdyemble HaCTpOIZKM NOUCKa B peXxXnmMme pearibHoro
BpeMeHn 3arncbiBaroTCA B Ct)aVIﬂ oT4yeTa.

Yka3aHune

Ecnu orpaHnyeHne ana danna otyeTta He ykasaHo, ctapble 3anmcu
aBTOMaTMYeCKM yOansaTCsa Nocre Toro, kKak oansn otyeta JOCTUIHET pasmepa
100 MB. 3anucu yganstoTtca 4o Tex nop, noka pasmep hanna otyeTa He
coctasut 80 Mb.

10.7 Mail Protection

Pasgen Mail Protection B HacTpoiike oTBe4aeT 3a HAaCTPOWKY 3aLuTbl MOAYMA.

10.7.1 MNMowuck

Mogaynb Mail Protection ucnonbsyetcst Ans npoBepkn BXOASALLEN NOYTbl HA Hanu4une
BMpycoB, BpeaoHocHoro MO . Mail Protection moxeT npoBepATb Mcxogswme nucbma Ha
Hanuyue Bupycos u BpegoHocHoro NO. Mogynb Mail Protection moxeT 6rnokmpoBaTtb
ncxogsawme nucbma, oTnpaBrieHHble HEN3BECTHbIM 60TOM AN paccCbifiKK cnama ¢ Ballero
KoMmnbloTEpa.

n poBepATb BXOAALLYIO MOYTY

Ecnu ata onuusa aktnBMpoBaHa, To BXoAsLme nMcbma npoBepsanTCsa Ha BUPYCHI,
BpeaoHoCHble nporpammbl. Mail Protection nogaepxunsaet npotokonsl POP3 u IMAP.
AKTUBUMPYWTE NPOTOKOM BXOAALMX NMUCEM, KOTOPbIA NCMOSNb3yeT Ball NOYTOBLIN
KNWEeHT ANns nosly4eHus aneKTPOHHOM NOoYThl, AN KOHTpons cnyx6omn Mail Protection.
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KoHTponupoBaTb akkayHTbl POP3
Ecnu onuusa BknoyeHa, npoBepsitoTcs akkayHTbl POP3 Ha ykasaHHbIX nopTax.
KoHTponupyembie nopTbl

B o710 none HeobxogMmo BBECTM NOPT, KOTOPLINM ByaeT Mcnonb3oBaTbCsa s
npoTokona Bxoasawmx nucem POP3. Heckonbko NOPTOB pasgensitotca mexay cobon
3anAaTbiMU.

Mo ymonyaHuio

KHonka Bo3BpallaeT 3agaHHble NOpPThl K cTaHaapTHOMY nopTy ans POP3.

KoHnTtponupoBaTb akkayHTbl IMAP
Ecnu onuusa BknodeHa, To npoBepstoTcs akkayHTbl IMAP Ha ykasaHHbIX nopTax.
KoHTponupyembie nopTbl

B o710 none Heobxo4Mmo BBECTM NOPT, KOTOPLINM ByaeT MCnonb3oBaTbCsa A4S
npoTokosia IMAP. Heckonbko NopToOB pasgensanTca mexay cobon 3ansaTbiMu.

Mo ymonyaHuio

KHonka Bo3BpallaeT HacTpoukK nNo ymonydaHuo gns nopta IMAP.

MpoBepaTb ucxopswyto nouty (SMTP)

Ecnu aTta onums BknoveHa, ncxogsalme nmcbma nNpoBePSTCA Ha BUPYChI U
BpeaoHocHoe [MO. MNMucbma, paccbiniaeMble HEM3BECTHbIMU BOT-Nporpammamu, 6yayT
OnoKMpoBaHbI.

KOHTpO.ﬂVI pyeMblie NopThbi

B 910 none HeobxogMmo BBECTU NOPT, KOTOPLIN ByaeT MCcnosnb3oBaTbCsa ANs
ncxogawmx nucem npotokosia SMTP. Heckonbko NnopToB pasgensaTcs Mexay cobomn
3ansaTbiMN.

Mo ymonyaHuio

KHonka Bo3BpalllaeT 3agaHHble NOPTbl K cTaHgapTHOMY nopThl A4ns SMTP.

Yka3aHune

[nsa Bepudmkaumm ncnonb3yembiX MPOTOKOMOB U MOPTOB OTKPOMUTE B BaLlen
NOYTOBOM NpOrpamMmMe CBOMCTBA y4eTHOM 3anucu. Kak npaBuno, UCNosb3yTcA
CcTaHOapTHbIe NOPThI.

NMoppepxka IPv6

Ecnu BbibpaHa ata onuusa, To mogynb Mail Protection nogaepxusaeTt Bepcuto 6
NHTepHeT-npoTokoNa. (3Ta onumsa He JOCTYNHa AN HOBbIX YCTAHOBOK UIK
N3MeHeHHbIX nporpamm Ha Windows 8.)
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AeWncTBne npn o6Hapy)xeHnun

B aTom pasgene HacTpoek coaepxaTcsa AaHHble O TOM, Kakue gencTsusa byayT
BbINOMHeHbI, ecnun Mail Protection oGHapy>XuT B nCbMe 1nu BRIOXEHUU BUPYC UK
BPEAOHOCHYIO Nporpammy.

Yka3aHue
3agaHHble 30ecb AeNCTBMS BbIMOMHAKTCS Kak Npyu obHapyXeHun Bupyca BO
BXOASLLEM, TaK U B UCXOOSALLEM NUCbME.

UHTepaKTUBHbLIN

Ecnu aTa onums BkntoyeHa, npu obHapy>XeHun Bupyca unv BpeLoHOCHOW NporpaMmbl,
coaepkalumxcs B 3N1EKTPOHHOM MUCbME UK BO BIOXEHWUU, oToOpaxaeTcst
AMarnoroBoe OKHO, B KOTOPOM Bbl MOXETe onpeaenvTb AanbHenlime AeicTBUS C
NHPULMPOBAHHBLIM NMUCbMOM WK BNOXEHNEM. OTa ONUMS BKIOYEHA MO YMONYaHUIo.

lNMoka3aTb cTeneHb BbIMNOSIHEHUS

Ecnu ata onuusa BkntodeHa, Mail Protection otobpaxaeT nHankaTtop BbINOSHEHNSA B
npouecce 3arpyskn aneKTpoOHHOW KoppecrnoHAeHUUn. 3Ta onumst A40CTyNHa, ecnm
Obina BbibpaHa onuus UHTepakTUBHO.

ABTOMaTU4YeCcKum

Ecnu aTta onuunsa BknodeHa, Bbl He ByageTe nosnyyaTb yBeAOMITEHMI NPU OBHapPYXeHUM
BUpYyca unu BpeaoHocHoun nporpammel. Mail Protection paboTtaeT aBTomatnyeckn B
COOTBETCTBUMN C HAacTponkamu, BbIGpaHHbIMU B 9TOM pasferne.

UHeuyuposaHHbIe rnucbma

BbibpaHHoe B MeH0 "MHuyuposaHHbIe rnucbma" neuctene 6yaeT B NepByro ovepeab
BbINONHATLCA B cny4vae, ecnun Mail Protection oGHapyxmBaeT B nucbMe BUPYC UK
BpeLOHOCHYI0 nporpammy. Ecnu yctaHosneHa onuma "MponycTuTtb"”, B MEHIO
"MHgbuyuposaHHbIe 8r10)KeHUST" MOXHO OOMONHUTENBHO ONpeaennTb, Kakme 4encTBus
OOJIMKHbI BbINOSTHATHCA B Crydae obHapy>XeHUs Noao3puUTenbHbIX OOBHEKTOB B
NPUITOXEHUN.

Ypanutb

Ecnu ata onuus BKOYEHa, I/IHd)VILl,I/IpOBaHHOG NMMCbMO aBTOMaTU4YECKN yaandeTca
npu 06Hapy)KeHI/II/I BMUpyca unun BpG,D,OHOCHOI?I nporpamMmmbl. Teno nucbma 3ameHsaeTcs
npunBegeHHbIM HNXe TEKCTOBbIM wabrnoHom. Takasa xe onepauungd onpepernieHa n ona
BINOXEHUN, OHN TaKKe 3aMEHSAOTCS TEKCTOBbLIM LLABGIIOHOM.

MponycTtutb

Ecnu aTa onums BkntoyeHa, MHPULMPOBAHHOE NMMCbMO NPOMYCKaeTCst Aaxe B cny4vae
oBHapyeHust B HEM BUpYyca Uiy BpeaoHOCHOW nporpamMmbl. OHaKO Bbl MOXeTe
PELWNTb, Kakne AeNCTBUS HEOOXOANMO BbINOMHUTL C BIIOXXEHUEM.
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MomecTnTb Ha KAapaHTUH

Ecnu onums BkntoyeHa, npy obHapy>eHun BMpyca unvm BpeAoHOCHOW NporpaMMbl B
kapaHTUH NOMeLLaeTcs BCe NMCbMO, BKItoYasi BNoxeHust. Moaxe, ecnu notpebyeTtcs,
MO>HO BOCCTaHOBUTb NMCbMO. Camo MHpMLMPOBaAHHOE NUCbMO yaansieTcs. Teno
nMcbma 3aMeHsieTcsl NPUBEAEHHBbIM HUXKeE TeKCTOBLIM LiabrnoHoMm. Takas e onepauust
onpeneneHa n ansi BrOXeHWA, OHW Takke 3aMEeHSI0TCS TEKCTOBbLIM LLIAGOHOM.

UHpuyuposaHHble 8/10)KeHUs

Onumsa "MHdmumpoBaHHbIe BNOXEHUA" MOXeT ObiTb BblbpaHa TONbKO B TOM Crnyyae,
ecnu B MeH "MHeuyuposaHHbie nucbma™ onpeaeneHa onepauna "Mponyctutb'.
OTa onuus onpefensieT, KakMe AenCTBUS LOMKHbI ObiTb NPeaAnpuHATLI B Cnyyae
oBHapyXeHust Nog03pUTENbHBIX OO BEKTOB BO BIIOXEHUMW.

Ypanutb

Ecnu aTta onumsa BknoveHa, MHPULMPOBAHHOE BIIOXEHWE yaanseTcsa npu
oBGHapyXeHun BUpyca nnmn BpeAOHOCHOW NPOrpaMmbl M 3aMEHSIETCH TEKCTOBLIM
LabrnoHoMm.

Mponyctutb

Ecnu aTta onums BkntoyeHa, MHPULMPOBaHHOE BNOXEHWE, HECMOTPS Ha 0BHapyxeHue
BMpYCa U BPEAOHOCHOW NporpaMMbl, MPONYyCKaeTCsi U AOCTaBnseTcs agpecary.

MpeaynpexaeHue

Ecnu Bbl BoiOMpaeTe aty onumto, Mail Protection 6onblue He 3awmwaeT Bawly
CUCTEMY OT BUPYCOB M BPEAOHOCHbLIX NporpamMM. Beibuparite aTOT NyHKT TOMbKO B
TOM criyyae, ecnv Bbl TOYHO 3HaeTe, 4To genaete. OTKMounTe NnpeaBapuTenbHbIN
NPOCMOTP B BalLen NOYTOBOM NporpamMMe 1 H1U B KOEM Clyyae He 3arnyckante
NPUNOXEHUS ABONHbLIM LLen4ykom!

MomecTUTb Ha KapaHTUH

Ecnu BbibpaHa aTa onuus, MHOMUMPOBAHHOE BrOXeHWe noMellaeTcs B KapaHTuH, a
3ateM yganseTcs (3aMeHseTcs TeKCToBbIM LabrioHom). Mo3xe, ecnu notpebyeTcs,
NPUNOXeHNe MOXHO BOCCTaHOBUTb.

Apyrue pencrensa
30ecb cogepkatcsa AaHHbIE O TOM, Kakue LOMOMHUTENbHbIE 4ENCTBUSA HEOOX0ANMO

BbINOSTHUTL, ecnin Mail Protection oGHapyXuMT B NnCbMe UIn BIIOXXEHUN BUPYC UK
BPEeOOHOCHYIO rnporpammy.

MpumeyaHne
BbibpaHHble 3a4ecb 4ENCTBUSA MPOUCXOOAT TOMBbKO Npu 06Hapy>xeHnn Bupyca BO
BXOOALLNX NUCbMaX.
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LWa6bnoH ansa yAaneHHbIX U nepemMeLleHHbIX nucem

TekcT B 3TOM none gobaensieTcsa B TENO NMCbMa BMECTO MHAPULIMPOBAHHOIO
coobueHuns. Bbl MoxeTe pefakTupoBaTth 9TO coobuieHme. Pasmep Tekcta He JOIKeH
npesbiwaTte 500 cnmeonos.

Cnepyowaa KoMOMHaLmMs KnaBuw MOXeT UCMNOoNb30oBaTbCAa ANs hopmMmaTUpOBaHUS:
Ctrl + BBoa = BcraBnseT paspbiB CTPOKM.
Mo ymonyaHuio

KHonka no3sonseTt 4obaBnTb 3a4aHHbIN TEKCTOBbLIN LWWAGNOH B TEKCTOBOE MOSE.

LLlabnoH Ans yaaneHHbIX U NepeMeLleHHbIX BIIOXXeHUN

TeKkcT B 3TOM Mnore BCTaBNAETCA B MMCbMO BMECTO MH(PULIMPOBAHHOIO BNOXeHUs. Bbl
MOXXeTe peflakTUpoBaTb 3TO cooblieHne. Pasmep TekcTa He AomkeH npesbiwaTh 500
CMMBOJIOB.

Cnepytowas KombrMHaums KnaBml MOXeT UCMNOMNb30BaTbCA ANs hopMaTUpOBaHUS:
Ctrl + BBoa = BcraBnseT paspbiB CTPOKM.
Mo ymonyaHuio

KHonka no3sonsaeTt nob6aBuTb 3agaHHbIN TEKCTOBBLIN LLADOIOH B TEKCTOBOE MOSe.
JBpUcTHKa
OTOT pasaesn HacTPOEK COAEPXKUT NapamMeTpbl 3BPUCTUYECKOrO NMOUCKA.

MpoaykTbl Avira cogepXxaT 9BpUCTUYECKME CUCTEMBI, KOTOPbIE Cpa3y pacrnosHalT
BPEeAOHOCHbIE MpOorpamMmsbl, TO €CTb 4O COCTaBMEHUs CneumnanbHON BUPYCHOM CUrHaTYpPbl U
nosilyyeHnst OGHOBNEHUs 3awmThbl OT BUPYCOB. Pacno3HaBaHne BUPYCOB OCYLLIECTBIISETCH
npy NOMOoLLM NOAPOBHOro aHanM3a MHPUUNMPOBAHHOIO Koda Ha NpeaMeT BbINOSTHAEMbIX
OYHKUMIA N OENCTBUI, TUMUYHBIX O BPEAOHOCHbIX Nporpamm. Ecnn nccnegyemeln Kog
UMeeT XapaKkTepHble NpU3HaKku, OH Nony4aeT cTaTyc NOAO3PUTESNTbHOIO.OTO HE O3HaYaeT,
4YTO 0O6BLEKT B NtOOOM crnyyae sBNsieTcss BPeAOHOCHOM NporpamMmmoin. Bo3aMoXHbI Takke
NoXHble cpabaTtbiBaHuUS. PelueHne o Tom, 4TO Heobxoanmo caenaTb C NOA03pPUTESNbHBIM
00beKTOM, NPUHUMAET caM NoNb30BaTeNb, HaNpUMep, OCHOBLIBAACh HA UMEIOLLIENCS Y
Hero nHgopmMaLmm 0 HagEeXHOCTU UCTOYHMKA NPOUCXOoXAeHun danna.

ABpUcTNYECKOE OOHapyXeHue MakKpoBUPYCOB

Baw npoaykt Avira nmeeT o4eHb MOLHbIN 610K Makpo3aBpUCTUKA. Ecnun ata onums
BKMtOYEHA, NP NOMNbITKE NEeYEeHNS MakpoChl B MHPULIMPOBAHHOM JOKYMEHTE
yOansioTcs, anbTepHaTUBHO MOXHO OrpaHNYMTLCS YBEOOMIEHMEM MNOSb30BaTeNs O
noao3puTENbHbIX AOKYMEHTaxX. OTa OnumMs BKIOYEHA NO YMOMYaHMUIO U1
pekoMeHOoBaHa.

Advanced Heuristic Analysis and Detection (AHeAD)
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AktnuBunpoBatb AHeAD

Bnarogapsa TexHonornn AHeAD Baw npoayKT Avira cogepXuT 04eHb MOLLHYHO
3BPUCTMYECKYIO CUCTEMY ONA onpefeneHnsa gaxe HEN3BECTHbIX (HOBbLIX)
BPEeAOHOCHbIX Nporpamm. Ecnu ata onuumsa BKAOYEHa, Bbl MOXeETe YCTaHOBUTb
YPOBEHb "pe3KoCTN" IBPUCTUKN. DTa HACTPOKMKA BKITHOYEHA MO YMOMYaHUIO.

Hu3knn ypoBeHb pacno3HaBaHusA

Ecnu aTta onums BkntoyeHa, nporpaMMa obHapy>KMBaeT MeHbLUE HEN3BECTHOMO
BpeaoHocHoro MO, onacHOCTb NOXHbIX 0GHaPYXKEHWI NPY 3TOM HEBENMKA.

CpeaHuun ypoBeHb pacno3HaBaHusi

Mpw BKMOYEHMM 3TON onummn obecneymBaeTcs cbanaHcMpoBaHHas 3almTa ¢
HeGOoNbLUMM KONMYECTBOM NOXKHbIX OBHapYXeHU. DTa HAcCTpoKKa onpeaeneHa no
YMOIYaHWN0, ECNN Bbl UCMOSb3yeTe 3BPUCTUYECKUIA NOUCK.

Bbicokuin ypoBeHb pacno3HaBaHUs

Mpwn BKNOYEHNN 3TOM ONLMKN OOHAPY>XMBAETCA CyLLLECTBEHHO BOMbLUEe HEN3BECTHOIO
BpeaoHOCHOro MO, HO YMCNO NOXHBIX OOHAPYXXEeHU Takke BOo3pacTaeT.

AntiBot

C nomouwbio oyHkummn AntiBot mogyna Mail Protection MoXHO BocnpensaTcTBOBaTb TOMY,
4TOObI Ball KOMMbIOTEP MCMNOMBb30BAsiCA Kak YacTb Tak HasbiBaeMon 6oT-ceTn gngd
pacnpocTpaHeHuWs cnama no anekTpoHHoM noyTe: [pu pacnpocTpaHeHun cnama ¢
NOMOLLIbIO B0T-CeTEN 3MOYMbILLNIEHHMK MHMLUMPYET B60NbLLIOE KONMYECTBO KOMMLIOTEPOB
boTom, KoTopbIn nogkntodaeTtcs K IRC-cepBepy, 3aHMMaeT onpeaeneHHbIn KaHan v
nepexoaunT B PEXMM OXMAAHUA KOMaHAbl Ha paccbinky cnama. [nsa Toro 4tobbl oTnmMyaTh
cnam-nncbMa Hen3BeCTHOro 60oTa oT nucem nonb3oBartens, moayns Mail Protection
npoBepsieT, ykasaHbl 1 ncnonbdyemsin SMTP-cepBep 1 oTnpaBuTenb NCXOOALEro
nMcbMa B CNUCKE pa3peLLeHHbIX CepBepPOB 1 oTnpaBuTenen. Ecnn cepesepa nnun agpeca
HEeT B CMMCKe, ncxoasiee nucbMo 6rnokmpyetcs n He byaeTt otnpasneHo. O
3abnoknpoBaHHOM nMcbMe coobLlaeTcsl B ANanoroBoM OKHE.

YkasaHue

®yHkuma AntiBot moxeT BbITb MCNoNb3oBaHa Tonbko, ecny B Mail Protection
BKITIOMEHa NpoBepka ucxogsawmx nucem (cm. onuuio NMpoBepAaTb ucxopsiime
nucbma B pasgerne Mail Protection > [Nouck).

Pa3speweHHbIe cepsepnbl

Moaynb Mail Protection paspelwiaeT oTnpaBky 35IEKTPOHHbIX MMCEM BCEM CepBepaM B
3TOM CMNUCKE: OTNpaBrsieMble Ha 3TN cepBepa NMcbMma He GrokmpytoTes moaynem Mail
Protection. Ecnu B cnucke He yka3aHO HXM OHOro cepsepa, Npu oTnpaske NUcem
ncnonb3yembii SMTP-cepBep He npoBepsieTcs. Ecnn B cnucke ectb 3anucu, Mail
Protection 6rnokmpyeT nucema, otnpasneHHsle Ha SMTP-cepBep, He coaepaLmics B
crnvcke.
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NMone BBoAa

B aToMm none mMoxHo ykasaTb nmsa xocta unm IP-agpec SMTP-cepBepa, KOTOPbIN Bbl
nucnosnb3yeTe A5 OTNPaBKM CBOUX MUCEM.

Yka3aHune
MapameTpbl SMTP-cepBepoB, NpMeHAeMbIX ANs OTAPaBKU BaLUMX NMUCEM, Bbl
HanzeTte B CBOEW NOYTOBOM NporpaMmme cpeam napaMmeTpoB YHETHbIX 3anucen.

Job6aBuTtb
KHonka go6aBnsieT ykasaHHbIV B None BBOAA CEPBEP K CMMCKY paspeLleHHbIX
CEPBEPOB.

Ypanutb
KHonka ygansieT BblAeNEeHHYH CTPOKY M3 CNMCKa pa3peLleHHbIX CepBEPOB. OTa KHOMKa
HeaKTUBHAa, eCNN HWN Of1HA 3anuCb HE BblAeNeHa.

Ypanutb Bce

KHonka yaansiet Bce CTPOKM CNCKa paspeLLleHHbIX CepBEpPOB.
PaspeuweHHble omnpasumersnu

Mogynb Mail Protection paspeluaeT nony4yeHne anekTpoHHbIX NUCEM OT BCEX
oTnpaBuTenen B 3TOM CNUCKe: OTnpaBnsemMble C 3TUX agpecoB NMCbMa He BnokupyoTca
moaynem Mail Protection. Ecnn B cnucke He ykasaH HW OguH OTRpaBuTeNb, paspeLUleHHble
agpeca ans ucxogsawmx nucem He nposepsatoTcda. Ecnv B cnucke ectb 3anucu, Mail
Protection 6nokmpyeT nucbma oTnpaBuTenemn, He CoaepXKaLlnXcs B CrMCKe.

None BBOAa

B aTom none ykaxuTte agpec(a) otnpaButens.

Jo6aButb
KHonka gobaBnseT ykasaHHble B nosie BBoAa agpeca oTnpaBuTenien K Crmcky
paspeLUeHHbIX OTNpaBuUTENEN.

Ypanutb
KHonka yoansieT BblAeNEeHHYI0 CTPOKY M3 CNMCKa pa3peLleHHbIX OTnpaBuTenen. 9Ta
KHOMKa HeaKTUBHAa, €CIN HM Of1HA 3anucCb HE BblOeNeHa.

Ypanutb Bce

KHonka ygansieT Bce CTPOKM CrMCKa pa3peLleHHbIX OTipaBuTenen.
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10.7.2 Ob6Lee

UcknrwoueHumn

Ap.peca, He noaBeprarwouwmnecs npoBepke

B aTon Tabnuue coaepXxuntcsa Cnmcok agpecoBs, UCKITIOYEHHbIX N3 CKaHNPOBaHUS MOAYyNem
Avira Mail Protection (6enbiin cnncok).

MpumeyaHune
Cnucok ncknoyeHun npumenseTcs mogynem Mail Protection Tonbko ans
BXOASALLMNX NMUCEM.

Adpeca, He rnodsepaaroujuecs rnposepke

None BBOAa
B aToM none ykaxute agpec, KOTOpbIN Bbl XOTUTE 406aBUTb K CMUCKY aapecoB, He
noaBeprarLLmxca ckaHMpoBaHuio. B ganbHenwem, B 3aBUCUMOCTM OT HACTPOeEK,
agpec He byget npoBepsTbes mogynem Mail Protection.

Jo6aButb
C NOMOLLIbIO 3TOM KHOMKM MOXHO A06aBnTb afgpec, ykasaHHbIN B Nofe BBOAA, K CIIUCKY
He NoABepralLmnXcs CKaHMPOBaHNIO aapPecoB.

Ypanutb

OTa KHorMkKa voanaet BblAENEHHbIN agpec SJ'IeKTpOHHOﬁ NOo4YTbl N3 CIMNCKA.

Appec 3neKTPOHHOMN NOYThbI
Anpec aneKTpoOHHON NoYThbl, KOTOPbIA BOoNbLUEe HE OOMMKEH NOABEpPraTbecs
CKaHMPOBaHMIO.

BpenoHocHoe O
Ecnun aTta pyHKUMS BKNOYEHA, aapec 31EKTPOHHON NOYTbl BONbLUE HE CKaHMPYEeTCs Ha
Hanun4dne BpegoHocHoro MMO.

HaBepx

KHonka nepemellaeT BblAeNeHHbIN agpec 3fIEKTPOHHOM MOYTbl HA OAHY NO3ULMIO
BBEpX. OTa KHOMKa HeaKTUBHA, ECNN He BblAefNieHa HY 0gHa CTPOKa Unu ecrniv Kypcop
CTOUT Ha BEPXHEN CTPOKE crmcka.
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BHus

KHonka nepemMellaert BblOEMNEHHbIN agpec SﬂeKTpOHHOVI Nno4YTbl HA OQHY NO3NUUIO
BHM3. JTa KHOMKa HeaKTUBHa, eCrin He BblAeneHa HU ogHa CTpOKa uinun ecnun Kypcop
CTOUT Ha HWXHEN CTpOKe Crnuncka.

Bydep

BydepHas namate moaynsa Mail Protection cogepxut faHHble O NPOBEPEHHbIX NMUCbMaX,
KoTopble oTobOpaxatTcsa B ctatuctuke B LieHTpe ynpaBneHus B pasgene Mail Protection.

MakcumanbHoe Ynucno nucem B 6ycepHon namaTu

B aTOM none ykasbiBaeTca MakCcuMarbHOE YMUCIo NMUCEM, KOTOPbIE MOTYT XPaHUTbCS B
OydepHon namatn moayns Mail Protection. Npu nepenonHeHnn 6ydepa cHavana
yaansaTca ctapble NMcbma.

MakcumanbHasn npoAoJIXUTeNIbHOCTb XpaHeHnA NncbMa B AHAX

B aToM norne ykasblBaeTcs MakcumaribHas npoaoikUTENbHOCTb XpaHEeHNUs NMUCEM B
AHsX. Mo ncreveHUn aToro BpemMeHu nucbma yaansioTtcst us bydepa.

Ouunctutb 6ydep

HaxxaTnem Ha aTy KHOMKY 13 Bydepa yaansaoTcs XpaHALWmeca B HEM NUcbma.
HWMWKHUA KONOHTUTYN

B pasgene HWXXHUIM KONOHTUTYN Bbl MOXETE HACTPOUTL HVXKHWUIA KONIOHTUTYN NUCbMa,
KOTOpbIN ByaeT oToGpaxaTbCsi B OTNpaBrsieMblX BaMy NMUCbMaXx.

OTa PyHKUMSA MOXET BbITb MCNOMb30BaHa TOMLKO NP akTuBauum nposepku Mail
Protection gns ncxogawmx nucem; cMm. onunto CkaHnpoBaTb Mcxogsallyro nouty (SMTP)
B pasgene Hacrtponka > Mail Protection > NMouck. Bbl MoXxeTe ncnonb3oBaTh 3a4aHHbIn
HWXHUW kKonoHTUTYN Avira Mail Protection, koTopbiM Bbl nogTBEp)KAAETE, YTO
OTnpaBneHHOEe NNCbMO ObiNo NPOBEPEHO aHTMBMPYCHOM NporpammMon. Bbl Takke MoxeTe
BBECTU COBCTBEHHbIN TEKCT B KAYECTBE HMXKHENO KOSTOHTUTYNa. Ecnu Bbl ucnonb3yeTe obe
ONuMM ONS HXKHErO KONMOHTUTYNAa, TO CHavana 6yaeT naty Nonb3oBaTeNbCKUA TEKCT
HWXHero konoHTuTyna Avira Mail Protection.

HuxxHul konnoHmumys 6 omrpaesiiemMbix nucbMax

MpucoeanHnTbL HUXKHUK KONOHTUTYN Mail Protection

Ecnu ata onumsa akTMBMpoBaHa, TO B TEKCTe OTNpaBnsiemMoro nucbma byget
oToBpaxaTbCa HYXHUIA KONOHTUTYN Avira Mail Protection. HWkHUM KONOHTUTYNIOM
Avira Mail Protection Bbl nogTeepxgaeTte, 4To OTNpaBeHHOE NMMCbMO ObIfo
NPOBEPEHO Ha BUPYCbl U BpeaOHOCHLIE nporpaMmmbl Mmoaynem Avira Mail Protection n
He COCTaBIieHO Hen3BeCTHbIM 60ToM. HxxHUI konoHTUTYN Avira Mail Protection
cooepXuT crnenyowmmn TekcT: "posepeHo aHmuegupycHou rpoepammou Avira Mail
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Protection [eepcusi npoepamMmel] [COKpaweHHOe Ha3gaHUe U HOMep 8epCcuu rMouckKkosou
MalUHbI] [COKpaweHHOoe Ha3gaHuUe U HoMep eepcuu ghalsia 8UpyCHbIX cugHamyp]'.
MpucoeAMHUTb 3TOT HWXKHUNA KONOHTUTY

Ecnu ata onuus aKTBMUpOBaAHa, TO TEKCT, KOTOprVI BBOAUTCA B CTPOKE BBOAA, 6y,u,eT
0T06pa)KaTbCF| B OTnpaBJfiIEHHbLIX MMCbMax Kak HWXKHUI KOJIOHTUTYI1.

Mone BBoAa

B aToM none 3agaetcs TeKCT, KOTopbI ByaeT oTobpaxaTbCs B OTNPaBEHHbIX
MMCbMaXx Kak HUKHUIA KONOHTUTYI.

10.7.3 Otuert

Mogynb Mail Protection obnagaet obLLIMpHBIMU PYHKLMSAMWU NPOTOKONIMPOBAHUSA, KOTOPbIE
MOryT NpefoCTaBUTb NONb30BATENIO UMY aMUHUCTPATOPY TOYHbIE CBEAEHUS O BUAE U
XapakTtepe HaueHHoOro obbekTa.

lMpomokonuposaHue
B aton rpynne onpeaensietcs o6bem danna otyeTa.

BbIKI

Ecnu BbibpaHa ata onuusa, To moaynb Mail Protection He cocTaBnsieT npoToKo.
OTkasbiBaTbCS OT NPOTOKONMPOBAHNA CreayeT TONbKO B UCKNIOUYNTENBHbIX Criy4vasix,
Hanpumep, TONbKO MNPW BbINOSTHEHNUM TECTOBbLIX NPOrOHOB C 60MbLLIMM KOSIMYECTBOM
BUPYCOB UNWN HEXENATENbHbIX NPOrpamMMm.

Mo ymonyaHuio

Ecnu BkntodeHa ata onuus, moayne Mail Protection 3annceiBaet BaXHyto
nHdopMauuio (obHapyxeHus, NnpeaynpexageHns n ownodkn) B ann otyeTa, a MeHee
3Ha4yMmMasa nHdopmMauma ons ygodcrea paboThbl C OTYETOM B HEMO He BKNYaeTcs. JTa
HacTpoOMKa akTMBMPOBaHa Mo YMOMYaHMo.

PacwupeHHbIn
Ecnu ata onuus BknoveHa, moaynb Mail Protection BHOCUT B OTYET N MEHee
3Ha4YMMy0 MHopMaLMIO.

MonHbIN
Ecnu ata onuusa sknodeHa, moaynb Mail Protection BHOCUT B oTYeT BCHO
MHdOpMaLuIo.

OepaHu4yume ghatin omyema
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OrpaHnunTb pasmep go n Mb

Ecnu BbibpaHa aTa onuus, pasmep anna ot4eta MOXHO OrpaHNYnUTb, BO3MOXHbIE
3HayeHus: ot 1 go 100 MB. Npu orpaHnyeHnn pasmepa canna otyeTa
npegoctasnseTcsa NMUT okono 50 Kb, 4Tobbl yMeHbLINTL Harpy3ky Ha KOMMbIOTEP.
Ecnu pasmep (panna otyeTa npesbilaeT ycTaHOBNEHHbIN nuMmuT Ha 50 KB, ctapble
3anvMcu aBToMaTUYeCcKn yoanawTcs 4o TexX Nop, Noka pasmep He cokpaTutcs Ha 50
KB.

3awmuTtnuTb (pamn oTyeTa OT COKpaLLUeHUA

Bknouns 3Ty ONuUUKO, MOXXHO 3alLUTUTb cba|7|n oT4yeTa OT COKpaLLEeHUA.

3anucatb KOHcuUrypauuio B chann otyerta

Ecnu ata onuua BkntoveHa, npumeHsieMmble HacTporiku Mail Protection 3anuceiBatoTcs
B pann oTyeTa.

Yka3saHue

Ecnu orpaHnyeHune anga panna otyeTa He ykasaHo, HOBbI (hans otyeTa
aBTOMaTUYECKM CO3JaeTcs nocre Toro, Kak dann otyetTa AOCTUTHET pasmepa
100 MB. [lnsa ctaporo aina coxpaHseTcs pesepsHas konusa. MoxeTt
CylLlecTBOBaTb [0 TPeX pe3epBHbIX KOMun cTapbix oannos ot4yeta. Camble
cTapble Konun ygansawTcs.

10.8 Safe Browsing

Ecnu Bbl 3aganu naponb ans dyHkummn Safe Browsing, OkKHO HacTpoek moaynsa Safe
Browsing ckpblBaeTCcs U BO3HUKaET KHOMKa 3aluuLLeHo naponem.

3awmweHo naponem

Haxxmute kHonky "3awuweHo naponem" n BBeguTe naponb ana moaynsa "Safe
Browsing" B okHe "BBeguTe naponb", 4TOObLI NONY4YNTbL AOCTYN K HACTPONKaM
moayns Safe Browsing.

AxtuBupoBaTb Safe Browsing

Ecnu ata onums BknNoyeHa, TO Npu HaBuUrauumn B VIHTepHeTe Bce OTKpbIBaeMble B
Gpay3sepe cTpaHuLbl OyayT NpoBepPSATLCS B COOTBETCTBUM C POSbiO
3aperucTtpupoBaBsLlerocs B Safe Browsing nonb3oBatens. byayTt 6nokuposartbcs Te
CTpaHuMUbl, KOTOpbIE B Npeaenax AaHHOW PO CYMTaOTCS 3anpeLLeHHbIMU.

NMpumeyaHue

lMonb3oBaTenu KOMMbKOTEPA, KOTOPLIM B pamkax oyHkuun Safe Browsing He
Oblnia NpUcBOeHa ponb, NpU akTMBMPOBaHHOW (pyHKUMK Safe Browsing 6yayT
10 YMOJIYaHUK NaeHTUduumMpoBaTbca kak PebeHoK. Bbl MOXeTe N3MEHUTb
porib NOb30BaTeNs MO YMOSYaHUIO.
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Mocne nHcTannsuumn onpeaeneHsl ponu nonb3osatenen PebeHok, MoapocTok
n Bapocnbin. B 3apaHee CKOHUIypMPOBaHHbIX POSIIX BPEMEHHLIE
OrpaHMyeHunst UCnosib3oBaHnsa MIHTEpHETa OTKNIOYEHDI.

Bbi6op nonb3oeamerns

Monb3oBaTenb

OTOT CNUCOK CcoAepPXNUT MMEHa BCeX nonb3oBaTenien CUCTEMBbI.

Jdo6aButb

C nomoLLbto 3TOW KHOMKM Bbl MOXeTe 406aBUTb BbIGpaHHOIo Nonb3oBaTenst K CUCKY
3almLaemMblixX nNonb3oBaTeneun.

Ypanutb

KHonka yaandaeT U3 Crncka BblerieHHYH CTPOKY.

Cnucok "poneun nonb3oBarenen”

B cnucke oTobpaatoTcs Bce obaBneHHble Nofb3oBaTeNyM C NMPUCBOEHHBIMU UM
ponamu. Mpu aobaBneHnn nonb3oBaTens NporpaMma no yMosrdaHuo npunmceiBaeT
emy posib Pe6eHok. LLienkHyB MbILLbIO MO PONK, Bbl MOXETE CMEHUTL POJb.

MpumeyaHue
[Monb3oBaTtens Mo ymonyaHur yoanutb HEBO3MOXHO.

Ponu

NMone BBOAa

B 370 none BBOOUTCA MMS POfn, KOTOPYH Bbl XOTUTE A0OABUTL K POSsiM
rnonb3oBaTenemn.

N3meHUTL

Haxas KHOMKy "M3MeHUTb", Bbl MOXeTe HacTpouTb BblOpaHHyto ponb. OTKpoeTcs
AnanoroBoe OKHO, B KOTOPOM MOXHO YKa3aTb 3arnpeLleHHble n paspelleHHble URL, a
Takke BblOpaTb 3anpeLeHHOe CoaepKaHMe B 3aBUCUMOCTM OT kateropun. (Cm.
Csoncrtsa ponu.)

Job6aButb

C nomoLbo 3TOM KHOMKM BBE€OEHHYIO B OKHE BBOAa pPOJib MOXHO nobaBunThb K CNnNCKy
OOCTYMHbIX pOJ'IGVI.

Ypanutb

KHonka vyoandaeT U3 Crnncka BblAeJ1IEHHYIO POJib.
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Cnucok

Cnuncok otobpaxaeT Bce co3fgaHHble ponn. [JBOMHbLIM LLIENTYKOM MO PONKN OTKPbIBAETCS
Ananor CBOUCTB pornu.

MpumeyaHue
Y>e NpUCBOEHHbIE MOSb30BaTENAM PO HE MOTYT ObITb yaarneHsbl.

CooTBeTCTBYHOLWMNE TEMbI:

e YT0 Takoe Safe Browsing

o Cponcta ponu

e [1NNTENbHOCTb UCMOMb30BaHMS

. MHTepBaJ’I MCMoJib30BaHNUA

10.8.1 CsowcrBa ponu

B okHe CBoMCTBa posnu Bbl MOXeTe onpeaennTb BblIOpaHHY0 porb ANsS UCnofb30BaHUS
NHTepHeTa.

Bbl MOXeTe siBHbIM 06pa3om 3anpeTuTb unu paspewntb goctyn kK URL. Bbl MmoxeTe Ha
OCHOBaHWK BblIbopa onpeaeneHHbIX kKaTeropuin 6rokMpoBaTh cogep)xaHme canToB. Bbl
MOXeTe orpaHu4MBaThb MO BpeMEHU Ucnonb3oBaHue NHTepHeTa.

KoHTponupoBatb aoctyn k cneayrowmm URL

B cnncke otoGpaxatoTcs Bce BHeceHHble URL ¢ npunucaHHbiMm npaBmnamm
Grnokuposame vnn Paspewums. Mpn gobasneHnn URL no ymon4yaHuto
npunucbiBaeTcs npasuno briokuposams. LLlenkHyB No npaBuny, Bbl MOXETE U3MEHUTb
ero.

Ho6aButb URL

B o710 none Heobxogmmo BeBecTn URL, KOTOpblE LOMKHbI KOHTPONMPOBATLCS
doyHKumen sawmTtbl geten. Bol MoxeTe 3agate Yactn URL, ykasaB ypoBeHb JOMEHaA
CO CTOSALLMMM Nepen HAM Unu nocre Hero Todkamu: .domainname.de ans Bcex
CTpaHuy, 1 Bcex cybgomeHoB gomeHa. Beb-ctpaHuua ¢ nobbiM JOMEHOM NEPBOro
ypoBHS (.com unu .net) 6ygeTt 3akaHumMBaTbLCs TOUYKoN: domainname.. Ecnu Bbl
3anucbiBaeTe Habop cMMBONOB BE€3 TOUKN B Ha4ane unn B KOHLUe, Takas
nocrnegoBaTenbHOCTb MHTEPNPETUPYETCH Kak AOMEH NEPBOro YPOBHSA, Hanpumep, net
Ansa scex gomeHoB 30Hbl NET (www.domain.net).Bbl MmoxeTe NnpuMeHsiTb
crneunanbHbIn cMmBon * ans nboro KonmyecTBa 3HaKoB. cnonb3ynTte B codeTaHnn
CO cneumanbHbIMU CUMBOSIaMKU TOYKM O51s1 0003HaYEeHUs1 YPOBHS JOMEHa nepes ero
MMEHEM UNn Nnocne Hero.

NMpumeyaHue
MpaBuna URL nmetoT npuoputeT, UCXoasa U3 KONMYecTBa YacTen MMeHU
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(Labels) pomeHa. Yem Gonblue YacTen ykazaHO B UMEHU JOMEHA, TEM BbiLle
npuoputeT npasuna. MNpumep:

URL: www.avira.com - npasuno: Pa3spewunTb

URL: .avira.com - 3abnoknpoBaTtb

OT0T Habop npasun paspewaeT Bce URL gomeHa www.avira.com. URL
"forum.avira.com" 6ygeT 3abnoknpoBaH.

NMpumeyaHue

YkasaHHble . unun * otHocAatcsa Ko BceM URL. Mcnonb3yinTte 3T cuMBOIbIl, ecrv
Bbl XOTUTE, Hanpumep, 4ns ponu PebeHok pa3bnokMpoBaTb TOMbKO HEKOTOPbIE,
SIBHbIM 06pa3oM ykasaHHble CanTbl, Kak, Hanpumep, B crnegyoLiem Habope
npaBun:

URL* unu . - npaeuno: 61okmpoBaTb

URL: kids.yahoo.com - npaBuno: paspeLwumnTb

URL.: kids.nationalgeographic.com - npaBuno: paspewnTb

Habop npasun 6nokupyet Bce URL, kpome URL ¢ gomeHamm "kids.yahoo.com”
n "kids.nationalgeographic.com".

Odob6aButb

C nomMoLL b 3TOW KHOMKM Bbl MOXeTe AobaBuTb 3agaHHbIN URL K crnvcky
KoHTponupyembix URL.

Ypanutb
KHonka yganseTt otMmedeHHbIn URL 13 cnncka koHTponnpyemblx URL.

BnokunpoBatb aocTtyn K URL-ccbIfikaM, KOTOpble OTHOCATCA K cneaylowmm
KaTeropusim

Ecnu aTa onums BknoYeHa, To coaepkaHne Beb-cTpaHul, oTHocsILLeecs K
BblGpaHHbIM KaTeropusiM B Criucke kateropwi, 6nokmpyeTcsi.

Pa3pe|.ueHHaﬂ ANMUTeNIbHOCTb NCNOJ1Ib30BaHUA

Mpu HaXaTun Ha KHoMKy PaspelueHHas ANUTENbHOCTbL UCNOJSIb30BaHUS OTKPOETCS
Avarnor, B KOTOPOM Bbl MOXETE YCTaHOBUTb BPEMEHHbIE OrpaHUYEHUs Ha
ncnonb3oBaHue VIHTepHeTa Ans ponu, KOTOpYto Bbl HAcTpanBaeTe. Bpemsi paboThbl B
NHTepHeTe Ans ponv MoOXHO 3a4aTh Ha OAHY Hedent, Mecsl, UNn oTaenbHO Ans
paboumnx gHewn n BbIxoAHbIX. OnpeaenuTb TOYHbIE MHTEPBanbl UCNOMb30BaHUS B
onpeneneHHbl AeHb HeAenn MoXHO B crneaytowem avanore. Cm. [AnvMtensHocTb
NCMNONb30BaHUA.

Mpumepbl: koHTponupyembie URL

» www.avira.com-UWIN-www.avira.com/*
= BkntoyaeT Bce URL ¢ 4OMEHOM www .avira.com:
www.avira.com/en/pages/index.php, www.avira.com/en/support/index.html,
www.avira.com/en/download/index.html,...
URL c pomeHoM www.avira.de He BKITHO4YEHbI.
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» avira.com-UJN- *.avira.com
= Bkntoyaet Bce URL ¢ gomeHamum BTOPOro v nepBoro ypoBHS avira . com.
YKasaHHbIN Auana3oH BKYaeT BCe CYLLECTBYOLWME AOMEHbI MEPBOrO YPOBHS U
nogaoMeHbl . avira.com: Www.avira.com, forum.avira.com,...

= avira. -WIN- * . avira.*
= BkntovaeT B cebs Bce URL gomeHa BTOPOro ypoBHSA avira. YKaszaHHbIN uanasoH
BKMNOYaeT BCe CyLLeCTBYOLWNE JOMEHbI NEPBOro YPOBHS U MOAOOMEHbI .avira.:
www.avira.com, www.avira.de, forum.avira.com,...

= _*domain*.*
Bknrovaet Bce URL, cogepxalume JOMEH BTOPOro YPOBHS C LENOYKON CUMBOSIOB
"domain": www.domain.com, www.new-domain.de, www.sample-domainl.de, ...

= net -UNN- * . net
=BkntoyaeTt Bce URL ¢ gomeHOM nepBoro ypoBHA "net": www.namel.net,
www.name?2.net,...

CooTBeTCcTBYyHOLWMNE TEMbBI:

e UYT0 Takoe Safe Browsing

o Safe Browsing Hactpouka

e [NUTENbHOCTb MCMOMNb30BaHWS

e WHTepBan ncnonb3oBaHus

10.8.2 AnuntenbHOCTb MCNONb30BaHUA

B okHe ONUTeNnbHOCTb UCNOMb30BaHUS Bbl MOXETE YCTAHOBUTb MaKCMMaIbHYH
ANUTENbHOCTb UCNonNb3oBaHMsA VIHTepHeTa Ans onpeaeneHHon ponu nonb3oBaTensi.
Ncnonb3oBaHne MHTepHeTa No BpeMeHu onpeaensieTcs no 3anpocam, OCyLLEeCTBsieMbIM
3a MUHMMAanbHbIA MHTepBan B 5 MUMHYT. HeobGxoaumoe MakcumarnbHoe BpeMsi paboTbl B
NHTepHeTe ans ponvu MoXHO 3aaaTh Ha OAHY Hedern, Mecsl, Unu oTaenbHo Ans pabounx
OHEN N BbIXOAHbIX.

OrpaHnunTb MHTepHeT-4OCTYN NO BpeMeHun

C NOMOLLIbIHO 3TOW OMNUMK Bbl MOXETE OrpaHNYnUTbL BPeEMS UCronb3oBaHusa NHTepHeTa
ANs BCex nonb3oBaTenen, KOTopbIM npucBoeHa ponb. Mpu npeBbIlLeHUN
pa3peLleHHOro BpeMeHn UCMNonb30BaHNS BEO-CTpaHULbl, Bbl3biBaeMble
nonb3oBaTenem, byayT 6rnokupoBaTbcs. B Gpay3epe nosiBUTCA npegynpexaarollee
cooOLLeHue.

OrpaHu4yeHMe No BpeMeHU B Heaenro, mecsu, AeHb (NH — NT, ¢6, BC)

Heobxoaumyto AnnTenbHOCTb UCMONb30BaHUSA MOXHO 3a4aTb C NMOMOLLbIO
NOJSI3YHKOBOIO perynsatopa nnu KHoMok-CTperiok cnpasa, psgoM ¢ nonsMmun BBoaa. Bol
Takke MoXeTe BBECTU ONNTENbHOCTL UCNOMb30BaHUS BPYYHYKO B COOTBETCTBYHOLLEE
none. YuntbiBanTte popmaT BpEMEHMW.
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Ecnn ans BpemeHn Mcnonb3oBaHWs BBEAEHbI pa3Hble 3HAYEHMS, MporpamMmma Ux He
koppekTupyeT. MNporpamma ncrnonb3yeT COOTBETCTBYHOLLEE MUHUMANbHOE 3Ha4YeHne
ANsi OrpaHNYeHNs ANUTENbHOCTU UCMNONb30BaHWS.

TOYHbIN MHTEpPBan UCNONb30BaHUSA

Haxatnem Ha kHonky TOUYHbIM MHTEpPBan UCNONb30BaHUA OTKPbIBAETCs Anarnor, B
KOTOPOM MOXHO OonpeaennTb Bpems Ans onpeaeneHHon MakcMarnbHON
ANUTENBHOCTU MUcnonb3oBaHus. CM. VIHTepBan 1crnonb3oBaHus.

COOTBeTCTBleI.I.WIe TeMbl.

Urto Takoe Safe Browsing
Safe Browsing HacTtpoika
CsouncTtBa ponu

MHTepBaJ’I MCrNoJsib30oBaHUA

10.8.3 WMHTepBan ncnonb3oBaHUA

B okHe MHTepBan ncnonb3oBaHUA yKaXxuTe pa3peLleHHOe BPeEMS UCMONb30BaHUS A4S

3aaHHON MakcUMarbHOW ANMTENbHOCTU Nonb3oBaHusA VIHTepHeTa ponu: Ans Kaxaoro
[AHS HEOENWN MOXHO paspeLLnTb onpeaeneHHbI nepuod paboTsl B MIHTepHeTe.

Ucnonb3oBaHue MHTepHETa pa3peleHOo TOJIbKO B YKa3aHHOe BpemsA

C NomMoLLbio 3TOW ONUMK Bbl MOXETE YCTaHOBUTb BPEMS CYTOK A5 UCNOSIb30BaHUS
MHTepHeTa onsa Bcex nonb3oBaTenemn, KOTOpbIM NpUcBoeHa posib. Ecnn UHTepHeT
ncrnonb3yeTcs AoNblie, YeM YCTaHOBIEHO 4S5 AaHHOW ponun, TO Bbl3blBaeMble
cTpaHuubl byayT 6noknpoBaTbes. B 6paysepe nosiBUTCSH COOTBETCTBYHOLLEE
coobLieHue.

» ,D,J'IFI BblaeJNieHnda BpeMeHn pa6OTbI B MHTepHeTe, OTMEeTbTE HYXHbl€ BPpEMEHHbIE
MHTEepBarbl.

MpeaycMoTpeHbl crieaytoLme BO3MOXHOCTY AN pas3peLleHns unm sanpeta padoTo
B onpeaeneHHoe Bpems:

= [nsA paspeweHus paboTtbl B UHTepHeTe B onpeaeneHHoOe BpeMs: LLENKHUTE
MO HY>XHbIM HEOTMEYEHHbIM MOJISIM C yKa3aHWeM BpeMeHU U nepemMectmTe
KYpCOP MbILIM NPW HaXKaToWn NeBow knasBuLLe N0 HEOTMEYEHHbLIM MOSSIM BPEMEHMW.

= Onsa 3anpeLweHus pa6OTbI B MHTepHeTe B onpeanesieHHoe BpeMA: LWEeNKHNTe
Nno HY>XHbIM OTMEY€HHbIM NoJIAM C YKa3aHUeM BpeMEeHU U NnepemMecTnuTe Kypcop
MbILLWX NMpU HaXxaToun NeBou KnasuLle no OTMEYEHHbIM NOSISAM BpeMeHN.

¥ LllenkHUTe NnpaBoi KNaBULLEN MbILLKX MO MOS0 BPEMEHMU HY>KHOIO AHS, YTOObI
oT0b6pasnTb ykasaHHblE NMPOMEXYTKN BPEMEHM B ANanoroBom okHe. Npumep:
Locmyn e lHmepHem 3anpeuw,eH ¢ 00:00 do 11:00.

COOTBeTCTByIOI.LI,I/Ie TeMbl:

Urto Takoe Safe Browsing
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o Safe Browsing Hactpouka
« CpowncrtBa ponm

e [1NnNTENbHOCTb MCNOMNb30BaHUS

10.9 Ob6wee

10.9.1 Kateropuu yrpo3s
Bbi6op pacwupeHHbIx Kamezopuli y2po3

Baw npoaykt Avira sawmiiaeT Bac OT KOMMbIOTEPHbIX BUPYCOB. Kpome Toro, y Bac ecTb
BO3MOXHOCTb AN pepeHLMpOBaHHOIO NOMCKa cneayrowmnx AoNONHUTENbHbIX KaTeropum

yrpos.
e PeknamHble nporpammel

e PeknamHoe NMNO/wnunoHckoe MO

e [lpunoxeHus

e Backdoor-nporpammbl

o dannbl CO CKPbITbIMM pacCLUMPEHNAMMN

e [lporpammbl 4O3BOHA Ha NnaTHbIE HOMepa
o  OuwmHr

e [lporpammbl, HapyLwaroLue YacTHyt cepy
o [lporpammbi-LLyTKK

e Wrpebl

o OO6maHHas nporpamma

e HeobblYHblE NAKOBLUMKN

LLlenykom no cooTeeTCcTBYHOLEMY (PraXKy MOXHO MO KeNaHUI BKNIOYUTL (ranoyka
YCTaHOBIEHA) UMW BbIKMIOYNTD (ranioyka CHsTa) BbIOpaHHbIN TUM.
BknrounTtb BCe

Ecnu ata onuus BkNtoYeHa, BCe TUMbI aKTUBUPYHOTCA.

3Ha4yeHuMA No YMONYaHUIo

OTa KHOMKa BOCCTaHaBNuBaeT HaCTpOIZKI/I Nno yMOJ14aHuIo.

NMpumeyaHue

Ecnu oguH 13 TMNoB geakTMBMpoOBaH, TO O dpannax, pacno3HaHHbIX Kak
COOTBETCTBYHOLUUIN TUN NporpaMmmebl, 6onbLue He coobuiaeTcs. 3anuch B dhann
oT4eTa He BbINOSHAETCS.
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10.9.2 PacwwvpeHHas 3awmTa
PacmupeHHan 3almuTa
ProActiv

Bknouutb ProActiv

Ecnu ata onuusa BkntoveHa, nporpaMmmbl KOHTPOSNMPYIOTCS Ballen CUCTEMON U
NpPOBEPSAITCH Ha HanNU4Me NOAO3PUTENbHON aKTUBHOCTU. [1pn BO3HUKHOBEHMUM
TMNU4Horo aAnga BpegoHocHoro MO noBefeHUs Bbl nosnydaeTe cooblieHne. Bl moxeTe
6nokupoBaTtb nporpammy unu, Beidbpas "UrHopmpoBaTtb", NPOAOIIKUTL BbINOSIHEHNE
nporpammbl. VI3 NnpoBepKM UCKNOYEHbI: NMPOrpaMmmbl, KnaccuguLmMpoBaHHbIE Kak
HageXHble, HaJeXHble U MOANUCaHHbIE NPOrpaMMbl, KOTOPbIE NO YMOMYaHUIO
cogepxartcsl B CNUcKe paspeLLeHHbIX NPUITOXKEHUN ounbTpa NpuUnoXxXeHumn, Bce
nporpammbl, JOGaBNEeHHbIE BaMU K CMIMCKY paspeLLeHHbIX NporpamMm unbTpa
NPUITOXEHNNA.

Ncnonbays dyHkunio ProActiv, Bbl 3alumiiaete cebsa oT HOBbIX N HEM3BECTHbIX Yrpo3, Ans
KOTOPbIX eLe HET onMcaHus BUPYCOB U 3BPUCTUYECKNX MeTOoa0B. TexHonorna ProActiv
WMHTerpuposaHa B koMnoHeHT Real-Time Protection, oHa HabnogaeT 3a BbINOMHAEMbIMA
nporpamMmmamMmu genctensMn n aHanusnpyet ux. NosegeHne nporpamm nccnegyeTcs Ha
Hanuyne akTMBHOCTU, TUNNYHON Ans BpegoHocHoro MO: Bug oencrTensa n ovepeaHoCTb
aencteuin. Ecnun nporpamma ocyuwlectsnseT 4eNCTBUS, TUNNYHbIE Ana BpegoHocHoro M0,
OHa naeHTUdULMpyeTCcs Kak oGHapyXeHHbIN BUPYC : Bbl MoxeTe 3abnoknposaTtb
BbINOSTHEHWE NPOrpaMMbl UM NPOUTHOPUPOBATL COOBLLEHNE N NPOAOITKUTL €€
BbIMOMHEeHWe. Bbl MOXeTe knaccuuunpoBaTb NporpaMmmy Kak HafleXXHyro u obaBuTh ee B
CMNCOK paspeLLeHHbIX NporpaMmm unbTpa NpunoxeHnn. Y Bac Takke eCTb BO3MOXHOCTb
npv nomoLum komaHabl Becerga 6nokupoBatb J06aBUTE NporpammMy B CIMCOK
OnoknpyeMbix nporpaMmm unbTpa NPUNOXKEHUNA.

[nsa onpegeneHuns TunMyHoro Ansa spegoHocHoro MO noBegeHnst KOMNOHEHT ProActiv
ncrnonb3yeT Habopbl Npasun, pa3paboTaHHbIE LLEHTPOM UCCnef0BaHUM BUPYCOB
komnaHum Avira. Habopbl npaBun noctaensoTca 6aHkamn gaHHbix Avira. [Ana cbopa
nHdopMauum B 6aHkax AaHHbIX koMnaHun Avira npunoxeHune ProActiv nepecoinaet
MHOPMaUUIO O HaWAEHHbIX NOAO3PUTESbHBIX Nporpammax. B npouecce yctaHoBku 10
Avira Bbl MOXeTe OTKIMYUTb Nepeaadvy AaHHbIX B 6a3bl AaHHbIX KOMAaHum Avira.

Yka3aHune
TexHonorusa ProActiv noka HegoctynHa ans 64-6uTtHbIx cuctem!

Cloud Protection

Bknrouutb Cloud Protection

OTneyvaTkm BCcex NOAO3pUTENbHbBIX (hannos nepeaarTca Ans AUHaMUYECKOro
pacno3HaBaHus B OHNanH pexnme Ha Avira Cloud. ®annbl NpunoxeHu cpasy xe
NOEHTUPULMPYIOTCA KaK YNCTble, UH(PULMPOBAHHbLIE UMW HEN3BECTHbIE.
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Cuctema Cloud Protection gencrTByeT Kak LeHTpanbHbIN y3en, pacno3HatoLwmnin knbep-
aTaku Ha coobuectBo Avira. ainnbl, K KOTOpbIM ObpallaeTcst Ball KOMMbIOTEP,
CcpaBHMBaOTCA ¢ o6pa3yamm annoB, COXpaHEHHbIMU B 06riayHomn cucteme. MNockonbky
OCHOBHas paboTa BbINonHseTcst B obnake, flokanbHOM nporpammMe 3alunTbl TpebyeTca
MEHbLLE pPecypcoB.

Mpwn kKaxxgon 6bICTPON NpPOBEepPKe CUCTEMbI CO3AETCS CMMCOK MECT XpaHeHust annos,
noaBepXXeHHbIX Yyrpo3e BO34eNCTBMSA BPEJOHOCHbIX NporpamMm. B aTom cnvcke, B
4YaCTHOCTU, HAXOOATCS TeKyLune NpoLecchbl, NPorpamMmmbl 3anycka u crnyXebHble
nporpamMmmbl. [N kaxgoro darna coctaBnsieTcst KOHTposribHast cymma ("otnevartok") u
oTnpaensieTcsa B ob6nayHyo cuctemy 6e3onacHoCcTu, nocne aToro dann
naeHTunumnpyeTcs Kak "Jynctoin” nnu "BpegoHOCHbIN". HensBeCcTHble NporpaMMHbIe

hannbl 3arpyxatotcsa onga nposepku B cuctemy Cloud Protection.

Bpy4Hylo noaTBepKaaTbh OTNPaBKy NOAO03PUTENbHbLIX hannoB B KOoMnaHuio Avira
Bbl MOXXeTe NpoBepUTb CNMCOK NOA03PUTENBbHBLIX (hansioB, KOTOPbIE HY>XHO 3arpy3uTb
B Cloud Protection, n pelumtb caMoCTOATENBHO, Kakne gansbl Bbl XOTUTE 3arpy3unThb.

CkaHupoBaHue cdannoB B pearibHOM BpeMeHU
Ecnun paHHas oyHKUMA BKNOYEHA, TO HEM3BeCTHbIe (hannbl, N0 Mepe A0CTyna K HAM,
otnpasnstoTcsa B Protection Cloud ans aHanusa.

MokasaTb cTtatyc 3arpy3ku B Avira Protection Cloud

B okHe B B1ae nHaukatopa BbINOMHEHNS OTODpaxaeTca cnegyowias nHopmMaums o
3arpyxaemblx ¢annax:

- MecTonosnoxeHue anna;

- um4a danna;

- COCTOSIHME (3arpy3ka/aHanus);

- pesynbTart (6e3onaceH/3apaxeH).
B pasgene briokupyembie npunoxeHuUsi MOXHO A06aBUTb NPUNOXEHUS, KOTOPbIE Bbl
KnaccudumumpyeTe Kak BpeOHOCHbIE 1 KOTOPbIE MO YMOMYaHWI0 AOMKHbI 6110KMpoBaTLCA
AntiVir ProActiv. [JobaBneHHble NpunoXxeHns He ByayT BbIMOMHATLCSA Ballen CUCTEMON.
Bbl MmoxxeTe fo6aBnATb NporpaMmbl K OuNbTPY NPUOXKEHUA Ans BroKupyeMbix

NPUIIOXEHUN Takke npu nomowmn coobueHnn Real-Time Protection 0 nogosputensHom
noBeaeHWn nporpamMmm, Ucnonb3ys onuuio Becerga 6nokupoBaTb 3Ty nporpamMmmy.

Briokupyemble npunioxeHusl

MNMpunoxeHue

B cnvcke npuBegeHbl BCe NPUoXKeHust, KOTopble Bbl KNnaccuguumpoBanm Kak
BPEeAOHOCHbIE 1 Ao6aBmnm ¢ NOMoLLbo HacTporku nnu coobLieHnin KOMNOHEHTOB
ProActiv. MNpunoxeHns na cnucka 6nokupytotca Avira ProActiv, n He 6yayT
BbINOMNHATLCA Ballen cuctemMon. NMpu 3anycke 6noknpyemon nporpaMmmbl NOSBSETCA
coobueHne onepaunoHHon cuctemel. Avira ProActiv ngeHtngpuumpyet 6nokmpyemble
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NPUNOXEHUS HA OCHOBAHUWN YKa3aHHOIo NyTW U MMeHU channa n 6rokmpyeT mx
HE3aBMCMMO OT UX COoAEPKaHUSI.

NMone BBoAa

YKaxute B 3TOM Nore npunoxeHue, KOTopoe A0MKHO bbiTb 3abrnoknpoBaHo. [Ans
naeHTUUKaLMmn NpunoXeHns HeobxoaMMo yKkasaTb NOSHbINA NyTb U MMS dhanna ¢
paclwmpeHneM. YkasaHue nytu AormkHO Nnbo copgepkatb 0603HavYeHne gucka, Ha
KOTOPOM pa3MeLLEHO NpUIoXeHne, Mo HaYMHATLCS C NePEMEHHbIX OKPYXEHWSI.

]

HaxxaTnem 3TOWn KHOMKN OTKPbIBAETCH OKHO, B KOTOPOM MOXHO BbliGpaTh NpUoXeHue,
KoTopoe HeobxoaMmo 3abnokMpoBaThb.

Jo6aButb

C nomoLubio kHonku "[lo6aBuUTk" Bbl MOXeTe J00aBUTb 3aJaHHOE B Nosne BBoJa
NPUNOXeHNe B CNNCOK NPUNOXKEHNIN, KOTOpPble Heo6xoanMOo 3abnokmpoBaThb.

Yka3aHue
MpunoxeHna, Heobxoanmble ans padoTbl ONepaunoHHON CUCTEMBI, HE MOTYT
ObITb JOOaBNEHbI.

Ypanutb

C nomoLbio KHONKKN "YaanuTb" Bbl MOXETE yaanuTb BblbpaHHOE NpUnoXeHue m3
cnmcka NpUnoXeHnn, KoTopble HeobxoaMMo 3abnokMpoBaTh.

B pasgene Ucknoyaemsie npuioxeHUs NnepedncneHbl NPUOXEHUS, UCKITOYEHHbIE 13
NpoBepKN KOMNOoHeHTOM ProActiv: nognmcaHHble Nporpammbl, KOTOPbIE MO YMOSYaHUI0
coaepXxaTtcs B CNMUCKe paspeLleHHbIX MPUNOXKEHUIN, BCE NPUNOXKEHUSA, COYTEHHbIE
HaOEeXHbIMU U BHECEHHbIE B (OUNBTP MPUMOXKEHUI: B HACTPOMKAX K CINCKY pa3peLueHHbIX
NPUNOXEHUN MOXHO A00aBUTb HOBbIE NPUNOXEHNS. Bbl Takke MOXeTe C MOMOLLbIO
coobuweHun Real-Time Protection 0 nogosputensHbIx NporpaMmmax AobaBuTb
NPUNoXeHus, ncnonb3ysa B coodbuieHnn Real-Time Protection onunio BbiCOKkOHageXHbIN
NOCTaBLLMUK.

Ucknroyaembie rpurioXXeHus

MpunoxeHune

CnMCoK coaepXuT NPUNOXKeHUs, NCKINIOYEHHbIE N3 NPOBEPKN KOMNOHeHTa ProActiv. B
HacTpoOMKax No YMOJSTHaHUIO MOCIe YCTAaHOBKU CMIMCOK COAEPXKUT NOAMUCAHHbIE
NPUITOXEeHNA HageXHbIX NpondsoguTenen. Bol MoxeTe KrnaccudpuumpoBaTtb
NPUNOXeHNe Kak HagexHoe C NMOMOLLbIO HACTPONKM nnmn coobieHnn Real-Time
Protection. KomnoHeHT ProActiv ngeHtuguumpyeTt NnpunoXXeHna Ha OCHOBaHUN NyTH,
nmeHun anna n cogepxanus. NpoBepka cogepxaHna Heobxoauma, Tak Kak B
npouecce U3MeHeHus1, Hanpumep, 06HOBNEHWIA, K NpOorpamMe MOXHO Ao6aBnTb
BpeOoHOCHbIN Kog. 3aaas Tun, Bbl MOXETE yKasaTb, HY>XHO N NPOBEPATH
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cogepxaHue: npu Tune "CodepxxaHue" 3afaHHbIe C NyTeM U UMeHeM hanna
NPUNOXeHUA NPOBEPSAIDTCA HA N3MEHEHNSA coaep)kaHusa annos 4o TOro, oHU ByayT
NCKIMOYeHbl U3 NpoBepkn KoMnoHeHTa ProActiv. [1pu nameHeHHOM cogepkaHum
dannoB NpunoxeHne cHoBa byaeT npoBepAaTbCA KomnoHeHToM ProActiv. Ecnn ykasaH
T™n "Myme", npoBepka coaepXXaHnsa He OCYLLLECTBIISIETCA 40 TeX nop, noka
npunoxeHune He ByageT MCKMOYEHO U3 NpoBepkn mogynem Real-Time Protection.
UTO0Obl N3BMEHUTbL CMNCOK UCKINIOYEHWIA, LLENKHUTE N0 OTOBpaxaemomy Tuny.

MpeaynpexaeHue

Wcnonbayite Tnn [Mymb TONBbKO B UCKMOYMTENBHBLIX crydasax. [lytem
OOHOBMEHNSA K MPUINOXEHNIO MOXHO [00aBUTbL BPEAOHOCHLIN Kog. 3HavanbHo
©e3onacHoe NpunoXXeHne CTaHOBUTCS BPEAOHOCHOM NMPOorpamMmmMon.

Yka3aHune

HekoTopble HagexHble NPUNoXeHus, Hanpumep, BCe KOMMOHEHTbLI BaLLero
npoaykTta Avira, No yMON4YaHUO UCKNOYEHbl U3 NPOBEPKM KOMMOHeHTa ProActiv,
OZHAKO OHW He BKIOYEHbI B CMUCOK.

NMone BBOAa

B aTOM none ykaxuTte npunoxeHue, KOTOpoe HeOHBXOANMO UCKITHYUTL N3 NPOBEPKN
KomnoHeHToM ProActiv. [1ng naeHTudukaumm npunoxeHmss Heobxogmmo ykasaTtb
NOJSIHbIN NYTb U UMSA panna ¢ pacluMpeHneM. YkasaHume nyTn OrmKHO Nnbo cogepxaTtb
obo3Ha4eHue ancka, Ha KOTOPOM pa3MeLLeHo NPUNoXeHne, NMBO Ha4YMHaTbLCA C
nepeMeHHbIX OKPYXXEHUS.

(-]

HaxxaTtnem KHonku OTKpbIBaeTCA OKHO, B KOTOPOM MO>XHO Bbl6paTb npunoXxexune,
KOTOpoe Heob6X0ANMO UCKIHOYMNTD.

Hob6aButb

C nomoubio kHomkn "[o6aBuTb" Bbl MOXeTe fo6aBuUTb 3agaHHOE B rnosie BBOAA
NPUNOXXeHne B CNINCOK NPUIOXEHN, KOTOPble HEOBXO0OMMO UCKMIOYNTD.

Ypanutb

C nomoLbio KHONKK "YaanuTb" Bbl MOXeETe yaanuTb BbibpaHHOE npuroxeHue s
cnmcka NPUNoXeHUn, KoTopble HEOBXOAMMO UCKIOYNTD.

10.9.3 Maponb
Bbl MOXeTe 3awmTUTb CBOWM NpoAyKT Avira B pasnunyHbix obnactax naponem. B atom
cnyyae napornb 6ygeT 3anpalumBaTbCA Kaxablil pa3 Nnpu NonbITKE OTKPbITh 3aLULLEHHYIO

obnacTb.

lNapornb
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BBegute naponb

3apanTte ceown naponb. [Jns 6e30nacHOCTV BBOAMMbIE B 9TO NOJSIE 3HAKN 3aMEHSAOTCA
3Be3goydkamu (*). Bel MmoxxeTe BBecTM He Bonee 20 cumsonos. Nocne nepesoro BBoAa
napons nporpamma 650knMpyeT OCTYN MpU YKaszaHUU HenpasubHOro napons. lNycroe
none osHavaet "bes napons".

MoaTBepXxaeHue

Ewe pas BBeanTe 34eCb ykasaHHbIV Bbille Naporib Ans ero noatresepxxaeHus. ans
6e30nacHOCTM BBOAMMbIE B 3TO MOJIE 3HAKN 3aMeHSITCs 3Be3ao4kamum (*).

MpumeyaHune
Bornbwwne n maneHbkne Gykebl pasnuyatorcs!

3awuweHHble naponem obnacmu

Baw npoaykt Avira MoxeT 3awmiatb naponem oTaesnbHble pasgenst. LLenykom no
COOTBETCTBYHOLLEMY (PNAKKy MOXHO MO XKeNaHM0 BKAYUTb U BbIKMOYUTL 3anpoc
naponsi 4ns oTAenbHbIX pa3nenos.

3awmweHHasn naponem obnactb OyHKUNS

LleHTp ynpaBneHus Ecnu onumsa BknNoyeHa, anga 3anycka Moayns
LleHTp ynpaBneHna notpebyeTcsa yCTaHOBNEHHbIN
naporsib.

Bkno4uunTtb / OTKNOUYUTb Ecnu aTa onuus BkntoveHa, TpebyeTtcs
Real-Time Protection YCTaAHOBMEHHbIN Naposb AN BKIOYEHUS /

oTknmoyeHua Avira Real-Time Protection.

BknounTb / OTKNIOUYUTB Ecnu aTta onuwnsa BkntodeHa, TpebyeTtca
Mail Protection YCTaHOBEHHbIV Naponb A5 BKIoYeHus /
oTkntodeHns Mail Protection.

BKnoYnMTL/OTKNIOUYUTDL Ecnu aTta onuwnga BknodeHa, TpebyeTtca
Web Protection YCTaHOBJEHHbIV NAponb AN BKIoYeHus /
oTkntoyeHus Web Protection.
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HacTponka

Safe Browsing BKno4unTb

[ oTKNIOYUTL

Ecnu onuus BknoYeHa, Tpe6yeTCF| yCTaHOBJ'IeHHbII7I

naponb ANs BKIIOYEHNA/OTKIOYEHNSA PyHKUMK
3awmTa geten.

KapaHTuH Ecnu ata onuus BkntoveHa, TpebyeTtcs
YCTaHOBMEHHbIN Napofb AN BKAOYEeHUs /
OTKITHOYEHMS BCEX obnacTten meHeoxepa
KapaHTuHa. LLlenykom no cooTBETCTBYIOLLEMY
naxKKy MOXHO MO XenaHuo BKITIYNTb Un
BbIKITHOYNTB 3anpoc naponsi.

BoccraHoBneHue Ecnu aTa onuusa BkntoveHa, AN BOCCTaHOBEHNSA

MH(ULMPOBaHHbIX 00bekToB TpebyeTcs yCTaHOBMEHHbIV Napofb.

o6bekToB

NMoBTOpHas npoBepkKa
3aTPOHYTbIX 0OHLEKTOB

Ecnu ata onuus BkntoYeHa, Ansi NOBTOPHOM
npoBepkn obbekTa TpebyeTcs yCTaHOBIEHHbIN
naporsb.

CBoucTBa Ecnu aTa onuusa BkntoveHa, To Ans npocMoTpa
NoBpeXAeHHbIX CBOWCTB 06BbEKTa HEOOX0ANM YCTaHOBMNEHHbIN
06beKkTOB naporsb.

YananeHue Ecnu aTa onuusa BkntoveHa, To Ang yaaneHus
noBpeXAeHHbIX 06bekTa HeobXoaNM YCTaHOBIEHHbI Naposib.
00BLEeKTOB

OTnpaBuUTb 3NIEKTPOHHOE

NMUCbMO B KOMMaHUIO
Avira

Ecnu ata onums BkroyeHa, To ANA OTnpaBku
obbekTa ANA NpoBepKnN B LIEHTP UccnegoBaHus
BMpPYCOB KoMnaHun Avira TpebyeTcs
YCTaHOBMNEHHbIN Naporsib.

KonupoBaHue
NOoBpeXAEeHHbIX
o6beKToB

Ecnu aTta onuumsa BknoveHa, AnNg KONMPOBaHWS
NnoBpeXaeHHbIX 06BHEKTOB TpebyeTcs
YCTaHOBIEHHbIV Napofb.
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Hob6aBneHue u Ecnu ata onuus BknoyeHa, TpebyeTtca
M3MeHeHue 3aJaHuin YyCTaHOBIEHHbIN Naponb Ans gobasnexHus un
N3MeHeHNs 3aad B NIaHNPOBLLKKE.

HacTtponka Ecnu onuusa BknoYeHa, HacTpomka nporpamMmel
BO3MOXHa TOMIbKO Nocrie BBOAA YCTaHOBIIEHHOMO
napons.

YctaHoBKa / YoaneHue Ecnu aTa onuusa BknoYeHa, Ang yCTaHOBKU UM
yaaneHus nporpaMmbl TpebyeTcs yCTaHOBMEHHbIN
naporsb.

10.9.4 be3onacHoOCTb
Autorun

BnokupoBaTb (hyHKLUUIO aBTO3anycka

Ecnu ata onuus aktnBmpoBaHa, TO BbINOSHEHUE PyHKLUMN aBTOo3anycka Windows Ha
BCEX NoAKNyaeMblx gmuckax, Hanpumep, USB-HakonuTtenax, CD n DVD guckax,
ceTeBbIX Auckax, bnokumpyetcsa. bnarogapa dpyHkuum astosanycka Windows gannbl
Ha HOCUTENAX UK CeTEBbIX AMUCKax NPy NOAKITHOYEHNN Cpasdy CYMTBLIBAKOTCH, MO3TOMY
dannbl MoryT 6bITb 3anyLleHbl aBTomaTmyeckn. OgHako ata yHKums HebesonacHa,
TakK KaK CyLLeCTByeT BEPOSTHOCTb aBTOMATUYECKOro 3anycka 1 yCTaHOBKU
BpeaoHOCHbIX nporpamm. OcobeHHO onacHa yHKUnsa aBTo3anycka ans USB-
HakonuTenew, T.K. 4aHHbIE Ha HUX MOTYT NOCTOSIHHO MEHATLCS.

Ucknrounte CD n DVD aucku

Ecnu ata onuusa BkntoveHa, To PyHKUMS aBTo3anycka gonyckaetcsa ansa CD u DVD
JVCKOB.

MpeanynpexaeHne

Heaktusunpynte yHkuuio astosanycka gna CD n DVD guckos Tonbko, eCnu Bbl
yBEpPEHbI, YTO UCMOSb3YeTe UCKMOYMTENBbHO HaAEXHbIE HOCUTENN
MHdopMaLmK.

3awuma cucmemsbi

3awumTa channa Windows hosts ot BHeCeHMA nameHeHumn

Ecnu ata onuus BkntoveHa, bann Windows hosts 3awmwieH ot 3anucu. Kakne-nmbo
MaHunynsumm ¢ pannom 6onee HEBO3MOXHbI. B aToM cnyyae BpeaoHocHoe MO He
MOXET NepeHanpaensaTb BallM 3anpochkl HA HeXenaTenbHble CTpaHuuUbl. JTa onums
BKJIKOYEHA NO YMOMYaHUIO.
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3awuma npodykma

MpumeyaHune
Onumm no 3awmTe NpoaykTa HegocTynHbl, ecnun Real-Time Protection He 6bin
YCTaHOBIEH B XOA4€ BbIBOPOYHOM YCTAHOBKMW.

3awumTa npoueccoB OT HeXeJlaTeJsibHOro saBepLieHuns

Ecnu ata onums BknoyeHa, Bce NpoLecchl NporpaMMbl 3aLMLLEHbI OT
He)XXenaTenbHOro 3aBepLUeHUst Bpe4oOHOCHbIMM NporpaMMamMu, a Takke oT
"HEKOHTPONMpYyeMoro" 3aBepLUeHUs Nonb3oBaTeneM, HaNpPUMep, Yepes aAmcneTyep
3agay. Ata onuus BKIKOYEHA NO YMOSYaHuIo.

Pacwu peHHas 3aluiuTa npoueccosB

Ecnu ata dyHKUMS BKMOYEHaA, BCe NPOLECCHI Nporpammbl 6yayT 3aluLLeHbl OT
He)XXenaTenbHOro 3aBepLUEHUs NMpY NOMOLLIM pacLUMPEHHbIX MeToaoB. [ns
pacLUMPEHHON 3aWmThbl NpoLeccoB TpebyeTcs 3HauUnTeNbHO Gonblle pecypcoB
KOMMbloTepa, Yem AN 06bIYHON 3aLUTbl NPOLIECCOB. ATa ONUMA BKIOYEHa No
yMon4yaHuio. [Ans oTKNoYeHNs onuumn noTpebyeTcsa nepesanycTuTb KOMMbIOTEP.

MpumeyaHue
3awmTta npoueccos HegocTynHa B Windows XP 64 Bit !

MpeaynpexaeHue

Mpwn BKNIOYEHHOM 3aLUUTE NPOLLECCOB MOIYT BO3HUKHYTbL NPO6rieMbl
B3aMMOAENCTBUSA C OPYrMMU NPOrpaMMHbIMKU NpoaykTamu. B aTux crnyvasx
OTKITH0YanTe 3aLnTy NPoLIeCcCcoB.

3awmTa channoB 1 3anmucen peectpa oT o6paboTku

Mpw BKIIHOYEHHOM OMNUKUKM BCE 3anncu NporpaMmbl B peecTpe, a Takke Bce dpannbl
nporpaMmmbl (4BOUYHbIE hannbl U dhannbl HACTPOWKK) 3aLUMLLIEHBI OT 06pPabOTKMK.
3awmTa oT 06paboTKkM NpegnonaraeT 3awnTy OT 3anucu, yaaneHus 1, YacTUYHo, OT
CUMNTbIBAHUS 3anncen B peecTpe Unu nporpaMmMHbIX oansios nonb3oBaTenem unm
BHELLUHUMM nporpammamu. [1ns BkntoveHms onuumn notpebyeTca nepesanyctntb
KomnbloTEp.

MNMpeaynpexaeHune
[MOMHWTE, YTO NPU OTKITHOYEHUN 3TOK ONUUN BO3MOXHbI MPOBAeMbI C ieYeHnem
CUCTEM, MHPULMPOBAHHLIX onpeaeneHHbIM1 Bugamu spegoHocHoro 0.
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MpumeyaHune

Ecnu ata onuua BkntoveHa, To U3MEHEHUSA B KOHUrypauum, a Takke B
3afiaHnsaX Ha NPoOBEPKY N OOHOBMEHME BO3MOXHbI TOSNTbKO Yepes NHTepdenc
nosib3oBaTens.

MpumeyaHue
3awmTa dpannos u 3anucen peectpa HegoctynHa B Windows XP 64 Bit !

10.9.5 WMI
[Moddepixka Ons uHecmpymeHmapus ynpasneHuss Windows (WMI)

NHcTpymeHTapui ynpasneHus Windows siBnsieTca ocHOBOMoMaratLen TexHonormemn
ynpasneHus Windows, koTopasi MO3BOMSET C NOMOLLbIO S13bIKOB CKPUNTOB U
NporpaMMmMpoBaHNS MNyTEM YTEHUSA U 3anNnCU BO3AENCTBOBATb NIOKanbHO U yaaneHHo Ha
HacTponkn Windows. Baw npoaykt Avira nopgagepxnsaet WMI 1 npegocTtaenseT B
NMHTepdence pasnuyHble gaHHble (MHdopMauus o ctaTyce, CTaTUCTUYECKUE JaHHbIe,
OTYETbI, 3ansiaHMPOBaHHbIE 3adaHnsa 1 T. 4.), cobbiTna . C nomowbo WMI MoXxHO
BbI3blBaTb ONnepaTuBHbIE JAaHHbIE MPOrpaMmel.

Aktnsupoatb WMI-noanepxky

Ecnu ata (pyHKUMA BKNOYEHa, Bbl MOXETE Bbl3BaTb onepaTuBHble AaHHbIe
nporpaMmmbl Yepes WMI.

10.9.6 CobbiTusa
OepaHu4yumse pasmep baHka cobbimuli

YcTaHOBUTbL MakKCMManbHbIW pa3mep He 6Gonee n 3anucen

Ecnu ata (pyHKUUA BKNHOYEHA, MOXHO OrpaHMyYnTb MakCUMarnbHOE KOM4eCcTBO
3anucen B 6baHke cobbITUI onpeaeneHHbIM YUCOM, A0NYCTUMbI creayoume
3Ha4veHusa: ot 100 go 10 000 3anucen. Ecnun KONMYeCcTBO 3anncen NPEBbLICUT
yKasaHHOe, camble cTapble 3anucu 6yayT yaaneHsbl.

Yaanatb Bce 3anuMcu o coObITUAX Yepe3 h AHen (AeHb)

Ecnu ata pyHKumnA BKNtoYeHa, cobbiTna 6yayT yaansatbcs n3 6aHka cobbiTnin Yepes
onpegeneHHoe KonM4ecTBO AHEeW; AoNyCTUMbI crniegyowmne 3HadeHna: ot 1 go 90. Mo
YMOM4YaHu IO 3Ta onuma BKtoveHa co 3HadveHnem 30 gHen.
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Be3 orpaHuyeHun

Mpw BKIOYEHMM 3TON ONumMK pa3mep O0aHKka AaHHbIX COObITUMI He orpaHnyeH. OgHako
B nHTepdence nporpamm B pasgene Cobbitua otobpaxaetca He 6onee 20 000
3anuvcen.

10.9.7 OTtueTnbl
OzpaHuyeHue omyemos

OrpaHMqMTb KoJqinyectBO 4O N LWIT.

Ecnu ata onuus BKAOYEHA, MOXHO OrpaHNYNTbL MakCMMarbHOE KOSIMYECTBO OTHETOB,
onpeneneHHbIM YNCNoMm; gonyctumMel cnegyrowme sHadveHna: ot 1 go 300. Ecnn
KOSNIMYEeCTBO OTYETOB NPEBLICUT YKaszaHHOe, CaMble CTapble OT4YeTbl ByayT yaaneHsbl.

YaanaTtb Bce oT4YeThbl CTaplue Yyepes n AHen

Ecnu aTta dyHKUMS BKItOYEHa, 0TYeTbl OyayT aBToOMaTUYeCKN yaanaTbes Yepes
onpeneneHHoe KoNMYecTBO AHEN; AoNYyCTUMbI crieaytolime 3HadeHus: ot 1 go 90
AHen. Mo ymonyaHuio 3Ta onuusi BKIOYeHa co 3HadeHnem 30 gHel.

Be3 orpaHnyeHnn

Ecnu ata onuus BKAOYEHA, KONMYECTBO OTYETOB HE OrpaHn4eHo.

10.9.8 Mankn
BpemeHHbIt rnyms

MUcnonb3oBaTb CUCTEMHbIE HaCTpOﬁKM

Ecnu ata pyHKUmnA BKNoYeHa, ang paboTbl C BpeMeHHbIMU hannaMmm NCnonb3yTcs
HaCTPOMKN CUCTEMBI.

MpumeyaHune

Y3HaTb, rge Balla cuctema CoxpaHsieT BpeMEHHble doansibl, MOXHO Ha Npumepe
von Windows XP: NMyck > Hactpowuku > lNaHenb ynpaBneHusa > Cucrema >
Bknagka "[dononHutenbHO" > kHorka "lMepeMeHHble OKpyXeHus". 34echb
npuBeaeHbl COOTBETCTBYHOLLNE 3HAYEHUS A5 BPEMEHHbIX NEPEMEHHbIX (TEMP,
TMP) ANSA 3aperMcTpupoBaHHOIO B JaHHbIM MOMEHT MOSb30BaTENd, a Takke
ANSA CUCTEMHbIX NepeMEHHbIX (TEMP, TMP).

Mcnonb3oBaTthb cneayiollyro nanky

Ecnn aTta onuma BkroveHa, ncnosib3yeTcqd nyTb, yKa3aHHbIIZ B nofe BBoAa.
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Mone BBoga

B aTOoM none BBoAa HYXXHO yka3aTb MyTb K Narke, B KOTOPOW cucTemMa OOSDKHa
XpaHUTb BpeMeHHble dpannsbl.

L]

HaxaTnem Ha KHOMKy OTKpbIBAETCSA OKHO, B KOTOPOM MOXHO BbIOpaTh HY>XHbIN NyTb
AN1S BpeMeHHbIX hansios.

Mo ymonyaHuio

HaxaTnem Ha 3Ty KHOMKY BoCCTaHaBnMBaeTCs NpeaycTaHOBMEHHas nanka ans
BPEMEHHOTO NyTw.

10.9.9 Akyctnueckuni cmrHan npepynpexneHus

Mpn oBbHapyxeHun Bupyca unm spegoHocHoro MO ¢ nomowbio moaynsa System Scanner
unu Real-Time Scanner B MIHTEPAKTMBHOM peXMMe pa3fgaeTcs npeaynpexaatoLnin
curHan. Y Bac eCTb BO3MOXHOCTb OTKMOYUTb MW BKITOYUTD NpeaynpexaatoLlwmi curHan,
a Takke BblOpaTb B Ka4yecTBe npegynpexagatowlero curdana gpyron Wave-gawnn.

MpumeyaHne

Pexum gencteun mogyna System Scanner 3agaeTtcd B HacTpomrKax
cnegyowmnm obpasom: besonacHocTb MK > System Scanner > Nouck >
[encteue npn obHapyxeHun. Pexum gencteuin Real-Time Scanner 3agaeTcs B
HacTpownkax cnegyowmnm obpasom: besonacHocTs K > Real-Time Scanner >
Mownck > [denctaure npu obHapyxeHuu.

Bbe3 npeaynpexaeHus

Mpn BKNOYEHNN 3TOM ONLMN aKyCTUYECKUI CUrHan He nogaeTcs Npu obHapyxeHun
BMpyca c nomoubio System Scanner nnun Real-Time Scanner.

Bocnpou3BoauTb Yepe3 rPOMKOroBOpuUTenb KOMMNbIOTepa (TONbKO Npu
MHTEPaKTUBHOM peXxume)

[Mpn BKAOYEHUN 3TOM ONLMKN NOLAETCHA aKyCTUYECKUIA CUrHan co CTaH4apTHbBIM
3BYKOBbIM NnpeaynpexgeHnemMm npmn obHapyXeHum Bupyca ¢ NoMOLLbI0 Moaynsa System
Scanner unu Real-Time Scanner. [Npeaynpexaatowmnm curHan BoOCnpon3sBoanTcs
BHYTPEHHMM rPOMKOroBOpUTENEM KOMMNbLIOTEPA.

Ucnonb3oBaTtb cneayowmnn Wave-cdann (TonbKo NpU MHTEPaKTUBHOM peXxume)

Mpu BKNIOYEHMM 3TOW ONuMK Npu 0BHapyxeHun Bupyca moaynem System Scanner
unu Real-Time Scanner BblgaeTcs akyCTUYECKUIA CUrHAM C NOMOLLbIO BbIOpaHHOro
Wave-ganna. BeibpaHHbIn Wave-dain BoCnpomM3BoanUTCs Yepes3 NOAKITHOYEHHbIN
BHELLHUA TPOMKOrOBOpPUTESb.
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Wave-cann

B aTom none BBoOAa MOXHO yka3aTb UMsi BbIOpaHHOro Bamu ayano-ganna ans
BOCNpousBeaeHus U NyTb K HeMy. CTaHAapTHbLIN Npeaynpexaatowmnn curHan
nporpaMmmbl 3afiaH o yMOM4aHuio.

L]

HaxxaTnem Ha KHOMKy OTKpPbIBAETCSA OKHO, B KOTOPOM Bbl MOXETE C MOMOLLbIO
lMpoBoaHuka BbIbpaTb Tpebyembin dann.

TecT

OTa KHOoMKa npegHasHayeHa ans TecTtoBoro 3anycka BbibpaHHoro Wave-ganna.

10.9.10 MpepynpexpeHuns

Mpn HacTynneHun onpeaeneHHbIX CobbITMI Baw NpoaykT Avira co3gaeT yBe4OMIIEHNS Ha
paboyem cTore, Tak HasblBaeMble BCMNSbIBalOLWME OKHA, YTOObLI NponHGOpMMpOoBaThL Bac
00 yrpose, a Takke 06 ycrneLwHO BbINOSTHEHHbIX UM HE yAaBLUMXCSA nporpammax,
HanpumMep, O BbiNonHeHUN obHoBNeHWs. B pasgene MNMpeaynpexaeHUs Bbl MOXeETe
BKIMIOYNTb UMW OTKITOYUTL YBEAOMIEHNE NPU HACTYNeHnn onpeaerneHHbIX CoObITUN.

[nsa ysegomneHuii Ha paboyem CTone eCTb BO3MOXHOCTb OTKIIOYNUTL YBEJOMSIEHNE
HenocpeaCcTBEHHO BO BCMIIbIBAOLLEM OKHE. Bbl MOXeTe OTMEHUTb OTKNIOYEHME
yBefomneHun B pasgene MNMpeaynpexneHus.

O6HosneHue

MpepynpexpaTtb, ecnu nocneaHee oobHoBNeHMe 6bINO 6onee n gHsA(en) Ha3an

B aTOM none MoOXHO ykaszaTb MakCMmarnbHOE KONIMYECTBO AHEWN, KOTOPOE MOXET
NpouNTM C MOMEHTa nocneaHero obHoBneHus. Ecnn aToT Cpok NpeBbLILEH, B MOAYe
Control Center B pasgene Ctatyc otobpaxaeTcs KpacHbI 3Ha4OK s cTaTyca
OoBGHOBNEHUN.

lNMoka3biBaTb npeaynpexapeHuwe, ecrin yctapen CbaﬁH BUPYCHbIX CUTHaATyp

Ecnu aTta pyHKUMS BKNtoYeHa, Bbl NonyyYnTe npegynpexagarllee cooblleHne, korga
dhann BMpYCHbIX curHatyp ycrtapeet. C nomolubto onumn "lMpegynpexnatsb, ecnu
nocnegHee obHoBneHue 6bino 6onee n gHsA(en) Haszag" MOXHO CKOHGUIypUpoBaThb
BPEMEHHOW MHTEpBan Mexay npeaynpexaatLwmMmm coobLeHnamu.

[NpedynpexdeHus / ykasaHus 8 criedyrowux cumyauyusix

Ucnonb3yetca Dial-up coeauHeHune

Ecnu ata (pyHKUunA akTuBnpoBaHa, yBeAOMMEHNS B BUAE BCMNIIbIBAKOLLMX OKOH ByayT
npegynpexaaTtb Bac, 0 TOM, YTO NporpaMmma A03BOHA Ha BalLeM KOMMboTepe
yCTaHaBNMBAET CENEKTOPHYI0 CBA3b No TenedoHHon ceTn nnu cetn ISDN.
CyliecTByeT onacHOCTb TOro, YTO NporpaMmma LO3BOHA NpeacTasnsieT cobon
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HEN3BECTHYIO 1N BPEAOHOCHYIO NporpamMmy, KoTopas ycTaHaBnuBaeT nnaTtHoe
coeguHeHue. (Cm. KaTteropum yrpos: lNporpamma go3BOHa Ha NiaTHbIE HOMepa)
Pannbl 6bINKN ycnewHo OGHOBEHbI
Ecnu aTa onuusa BkntoveHa, Bbl NonyyaeTe yBeAOMIEHNE B BUAE BCMIbIBAOLLErO OKHA
B Crlyyae ycneLlHoro 3aBepLleHnsa obHoBneHs 1 o6HoBNEHNA pannos.
He ynanocb BbINONMHUTL OGHOBNEHMe

Ecnu aTta onunsa BknodeHa, Bbl NofnyyaeTe yBeAoMIIEHME B BUAE BCMNSbIBAKOLLErO
OKHa, ecrnim oGHOBNEHNE He COCToANOCh: He yaanoch yCTaHOBUTL COeIMHEHME C
CepBEPOM 3arpyskn UM yCcTaHoBUTb dhansbl OGHOBNEHUS.

O6HoBneHue He TpebyeTcA

Ecnu aTa onums BknoYeHa, Bbl NonyyaeTe yBeJOMIIEHNE B BUE BCNIbIBAOLLETO
OKHa, korga o6HoBMeHMe ObINo 3anyLLeHo, oAHaKo ycTaHoBKa halrioB He
noTpeboBanach, TaK kak Balla nporpaMma UMeeT CaMyto COBPEMEHHYO BEPCUIO.
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11. Traylcon

3Hayok B Tpee oTobpaxkaeT cocTtosiHue cnyx6 Real-Time Protection .

MukTorpamma | Onucaxme

(.| Avira Real-Time Protection
paboTaeT

B3 Avira Real-Time Protection
[eaKTMBMPOBaH

|1YH KTbl KOHTEKCTHOro MeéHIo

« AxtuBupoBaTb Real-Time Protection: aktuBmpyeT unu geaktusupyet mogyns Avira
Real-Time Protection.

« AkTuMBupoBaTtb Mail Protection: aktusnpyet nnu geaktnsupyet moayne Avira Malil
Protection.

o AxtuBMpoBaTb Web Protection: aktusupyet unu geaktnsmpyet moaynb Avira Web
Protection.

= AkTMBMpoBaTb 6paHamayap Windows: akTuBmpyeT unn geaktmsupyet
O6paHgmayap Windows (3Ta oyHKUMA OOCTYNHa Tonbko, Ha4nHas ¢ Windows 8).

o 3anyctutb Avira Ultimate Protection Suite: OTkpbiBaeT LleHTp ynpaBreHus.
« HacTtpouka Avira Ultimate Protection Suite : oTKpbIBaeT HacTpounky.

e Mowu coobuweHusn: OTkpbIBaeT CNUCOK C NOCNeAHNMM COOBLLEHNSMIN NO BaLUEN
nporpamme Avira.

e Mowu HacTponkn kommyHukauum: OTkpbiBaeT LieHTp coobLueHnin o npoaykre
o 3anyctutb o6HoBneHue: 3anyckaet OGHOBMEHNE.
e CnpaBka: OTKkpbIBaeT CpaBOYHYO OHSTANH-CUCTEMY.

e Avira Ultimate Protection Suite:
OTkpbIBaeT AmManoroBoe OKHO C MHopmauuen o Bawen nporpamme Avira:
MHopMaUnsa 0 NPOLYKTE, HOMEP BEPCUN, STIULIEH3NS.

e Avira B UHTepHeTe:
OTkpbiBaeT Beb-noptan Avira B IHTepHeTe. [Ina aToro Heo6xoamMmo nmeTb AOCTYN K
NHTepHeTy.
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12. YBegomMneHus o npoaykKre

12.1.1 LeHTp paccbinkm coobLLeHnin 0 NpoayKTe

Mpu BbIGOPE NyHKTa Mou NnapameTpbl CBA3M B KOHTEKCTHOM MEHIO 3Ha4yka Avira B Tpee
unu cumeona Kondmrypauumsa Bo BcnnbiBatoLiem meHio Mou cooblieHusa oyaet
BbIMOSHEH nepexon B LeHmp pacchiniku coobuweHul o npodyKkme Ha Hallem canTe.

¥ Bbl MOXeTe ynpaBnsiTb COOOLWEeHNAMM 0 NpoaykTe ¢ nomoLbto kHonok BKI./BbIKI.

P 3ateM HaxxmuTe kHonky O6HOBUTL Npodunb, YToObI CO34aTb COOCTBEHHbIN
NpodunNb ONOBELLEHNN.

=+ Bbl nonyynTe coobLieHne 0 TOM, YTO Npousib ONoBeLLEHUIN Obin ycrnewwHo
ODOHOBIEH.

CBS)XMTECb C HAMW B PEXUME OHIalH, Ha)kaB COOTBETCTBYHOLLYIO CCbISKY.

12.1.2 Tekywme coobLyeHuns

BennbiBatowwee okHo Mou coobuweHusi ncnonb3yeTcs B KadecTBe MHTepdenca ceasun. B
HEM MOXHO MONyYnTb MHPOPMALNIO O TEKYLLMX U3MEHEHNAX B 00NaCTU MHTEPHET-
©es3onacHoOCTU, HOBMHKax npoaykummn Avira (06HOBNEHUs, HOBbIE BEPCUN N MHAOPMaLUS O
NNUEH3nKn), a TaKkke CBeeHUs1 O BUpYyCax.

Ecnu coobLieHnn HeT, Bbl nonyunTte yBegomneHme Hoebix coobweHul Hem. HaxmuTe
OK, 4TOObI 3aKpbITb BCMbIBaOLEE OKHO.
Ecnu ecTb HOBble cOOBLLIEHNE, Bbl MOXETE BbINOMHUTL CrieayloLlee:
P HaxmuTe kHonky HanoMHUTbL no3xe, YToObl MpoYnTaTh HOBbIE COOBLLIEHUS MO3XKE.
P HaxmuTe kHoMky + ganee, 4TobObl NPOYNTaTb COOBLLEHNE NOMHOCTLIO.

~ B 3aBMCMMOCTU OT Tuna coobLLUeHus], Bbl OyaeTe nepeHanpaBneHbl Ha Hall canT
Unu nony4ynTe MHpopmaLmo B HOBOM OKHE.

P HaxmuTe KpecTuk X, YTOObl 3aKPbITb OTAENbHbIE COOOLLEHMS.

P Haxmute cumeon KoHdurypauma B BepxHe YacTu BCMbIBAKOLWErO OKHA, YTOObI
co3gaTb COOCTBEHHBIN NPOdUSib ONOBELLEHUN.
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13. FireWall

Avira Ultimate Protection Suite no3sonsieT KOHTpoNupoBaTb N perynnpoBaTbh BXoAsLINe U1
ncxoasiLme NoTOKN AaHHbIX B COOTBETCTBUM C HacTporikaMmu Ballero komnbtoTepa:

e Opangmayap Windows

HaunHas ¢ Windows 7, 6pangmayap Avira FireWall 6onble He cogepxuTtca B Avira
Ultimate Protection Suite. BmecTto atoro 6paHamayapom 6paHgmayap Windows MoXxHO
ynpasnaTb C NOMOLLbLO LieHTpa ynpaBneHnsa cetamu n obLmnm 4OCTynom.

13.1 6paHgmaysp Windows

HaunHas ¢ Windows 8, 6paHgmayap Avira FireWall 6onblwe He coaepxuTtca B Avira
Ultimate Protection Suite. BmecTo atoro 6paHamayapom 6paHamayap Windows MOXHO
yrnpaBenaTb ¢ NOMoLLbto LieHTpa ynpasnenna cetamu n obwmum goctynom. CyulectsyeT
HECKOSIbKO BO3MOXXHOCTEN HacTporikn 6pangmayap Windows:

AktnBaumsa 6paHamayap Windows B LleHTpe ynpaBneHus

Bpanamayap 6paHgmayap Windows MOXHO akTUBMPOBATb UMW AeaKkTUBUPOBaTb,
HaxxaB Ha kHonky BKJL./BbIKJI. onunn FireWall B pasgene CoctosiHue >

Be3onacHoCTb.

NMpoBepka coctossiHua 6paHamayap Windows B LleHTpe ynpaBneHus

B pasgene BE3OMNACHOCTb > FireWall moxxHO npoBepuTb cocTosiHue BpaHamayap
Windows 1 BOCCTaHOBUTb PEKOMEHAYEMbIE HACTPONKN, HaXKaB Ha KHOMKY YCTPaHUTb

npobnemy.
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14. O6HoBNeHuA

14.1 O6HoOBNEeHUs

AP PeKTUBHOCTb aHTUBUPYCHOro MO HanpsiMyto 3aBUCUT OT akTyaribHOCTU COCTOSHUS
nporpaMmmbl, ocobeHHo VDF-canna v asmxkka. [1ns BbinosiHeHUs OGHOBNEHUS MOay b
0oBHOBMEHNA BCTpoeH B nporpammy Avira. Mogynb o6HOBEHMSI OTBEYAET 3a TO, YTOObI
nporpamma Avira Bcerga Haxogunacb Ha CamMOM akTyasribHOM YPOBHE 1 Morna
obHapyxu1BaTb eXXeQHEBHO NOABNAOLIMECS BUPYCbl. OTOT MOAyb OB6HOBNSAET
cnegyrowme KOMNOHEHTbI:

o ®ann BUpYCHbIX cUrHaTyp:

VDF-thann coaepxmT wabnoHbl BpeAOHOCHbIX KOAOB, NCNONb3yeMbiX Avira npu
npoBepke Ha BUpychbl 1 BpegoHocHoe MO unn nevyeHnn dannos.

o [lownckoBbIn OBUXOK:

[MonckoBbIN ABUXOK Avira NPUMEHSET pasfiMyHble MeToabl OBHapy>KeHUst BUPYCOB U
BPEOOHOCHbIX NPOrpamMm.

e [lporpammHble channsl (O6HOBNEHWE NpoayKTa):

[MakeTbl 06HOBIEHUN npoAyKTa npenocTtaBlialoT B pacnopsaXeHne oTaesibHble
nporpaMmmMmHbl€ KOMIMOHEHTHI.

Mpwn BbINONHEHUN 06HOBRNEHNn VDF-dhaiin n NONCKOBLIN ABMXOK MPOBEPSIOTCS Ha
aKTyanbHOCTb 1 NpU HeobxoaumMocTn obHoBNATCA. Nocne o6HOBNEHUA NporpaMmmbl
MOXeT noTpeboBaTbCs nepesanyck KomnbioTepa. Ecnn obHosnseTcs Tonbko ann VDF u
NOUCKOBbLIN ABWXOK, Nepes3arpyska He TpebyeTcs.

Ecnu nocne o6HoBneHusi npoaykTa Heobxoamma nepesarpyska, To Bbl MoXxeTe pelwnTb
camMoCTOsITENbHO, NPOAOMKaTe OBHOBNEHNE UK AoXaAaTbes, korga Bam 06 aTtom
HanoMmHsT noaxe. Ecnn Bbl pelumnu npogormkaTe 06GHOBNEHME, TO Bbl MOXeTe pelnTsb,
Korga AoMmKHa COCTOATLCS Nepesarpyska.

Ecnu Bbl xoTnte 06HOBUTL NPOAYKT MO3Xe, TO, HECMOTPS Ha 3TO, 0bHOoBNsIeTCH hann
BUPYCHbIX CUTHATYP U MOUCKOBLIA OBUXOK, HO HE NPOrpaMMHble dpansibl.

Yka3aHue
O6HoBneHue npoaykTa He ByaeT 3aBepLUeHO, NOKa He COCTOUTCA
nepesarpyska.

Yka3aHue

[nsa obecneveHns 6esonacHOCTM Moaynb OGHOBEHUSA NpoBepPSEeT, He Bbin nNn
nameHeH xoct-gparn Windows B BalLlem KOMMbOTEPE, HE N3MEHUIN NN
BpeAoHoCHble nporpammbl URL 06HOBNEHMSI U HE NnepeHanpaBnseT nu Moaysb
0BGHOBNEHNSA Ha HeXenaTenbHble CanTbl 3arpy3ku. Ecnum ocywecTBnannco
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MaHunynaumm ¢ xoct-pannom Windows, ato 6yaet BugHo B dpanne otyeta
MoAaynsa 06HOBMEHWS.

OGHoBNEHME aBTOMATUYECKN BbINOSHAETCS Yepe3 peKoMeHA0BaHHbIA NPOMEXYTOK 2
yaca.

B ueHTpe ynpaBneHns B nNaHUPOBLUMKE MOXHO CO3[aBaTh AOMNOSHUTENbHbIE 3a4a4n
0BHOBNEHUS, KOTOpble ByayT BbINONHATLCA MOAYeM OOHOBMEHMS B 3afaHHble
NMPOMEXYTKN BPEMEHU. Y Bac eCTb BO3MOXHOCTb BPYYHYH 3anyCTUTb OOHOBEHUE:

e B ueHTpe ynpaBnenus: B meHio O6HOBReHue n Bknagke CoctosiHue
e C NoOMOLLbIO KOHTEKCTHOIO MEHI0 3Ha4YKa B Tpee
Bbl 3arpyxaeTte o6HoBneHus n3 MIHTepHeT ¢ Beb-cepBepa paspaboTtymka. 1o ymonyanuto

NCNosib3yeTCs CYLLEeCTBYHOLLEE ceTeBoe coenHeHne ¢ cepeepoM Avira. Bel MmoxeTe
N3MEHNTb 3TU HAaCTPOMKN B MeHto HacTponka > OB6HoBeHueE.

14.2 Mogynb obHOBNEHUSA

Mocne 3anycka 06HOBNEHMS OTKPLIBAETCSH OKHO MOAyNst OGHOBMNEHMS.

rE Cny#Ba oGHoBREHNA Ell = | 2

(A AVIRA Avira Ultimate Protection Suite

E Cnpaeka

Cratyc:  MHMWanmzawia Hosex Gainos. ..

L T —————————— ]
Mpolwno speMeHu: 00:01 MuH MepeaaHa: 2113 K&
QCTanoch BPEMEHM: 00:00 MiuH OcTanocs: 0 KG

CKOPOCTH: 10407, 5 khuTjc
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Yka3aHue
B 3agaHnax oGHOBRNEHNS, KOTOPbIE Bbl yCTaHaBNMBAETE B MIIAHUPOBLLNKE,

ObHoBMeHUA

MO>XHO HAaCTpOUTb Pexnum OT06pa)KeHVI$I Ansi OKkHa OOHOBMEHUS: OOCTYIMNHO TpU

pexvma - HeBUAUMbIN, MUHUMU3UPOBAHHbIN UM MaKCUManbHbIN.

Yka3aHue

Ecnu Bbl paboTaeTte ¢ nporpamMmmon B NOSIHO3KPAHHOM pexnme (Hanpumep,
KOMMbIOTEPHbIE UIPbI), a PEXMM 0TODpPaKeHNa OKHa NporpaMmsb! -
MaKkcuMMarnbHbIN UM MUHUMN3UPOBAHHBIN, MPOUCXOANT KpaTKOBPEMEHHOE
nepekntoyeHne Ha paboynin cton. [1ns npegoTBpalleHnst 3TOro Bbl MOXeTe

3anycTuTb Nporpammy 0OGHOBMNEHUSI B CKPbITOM pexume. B aToM pexnme Bbl He

nonyynTe yBe4OMIEeHNsi OT NporpamMmmbl OGHOBMNEHMS.

CocmosiHue: MNokasblBaeT TEKYLLMIA CTaTyC OOHOBMEHUS.

lNpowrno epemeHu: Bpemsi, npolueaLiee ¢ MOMeHTa 3anycka npoueaypbl 0GHOBNEHUSI.

Ocmanock spemeHu: Bpemsi, Tpebyemoe ons 3aBepLueHns npouenypbl OGHOBNEHUS.

Ckopocmb: CKOPOCTb, C KOTOPOW 3arpyxatTcsa dpannbl O6HOBNEHUS.

[Nepedaya: 3arpyxeHHbl 06bem B banTax.

Ocmanock: O6bem B GanTax, KOTOPbIN eLle OOMMKEH ObiTb 3arpyXeH.

KHonKku n ccbinkm

KHonka/ccblinka

Onucanve

ﬂ Cnpaeka

OTa KHOMKa unu ccbifika OTKpbIBaeT

CTpaHULYy CNpPaBOYHOWN OHSTANH-CUCTEMBI.

YMeHbwntb | OKHO NporpaMmmbl OGHOBREHMI
oToGpa)kaeTcsi B yMEHbLLUEHHOM BUAE.

YBenuuntb | OkHO nporpamMmmbl 06HOBMEHWIA
oToGpakaeTcsi B NnepBOHa4anibHOM
pasmepe.

MpepBaTtb Mpouenypa oGHOBNEHNS NpeKpaLlaeTcs.

lMporpamma 0OHOBNEHMIN 3aKpbIBAETCS.
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3aKpbITb Mpoueaypa o6HOBNEHNS 3aBepLUEHa.
OkHo 6yaeT 3aKpbITO.

Otyer OTobpaxaeTca chann oTyeTa NporpaMmmbl
oBGHOBNEHUN.
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15.

YcTpaHeHue npobnembl, peKoMmeHgaumm

OTa rmaea CogepXXnT BaXKHy MHgpopmaunto o6 ycTpaHeHnn Npobnem u gpyrme CoBeTbl
Mo MCMNONb30BaHMo NpoaykTa Avira.

CcM. rnasy omoLLb B CMOXHBIX Criy4asnx
CM. rnaBy Apribiku

cM. rnaey LleHTp obecnevenna 6esonacHoctn Windows (Windows XP) nnu LieHTtp
nogaepxkn Windows (Windows 7)

15.1 MNMomoub B cnyuae BOSHUKHOBEHUSA Npobnem

3paechb Bbl HanaeTe MHOPMaLMIo O NpUYMHaX BO3SHUKHOBEHMS U cnocobax peLueHus
BO3MOXHbIX NpoGnem.

[MosiBnsieTcsa coobLieHne o6 owmnbke He ydaemcsi omkpbimb ¢hbalisl TUUEH3UU.

CoobueHune 06 owmnbke CoeduHeHue bbIno pa3opeaHo rpu 3azpyske ¢gpadna ...
nosiBNsieTCa Npu NonbITKe 3anyCcTuTb OOHOBMNEHME.

Bupychl 1 BpeAOHOCHbIE NporpaMMbl HEBO3MOXHO YAANUTbL UM NEPEMECTUTD.
3Ha4yoK B Tpee cBMOETENbCTBYET 00 OTKMHOYEHUM NPOrpaMmbi.

KomnbloTep paboTaeT o4eHb MeasieHHO, Koraa st MPOU3BOXKY pe3epBHOE KONMpoBaHue
AaHHbIX.

Mon Firewall npu Bknto4eHnn cpasy xe BblgaeT coobuieHne o Avira Real-Time
Protection u Avira Mail Protection, kak Tonbko OHM BKMOYarTCH

Avira Mail Protection He paboTaer.

[Mucbmo, oTnpaeneHHoe vyepes3 TLS-coeamHeHne, 66110 3a610KMPOBAHO NPUMOXKEHNEM
Mail Protection.

Beb-yat He paboTaeT: coobLleHns YyaTta He oTobpakatoTcs.

MosaBnaerca coobweHmne 06 ounbke He ydaemca omkpbims ¢paiin nuyeHsuu.

MpuunnHa: pann sawmdposaH.

P [N aKTMBaUMM NIMLEH3UN HE HY)XXKHO OTKpbIBaTb haiin, 4OCTaTOYHO COXPaHUTb ero B
nporpaMMHON ANPEKTOPUN.

Coob6wieHue 06 oumbke CoeduHeHue 6bi10 pasopsaHo npu 3azpysKke ¢aiina ...
NoABNAETCA NPU NONbITKE 3anycTUTb o6HOBNEHMe.

MpnumHa: Bawe VHTepHeT-coeanHeHne HeakTUBHO. [109TOMY HEBO3MOXXHO YCTaHOBUTb
CBA3b C Beb-cepBepom.
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» lNpoBepbTe, paboTatoT nu apyrne NHTepHeT-cnyxobl, Hanpumep, WWW nnu
9NeKTpoHHasa noyta. Ecnun oHn He paboTaloT, BOCCTaHOBUTE COeAMHEHME C
WHTepHeTOM.

MpuunHa: NMpokcu-cepsep HEQOCTYMNEH.

P lMpoBepbTe, HE UBMEHUIICA N NTOTVIH 411K BXOA4A Ha NPOKCU-CepBep, B criyyae
HEeoBX0OUMOCTU CKOPPEKTUPYNTE HACTPONKM.

MpnumHa: Baw Firewall He nonHOCTLIO pa3peluaeT BbiNosHeHWe hanna update.exe.

P YGeouTechb B TOM, YTO BbINOMHEHUE channa update.exe NoNHOCTbI0 pa3peLleHo
Bawwmm Firewall.

B npoTuBHOM criyyae:

» [poBepbTe NapamMeTpbl B HAacTporkax B besonacHocTs MK > O6HoBneHue.
Bupycbl n BpefOHOCHbIE NPOorpaMmmbl HEBO3MOXXHO yAaZIUTb UM NepemMecTUTb.

MpnumHa: ®ann 3arpyxkeH Windows n HaxoanTcs B akTUBHOM COCTOSIHUM.
¥ OGHoBUTE cBOW NpoaykT Avira.

» Ecnu Bbl ncnonb3yeTe onepaunoHHyto cuctemy Windows XP, oTknounte
BOCCTaHOBSIEHNE CUCTEMBI.

P 3anyctuTe KoMnblOTEP B 6GE30MacHOM pexunme.

P OTkpowiTe HacTpoWku npoaykTa Avira.

w

Bbibepute System Scanner > NMouck, aktusmpynte B none ®adnsi onunio Bee
dannbl n noaTBEpANTE M3MEHEHMS HaxxaTuem Ha OK.

3anycTnte nNpoBepKy BCEX NTIOKalbHbIX ANCKOB.
3anycTuTe KOMNbTEP B OOLIYHOM pEXNME.

I'IpOBepre cucremy B 06bl4YHOM pexunme.

e . . A

Ecnu gpyrne Bupychl unun BpeaoHOCHbIe NporpaMMbl He OGHapPYKeHbI, akTUBUPYITE
BOCCTaAHOBIIEHME CUCTEMbI, ECIIM OHO MMEETCS U AOMKHO UCMONb30BaTHLCS.

3HauoK B Tpee cBUAETeNbCTBYET 06 OTK/IIOUEeHUM NnporpaMmbl.

MpnumHa: npunoxeHne Avira Real-Time Protection oTkrtoueHo.

P LenkHute B LieHTpe ynpaBneHusi no nyHkTy CTaTyc n akTuBupyite B obnactm
GesonacHocmeb 1K Real-Time Protection.

- NnN-

P LenkHnTe npaBoi KHOMKOWM MbILUM NO 3HAYKYy B Tpee Ha naHenu 3agay. OTkpoeTcs
KOHTEKCTHoe MeHto. LLlenkHuTe no kHorke AktuBupoBaTb Real-Time Protection.

MpunumHa: npunoxeHne Avira Real-Time Protection 6noknpyetca Firewall.
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P YcraHoBuTe B HacTpoikax Bawero Firewall obuiee paspelieHne ansa Avira Real-
Time Protection. NpunoxeHune Avira Real-Time Protection paboTtaeTt Tonbko ¢
agpecom 127.0.0.1 (local host). CoeguHeHune ¢ IHTepHETOM He ycTaHaBnNnBaeTCs.
To xe BepHO gn4a Avira Mail Protection.

B npoTUBHOM Clly4ae:

P TNpoBepbTe cnocob 3anycka cnyxbbl Avira Real-Time Protection. Mpw
HeoBX0aUMOCTM BKITKOUUTE 3TY CNyX0y: Bbibepute Ha naHenu 3agad Myck >
Hactpowku > NaHenb ynpaBneHusi. OTKpOMUTE OKHO HaCTPOEK ABONHLIM LLENYKOM
no kHonke Cnyx6bl (B Windows XP npunoxeHune HaxoauTcs B NOSANPEKTOPUN
AdmuHucmpupoeaHue). Hangnte 3annck Avira Real-Time Protection. [Ina cnocoba
3anycka BblbepuTte asrTomaTmuecky, A8 cTatyca sanymeH. [1pn HEO6XO0ANMOCTH
3anycTuTe NpUoXeHue BPYYHyI0, BblbpaB COOTBETCTBYHOLLYHO CTPOKY U HaXaB
knasuwy MNMyck. Ecnun Bo3HukaeT coobueHne 06 owmnbke, npoBepbTe CNINCOK
cobbITni.

KomnbloTep paboTaet oueHb MeaieHHO, KOraa st NPOM3BOXKY pe3epBHOE KONUpoBaHue
AaHHbIX.

MpuunHa: Avira Real-Time Protection npoBepsieT BO Bpemsi npouecca pe3epBHOro
KonmnpoBaHusa Bce doanrbl, C KOTOpbIMU paboTaeT cnyxba pe3epBHOro KONMPOBaHUS.

» BuiGepuTte B nyHkTe HacTpoikm Real-Time Protection > Mouck > UcknioveHus un
yKaXute MMmsi npoLiecca nporpamMmmbl pe3epBHOIO KONMMPOBAHUS.

Moi1 Firewall npu BknroueHum cpasy ke Bbigaet coobuienme o Avira Real-Time
Protection u Avira Mail Protection, Kak TONbKO OHU BK/1IOUAIOTCA.

MpnumHa: Cesasb ¢ Avira Real-Time Protection n Avira Mail Protection ocywectensietca
yepes npotokon TCP/IP. bpangmayap oTcnexuBaeT BCe COeANHEHNS, MPOn3BoasALMECSH
no 3TOMy NPOTOKOSTY.

P YcrtaHoBuTe B HacTpowkax Bawero Firewall obuee paspelieHme ansa Avira Real-
Time Protection 1 Avira Mail Protection. NMpunoxeHune Avira Real-Time Protection
paboTtaeT Tonbko ¢ agpecom 127.0.0.1 (local host). CoeanHenne ¢ IHTepHETOM He
ycTaHaBnueaeTtcs. To e BepHo ansa Avira Mail Protection.

Avira Mail Protection He pa6oraerT.

v MpoeepbTe paboTocnocobHocTb Avira Mail Protection no cnieaytowmym nyHkTam,
ecnu Bo3HuKaroT npobnemsbl ¢ Avira Mail Protection.

MyHKTbI NpoBepkKn

v" MNpoBepbTe, CBA3bLIBAETCH NN MOYTOBLIN KIMEHT ¢ cepBepoM vepes Kerberos, APOP
nnn RPA. 3T meToapbl ayTeHTUDMKALMM B HACTOsILLIEE BPEMS HE NOALEPXKNBAIOTCS.

v" [poBepbTe, UCMONb3yeT M Ball NOYTOBbIN KNeHT SSL (Takke 4acTo HasbiBaeTcs
TLS - Transport Layer Security) Ha cepBepe. Avira Mail Protection He nogaepxusaeT
SSL n noatomy 3asepliaeT paboTy 3amdpoBaHHbIX coegmHeHnn SSL. Ecnu Bbl
XOTUTE MCNonb30oBaTh 3almMdpoBaHHble coeamHeHnss SSL 6e3 3awmTtbl Avira Mail
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Protection, Bam cnegyeT ncnonb3oBaTb APYron, He KOHTponupyembin Avira Mail
Protection, nopt ansa coeamHeHus. KoHTponupyemble mogyrnem Mail Protection
NnopTbl MOXHO M3MeHUTb B HacTponkax Avira Mail Protection > NMowuck.

v' BkniodeHa nu cniyx6a Avira Mail Protection? MNMpu HE06X0AMMOCTY BKIIOUUTE OTY
cnyx6y: BbibepuTe Ha naHenu 3agad MNMyck > Hactpouka > MNaHenb ynpaBneHus.
OTKponTE OKHO HAaCTPOEeK ABOMHbLIM LLIENYKOM Nno kHonke Cnyxo6bl (B Windows XP
NpUNoXeHne HaxoguTca B nogaupekropum AOMuHucmpuposaHue). Hangnte 3anvcbh
Avira Mail Protection. [1na cnocoba 3anycka Bblibepute asromaTmuecky, ANg
cTaTyca zanyueH. [1py He06X0AMMOCTM 3anyCTUTE NPUNOXEHWE BPYYHYIO, BbiOpaB
COOTBETCTBYIOLLYIO CTPOKY M HaxaB knasuwwy Myck. Ecnv Bo3HukaeT cooblieHne o6
owmnbke, npoBepbTe CrUCoK cobbimutli. Ecnn He yganocb ncnpaBuTb MOMOXEHME,
Heob6XxoaMMOo NOSHOCTLIO yaanuTb NpoaykT Avira Yepea lNMyck > Hactpouka >
MaHenb ynpaBneHus > [porpammel, nepesarpy3mTb KOMMbIOTEP U BHOBb
YyCTaHOBUTb NPoAyKT Avira.

Obuwee

» 3awwmndpoBaHHble ¢ nomoLbto SSL (Secure Sockets Layer) POP3 coeanHeHus
(yacTo HasbiBaeMble Takke TLS (Transport Layer Security)) He moryT 6bITb
3awmueHbl 1 6yayT UrHopmpoBaTbCs.

P AyTeHTudmKaumns Ha NOYTOBOM CEPBEPE BO3MOXKHA TOSTbKO C NMOMOLLIbIO Naporsi.
"Kerberos" n "RPA" B HacTosiLLee BpeMsA He NoaAep>KMBAKOTCA.

¥ Baw npogykt Avira He npoBepsieT Npu oTNpaBke NMCbMa Ha BUPYCbl 1 BP€AOHOCHbIE
nporpaMmmbl.

MpumeyaHue

Mbl pekomeHayem Bam perynsapHo npon3BoauTb 0OHOBEHWE NPOLYKTOB
Microsoft gnga Toro, 4Tobbl 3aKpbITb BO3MOXHbIE DpeLUn B cucteme
©e3onacHoCTW.

DneKTpoOHHOE NUCbMO, OTNpaBneHHoe uepes TLS-coeguHeHmne, 6b1n10 3a6n10KkMpoBaHoO
npuno)xxeHuem Mail Protection.

MpuumHa: Transport Layer Security (TLS: 3awwmndpoBaHHbI NPOTOKON Nepeaayn AaHHbIX B
MHTepHeTe) B HacTosiLLee BpeMsi HE nogaepxmeaeTcs npunoxeHmem Mail Protection. Y
BaC €CTb HECKOSIbKO BO3MOXHOCTEN OTNPAaBUTb ANEKTPOHHOE NMUCbMO:

¥ Mcnonb3yite apyrov nopT, Yem ucnonbdyembii SMTP nopt 25. Tak Bbl cMoXxeTe
n3bexartb nposepkn mogynem Mail Protection.

P OTKaxuTecb OT 3akoaupoBaHHoro TLS-coeamHeHus 1 oTkNoYMTe noaaepxky TLS B
CBOEM MOYTOBOM KIIMEHTE.

P OTkntounTe (BpEMEHHO) MPOBEPKY UCXOAALMNX Nucem ¢ nomolubio Mail Protection B
HacTpounkax Mail Protection > Nouck.
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Be6-uaT He paboTaeT: coobieHus uata He oTobparkarorcs.

OTOT (hEHOMEH MOXET BO3HMKaTb B YaTax, paboTtatowmx no HTTP-npoTokony c 'transfer-
encoding: chunked’.

MpununHa: Web Protection nposepsieT oTrnpasneHHble AaHHbIE HA BUPYChI U
HexxenaTernbHble NporpaMmMbl 40 TOrO, Kak OHM ByayT 3arpyxeHbl Be6-6paysepom. B
npouecce nepegayvm gaHHbix ¢ 'transfer-encoding= chunked' Web Protection He moxeT
onpenenuTb AfMHy coobLeHnn nnn o6bem gaHHbIX.

P B HacTpowikax BBeauTe URL BeO-4aTa B ka4ecTBe UCKoYeHnst (CM. HacTpoviku: \Web
Protection > Mownck > VcknoveHus).

15.2 lNopsiune knasuwu

Fopﬂqme KnaBuny No3BOJIAOT 6bICTpO nepemMeLllaTbCa B rnnporpamMmmMe, Bbl3blBaTb
oTAellbHblE MOOYITN U BbINOJTHATb DEeNCTBUS.

Hwxe npunBoONTCA CMUCOK OAOCTYMNHbIX rOPAYNX KriaBuLL. I'Io,u,po6Hy+o I/IH(bOpMaLlVII-O (0}

(byHKLI,I/IFIX N NX OOCTYMNMHOCTU HangeTe B COOTBETCTBYHOLLMX padfenax CI'IpﬁBO‘-IHOI7I
CUCTEMDbI.

15.2.1 B pnanoroBbIxX Nonax

"opsaumre knaeuwn Onucanue

Ctrl + Tab HaBuraumsa B LeHTpe ynpaBneHus
Ctrl + Page Down [Mepexoa Kk crneayowemy pasgeny.
Ctrl +Shift + Tab HaBuraumsa B LeHTpe ynpaBneHus
Ctrl + Page Down Mepexopn K npegblayLiemy pasgeny.
—T—] HaBurauwsi no Bknagkam HacTpoek

CHavarna ycTaHOB/TE Kypcop MbilUy Ha pa3aen HacTpoek.

MepekntoveHne mexay onumsamMm B BblAeNEHHOM BbinagatroLem
crnmncke N B 0O4HOW rpynne onuummn.

Tab [Mepexoa K criegytowen onumm / rpynne onumn.

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013) 247



Q AVI RA YcTpaHeHne npobnembl, pekoMmeHaaumm

Shift + Tab [Mepexon K npeablayLwen onunm / rpynne onummn.

MpoGen BkritoueHue / BbIKIIlOMEHME KHOMKU-(PNaxka, ecriv akTMBHas
onumus npeacrtaBnseT cobom KHOMKY-gna)xok.

Alt + 6ykBa C Bbi6op onumn nnu BeINONIHEHWE KOMaHAPbI.
nogyepknBaHnem

Alt + | OTKpbITb BbIOPaHHbIN pacKpbiBaKOLLMIACS CMUCOK.
F4

Esc 3aKpbITb BbIOpPaHHbLIN pacKpbIBaKOLLMACS CMUCOK.

I'IpepBaTb BblIMNOJIHEHNE KOMaHObl N 3aKpbiTb ANAJIOroBOE€ OKHO.

Enter BbinonHeHne KoMaHabl aKTUBHOW OMUNN U KHOTMKMW.

15.2.2 B cnpaske

"opsume knasuwn OnucaHwne
Alt + Npob6en OT1obpaxxeHne CUCTEMHOIO MEHHO.
Alt + Tab [MepekntodeHne mexay OKHOM CrnpaBku U ApYrMMu

OTKPbITbIMWN OKHaMMW.

Alt + F4 3aKpbITb OKHO CMpPaBKMU.

Shift + F10 OT1obpakeHne KOHTEKCTHOrO MEHIO CrpaBKu.

Ctrl + Tab [MepenTn K cnegyowemy pasgeny B HaBUrayMOHHOM OKHe.
Ctrl + Shift + Tab [MepenTtn K NpeablgyLiemMy pasgeny B HaBUraLMOHHOM OKHE.
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Page up Mepexoa K TeMe, pacrnonoXXeHHOW Bbille TEKYLLEN B
OrnaBfeHnn, MHOEKCE UM CNUCKe pe3ynbTaToB MouCKa.

Page down Mepexoa k TeMe, pacnonoXXeHHOW B CoAep>KaHNN, NHOEKCe
NN crnucke pesynbTaToB MOMCKa HUXKE TEKYLLEN.

Page up MponucTbiBaHNE CTpaHUL, BHYTPU TEMBI.

Page down

15.2.3 B LleHTpe ynpaBneHus

OobLee

"opsaumre knaeuwn Onucanue

F1 Bbizos CnpaBku

Alt + F4 3akpbITb LleHTp
yrnpaBneHuns

F5 OOHOBUTbL BUA

F8 OTKprTvb MEHI0
HaCTPOWKM

F9 3anyck obHoBMNEHNSA

Pasgen System Scanner

opgaune OnucaHue

KnasuLin

F2 lMepenmeHoBaHue BbIGpaHHOro npoduns

F3 3anyck npoBepku ¢ BblbpaHHbIM Npodunem

F4 CosgaHwue apnblka Ha pabovem cTone Ang BbibpaHHOro npoduns
Ins CosgaTtb HOBbIV NPOdUIb
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Del

YpaaneHue BbIGpaHHOro npoduns

Pasgen KapaHTuH

Mopsaune | OnucaHne

KrnaBuLUn

F2 lMoBTOpHasa npoBepka 06bekTa
F3 BoccraHoBneHne obbekTa

F4 OTtnpaBka ob6bekTa

F6 BoccTtaHoBneHne obbekTa...
Enter CsoncTtBa

Ins [obGaeneHne anna

Del YpaneHvne obbekTa

Pasgen NnaHupoBLmMK

lopsune | OnucaHne

KIinasuLln

F2 N3meHeHne 3apaun

Enter CeoncTBa

Ins [lobaBneHne HoOBOW 3ada4u
Del YpaneHue 3agaum

Paspnen OTyeTbl

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013)

250



(X, AVIRA

Mopsune | OnuncaHne

KnaBuLLM

F3 MokasaTb ghann otyeTa
F4 MevaTaTb Gann otyeTa
Enter OTobpaxeHune oTyeTa
Del Yaoanutb oT4eT(bl)

Paspnen CobbiTusa

opsuue knasuwmn | OnucaHune

F3 JKcnopTmpoBaTb cobbiTne(s)
Enter MokasaTb cobbiTne
Del Ypanutb cobbiTne(s)

YcTpaHeHne npobnembl, pekoMmeHaaLmm

15.3 LleHTp obecneueHuns 6esonacHoctn Windows

- oT Windows XP Service Pack 2 -

15.3.1 Ob6wme cBeaeHUs

LleHTp o6ecneveHuns 6esonacHoctn Windows npoBepsieT COCTOSIHME KOMMbIOTEPA C TOYKM
3pEeHUsI BaXKHENLLMX acnekToB 6e30nacHOCTH.

Ecnun obHapyxuBaeTcs npobnema B OTHOLIEHUN O4HOIMO U3 3TUX NYHKTOB (Hanp.,

yCcTapeBLlas aHTUBUpYyCcHas nporpamma), LleHTp obecneveHnsa 6e3onacHoOCTM BbligaeT
COOTBETCTBYIOLLIEE NpeaynpexgeHe u gaet pekomeHgaumm no 6onee ka4ecTBeHHON
opraHusauun 3almTbl KOMNbIOTEPA.
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15.3.2 LleHTp obecneueHms 6esonacHoct Windows v Baww npoaykT Avira

AHTuUBMpYcHoe MO / 3awmTa OT BpeAOHOCHbLIX NporpaMmm

Bbl moxxeTe nony4ntb oT LieHTpa obecneveHuns 6e3onacHoctn Windows cnegyoLyto
NMHopMaUUIo, KacaroLLytCs 3aLuTbl OT BUPYCOB:

e AHTMBUMpYCHbIX Nporpamm HE OBHAPYXEHO

e AHTMBMpYCHble 6a3bl YCTAPEJIA

o 3awwuTa ot Bupycos BKJTKOUEHA

o 3awwuTa ot Bupycos BbIKITKOUYEHA

e 3awwuTa ot Bupycos HE KOHTPOJIMPYETCHA

AHTUBUpPYCHbIX nporpamm HE OBHAPYXEHO

910 coobuleHmne BblgaeTcs LleHTpom obecneyeHnsa 6esonacHoctn Windows, ecnu Ha
KOMnbloTepe He GbiNo 06HapPYXEHO aHTUBMPYCHbLIX NPOrpamMM.

# 3awmTa ot BUpYC © HE HAﬁ,ﬂEHD A

AHTHEMPYCHOE NPOrpaMMHoe 0DeCneYeHe HE 0DOHAPYHEHD HA KOMOBHITEPE,. AHTHEMPYCHOE NpOrpaMiHoe
ofecneYeHHe NOMOraeT 3alWMTHTE KOMNBHITER OT NOBPEXASHHA BHEYCaMH M MPH APYIHE YIRosax
GesonacHoCTH, LWenkHMTE "PeKoMEHAauKMH” A0A NOMYYeHHA CAFCKE BEO3MOMHERS AERCTEMA, Fak
SHTHEHDYCHOS NDOrDaMMHoe abecneYeHHE NOMOraeT 3alHTHTE KOMOLHTEn?

MpHMEYaHHE: CMCTEMa Windows He oNpeAenAeT BCe GHTHEMPYCHBIE NPOrpPaMtel,

PekoMeEHAALHH, ..

MpumeyaHue
YcTraHoBuTe NnpoaykT Avira Ha KOMNbOTEpP, YTOObI 3aLLMTUTL €r0 OT BUPYCOB U
WHbIX BPEOOHOCHbIX Nporpamm!

AHTUBUpYCHbIe 6a3bl YCTAPEIIN
Ecnu Bl yxxe yctaHoBunn Windows XP Service Pack 2, a Tenepb yctaHaBnmBaeTte

npoaykt Avira unm xe yctaHasnmsaete Windows XP Service Pack 2 B cuctemy, B
KOTOPOW Yy)Xe yCTaHOBIEH NpoayKT Avira, 6yaeT BbligaHO cneayouiee coobLeHme:
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# 3awura oT BUPYCOB © CPOK UCTEK @ =

Mprnoxenme "Antivic Deskiop” morno voTapeTe. WenknuTe "PekomeHaaunH” 4nA NnomydeHHa CiMcka
BOZMOMHEN ASHCTEMA, Fak SHTHEMDYCHOE NDOrDSMMHOE ODECAEYEHHE NOMOr3EeT JSUHTHTE KOMOBHITEDT

MpHMEYaHKE! CMCTEMA Windows HE ONPEAENAET BCE AHTHEMPYCHEIE NPOrpatted.,

PekomMeHaauMH. ..

MpumeyaHune

UTto6bl LieHTp obecneveHunsn 6esonacHoctn Windows cumtan npoaykT Avira
aKTyanbHbIM, NOCMe YyCTaHOBKN NporpamMmbl HEO6X0AMMO NPOU3BECTU
obHoBneHne. O6HOBUTbL CUCTEMY MOXHO C MOMOLLBIO (OYHKUMM OBHOBIEHNE.

3awumTa ot Bupycos BKITIOYEHA

Mocne ycTtaHoBKM npoaykTa Avira n nocnegyoLwero oGHOBNEHNA NporpamMmbl
oToGpaxaeTcs cneagytowiee ysegoOMIEHNE:

1/ 3awpra ot supycos © BK/IIOYEHO | 2

Antivir Desktop MMeEST NoCNeAHKOHD BEPCHID, M CKAHMPOBAHHE HA HANHYME EMPYCOE BENHOYEHD.
AHTHEMPYCHOE NPOrpaMMHOE 0DECNEYEHHME NOMOrSET 3alMTHTE KOMIBHTER OT NOEPEXAEHHA BHPYCAMH K

MPH APYIHX ¥TP03ax DE30NacHOCTH, KaK SHTHEMDYCHOE NDOrpaMMHOE 00 ECNEYeHHE NOMOraeT SAWLHTHTE
EOMOERITERY

Baw npogykt Avira o6HOBNeH o nocnegHen sepcun, moaynb Avira Real-Time Protection
aKTUBEH.

3awmTa ot BupycoB BbIKITIOYEHA

Cneaytowee coobuieHme otobpaxaeTcsa npu BblikntovYeHHOM Moayne Avira Real-Time
Protection unu npn octaHoBke ero paboTbi.

*

# 3awura or BMpYCOB © BbIKJKOYEHO =

MprnoxeHHe “Antivic Deskiop” oTkAHYEHD, AHTHEMPYCHOE NPOrPaMMHOE 0BECNEYEHHME NOMOrAET
ZAWMHTHTE KOMAEHITEP OT NOBPEXASHMA EMPYCAMH M NPK APYTHY Yrposax GesonacHocTH, WenkHTe
"PeromeHaaumk” 4NA NOMYYEHHA CNHCKE BOSMOMHER AEACTEMA, KaK AaHTHEMDYCHOE NDOrpatMHOE
DBECOEYEHHE NOMOrSET 3ALMTHTE KOMOHOTED?

MpHMEYEHKE: CHCTEMa Windows He ONpeAEnAeT BCE AHTHEMPYCHEIE NPOrpatiel,
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MpumeyaHune

Moaynb Avira Real-Time Protection MOXHO BKHOYMTb MU BbIKMIOYNTL B
pasgerne CocTtosiHne ueHTpa ynpasneHua. Ecnn mogyns Avira Real-Time
Protection BknoyeH, Ha naHernu 3agay otobpaxaeTcs KpacHbIN 30HTUK.

3awmTa ot Bupycos HE KOHTPOJIMPYETCHA

Ecnwu Bbl nonyumnu cneaytollee cooblieHne ot LieHTpa obecneyeHns 6esonacHocTu
Windows, 3HauuT Bbl PELLMIN CaMOCTOSITENbHO KOHTPONMPOBATL Balle aHTUBUPYCHOE

no.

{4 3awmra ot BHpYycoB O HE HABKOAAETCA | =

Bkl %Ka3anK, YTo Ha KOMNBHITERE 3aMyWEHa SHTHEMDYCHAA NPOrpaMia, 38 KOTopoR EBbl CNEAMTE CaMM,
YTobkl 3EWHTHTE KOMNEHITER OT NOBPEXAEHHA BEMPYCSMHA M MPH APYIHx YIpoEax GE30nNacHOCTH,
wOEAMTECE, YTO YCTAHOBNEHA NOCNEAHAA EEPCMA AHTHEMPYCHOR NPOrpaMtel, M 4T0 0Ha BEINOAHASTCA,
Kak aHTHEMpYCHDE NPOrDaMMHOE 0BECNEYEHME NOMOCSET SALWHTHTE KOMOBHITEDT

PekoMeEHAALHH, ..

MpumeyaHne

LleHTp ob6ecneyveHnsa 6e3onacHocTn Windows nogaepxvmBaeTcs BalLMMm
npoayktom Avira. Bbl MOXeTe BKIHOUNTb 3Ty PyHKLMIO B Ntoboe Bpems ¢
NMOMOLLIbIO KHOMKM PekomMeHaaumu.

MpumeyaHue

Haxe ecnu Bbl ycTaHoBunn Windows XP Service Pack 2, Bam TpebyeTca
pelleHne ansa 3awmTbl OT BUpPYycoB. HecmoTpsa Ha To, 4to Windows
KOHTponupyeT Bawe aHTusmpycHoe MO, cama OC He obnagaeTt yHKUNAMM
aHTMBMPYCHOM 3amTbl. Takum obpasom, 6e3 ONOMHUTESNbHBIX CPEACTB
aHTUBMPYCHON 3alUnThbl Balla cUCTEMA He 3aluLLeHa OT BUPYCOB U
BpeaoHocHoro 10!

15.4 UeHTp nogaep>xkn Windows

- Windows 7 n Windows 8 -

15.4.1 Obuee

NMpumeyaHue:
Haunnas ¢ Windows 7, LleHTp o6ecnevyeHunsa 6e3onacHoctn Windows crtan
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Ha3biBaTbca LleHTpom nopaepxkn Windows. B aTom pasgene nporpaMmmbi
COAEPXNTCA CTaTyC BCex onumin 6e3onacHocTu.

LeHTp nogoepxkmn Windows npoBepsieT cTaTyc KOMMboTepPa C TOYKM 3PEHUS BaXKHENLLNX
acnektoB 6e3onacHocTu. Bbl MOXeTe HanpsiMyto BOWTU B LIeHTp noaaepxku, WenkHyB no
ManeHbKOMY brnaxky B NaHenu 3agad unm yepes MeHio YnpasneHue cuctemoun > LieHTp
noAnepPXKu.

Ecnun obHapyxunBaeTca npobnema B OTHOLLEHUN OOHOTO U3 3TUX NYHKTOB (Hanp.,
yCcTapeBLUas aHTUBMpPYCHasa nporpaMmma), LleHTp nogaepkku BblaaeT COOTBETCTBYHOLLEE
npegynpexaneHve n gaeTt pekomeHgaumm no 6onee ka4eCTBEHHOW OpraHM3auumn 3almnThbl
KoMMbloTEpa. OTO 3HAYUT, YTO NpU NpaBuIibHON paboTe komnbloTepa LieHTp noaaepku
He BygeT BblgaBaTb coobuieHns. Tem He MeHee, cTaTyc 6e30MacHOCT KOMMbloTepa
MOXHO OTcnyxuBaTb B LleHTpe noaaepxku B pybpuke BezonacHocTb.

Takke cywecTByeT BO3MOXHOCTb YNpaBieHUs yCTaHOBIIEHHbIMW NONb30BaTENEM
nporpamMmmamu (Hanpumep, MPOCMompemb aHMuUBUPYCHbIE MPoepamMmMbl, yCMaHOBIEHHbIE
Ha KOMrbomepe).

Mpepynpexpatowme coodbLeHnss MOXHO OTKMOUMTb B LIeHTp noaaepxku > U3MeHUTb
HacTpPonKM (Hanpumep, deakmusuposamb cOObWEeHUS 0 3awume om WIMUOHCKUX
rnpoepamm u opyaux epeOOHOCHbIX rpo2pamm).

15.4.2 UeHTp nogaep>xxkn Windows v Bawl nporpammHbIv npoaykT Avira

BpaHgmaysp 6paHamaysp Windows feakTMBMpPOBaH UMM HENPaBU/IbHO YCTAHOBJEH.

Cerepoi Gpangmay3sp (Brumanwne!)
_ ! BrntounTe cefiuac
ﬁ Bpanamayzp Windows oTKAKYEH WKW HENPEBWABHC HACTPOEH,

He noayyate Gonble cooBUEHNA HA TEMY: 'O CETEBOM Mowck B FIHTEpHETE NpWACHKEHWA 4NA
BpaHgmayzpe’ zawmTel moero MK

e OpaHamayap Windows

HauunHas ¢ Windows 7, Avira FireWall 6onblue He cogepxutcsa B Avira Ultimate
Protection Suite. BmecTo atoro 6paHamayapom 6paHamayap Windows MOXHO
ynpaBnsiTb C MOMOLLbIO LIeHTpa ynpaBneHus ceTsiMm 1 obLWmMM JOCTYMNOM.

3awmTa oT BUpycoB
Bbl MOXeTe nonyuutb oT LieHTpa nogaepxkn Windows crniegytoLuyto MHopmaumio,

KacatoLLytCcs 3aLUWThl OT BUPYCOB:

o [lpunoxeHune Avira Desktop coobwaeT, 4To OHO OOGHOBMNEHO 4O HOBEWLLEN BEPCUM U
NMOWUCK BUPYCOB BKIHOYEH

e [lpunoxeHune Avira Desktop geaktnsmpoBaHo
o [lpunoxeHne Avira Desktop yctaperno

« Ha komnbloTepe He 06HapYKEHO HWN O4HOW aHTUBUPYCHOW NPOrpaMMbl
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o Baw komnbloTep 6onblle He 3awmuieH npunoxeHmem Avira Desktop

Mpunoxxkenue Avira Desktop coobwiaeT, uro oHOo 06HOBNEHO 0 HOBeMLLEA BepCUM U
NOUCK BUPYCOB BK/TIOUEH

Mocne yctaHoBKM NpoaykTa Avira n nocreayoLwero 06HOBMEHMS NporpamMmmbl Bbl CHavana
He nonyyute oT LleHTpa nogaepxxkn Windows HUKakux yBefomMneHun. Tem He MmeHee, B
pasgene LleHTp nopgaepxku > besonacHocTb 6ygeT MOXHO HanNTK criegyoLlee
npumedanue: lNpunoxeHue Avira Desktop coobuwaem, 4mo oHo 06HO8/IeHO 00 Hogeliwel
g8epcuu U MOUCK 8UPYCO8 BKITHOYEH. DTO 3HAYUT, YTO BaLl NpoaykT Avira o6HOBNEH A0
nocnegHen BEpCUn, CKaHep B peXnmMe pearnbHOro BpemMeHn Avira akTMBeH.

Mpunoxxenue Avira Desktop peakTneupoBaHo

Cneaytowee yBeoMeHWe Bbl4aeTCcs Npu OTKIIIOYEHHOM CKaHepe B peXxnme pearnbHOro
BpeMeHu Avira nnm npu octaHoBKe ero paboTbl.

Jawmta ot eMpycoE (Bummanwne!) =
BrnrounTe cefivac

Mpunomxenune "Avira Desktop” cooBuyaet, 4Te oHo oTKAOYEHD,

He nenyyate Bonelwe cooblyeHna Ha Temy: "ob MenyyeHwe gpyrol aHTUENPY CHOM
AHTHEWMPYCHON 3aLnTe" nporpamMmel B CETH
MpumeyaHne

AkTuBMpoOBaTb UM oTKNYMTb Avira Real-Time Protection MoXHo B pasgene
Cratyc LenTpa YnpaBneHus Avira. O BkntodeHun Avira Real-Time
Protection cBugetTensCTByeT PacKpbITbI KPACHbIN 30HTUK B NaHernv 3agad.
OT1genbHble KOMMOHEHTBI Avira Takke MOXHO BKIIOYMTD LEMYKOM MO KnaBuLle
Bkrnroyums cetivac B LleHTpe nogaepku. MNMpu nonyyeHun coobLieHus,
TpebyroLwero noaATBEPXAEHUS MPOAOIIKEHNA paboTbl NporpaMmmbl Avira,
LLenkHUTe no KHornke Paspewums, Avira Real-Time Protection 6ygeT BknoyeH.

Mpunoxxenue Avira Desktop ycrapeno

Ecnu Bbl TONBKO YTO yCTaHOBUAM Avira Nnu ecnun no Kakon-nmbo npuymHe cann BUPYCHbIX
CUrHaTyp, NOMCKOBas cuctema unm nporpaMmmHble hansibl Bawwero npogykra Avira He
OblNn aBTOMaTMYECKM OBGHOBMNEHLI (HAaNpUMep npu nepexoae ¢ bonee paHHen Bepcumn
onepaumoHHon cuctembl Windows c yxxe ycTaHOBMNEHHbIM NPOorpaMmMHbIM NpoaykTom Avira
k 6onee nosagHen Bepcumn), Bbl Nony4mTe criegytowiee coobLieHune:

JawmTa o1 eupycos (Brumanwne!)
I (O BHOBWUTE CEAYAC

Mpunoserne "Avira Desktop” cooBlyaer, uTo oHo Hy#gaeTcA B oBHOBAEHNI,

He nonyyate Bonewe cooBlyeHna Ha Tewy: "ob Monyuenue gpyrof aHTUBMPY CHOI
AHTHBM[Y CHOM 3aLLmTe” nporpaMmel B CETH
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MpumeyaHune

UTtobbl LleHTp nogaepxkn Windows cyen npoaykT Avira akTyanbHbIM, Nocne
YCTaHOBKM NporpammMbl He06xoaMMo nponssecty obHoBreHne. OBHOBUTL
CUCTEMY MOXHO C NOMOLLbI0 PYHKLMKM OBHOBNEHNE.

Ha komnbroTepe He 06Hapy)>XeHO HU OAHOW aHTUBUPYCHOW NPOrpaMmMbl

9710 coobuleHne Boigaetcs LieHTpom nogaepxkn Windows, ecnu LieHTp noaaepkm He
O0BHapyXun Ha KOMMbOTEPE aHTUBMPYCHbLIX MPOrpaMm.

Jawmta ot eupycoe (Bummanne!)

Windows He oBHapy=#Wna aHTWEMPYCHOMD NPCrpamMmMHOre l Haiitw nporpammy & cetu
oGecneYeHka Ha 3TOM KOMMBHOTERE,

He nonyyate Bonble cooBuyeqmna Ha Temy: "ob
AHTUBMPYCHOM 3amuTe"

MpumeyaHue

O6paTtuTte BHUMaHwue, 4To aTa onuma HegoctynHa B Windows 8. Windows
Defender, HaunHaga ¢ aTon onepawumMoHHOM CUCTEMbI, ABMSIETCA
npegycraHoBreHHon komnaHmen Microsoft pyHKumen 3almTbl OT BUPYCOB.

MpumeyaHue
YcTtaHoBUTE NPOrpaMMHbIN NPOAYKT Avira Ha KOMNbIOTEP, YTOObI 3aLLUNTUTDL ErO
OT BUPYCOB N UHbIX BPEAOHOCHbIX Nporpamm!

Baw komnbloTep 6onbLue He 3aWuLeH npunoXxeHuem Avira Desktop

910 npumevaHune LleHTtpa nogaepxkn Windows nosiBnsieTcs, €Cnv Cpok AENCTBUSA BaLLEW
NNUEeH3nn Ha NpoaykT Avira UCTeK.

Ecnu wenkHyTb No knaesvwe BbINONHUTL AencTBUe, Bbl OyaeTe nepeHanpaBneHbl Ha
BebcanT Avira, rae MOXXHO NpUBPECTN HOBYHO NNLEH3UIO.

JawmTa ot BMpycoE (Brumanwne!) =
] BeinonHuTe geficTEne
Mpwnosenne "Avira Desktop” Gonewe He 3awmwaet saww MK,

He nonyuate Bonsle cooBuyeHun Ha Temy: “ob MpocmoTpeTs ycTaHoBNEHHBIE
BHTHBMPYCHOM 3aLLmTe' BHTHEMPYCHBIE NPHACHEHNA
MpumevaHne

O6paTtuTte BHUMaHue, 4YTO 3Ta onums AocTynHa Tonbko ans Windows 8.
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3awWMTa OT LUNMOHCKUX NPOrpamm U ApYrux HeXxenatenbHbIX Nporpamm

Bbl moxeTe nonyuntb oT LleHTpa nogaepxkn Windows crnefytoLlyto MHpopmaumio,
KacaloLLytoCs 3alnTbl OT LWNMOHCKUX NPOrpaMm 1 ApYyrux HexenaTenbHbIX NporpamMm:

e [lpunoxeHne Avira Desktop coobLiaeT, 4TO OHO BKITHOYEHO

o Kak Windows Defender, Tak n Avira Desktop coobLmnu, 4To BbIKNOYEHbI
o [lpunoxeHne Avira Desktop yctaperno

o [lpunoxenne Windows Defender yctapeno

o [Mpunoxerne Windows Defender oTkntoueHo
MpunoxeHue Avira Desktop coob6waeT, UTO OHO BK/TIOUEHO

Mocne ycTtaHoBKkM npoaykTa Avira n nocneyroLero obHoOBMeHNa NporpaMmMbl Bbl CHavana
He nony4yute oT LleHTpa nogaepxkn Windows HMKakux yBegomneHun. Tem He MeHee, B
pasgene LleHTp noanepxku > beaonacHocTb 6yaeT MOXHO HaWUTK cneayoliee
npumedanue: lNpunoxeHue Avira Desktop coobwaem, 4mo OHO 8K/THOYEHO. DTO 3HAYUNT,
4YTO Ball NpoaykT Avira Tenepb 0OHOBIEH A0 NOCNegHEN BEPCUN, CKaHEP B pexnme
peanbHOro BpemMeHun Avira akTUBEH.

Kak Windows Defender, Tak u Avira Desktop coo6wunnu, uro BbiknroueHbl

Cnepytollee yBeJOMIEHNE BbI4AETCS, ECININ CKAHEP B PEXUME pearbHOro BpemeHu Avira
BbIKMOYEH Unn ero paboTta ocTaHoBMEHa.

JawuTta oT NporpaMM-IWNMOHOE M HEXENATENbHBIX
nporpamMm

(Brumanmnel) MNpocmoTp BHTULLINNOHCKKX NPOrpam...

SawwTHre Windows v npunoxedne "Avira Desktop”
cooBLLAMIT, 4T OHW BBIKAHIYEHEI,

He nonyuate Gonblue cooBuyeHna Ha Temy: "o 3aLLKMTe OT
LUNMOHCKWX NPOrpai U NpoYerc BpejeHocHore Koaa'"

NMpumeyaHue

AKTMBUpOBaTb Unu oTkNtouMTb Avira Real-Time Protection MOXHO B pasgene
Crartyc LleHTpa YnpaBneHus Avira. O skniodeHun Avira Real-Time
Protection cBnaeTenbCTBYET pacKpbITbI KPACHbIN 30HTUK B MaHenu 3agau.
OTaenbHble KOMNOHEHThI Avira Takke MOXHO BKITHOUUTL LLEMYKOM MO KrnaBuLle
Bkrnroyums cetivac B LleHTpe nogaepku. Mpu nonyyeHmm coobLeHus,
TpebyoLLero noaTBepXaeHUa NpoaosrkeHnsa paboTel nporpammel Avira,
LLenkKHUTE no KHonke Paspewums, Avira Real-Time Protection 6ygeT BkmtoyeH.
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Mpunoxxenue Avira Desktop ycrapeno

Ecnu Bbl Tonbko 4TO ycTaHoBunu Avira, unm no kakon-nnbo npuynHe cann VDF,
MOWCKOBBLIN ABUXOK N NporpaMmmHble channbl Bawero npoaykra Avira He 6binm
aBTOMaTn4eckn obHoBreHbl (Hanpumep, ecnn oHn B 6onee ctapon OC Windows, Ha
KOoTopyto Bbin yXe ycTaHOBMEH NPoAyKT Avira, 0GHOBRAKOTCA 40 CneayoLlen Bepcun), To
Bbl nonyuute cnegytouwee cooblueHue:

3alWKTa OT NPOrpPaMM-WNHMOHOE M HEXENaTeNbHBIX nporpamm (Brumanne!) —_——
) | OEHoBWTE
Mpwnoxedne "Avira Desktop” cooBWaeT, 4To oHO Hy#a43eTcA B oBHOBNEHKH,
He nonyyate Bonblwe coobuyeHna Ha Temy: "o 2aLLuTe oT Monyyenue gpyrofl aHTMLINWOHCKCHA
LUMUOHCKKHX MPOrpamMm W NpoYerc BpejoHocHero koga" MporpamMmel B CETH
MpumeyaHne

UTtobbl LleHTp nogaepxkn Windows cyen npoaykT Avira akTyasnbHbIM, nocne
YCTaHOBKW NporpaMmmbl HeobxoaMmo npounssectn obHoBneHne. O6HOBUTL
CUCTEMY MOXHO C NOMOLbIO YHKUMN OBHOBNEHNE.

Mpunoxxenne Windows Defender ycrapeno

Cneaytowee coobuieHme MoxXeT nosiButbcs nocne aktusauum Windows Defender. 3to
MOXEeT 03Ha4aTb, YTO BaLl NPOAYKT Avira yCTaHOBIEH HeNpaBunbHO. [poBepbTe
YCTaHOBKY.

JawmuTa oT NpoOrpaMmM-IWNUOHOE M HEXEeNaTENBHBIX nporpamm (Brumanne!) ————
. ) OEHOBNTE |
B 3awmTHnK Windows HY#A3ETCA B 0BHOBAEHMK,

HE NoNy4aTe DoNBLIE COODLIIEHMA HA TERM D Z3LLATE OT |_|I3."I':_."'-IEHI-1E,.'J,[‘3}'TI3ﬁ FHTULLMNWOH CKOM
LUMWOHCKMY Nporparied W NpoYerc BpeEf0HOCHOrD K03 ngorpgamMmbl B CETH

NMpumeyaHue
Windows Defender — aTto npegycmoTpeHHoe npunoxeHme Windows ans
3aLWmMThbl OT LUNWOHCKUX NPOrpaMm 1 BUPYCOB.

Mpunoxxenne Windows Defender oTknroueHo

Bbl nonyynte coobuieHme ot ueHTpa nogaepxkn Windows Windows Defender omkritoyeH,
€CNnn Ha BalleM KOMMbIOTEPE Ha HarMaeHo apyroro aHTuwnmoHckoro MNO. Windows
Defender (3awmtHuk Windows) [1— nporpaMmmHbI npoaykt Microsoft, no ymonyanuto
BCTPOEHHbIM B ONEPALMOHHYK CUCTEMY AN pacno3HaBaHus wnmoHckoro MO. Ecnu Bbl
yXXe yCTaHOBUIIN Ha CBOEM KOMMbloTepe Apyroe aHTusmpycHoe MO, To npunoxeHne
AeakTusupyeTcs.

Ecnu npoaykT Avira ycTaHOBNEH NpaBuibHO, Bbl HE AOMKHbI MNOMyYaTb 3TO coobLieHune,
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TaK Kak LLeHTp NOAAEPXKN pacno3HaeT npoaykTbl Avira asTomaTtudecku. lNposepbTe,
npaBunbHO N paboTaeT Avira.

JawMTa OT NPOrPaMM-WNHMOHOE M HEMENATENBHBIX NPOrPamMm
(Brmmanne!) BrnrounTe cefivac

B Zawwrine Windows otnrouen,

He nonyyate Gonblie cooBlyeHna Ha Temy: "o 2aLuTe oT Monyuerue gpyrof aHTULLNWCOHCKOHA
LUMMOHCKWX NPOrpami M NpoYerc BpejoHocHore Koaa'" NperpamMmsl B CETH
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16. Bupycbl n gpyroe

16.1 Bupycsbl n gpyroe

Avira Ultimate Protection Suite pacnosHaeT He TONbKO BUPYCbI U BPELOHOCHbIE
nporpamMmbl, NporpaMmma MOXeT 3aLluTUTb Bac U OT ApYrux yrpo3. B gaHHon rnasbl
npeacrasneH 0630p BUAOB BPE4OHOCHbLIX NPOrapMMm 1 Apyrnx yrpos. 34ecb onmcaHo nx
npouncxoxaeHne, 0COBEHHOCTN N HEMPUSTHbIE NOCNEACTBMUS, K KOTOPbIM OHWU MOTYT
NPUBECTM.

CooTBeTCTBYHOLUMNE TEMbI:
o Kateropuu yrpos

« Bupychbl 1 BpeaoHOCHbIE NporpamMmbl

16.2 KaTteropum yrpos
PeknamHbie nporpammbl

Moa peknamHbIMK NporpaMMamMmn NOHUMAOTCS Takne NporpaMmbl, KOTOpbIE, BbINOSHAS
CBOI OCHOBHYO (DYHKLIMIO, eLle 1 AeMOHCTPUPYIOT NOSb30BaTEN0 peknamMHble 6aHHepb! 1
BCMIbIBaOLME PeKNaMHble OKHa. DTN pekrnaMHble coobLLeHNst nHoraa ObliBaeT 04YeHb
CNOXHO OTKMYUTb UK CKPbITh. MNporpammbl BO BpeMsi 4eNCTBUS BNUSIOT Ha paboTy
KOMMNbloTepa U SBNSOTCA NPOBIEMHBIMU C TOYKM 3peHMst 6e30MacHOCTU AaHHbIX.

Baw npoaykTt Avira pacnosHaeT Takue nporpammbl. Ecnv B HacTponkax B pasgene
KaTeropun yrpos BkrntodeHa onums PeknamMHble nporpamMmbl, Norb3oBaTterb nonyyaeT
yBegomneHune o6 obHapyxeHun nporpaMmmon Avira pekrnamHbIX Nporpamm.

PexknamHoe MO/wnuonckoe NMNO

[Mporpamma, 4EMOHCTPUPYIOLWAs peknamMHble MaTepuarsl Unu nepegatowiast MMyHble
AaHHble nonb3oBaTens 6e3 ero cornacus U yBe4oMNeHUs TPETbUM Nuuam, MoXeT ObITb
HeXenaTenbHON.

Baw npogykt Avira pacnosHaeT peknamHble/LNMOHCKMe nporpaMmmel. Ecnv B HacTponkax
B pasgene Kateropuu yrpos BKNOYEHa onuusi peKkfiaMmHblie U LUMUMOHCKUE NporpamMmbl,
nosib3oBaTesb nonyvyaeTt ysegomrieHme 06 obHapyxeHum nporpammont Avira peknamMHbix n
LLMMOHCKNX NPOrpamm.

Mpunoxxenne
MNMoa npunoxeHvem nogpasymeBaloTCs Nporpammbl, 3anyck KOTOPbIX MOXeT BblTb CBA3aH

C onpefeneHHbIM PUCKOM, UM UCTOYHUK NX MPOUCXOXOEHUA HE BHYLLUAET AOBEpUS.
Baw npogykt Avira pacnosHaet Takue "npunoxenunsa” (APPL). Ecnu B HacTpownkax B
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nyHkTe Kateropun yrpos BknodeHa onuusa MpunoxeHue, Bbl nonyyaeTe
COOTBETCTBYIOLLEE NpeaynpexaeHue, ecnu nporpamma Avira saamedaeT nogo6Hoe
noBseaeHve.

Backdoor-nporpammbi

[ns opraHmsauumn Kpaxku AaHHbIX Y MaHUMNynaumMm ¢ KomnbioTepom, backdoor-
nporpamMmma yaaneHHoro agMUHUCTPUPOBAHNS NPOHUKAET B CUCTEMY Yepes YEPHbIN X0, O
4YyeM nonb3oBaTenb, Kak NpaBuno, Aaxe He aoragbiBaetcsd. Yepes UHTepHeT nnn J1IBC
KnueHTckas Yyactb Takoun nporpammebl (Client) MmoxeT ynpaBnaTbCa TpeTbUMU nNuuamu.
Avira pacnosHaet backdoor-ytunntel yaganeHHoro agMuHucTpuposanus. Ecnu B
HacTponkax B pasgene Kateropum yrpo3 ¢ NOMOLLBIO ranoyku BKAKOYEHa onuns
Backdoor-nporpammsl, nonb3oBaTenb nonyyaeTt ysegomrneHne o6 obHapyxeHum
nporpammon Avira Takux nporpamm nporpamMmm.

®daiinbl CO CKPbITbIMU PpaclUMpPEeHUAMMN

McnonHsemble hannbl, CKpbiBalOLMeE HACTOSILLME pacLUMPEHNs hannoB. DTOT MeTOS,
COKPbITUA YacTO MCMOonb3yeTcs BpegoHOCHbIM [10.

lMporpamma Avira pacrnosHaeT hannbl ¢ ABOMHbBIM pacluMpeHnem. Ecnv B HacTponkax B
pasgerne Kateropuun yrpo3 ¢ MOMOLLbIO rasiodkn BKNtoveHa onumsa dansnbl ¢ ABOUHbIM
pacwumpeHueM , Nosnb3oBaTtenb NnoslyyaeT yBeJoMeHME B criydae obHapyXeHuns
nporpammon Avira nogobHbIX 06BHEKTOB.

Mporpamma fo3BoHa Ha NNaTHble HOMepa

OnpepeneHHble ycnyru, npegnaraemole B VIHTepHeTe, anaTca nnatHeiMi. OnnaTa B
"fepMaHuK ocyLLecTBRSeTCA Yepes NporpaMmMbl KOMMYTUPYEMOro JOCTyna ¢ HoMepamu
0190/0900 (B AscTpun un LLiBenuapum yepes Homepa 09x0; B N'epmaHmMm cpeaHECPOYHO
yctaHaBnuBaetcs Ha 09x0). byayuu yctaHOBNEHHbIMW Ha BalleM KOMMNbIOTEpPE,
nporpamMmMbl-Aannepbl ycTaHaBNUBaT COeAUHEHUS C aBOHEeHTaMu1, UMeLLMMU
KOMMepYecKne Homepa, 3BOHKM Ha KOTOpble TapnuduumnpyroTca no npemMmmnymMm-paspsaay.

lMpenoctaBneHne OHNamH-KOHTEHTA C BbiCTaBfieHNEM TenedoHHOro cyeTa aBnsieTca
3aKOHHbIM 1 MOXET BbITb NONE3HO Nosnib3oBatensaM. KadecTBeHHble gannepbl paboTtatoTt
Tak, YTO Nosib3oBaTeNb Bcerga otgaet cebe oTyeT B TOM, KaKMMU yCriyramu OH
Nosib3yeTCH N CKOMbKO 3a HMX NnaTtuT. OHKU yCTaHaBNMBAKOTCA HA KOMMNbIOTEP TOMLKO B
TOM cny4ae, ecnu nonb3oBaTenb AaeT Ha 3TO CBOE cornacue, hakT cornacusa gomKeH
ObITb OQHO3HAYHO M YETKO onpeaerneH. YCcTaHoBneHne coeamHeHust nporpaMmm-gannepon
oToGpaxkaeTcst KOPPEKTHO. Kpome Toro, HagexHble Jannepbl YeTKO UHPOPMUPYIOT O
pasmMepe CyMMbl.

K coxxaneHuto, CyLlecTBYHOT fannepsbl, KOTOpbIe C Lenbio obmaHa He3aMeTHO
yCTaHaBNMBaTCA Ha koMnbtoTepbl. OHM 3aMeEHSOT, HanpuMep, cTaHaapTHoe
coenHeHWe Yepes MoaeM nonb3oBatensd nHTepHeT Ha ISP (Internet-Service-Provider) n
Npu KaXKaom COeanHEHMM Bbi3biBalOT goporocrosiwmne Homepa 0190/0900. Tonbko npu
cnegyrowem TeneoHHOM cYeTe NoNb3oBaTeNb 3amMedaeT, YTo nporpaMmma-gannep
0190/0900 Ha ero komMnbKTEPE NPU KaXXAOM noakntoveHnn kK MHTepHeT Habupan Homepa-
NpPeMnyM, 4To NPMUBESO K NOSTY4YEHUIO CHETOB Ha ropasno 6onee BbICOKME CYMMbI.
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[ns kayecTBeHHOM 3aWmThbl OT HexenaTtenbHbix gannepos (0190/0900), mbl pekomeHayem
NOMECTUTb UCNOSb3yeMblE UMW HOMEpPA B YEPHbIN CMUCOK.

Mo ymonyaHuto Avira obHapyxuBaeT Hambonee pacnpocTpaHeHHbIE NPorpamMmbl-
Aannepeobl.

Ecnu B HacTpownkax B pasgene Kateropum yrpo3 BkntoydeHa onuus NporpaMmmbl 4O03BOHA
Ha NnaTHble HoOMepa , Bbl NonyyYnTe yBegomneHme 06 obHapyXeHUn akTUBHOCTU TaKow
nporpaMmmbl. Tenepb y Bac NOSIBISETCA BO3MOXHOCTb, NErko yaansaTb HexenaTenbHble
nporpamMmmbl JO3BOHA. Ecnu Bbl BCe e XOTUTE NCNOoNb30BaTb Kakyk-rmbo nporpammy
A03BOHA, NOMECTUTE €€ B CMUCOK UCKITIDYaeMbIX U3 NPOBEPKN OOBHEKTOB.

DOULUVHT

duwmHr, n3BeCTHbIN Kak brand spoofing, aBnsaeTcsa cneundundeckon opmMon Kpaxm
AaHHbIX, HaLeNeHHOW Ha pearnbHbIX UM NOTEHUMarnbHbIX KNMMEHTOB HTepHeT-
npoBangepos, 6aHKOB, pasnUYHbIX CYX0 N yupexxaeHun.

Mpwn nepenaym cBoero anekTpoHHOro agpeca B MIHTepHeTe, 3anofnHeHUs OHManH-
dopMynsipoB, BCTYNSIEHUN B HOBbIE rpynmnbl UK perucTpaumm Ha Beb-cantax saLuu
AaHHble MOryT nonagathb K Tak HadbiBaeMbIM "Internet crawling spiders" n ncnonb3oBaTbCs
0e3 Ballero paspeLueHus B Lendax obmaHa unm gpyrux npectynneHun.

Baw npoaykt Avira pacnosHaeT oMLLMHIOBbIE NporpamMmbl. ECrin B HacTporkax B NyHKTe
KaTeropun yrpos BkrtodeHa onums PULLKHS, Bbl Nofly4aeTe COOTBETCTBYIOLLEE
npegynpexaeHue, ecnu nporpamma Avira 3aamevyaeT nogobHoe nosefeHue.

Mporpammbi, HapyLwialow e UacTHylo cpepy

Mporpammbl, BAUSIIOLLME Ha GE30MacHOCTb Ballei CUCTEMbI, Bbi3biBaloLNE
HexxenaTenbHY NPorpamMmHy0 akTUBHOCTb, BTOPratoLimMecs B NpMBaTHyto cdepy, MoryT
ObITb ONACHLIMU U ABMSAKTCS HEXenaTenbHbIMU.

[Mporpamma Avira pacrnosHaeT nporpaMmmbl, HECYLLIME PUCK BTOPXKEHUNA B NPUBATHYHO
chepy. Ecnn B HacTponkax B pasgene Karteropum yrpos BkrtoveHa onuma NMporpammel,
HapyLwalLme YacTHy cdepy, nonb3oBaTenb NonyvyaeT ysegomrieHne oo
obHapyxeHun nporpammon Avira Takmx NPUNoXeHun.

MporpaMmmbi-LUYyTKH

Mporpammbl-LIyTKN paspabaTtbiBatoTCs, HAaNpUMep, Ans NoOgHATUSA HacTpoeHusi. OHK, Kak
npaBumo, He MOryT CaMOCTOATENBbHO Pa3MHOXaTbCA U HEe HAHOCAT Bpeaa. [locne 3anycka
Takon NporpaMmbl KOMMNbLIOTEP 4EMOHCTPUPYET YTO-HNUOYAb HEOObLIYHOE Ha MOHUTOPE,
COnpoBOXaas 3TO 3BYKOM. B kadecTBe npMMepoB NporpamMmM-LUyTOK MOXXHO Ha3BaTb
CtupanbHyto mawuHy B anckosoge (DRAIN.COM) n MNMoxunpatenen akpaHa
(BUGSRES.COM).

Ho, BHumaHune! Bce cuMnToMbl Takmx pasBriekaTesibHbIX NporpamMmm MoryT ObITb TakkKe
MMUTNUPOBaHbl BUpyCaMn Uin TpoAaHaMu. B KOHLE KOHLOB, 3TK nporpamMmbl MOryT npocTto
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ncnyratb noJsib3oBaTtend, Ui MorytT noMo4b eMmy cCamMmomMy CtaTb MHNLMNATOPOM DENCTBUN,
NMPUYNHAKLLNX Bpea.

Avira B COCTOSIHUM pacno3HaBaTb M YHUYTOXaTb Takue nporpammbl, 6rarogaps
BCTPOEHHbIM paCLUMPEHHBIM MOUCKOBBLIM U MAEHTUUKALMOHHBIM dyHKUMsIM. Ecnin B
HacTpoWkax B pasaene [JononHuTernbHbIE KaTeropumn yrpo3 BKIKYEHa onums
Mporpammbl-WyTKK , Nonb3oBaTenb U3BeLwaeTcsl 06 06HapYKeHUM Takux 06 LEKTOB.

Urpbi

Mbl He NPOTUB KOMMbLIOTEPHBIX UFP, HO COBCEM He 06A3aTenbHO urpatb B HUX B pabo4vee
BpeMsi (MOXeT BbITb, 3a UCKMOYEHMEM 00eEHHbIX NepepbLIBOB). TeM HE MeHee, MHorme
COTPYAHMKM MOCBALLAOT Maccy cBoero pabovero BpeMeHu pasfimyHbiM KOMMbOTEPHbIM
urpam u passriedeHnsam. Yepes VIHTepHeET MOXXHO 3arpy3nTb Maccy urp. Urpbl no
3MIEKTPOHHOM NOYTE TaKKe NONb3YHTCH NOMNYNAPHOCTLIO: OT WaxmMat Ao "Mopckoro 605",
cywiectByeT 6orbLIOe KONIMYECTBO TaKUX UMP, rae Xo4bl B Urpe OTrnpaBnsoTCs Y4aCTHUKY
yepes ANEKTPOHHYHO MOYTY.

WcecnepoBaHusa nokasanu, YTO COBOKYMHOE BPeEMS, MOTPAYE€HHOE COTPYAHMKAMM Ha Urpbl,
[OCTUINO B AEHEXHOM BbIPaXXEHUWN AOBOJSIbHO BHYLLUMTENBHON BENWUYMHEI. [o3aToMy
COBEpLUEHHO NMOHSTHO CTpeMIeHne Bce bonbLuero Yicna pabotogatenen orpagutb
pabouune cTaHuum OT UrpoBoro 1 pasenekarensHoro MO.

Baw npogykt Avira pacnosHaeT KOMMbIOTEPHbIE Urpbl. ECnv B HacTponkax B pasgene
KaTteropuu yrpo3s BkntodeHa onuus Urpbl, nonb3oBaTtesib nosiydyaeTt ysegomMmneHue ob
obHapyxeHun nporpammon Avira Takmx npunoxeHun. Nocne yero urpbl, B NPSMOM
CMbICIEe CroBa, 3aKaHYMBAIOTCSA, TaK KaK y Bac NOSBMISAETCA BO3MOXHOCTb yaanaTb NX
OY€eHb Nerko.

O6maHHasa nporpamma

"MoppenbHble aHTMBUPYCHI" (Scareware) unu "noxHele aHTuBMpycol" (Rogueware) - 310
noaaenbHble NPorpaMMbl, KOTOPble COOOLAOT O BUPYCHOM 3apaXXeHUn 1 OnacHoCTH U
NPV 3TOM BHELLHE OYeHb NMOX0XW Ha NpodeccnoHarbHble aHTUBUPYCHbIE NPOrPaMMbl.
lMoppensbHble aHTUBMPYCHI NpedHa3HayYeHbl 4N 3anyrmpaHusa nonb3oBaTtenen u npuaaHus
UM HeyBepeHHOCTU. Ecnn xepTBa nonanack Ha yoouky U cuntaeT cebs noaBepKeHHON
yrpose, 3a4acTylo 3a OTAeNbHYI0 NnaTy el npeanaraeTcsa yCTpaHeHUe HeCyLWeCTBYOLLEN
onacHocTu. B gpyrux cny4asx xepTtsa, NoBepyBLUAA B HAanageHue Ha Hee, NpuHyxaaeTcs
K onpegeneHHbIMU eNCTBUAM, BCreCcTBUE KOTOPbIX 4eNCTBUTENbHO ByaeT coBepLUEeHO
HanageHwve.

Ecnu B HacTponkax B pasgene Kateropumn yrpo3 BkntoveHa onuns O6mMaHHbIe
nporpammbl, Bbl NOny4nTe yBegomneHme o6 obHapyXeHnn akTMBHOCTU TaKom
nporpaMmmbl.

HeC'raHnap'rH bl€ NaKOBLUMNKN

dannbl, cxaTble npun NOMOoLWN HeCTaHAAapPTHbLIX NporpamMmm-nakoBLIMKOB, MOIyT ObITb
OTHECEHbI K NMOJO03PUTETIbHbIM.
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Avira pacnosHaeT gedaTenbHOCTb HECTaHA4APTHbLIX NAaKoBLUMKOB. ECnu B HacTponkax B
pasgene Kateropun yrpo3s BkntoveHa onuna HeobblvHble nakoBuwmkn (PCK),
nonb3oBaTeNb Nofy4aeT npeaynpexaeHune B cnyyae, ecnu Avira o6Hapy>XuT nogo6Hble
OOBbEKTHI.

16.3 Bupycbl 1 BpeOHOCHbIe NPOrpaMmbl

PeknamHble nporpammbl

Mopa peknamHbIMKU NporpaMmMamMmn NOHNUMAalOTCS TakMe NporpaMMbl, KOTOPbIE, BbINOMHAS
CBOI OCHOBHYO (DYHKLIMIO, ELLE U AEMOHCTPUPYIOT NOSb30BaTEN0 pPeKNamMHble 6aHHepbI 1
BCMIbIBalOLLME PeKNaMHble OKHa. DTN pekrnaMHble coobLLeHNst nHoraa ObiBaeT oYeHb
CNOXHO OTKMYUTb MU CKPbITb. Mporpammbl BO BpeMsi AEVCTBUS BNUAIOT HA paboTy
KOMMNbloTepa U SBNSOTCA NPOBIEMHBIMU C TOYKM 3peHMst 6e30MacHOCTU AaHHbIX.

YTunuTbl yaaneHHOro agMMHUCTPUPOBaHUS

Backdoor (3agHasa asepb, YepHbI Xxof) MoXeT, 06xoasa cuctemsl 3awmtel ot HCU,
Nosly4MTb KOMMbKOTEP MOA CBOW KOHTPOSb.

Mporpamma, paboTaroLias B CKPbITOM pexume, aeT Nonb3oBaTento NpakTu4ecku
HeorpaHuyeHHble npaea. C nomoLbio backdoor-nporpaMmm MOXHO NOMy4YnUTb AOCTYN K
nepcoHarnbHbIM AaHHbIM nonb3oBaTend. OgHako, Yyalle Bcero 3Tu nporpamMmmbl
NCronb3yTcs AN MHPUUMPOBAHNA CUCTEMbI KOMMbIOTEPHLIMW BUPYCaMU U YCTaHOBKU
Ha Hee BpPeOHOCHbLIX MporpamMm.

3arpy304Hble BUpPYCbI

3arpy304Hblil U rMaBHbINA 3arpy304HbIA CEKTOP XXECTKOro AMCKa MOXET BbITb MHMUMPOBaH
3arpy3o4HbiMy BUpycamMu. 3TN BUPYCbl U3MEHSAIOT BaXXHY0 MHOpMaLumio, Heobxoammyto
Ans 3anycka cuctembl. OQHO U3 HEMPUATHBIX NOCNEACTBUIA: HEBO3MOXHOCTb 3arpy3ku
onepaumMoHHON CUCTEMBI...

Bot-cetn

Moa Bot-ceTbio NnoHMMaeTca yaaneHHo ynpaensemas cetb (B IHTepHeTe), cocToswas u3a
OTAENbHbIX NEPCOHAbHbBIX KOMMBIOTEPOB, CBA3bIBAOLLMXCA Mexay cobon. KoHTponb cetu
AOCTUraeTcs C MOMOLLBIO BUPYCOB UMM TPOSTHCKUX NPOrpaMm, MHOULNPYHOLLMX
KOMMbIOTEP, OHU OXMOAT AaNbHENLWNX yKa3aHUN 3royMblLLIIEHHWKA, HEe NPUHOCS Bpeaa
NHULMPOBAHHBLIM KOMMNbIOTEPAM. OTU CETU MOTYT NPUMEHATBLCS ANSA PacCbIfKK cnama
unu opraHmnsaumm DDoS aTak; nonb3oBaTenu y4acTBYOLWNX KOMMBIOTEPOB MOTYT U He
aoragbiBaTbes 0 npoucxoasiwem. OCHOBHOM noTeHuman bot-ceTten 3aknio4aeTcsi B TOM,
YTO Takme ceT MOryT AOCTUraTb YNCIIEHHOCTU B HECKOJSTbKO ThICAY 31IEMEHTOB, Ybs
COBOKYMHasA NponyckHasi CnoCOBHOCTb MOXET NOCTaBUTb Nofg Yrpo3y nobyto cuctemy
006paboTkn 3anpocos.
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xkcnnounT

Okcnnont (6pelwb B 6€30nacHOCTM) - 3TO KOMMbIOTEPHAA NporpaMmma Unm cKpunT,
NCNOSb3YyLWNA cneunduyeckne ya3ssMMmoCcTn onepaumoHHON CUCTEMbI NN NPOrPaMMbI.
dopmon aKcnonTa cunTatoTCs atakm U3 IHTepHeTa ¢ NOMOLLbIO ynpaBrisieMblX NakeToB
AaHHbIX, KOTOPblE UCNOSb3YIOT ya3BnUMocTn cetesoro 0. Tak B cuctemy moryt
NPOHMKaTb NPOrpaMmsbl, C MOMOLLbIO KOTOPbIX MOrYT OblTb MOMYyYeHbl pacLUMpPEHHbIE Npasa
poctyna.

Hoax (o6maH, noxb, MucTUdMKaums, WyTKa)

Y>ke HecKkonbko neT nonb3oBatenu VMIHTepHeTa nonyyatT coobLLeHNsi 0 BUpycax,
pPacnpoCTPaHSLLINXCS SIKOObI C MOMOLLbIO 3MEKTPOHHON NOYThI. DTN NpeaynpexaeHust
paccbinatTcsi ¢ Npocbbor NnepeHanpaBuTb NX Kak MOXHO GonbLUEMY KONMYECTBY
nonb3oBaTenei u Konner ansi Toro, Ytobbl NpegocTepeydb Bcex oT "onacHocTu'.

INoBywikn

Honeypot (ropwoyvek mefa) - ceteBas cnyxba, (nporpamma unu cepsep). Ata crnyxoda
nMeeT 3agady HabnaaTtb 3a ceTbio U ukecmpoBaTtb aTtaku. OBbIYHbBIM NONb30BaTeSb He
3HAET MMEHM 3TON CryxObl, NO3TOMY HUKOrA4a K HeW He obpawiaeTcs. Ecnun
3I0YMbILLNIEHHUK NPOBEPSET CETb HA HanMume ys3BUMOCTEN, OH MOXET BOCMNOSb30BaTbCH
ycrnyramu, NnpeasioKeHHbIMU JTIOBYLLUKOW, O YeM MOMeHTarnbHo 6yaeT caenaHa 3anuch B
nor-cpannel, a Takke cpaboTaeT curHanmnsaums.

MakpoBupychbl

MakpoBUpYyCbl - 3TO ManeHbkne NporpaMmbl, HanMcaHHbIE HA MaKPOS3bIKe NMPUNOXKEHUI
(Hanp., WordBasic ana WinWord 6.0), KoTopble pacnpOoCTpaHATCs TONbKO cpeam
AOKYMEHTOB, CO3[aHHbIX 414 3TOro npunoxeHusi. NoaToMy oHM elle HasblBakTCA
AOKYMEHTHbIMKU BUpycamMu. [Insa Toro, 4Tobbl OHM CTanun akTUBHbIMKU, TpebyeTcs 3anyck
COOTBETCTBYHOLLEIO NPUMOXKEHNSA N BbINONIHEHNE NHPMLUMPOBAHHOIO Makpoca. Mo
CpaBHEHMO ¢ 0BbIYHBIMU BUPYCaMM MaKpOBUPYCbl HanagatT He Ha UCNOSTHSAEMbIe
hanrnbl, a Ha JOKYMEHTbI COOTBETCTBYHOLLUX MPUSTOXKEHNNA.

PapMuHr

dapMuHr - 3TO MaHMnNynaums xocT-harnom Beb-6paysepa ans nepeHanpasneHus
3anpoca Ha danbLmBbIA cCanT. OTO NPOM3BOAHAs OT Krnaccn4eckoro puwimnHra. apmmHr-
MOLLEHHMKM cogepxaTt cepeepa 6onbLumMx 06BHEMOB, Ha KOTOPbIX XpaHATCSA danbLinsble
Beb-cTpaHuubl. PapMmHI MOXHO Ha3BaTb O6LLMM NOHATUEM pa3nuyHblx TunoB DNS-aTak.
Mpn MmaHnynAuMM XocT-gpannom ¢ NOMOLLbIO TPOSTHCKOW NporpamMmbl Unv Bupyca
NPoOn3BOAMTCA MaHMNyNAuusa cucteMon. B pesynbtaTte cuctema cnocobHa 3arpyxaTtb
TONbKO (hanbcudULMpoBaHHbie BED-CanTbl, JaXe eCcnv Bbl NPaBuibHO BBOAMTE agpec.
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dOunHr

Phishing o3Ha4aeT "BblyXnBaHne" nmyHon nHgopmaumm o nons3osartene VIHTepHeT.
3noyMbILLNEHHUK OTNpaBNseT CBOEW XepTBe NUCbMO, B OTBET Ha KOTOpoe Heobxoanumo
BBECTU JINYHYIO MH(pOpMaLMIO, Npexae Bcero aTo uma nonbsosartens, naponu, PIN n TAN
Ansa goctyna kK 6aHKOBCKMM cdeTam OHNanH. C NoMOLLbIO NOXULLEHHbBIX AAHHBIX MOLLUEHHMWK
MOXeT BblaaTb cebs 3a CBOI XepTBY U OCYLLECTBNATL AEACTBUS OT UMEHM HUYETO He
nogospesaroLLero nmua. AcHo, 4To 6aHKM U CTpaxoBble KOMMNaHUW HUKOTrAa He NPOCAT
KNueHToB npucnaTtb Homep kpeanTtHon kapTsl, PIN, TAN unn gpyrue naponu no Email,
SMS unu no TenedoHy.

MonumopdHbIe BUpYyChI

MonumopdHbIe BUPYChI - UICTUHHBbIE MacTepa MacknupoBkn 1 nepesonnoLwieHns. OHn
N3MEHSIOT CBON COBCTBEHHbIN NPOrpaMmMHbIN KOA, a MO3TOMY MX JOBOSIbHO CITOXHO
0OHapyXuTb.

MporpamMmmMmHble BUPYCbI

KomnbroTepHbIM BUPYC - 9TO nporpammMa, obnagatoLas cnocobHOCTLI0 Nocre CBOEero
3anycka caMoCTOATENbHO NPUKPENAATLCA K APYrM nporpaMmMmam, MHpUUMpYSa Nx Taknm
o6pa3oM. Bupychbl pa3smMHOXaTCA CaMOCTOATESNBHO, YTO OTAINYAET UX OT FIOrMYeCcKuX
©oMb 1 TpostHCKMX nporpamm. B oTnnyune oT YyepBss, BUpYCYy Bcerga Heobxoguma
nporpaMmma, BHYTPM KOTOPOW OH MOXET 3anucaTtb CBOM BpeAoHOCHbIN kod. OBbl4HO BUPYC
He n3MeHsaeT paboToCnoCOOHOCTL MPOrpamMmsbl, K KOTOPOW NPUKpennaeTcs.

Rootkits

Rootkits - Habop NporpaMMHbIX CPEACTB, KOTOPbIE YCTAaHABNNBAKOTCA B CUCTEMY,
obecneunBasi COKpbITUE BXO4a B CUCTEMY 3M0YMbILUNIEHHNKA, COKPbITUE NPOLIECCOB U
KOMMpPOBaHUSA AaHHbIX - MONPOCTY rOBOPS: Aenas 3NnoyMbllUIeHHUKa HEBUAMMbIM. Bbl
nbiTaeTecb 0GHOBUTL YK€ YCTAHOBMEHHYHO LLUMMOHCKY0 NpOorpaMmy UnmM yCTaHOBUTb
yaaneHHoe wwnuoHckoe 0.

CKpunT-BUPYCbI U YepBU

3T BMPYCbl 04EHb NPOCThI B HAMMUCaAHUM U MPU HanNU4mMn HEOBXOANMbIX TEXHOMOMIA MOTyT
OblTb pacnpocTpaHeHbl Mo BCEMY MUPY BCEro 3a HECKOIbKO YacoB.

CKpunTOBbIE BUPYChI M YEPBU UCMONb3YIOT CKPUNTOBbLIE A3bIKKN, TAKME Kak, Hanpumep,
Javascript, VBScript u gp., 4tobbl f06aBnsATbL ceb5 K HOBbIM CKpUnTam unm
pacnpoCcTpaHATLCA Yepes Bbi30B (PYHKUMI OnepaLMOHHON CUCTEMBI. 3a4acTyro
NHPUUMPOBaAHNE NPOUCXOAMUT MO ANEKTPOHHOM NoYTe UNu B pedynbtate obmeHa
hannamu (QOKyMeHTamn).
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YepBeM HasblBaeTcs nporpamma, pasMHoXatoLascs CaMoCTOATeNbHO, HO He
VHVUMpPYOLLAs ApYyrie nporpammbl. YepBu He MOryT cTaTb YacTbio APYrMX NPorpamm.
O4yeHb YacTo B cMCTEMAX C PECTPUKTUBHOWM MNONUTMKOM GEe30NacHOCTU YepBM SBNSOTCS
€OVHCTBEHHOW BO3MOXXHOCTbIO 06eCcneyYnTb NPOHNKHOBEHNE BHYTPb BPEAOHOCHbIX
nporpamMmm.

LLinnoHckue nporpammbil

LLInnoHckmne nporpaMmbl NepecbinatoT nepcoHanbHble AaHHble nonb3oBaTens 6e3 ero
Begoma v paspelueHusi npoussoautento MO unu TpeTbum nuuam. LLInnoHckne nporpammbl
aHanM3npyoT NoBeaeHNe nonb3oBaTens VIHTepHeTa, a OCHOBbLIBAsICb Ha 3TUX AaHHbIX,
AEMOHCTPUPYIOT pekrnaMHble 6aHepbl UK BCNblBatoLWME OKHa, KOTOpble MOTyT
3anHTepecoBaTb 3TOro MNONb3oBaTENS.

TposiHCcKue nporpaMmmbl (KPaTKO: TPOSHbI)

TposiHCKMe nporpaMmbl B NocreaHee BpeMsi BCTpeYatoTCa OBOSbHO YacTo. Tak
0603HavaTCs NporpaMmbl, KOTOPbIE AOMMKHbI BbINOMHATL onpeaeneHHble OyHKUUN, HO
nocne 3anycka 4EMOHCTPUPYIOLLME CBOE UCTMHHOE JNLIO, BbIMOJSTHASS COBEPLUEHHO Apyrue
AencTens, 06bl4HO paspyLUMTENbHOrO Xapakrtepa. TposiHCKMe nporpaMmmbl HE MOTyT
pPa3MHOXaTbCA CaAMOCTOSTENBHO, YTO OTNIMYAET UX OT BUPYCOB U YepBen. BonbLIMHCTBO
N3 HUX NMeLOT nHTepecHble MMeHa (SEX.EXE nnn STARTME.EXE), koTopblie
NPOBOLMPYIOT NOMb30BaTENA Ha 3anyck TPOSHCKMX NporpamMm. HenocpeacTBeHHO nocne
3anycKka OHW CTAHOBATCHA aKTUBHbIMW U, HANpMMep, 3anyckatT dhopmaTMpoBaHme
XXeCTKoro aucka. [iponnep sBnseTca ocobbiM BUAOM TPOSIHCKOW NporpaMmmbl. OTa
nporpaMmmMa paccaxxmBaeT BUPYCbl B CUCTEME.

O6maHHasa nporpamMmma

"MoppenbHble aHTMBUPYCHI" (Scareware) unu "noxHele aHTuBMpycol" (Rogueware) - 310
nogaenbHble NPorpaMMebl, KOTOpble COOBLLAI0T O BUPYCHOM 3apaXeHuUM 1 ONacHOCTU U
NPy 3TOM BHELLHE OYeHb NMOXO0XW Ha NpodeccroHarbHble aHTUBUPYCHbIE NPOrpamMMbl.
lMoppensbHble aHTUBMPYCHI NpedHa3HayYeHbl 4N 3anyrmpaHusa nonb3oBaTenen u npuaaHus
UM HeyBepeHHOCTU. Ecnn xepTBa nonanack Ha yoouky U cuntaeT cebs noaBepKeHHON
yrpose, 3a4acTyto 3a OTAerNbHYI0 NraTy en npeanaraeTcsa ycTpaHeHne HeCyLLeCTBYOLWEN
onacHocTu. B apyrnx cny4asx xepTsa, NoBepyBLUAA B HanageHue Ha Hee, NpuHyxaaeTcs
K onpegeneHHbIMU eNCTBUAM, BCreCcTBUE KOTOPbIX 4eNCTBUTENbHO ByaeT coBepLUeHO
HanageHwve.

3ombu

3omMOun-T1K - 310 KOMNbLIOTEP, MHPULMPOBAHHBIA BPEAOHOCHBIMU NPOorpaMmmMamMm,
NO3BOSIAKOLMI 3M0YMbILLSIEHHUKAM, NpecneayowmnM KpUMrUHanbHble Lenu, yaaneHHo
agMuHucTpuposaTb cuctemy. MHduumposaHHbin MK 3anyckaeTt, Hanpumep, Denial-of-
Service (DoS) aTaky unu pacceinaeTt cnam/uULLnHI Nucbma.

Avira Ultimate Protection Suite - PykoBoactso nonb3osatens (Ctatyc: 29 Nov. 2013) 268



R’ AVI RA NHdopmaums 1 cepBurc

17. Wudopmaumsa m cepBuc

B aTom pasagene cobpaHbl cBeaeHUS, kacatowwmecs nHdpopmMmaumm n cepemcoB Avira.
e KOHTaKThI

e TexHuyeckasa nogaepxka

e [logo3putenbHbin dansn

o Coo0LLeHne 0 NoXXHOM cpabaTbiBaHUN

« OO6paTHas cBsA3b Ans Bawen 6e30nacHOCTU

17.1 KoHTaKThI

Mbl C yOOBONBCTBMEM NMOMOXEM BaM, €CMK Y Bac €CTb BONPOCHI UK NOXenaHus,
Kacarowmecs npogykuumn Avira. Hawm KOHTaKkTHble AaHHbIE MOXHO MOSYyYnUTb B LIEHTPE
ynpasneHus LleHTp koHTpon4, B NyHKTe MeHo CnpaBka > 06 Avira Ultimate Protection
Suite.

17.2 TexHnueckas nogaeprkka

Cnyxba Texnoaaep»ku Avira Bcerga rotoBa NnoMoYdb, €Cnv Y Bac eCTb BONPOCh! UMK
TeXHU4Yeckue npobnemsi.

Bcto Heobxoanmyto nHGOopmaL Mo NO HaLWMM KOMMMEKCHbIM ycryraMm noaaepXkm MOXHO
HaTN Ha canTe:

http://www.avira.com/ru/support

[ns 6onee GLICTPON N KAYECTBEHHOW NOMOLLM Mbl MPOCUM Bac NpeaoCcTaBnATb HAM
cnenyoLLyo MHpopMauumio.

o WHdopmauumsa o nuueH3un. 3ta nHdopmaums oTtobpakaeTcs B MEHIO NPOrpaMmbl B
nyHkTe CnpaBka > O Avira Ultimate Protection Suite > UHcdhopmauma o nuueH3nu.
CM. NHdopmaumst 0 nnMueH3unm.

o WHdopmauums o Bepcun. Hdopmauuio 0 BEPCUKN Bbl HANLETE B MEHIO NPOrpaMmbl, B
nyHkTe CnpaBka > O6 Avira Ultimate Protection Suite > UHcopmauusa o Bepcum.
Cwm. MIHbopmauus o Bepcun.

o Bepcusa onepaumMoHHOM cUCTEMbI U, NPpY HEOBXOOMMOCTH, YCTAaHOBIEHHbIE NaKeTbl
0OOHOBNEHUS.

« YcTaHOBNEHHble NPOorpaMmbl, HanpMMep aHTUBMPYCHbIE NPOrpPaMMbl OPYrUX
npoussoauTenei.

o TOYHbIN TEKCT cOOBLEeHUA NporpaMMbl UK daina oTyeTa.
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17.3 MNMopo3puTtenbHbl pann

Bl/lpbeI, KOTOpPbI€ MNMOKa He O6Hapy)KVIBaI-OTCFI HalWnMun npoayktamMiu, a Takxke
noao3puTteribHble (bal7|]'|bl Bbl MOXeTe BbICbINlaTb HaM. Mbl npenocrasiidemMm BaM HECKOJIbKO
BO3MOXXHOCTEN CBA3ATbCA C HAMW.

e Hangute HyXHbIN (hann B MeHexepe KapaHTUHa UeHTpa ynpasneHus LieHTp
KOHTponst KoHconu Avira Server Security 1 Beibepute nyHKT OTnpaBuTb hann B
KOHTEKCTHOM MEHIO NN HaXXMUTE COOTBETCTBYIOLLYHO KHOMKY.

o OTtnpaBbTe HeobGxoanmbIn hann B 3aapxmeupoBaHHom Buae (WinZIP, PKZip, Arj, n
T. A4.) BO BfIOXXEHMM NMCbMa No crnegyowemMy agpecy:
virus@avira.ru
Tak kak HEKOTOpble MOYTOBbIE LWNH03bl paboTatoT ¢ aHTuBMpYCHbIM MO, 3awmTnte
dann(bl) naponem (noxanyncra, He 3abyabTe COOOWMTL ero Ham).

e Y Bac eCTb TakkKe BO3MOXXHOCTb OTNPaBUTb NOA03pUTENbHbIE ddanrbl Yepes Hall CanT:
http://www.avira.ru/sample-upload

17.4 CoobieHne o0 No>XXKHOM cpabaTbiBaHMM

Ecnu Bbl nonaraete, 4to naket Avira Ultimate Protection Suite cuntaeT nogosputenbHbiM
rapaHTMpPOBaHHO «YUCTbINY» baisl, OTNpaBbTe ITOT pansl B apxXMBMpOBaHHOM BUAE
(WinZIP, PKZip, Arj...) B KayecTBe BIOXEHWUs 3NEeKTPOHHOIo NUCbMa Ha creayroLmnn
agpec:

virus@avira.ru

T. K. HEKOTOpPbIE MOYTOBbIE W03kl paboTatoT ¢ aHTMBMpPYCHbIM 10, 3awmuTuTe dann(bl)
naponem u He 3abyabTe COOBLWUTL Ero HaM.

17.5 O6paTHas cBA3b AN Bawien 6e3onacHOCTU

Avira cuntaet 6e30nacHOCTb KIMEHTOB CaMOK MaBHOM CBOeW 3aaadven. [1nsa aToro
Kakgoe oTaenbHoe pelleHne Avira un Kaxxgoe otaenbHoe o6HoBNEHWe 4o nyGnmkaumm
TWaTeNbHO NPOBEPSOTCS HALLIMMK 3KCNepTamMmn OTHOCUTENbHO KayecTBa 1 6e30nacHOCTH.
Camo cobou pasymerowmnmMca 9BnaeTcs Ang Hac Cepbe3HOEe OTHOLLEHNE K BO3MOXHbIM
YSI3BMUMOCTSIM CUCTEMbI, ObICTpasi U OTKpbITasi peakumns Ha HUX.

Ecnu Bbl 06HapYXmnnn ysi3BUMOCTb B OHOM M3 HaLLMX NPOrpaMMHbIX NPOAYKTOB,
oTnpasbTe, NoXanymncra, Ham coobLueHne 06 3ToOM Ha cnegyrLwun agpec:

vulnerabilities@avira.ru
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Bce Ha3BaHus MapoK 1 MPOAYKTOB ABNAIOTCA TOPrOBbIMW MapKamMn NN 3aperncTprupoBaHHbIMKU TOProBbIMU MapKamm
X BnagenbUes. 3aLLLVILLI,€HHbIe TOProBbl€ MapKn HE 0603HaueHbl B 3TOM PYKOBOACTBE COOTBETCTBYHOLLIMM o6pa30M.
Tem He MeHee, 9TO He O3HaYaET, UTO MX MOXKHO MCMOb30BaTh 6e3 paspeLleHunsa.
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