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Toproeas Mapka 1 aBTOpCKoe NpaBo

Toprosasi Mapka

AntiVir aBnseTca 3aperncTpupoBaHHon Toproow Mapkon Avira GmbH.

Windows aBnsieTcsa sapermctpupoBaHHon ToproBoi mapkon Microsoft Corporation B CLUA n apyrux ctpaHax.
Bce apyrue HassaHna Mapok U NPOAYKTOB ABMAIOTCA TOBaPHbIMW 3HaKaMun Uy 3aperncTpupoBaHHbIMU
TOBapHbIMW 3HaKamu, NpUHaAnNexalMm CBoUM BnagernbLam.

3alymLLeHHble TOBapHbIe 3HaKn He 0603HaYeHbl 3aLMLLEHHbIMY B 3TOM PYKOBOACTBE. OTO, OAHAKO, He
03Hay4aeT, YTO OHM MOTYT NPUMEHATLCS CBOGOAHO.

NHpopmaumsa o6 aBTopckmx npaBax

B Avira AntiVir Personal 6bin ncnonb3oBaH kof CTOPOHHUX pa3paboTunkoB. Mel 6narogapvm obnagatenen
aBTOPCKMX MpaB 3a NpeAoCTaBMeHHbIN B Halle pacnopsikeHue kog. MoapobHyto nHdopmaLmio 06 aBTopckom
npase Bbl MoxeTe HanTu B pasgene cnpasku Avira AntiVir Personal TPL.
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1

BBeneHue

Mporpamma AntiVir noMOXeT 3alLMTUTL Ball KOMMbIOTEP OT BUPYCOB,
BPEeOOHOCHOro 1 WnMoHckoro MO, HexenaTenbHbIX NporpaMm 1 gpyrux yrpos. B
HacTosiweMm PykoBoacTBe AaeTcs KpaTkas MHdopmaunsa o Bupycax,
BPEe4OHOCHOM 1 HexenaTtensHom [10.

B pykoBoacTBe onucbiBalOTCS yCTaHOBKA M 06CNyXMBaHWe Nporpammbi.

Ha Hawem Beb-caiiTe MOXHO HalUTU MHOrOYMCIIEHHbIE ONUUK U Apyrue
NHOPMaLIMOHHBIE BO3MOXHOCTH:

http://lwww.free-av.ru

Ha Beb-caiite Avira Bbl MOXETE...
— 3anpocutb MHGOPMaLMo 0 apyrux nporpammax AntiVir
— 3arpysmnTb camble nocnegHue sepcum nporpamm AntiVir

— 3arpy3nTb caMble nocnegHne sepcum PykoBOACTB No NpoayKTam B
dopmate PDF

— BecnnaTtHo 3arpy3nTb MHCTPYMEHTAPUIA NOAAEPXKKN U BOCCTAHOBMNEHUS

— BOCMONb30BaTbCs 0OLWMPHOWN 6ason 3HaHu pasgeniom FAQ npu
yCTpaHeHun npobnem

— 3anpocuTb agpeca cry6 noaaep>Kku B KOHKPETHOW CTpaHe.

CoTpyaHukm Avira



2 CwumBOnbl N BblaeNeHns

Wcnon b3YyHOTCA crnegyrowme CUMBOIbI:

MukTorpamma / O6bsicHeHue

O6o3HauyeHue

v O603HavaeT ycnosue, KOTOpoe HeobxoaMmMo Ans
BbINONTHEHUS AENCTBUA.

1 O603HavaeT aTan aencTens, koTopoe Bl
BbINOSIHAETE.

- O603HavaeT pesynbTaT BbINONHEHHOIO AENCTBUS.

MpepynpexaeHune | O6o3HavaeT npeaynpexaeHne 0 BO3MOXHOCTHU
noTepu OaHHbIX.

MpumeyvaHune O6o3HavaeT npumeyaHue, cogepxatlee ocobo
BaXXHYI0 MHGOPMaLNIO, NN COBET, obneryaroLni
NOHMMaHWe 1 ncnosb3oBaHne nporpammbl AntiVir.

WcnonbaytoTcs cneayowmne BblaeneHns:

BoioeneHne | O6bsAcHeHne

Kypcue Wma nnu nytb panna.

OToGpakaemble anemeHTbl MHTepdenca (Ha3aBaHWNsSI OKOH,
00nacTn OKOH UNK Nosne onuun).

XXupHbIn Bbibupaembie anemMeHTbl MHTepdenca (MyHKTbI MEHHO,
pasgenbl U KHOMKN).




3 WHdopmauuns o npoaykre

rnasbl Bbl NONy4YnUTE BCIO HEOOXOAUMYIO ANst NpUobpeTeHns n ncnonb3oBaHUs
npoaykta AntiVir nHgpopmaumio:

— cM. masy: [Mpon3BoanTenbHOCTb
— c¢M. rnaey: CnctemMHble TpeboBaHNS
— CM. rmasy: JlnueHanpoBaHue

Mporpamma AntiVir — MOLLHBIN U TMOKNI MHCTPYMEHT, CMOCOOHbLIN HAaAEXHO
3aLNTUTb BaLl KOMNbIOTEP OT BMPYCOB, BPeAOHOCHOrO MO 1 MHbIX yrpos.

» [MpuHUMaKiTe BO BHUMAHUE CrieayroLLee:

MpumeyvaHue

MoTeps LUeHHbIX AaHHbIX MOXET MMETb Cepbe3Hble nocrneacTeus. [Jaxe camas
nyywasa aHTUBMpPYCHas nporpaMmma He cmoxeT 3awuTntb Bac Ha 100% ot noTtepu
OaHHbIX. PerynapHo co3naBaiite pe3epBHbIC KOMMKM Barmx qaHHbBIX.

MpumeyvaHue

lMporpamma, 3awmuiaroLLas oT BUPYCOB, HeXenaTenbHbIX NN BPEAOHOCHbIX
nporpamm, 6yoet HagexxHom N addEKTUBHOM TOMBKO NPU PerynsipHoOM
o6HoBneHun. ObecrieubTe aKTYaIbHOCTh MPOTrpaMMbl AntiVir ¢ MOMOIIBIO
aBTOMAaTHYECKOTO OOHOBJICHHS. HaCTpOﬁTe nmporpaMmmy COOTBETCTBCHHO.

3.1 lNpounsBoanTENBLHOCTL

Mporpamma AntiVir pacnonaraet crneayowmnmMmm QyHKLUSMN:

— LleHTp ynpaBneHns ansa KOHTPond, agMUHUCTPUPOBAHUSA U YNpaBnieHus
BCEN nporpammMonm

— LleHTpanun3oBaHHasa HacTpoOKMKka B CTAaH4APTHOM M 3KCNOPTHOM peXnmax ¢
YYBCTBUTENbHON K KOHTEKCTY CnpaBKon.

— CkaHep (ckaHupoBaHue no TpeboBaHUIo) C ynpasnsemMon npogunem u
HacTpavBaeMol NPOBEPKOW NO BCEM U3BECTHLIM TUMaM BUPYCOB U
BPEOOHOCHbIX MPOrpaMm

— WHTterpuposaHHbin B Windows Vista Mogynb ynpaBneHns y4eTHbIMK
3anucsmun nonb3osaTtenen (User Account Control) anga BeinonHeHus 3agad,
Tpebyowux Nnpae agMUHUCTpaTopa.

— Guard (aHTUBUPYCHbIN MOHUTOP) ANA MOCTOSAHHOIO KOHTPOS 3a JOCTYNOM
K charinam

— Avira SearchFree Toolbar (powered by Ask.com) — uHTerpuposaHHas B
Be6-6pay3ep naHenb MHCTPYMEHTOB MOUCKa, No3sonstoLas 6uicTpo u
yao6bHO npocMaTpuBaTtb UHTEPHET-CanThI.

— Onsa nonb3oBartenen Avira AntiVir Personal Edition — Tonbko B coueTanum
¢ Avira SearchFree Toolbar: WebGuard ans koHTpons 3a nony4aemMbiMu
13 nHTepHeTa no npotokony HTTP gaHHbIMK 1 dhannamm (KOHTPOIb
noptos 80, 8080, 3128)
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BcTpoeHHbIN MeHekep kapaHTMHA ANt M30NALUN NOLO3PUTENBHBIX
¢annoB 1 paboTbl C HAMMK

3awmTa oT pyTKUT-NporpamMm no3eonsieT ooHapyxuTb MO, ckpbITO
yCTaHOBNEHHOe B cucteme (PyTknT)
(HepoctynHo B Windows XP 64 Bit)

Mpsimon goctyn k nogpo6bHom nHgpopmaumm 06 0OHapy>KEHHbIX BUpycax u
BpegoHocHoM O (UHTepHeT)

MpocToe u 6uiIcTpoe 0BHOBEHME NporpamMMsbl, harina BUPYCHbIX CUTHATYP
(VDF), a Takke NOMCKOBOro sigpa C NOMOLLbIO 06HOBMNEHUSA 0aHUM hbarnom
n nHkpemeHTHoro VDF-o6HoBneHus ¢ Beb-cepeepa B VIHTepHETE

BCTpOEeHHbIN NNaHNPOBLUUK AN NNaHUPOBAHUA TakMX OAHOKPaTHbLIX UMK
MOBTOPSIOLNXCA 3afa4, kak 0BHOBMNEHWE UK NpoBepka

Bbicovyanwmin ypoBeHb 0OHapYy>XeHUS BUPYCOB U BPEOOHOCHLIX MPOrpamm,
rapaHTUpyeMbli HOBOW TEXHOMOMMEN Noncka (MONCKOBOE S4p0) C
NPUMEHEHNEM 3BPUCTUKN

PacnosHaBaHue Bcex nonyndapHbIX TUNOB apXMBOB, BKIO4YaaA BJ1OXXEHHbIE,
C NnpuMeHeHnemM CrncKoB OMacCHbIX paCLlJI/IpeHI/IIZ (*)aIZJ'IOB

Bbicokas npon3BoanTENbHOCTb MHOFOMOTOYHON TEXHOMOMMK
(oaHOBpPEMEHHOE CKaHMpOBaHME HECKONbKUX hannos)

3.2 CuctemHble TpeboBaHUs

Cuctema gonxHa YAOBNETBOPATL cneayrwmnm Tpe6OBaHI/IF|MI

MuHuMym - Pentium 266 Ml
OnepaunoHHasa cuctema

Windows XP, SP2 (32 unu 64 6uta) unu
Windows Vista (32 nnu 64 6ut, SP 1)
Windows 7 (32 unu 64 6uta)

He meHee 150 M6 cBo6oaHOM NaMsATK Ha XECTKOM ancke (nNpu
ncnonb3oBaHum KapaHTtnHa v gnsi BpEMEHHONM NamsTh - 6onbLue)

MuHumym 256 MB O3Y gns Windows XP

MwuHumym 1024 MB O3Y ana Windows Vista, Windows 7

[na yctaHoBku nporpammbl: lNMpaBa agMuHucTpaTopa

[ns yctaHoBkn Bcex npoaykrtos: Windows Internet Explorer 6.0 1 Bbilwe
Mpn Heo6Xx0AMMOCTN MHTEPHET-COeAMHEHME (CM. YCTaHOBKA)

Avira SearchFree Toolbar

OnepaunoHHas cuctema

Windows XP, SP2 (32 nnn 64 6uta) nnm
Windows Vista (32 unu 64 6ut, SP 1)
Windows 7 (32 unu 64 6uta)

Beb-6paysep

Windows Internet Explorer 6.0 n Bblwe nnu
Mozilla Firefox 3.0 nnwu Bbiwe



UHdhopmauusa o npoaykrte

MpumeyaHue

Mepen ycraHoBkon Avira SearchFree Toolbar npn HeobxogmMmocTun yoanute yxe
YyCTaHOBNEHHbIE NaHenn NHCTPYMEHTOB Noucka. B npoTuBHOM criyyae ycTaHOBKa
Avira SearchFree Toolbar 6ygeT HEBO3MOXHa.

MpumeyvaHusn ans nonb3oBatenen Windows Vista

B Windows 2000 n Windows XP MHorve nonb3oBatenu paboTalT ¢ npaBamMmm
agMUHUCTpaTopa. ATO HexenaTesbHO No coobpakeHnsiM 6e30nNacHOCTH, TaK Kak
3HaYUTENbHO MOBLILIAETCSA ONACHOCTb UHAPULMPOBAHNSA CUCTEMBI BUpYCaMn U
BPEOOHOCHbLIMW MPOrpaMmamum.

Mo aton npuunHe Microsoft BBoguT B Windows Vista "YnpasneHue y4yeTHbIMM
3anucsamun nonb3osatenen” (User Account Control). Takum obpasom
nonb3oBartenu, paboTarLume ¢ npaBamMmn agMMHNCTpaTopa, nosyyarT
pononHutenbHyto 3awuTy: B Windows Vista agmnHncTpaTop obnagaet
npuBMNernamMm obbI4HOro nosnb3oBaTens. [encTBus, Ang KOTOpPbIX HEOOXOAUMBI
npaea agmuHucTpatopa, Windows Vista 4eTko BblaensieT cneunanbHbIM
npumMmevaHnem. Kpome Toro, nonb3oBaTterib AOMKEH ABHO NOATBEPXAATb
Xenaemoe gencrane. TONbKO NOcre NOfyyYeHNsa NOATBEPXKAEHNS NPON3BOANTCS
NoBbILLEHNE NPUBUIIETNIA, N ONEpaLMOHHAA CUCTEMA BbINOSTHAET 3agaHne
aAMWHUCTpaTopa.

[ns BbinonHeHusa HekoTopblx gencteun nog Windows Vista nporpamma AntiVir
TpebyeT NpaB agMuUHUCTpaTopa. ATK AENACTBMS 0003Ha4alTCs cneayowmmm
sHaukamu: '€ | Ecnn 3TOT cumBon oToBpaxaeTcst Ha KHOMKE, ANS BbiNONHEeHNS
AaHHOro gencTeus TpebyoTcd npaBa agMuUHUCTpaTtopa. Ecnu Bawa yyeTHas
3anncb He umMeeT NpaB agMUHUCTPATOpa, CUCTEMA YNpaBNeHNst y4eTHbIMU
3anucamu nonb3oBatenen Windows Vista TpebyeT ykasaHusa napons. Ecnu Bel
He nMeeTe napons agMuHucTpaTopa, Bbl He cMoxeTe BbINONHUTL Tpebyemoe
Jencreue.

3.3 JlnueHsunpoBaHme n obHoOBNEHNE

[ns Toro, 4tobbl Bocnonb3oBaTbca Npoayktom AntiVir, Heobxoanma nMueHsus.
Bbl cornawaeTechk ¢ yCROBUAMU NULEH3UN.

JlnueHsna npegnaraetca B oopme koga akTueaumn. Koag aktneaumm — 310 Koa,
COCTOALMI N3 BYKB 1 LNpP, KOTOPLIN Bbl NOAYYUNN NPW NOKYMKE NPOAYKTa
AntiVir. C nomoLbio Koga akTMBaumm yCTaHaBMBAKOTCS TOYHbIE NapameTpbl
Bawen nuueHsnn - kakas nporpaMmma 1 Ha Kakom BpeMeHHOW nepuoa
NNUEH3NpyeTCs.

Kog aktmBaumm nepecbinaeTcs Bam B 35IEKTPOHHOM NCbMeE, eCnN Bbl Npuobpenu
nporpammy AntiVir yepes IHTEpHET, UnNn pasmeLleH Ha ynakoBke npoaykra.

YT06bl NMLEH3MPOBaTbL NpOrpamMmmy, YKaXkuTe KO4 akTuBaumm B npouecce
akTMBauuun nporpammbl. [MpoayKT MoXeT ObITb aKTMBMPOBaH B npoLuecce
ycTaHoBku. MOXHO akTuBupoBaTth nporpammy AntiVir Takke nocrne ycTaHOBKU B
MeHepxepe nuueHsnin: Cnpaeka::YnpasneHme nuueH3namu.

B Avira AntiVir Personal yxxe cooepxmntca 0encTBUTeNbHbIN Ko akTuBaumu. B
3TOM cny4yae He TpebyeTcsa akTMBMPOBaTb NPOLYKT.
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B MeHepxepe nuueH3nn MOXHO 3anycTuTb 06HOBMEHUe 40 NporpamMMbl U3
cemenctea AntiVir: YoaneHue ctapon nporpamMmmbl BPYYHYIO U YCTaHOBKa HOBOM
nporpamMmMbl Bpy4Hyto He TpebytoTcs. MNpu o6HOBRNEHUN N3 MeHeaxepa NuueH3nin
B norie BBoga Heo6xoaMmMo BBECTM KO akTMBaALMM NPOrpaMmmbl, Ha KOTOpyto Bl
xoTuTe nepentu. MNMocne atoro 6yaeT BbINOMHEHA aBTOMATMYECKasi yCTaHOBKa
HOBOW NpOrpamMmbl.

C nomoLbo MeHemXkepa NULEH3UIN MOXXHO aBTOMaTUYECKU BbINOMNHATb
cneayowme 0OHOBNEHNSI NPOrpaMmbl:
— OO6HoBneHue ¢ Avira AntiVir Personal go Avira AntiVir Premium
— O6HoeneHue ¢ Avira AntiVir Personal go Avira Premium Security Suite
— OG6HoeneHue ¢ Avira AntiVir Premium go Avira Premium Security Suite



4 YcTaHOBKa W yganeHue

AaHHOW rnaBbl COAEPXMTCA UHpOopMaLuma 06 yCTaHOBKE U yaaneHun nporpamMmbl
AntiVir
— CM. rmaBy YcTtaHoBka: Npegnockiiky, Tunsl yctaHoBKK, [NponssecTtun
YCTaHOBKY
— CM. rnaBy YCTaHOBOYHbIE MOAYIN
— CM. rnaBy YcTaHOBKa N3MeHEHNN
— CM. rmaBy YganeHue: BoinonHuTb yaaneHue

4.1 YcTtaHOBKa

Mepen yctaHoBkow ybeamTech B TOM, YTO Balll KOMMbOTEP COOTBETCTBYET
MWUHUMarbHbIM CUCTEMHBIM TpeboBaHUsAM. Ecnv Baww KoMNblOTEP OTBEYaET BCEM
TpeboBaHMAM, Bbl MOXeTe yCTaHOBUTbL nporpammy AntiVir.

MpumeyvaHue

B npouecce ycTaHOBKKM Bbl MOXETE cO34aTbh TOYKY BOCCTAHOBIIEHUS CUCTEMBbI.
Touyka BOCCTaAHOBMEHUS] CUCTEMbI CIYXXUT AN oTKaTta onepaumoHHON CUCTEMBI K
COCTOSIHUIO, Kakoe BbIfio y Hee 00 YCTaHOBKM nporpaMmel. Ecnn Bbl cobupaeTtech
MCNonb30BaTh 3Ty ONUUIO, N03aboTbTECH O TOM, YTOObLI ONEpaUMoHHasa cuctema
no3Bonsna cosgaBaTb TOYKM BOCCTAHOBIEHUS:

Windows XP: CeonctBa cuctembl -> BoccTtaHoBNeHWe cuctemsl Jeaktnsmnpymnte
onumio OTKNIOYUTbL BOCCTAaHOBIEHUE CUCTEMBI.

Windows Vista / Windows 7: CBoicTBa cuctembl -> 3awiuta Komnbtotepa: B
obnactv HacTponkm 3awmThbl BbieNUTE CUCTEMHbIA ANCK U HAXKMUTE KHOMKY
Hactpoutb. B okHe 3awmTa cuctembl akTuBMpynTe onuuio BocctaHoBUTL
CUCTEeMHbIe HaCTPOUKU U npeablaylime Bepcumn ¢pannos.

Tunbl YCTaHOBKM

Bo Bpems ycTtaHoBKkM Bbl MoXeTe BbiGpaTb TUM YyCTAHOBKMW:
BbicTpas ycTaHOBKA
— [Mporpamma AntiVir yctaHaBnmMBaeTcsi NOMHOCTbIO CO BCEMU
KOMMOHEHTaMWU.
— [MporpaMmHble (hannbl ycTaHaBNMBaOTCA B CTaHAAPTHYIO Nanky
C:\Program Files.

— [Mporpamma AntiVir ycTtaHaBnBaeTcs CO cCTaHAApPTHLIMU HAacTponkamu. Bbl
He MOXeTe U3MEeHATb NpeABapuTeNnbHblE HACTPOMKN B MOMOLLHMKE
HaCTPONKM.

HacTtponku nonb3oBartensi

— Y Bac ecTb BO3MOXHOCTb YCTAHOBUTb OTAENbHbIE KOMMOHEHTHI
nporpammel (CM. rnaey YcTaHoBKa W yaaneHue::YCcTaHOBOYHbIE MOAYN).

— MoxHo BbIGpaTh nanky, B KOTopyto 6yaeT npousBeaeHa yCTaHOBKa.

— Bbl MOXeTe OTKNIOYNUTL CO3AaHNe UKOHOK Ha paboyem cTore 1 rpynmbl
nporpamm B mMeHto [Myck.
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— B macTtepe koHUrypaumm MoxXHO U3MEHUTb npeaBapuTesibHble HaCTPOMKU
nporpammbl AntiVir n 3agatb 6bICTPYO NPOBEPKY CUCTEMbI, KOTOopas byaeT
aBTOMATUYECKWN BbINOMHEHA NOCNe YCTaHOBKM.

Mepen 3anycCckKom npouecca yCtaHOBKHA

» 3akponTe Bawy nodtoByto nporpammy. Kpome Toro, pekomeHgyeTcsi
3aBepwnTb Bce paboTaroLmne npunoxXeHus.

» Y6eauTtecb B TOM, YTO HE YCTAHOBMEHbI APYrMe aHTUBUPYCHbIE PELLEHMS.
ABTOMaTMYeCKME DYHKLUN 3aLLUTbI pa3nnyHbIX cuctem 6e3onacHocT MoryT
MeLlaTb apyr Apyry.

> YcTaHOBUTE MHTEPHET-CoeanHeHne. MIHTepHeT-coeanHeHne Heobxoanmo ans
BbINOJTHEHMS CreAyHoLLMX 3TanoB YCTaHOBKM:

» 3arpyska akTyanbHbIX NporpaMMHbIX dannoB M NOUCKOBOMO S4pa, a Takke
(hann BUPYCHbIX CUrHATYp Yepes NporpaMmy yCTaHOBKM (MPU YCTaHOBKE
yepes UHTEPHET)

» Peructpauusa nonb3oBarens
» OOHOBMEHME MO 3aBEPLLUEHMM YCTAHOBKM BhINOITHAETCS NpU HEOBX0AUMOCTH

» [MprnobpeTunte KNtoY nuueH3nn ans nporpammel AntiVir, ecnu cobnpaertech ee
aKTUBMPOBATb.

MpumeyaHue

YCcTaHoBKa Yepes3 MHTEPHET:

WmeeTcsa nporpamma ycTaHOBKK Yepes3 NHTepHeT, KoTopas nepes BbiNofIHEHNEM
YCTaHOBKM 3arpyaeT akTyasibHble NporpaMmHble dhansnbl ¢ cepBepoB Avira
GmbH. 3T10T cnocob obecneuvnBaeT ycTtaHoBKY nporpammbl AntiVir ¢
aKTyasibHbIM (hanyioM BUPYCHbIX CUrHATYP.

YcTaHoBKa Yepes nakeT Ans MHcTannaumm

MakeT ANA NHCTanNNsaUMM COAEPXMUT NporpaMmMy YCTaHOBKM U HeoBxoanmble
nporpammMHele dannel. CnegyeTt yunTbiBaTb, YTO NPU YCTAHOBKE C MOMOLLIbIO
nakeTa MHCTanNmMALMmM OTCYyTCTBYET BO3MOXHOCTb BbiOOpa A3blka AN nporpammbl
AntiVir. PekomeHayeTcsl nocne 3aBepLUeHNs YCTaHOBKW BbIMOMNHNTL OOHOBIEHME,
YTOObI O6HOBUTL halsT BUPYCHbBIX CUrHaTYyp.

MpumeyaHue

[ns pernctpauuu nporpamma AntiVir coegnHsaeTca Yepes nopT 80 No NpOTOKONy
HTTP (Beb-koMMyHUuKaUus), a Takke Yyepes nopT 443 no 3auLeHHOMY
npoTtokony SSL ¢ cepeepamu Avira GmbH Ecnu Bbl ucnonssyete 6paHgmayap,
ybeauTecb B TOM, YTO BXOOALMA/MCXOOAWNA TpaduK He BNOKMpyeTcs UM.

MpousBecTn yCTaHOBKY

Mporpamma yctaHoBkM paboTaeT B AnanoroBom pexume. Kaxgoe okHO
COAEPXUT pAS KHOMOK ANS ynpasneHns npoLeccom YCTaHOBKU.

BakHeurLune KHOMKW BbINOMHAT cneaylowme dyHKLNK:

OK: MoatBepanTb gencTBME.

— OTMeHuTb: OTMEHUTb OencTBMe.

— Danee: NepenTtun Kk cneayrowemy Liary.
Hasap: Nepentn Kk npeabiaywemy wary.

YcTaHoBka nporpammbl AntiVir:
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» 3anycTute yCTaHOBLUMK ABOWNHbLIM LLEMYKOM MO YCTaHOBOYHOMY dhanny,
KoTopbi Bbl 3arpy3unnu ns nHTepHeTa, nnmn Haxogsiwemycs Ha CD.

YcTtaHoBKa Yepe3 UHTepHeT

- MosiBUTCS OKHO ripueemcmeus.

» Haxmute Oanee, YToObl NPOAOIMKUTL YCTAHOBKY.
—+ MosiBuTCcst AnanoroBoe okHO Bbibop s3biKa.
>

BbibepuTte A3bik Anga ycTaHoBKM nporpammbl AntiVir n nogreepante Bbibop,
HakaB Oanee.

- MosisuTtcs ananorosoe okHO 3agpy3ums. C cepeepos Avira GmbH 6yayT
3arpyeHbl Bce cannbl, HeobxoamMmble Ans ycTaHoBKW. [1o 3aBepLUEeHNM 3arpy3ku
OKHO 3azpy3ka OyaeT 3aKpbITO.

YctaHoBKa yepes nakeT AnA MHCTannAunun

—+ OTKpoeTCcs AnanoroBoe OKHO accucTeHTa ycTtaHoBku Avira AntiVir
Personal.

» Haxmute lNpuHsamb, 4TOObI 3aNyCTUTb YCTAaHOBKY.

> YcTaHoBOYHbIN (hanin pacnakoBbiBaeTcs. 3anyckaeTcsi npoueaypa
YCTaHOBKM.
> MoaBnTCs OKHO npusemcmeus.

» Haxmute Oanee.
I'Ipo.q.on)KeHMe YCTAHOBKU Yepe3 MHTePHEeT U Yepe3 NakeT And uHcrtanndauuum

—- MoaButca ananoroBoe OKHO C NULEH3UOHHBLIM CorfalleHnem.

» [MoaTteepauTte, YTO Bbl NpUHMMaeTe yCnoBUS NULEH3NOHHOIO CornalleHns u
HaxXmuTe kHonky Oanee.

— MNoaBuTCa ananoroBoe okHO YacmHoe ucronb3o8aHue.

v

MoaTteepauTte, yto nporpamma AntiVir 6yaeTt ncnonb3oBaHa Bamu
NCKMIOYMTENBHO B YaCTHbIX HEKOMMepYECKNX Luensax, Haxmute Oanee.

- MosiBuTtcs ananorosoe okHO CosdaHue cepuliHo2o HoMmepa.

v

MoaTteepanTe, 4Yto OyOET CreHEePMPOBaH CIyYanHbI CEPUNHBIN HOMED,
KoTopbl ByaeT nepenaH npu obHoBNeHUn, HaxmuTe Oanee.

-+ OTKpoeTcst OKHO Turn ycmaHo8KuU.

» AkTmBMpynTe onuuio BbicTpasa ycTaHOBKa 1nn YCTaHOBKa MO BbIOOPY.
Ecnu Bbl xxenaeTte co3fgaTb TOUKY BOCCTAHOBMNEHUSA CUCTEMBI, aKTUBUPYITE
onuuio Co3paTb TOUYKY BOCCTAaHOBIEHUA cucteMbl. [oateepaute
NpaBuUNbHOCTb AaHHbIX, HaXxaB [lanee.

—+ MosButca ananorosoe okHo WebGuard ¢ Avira SearchFree Toolbar
(powered by Ask.com).

» Ecnun Bbl xoTnTe ycTaHoBUTL Avira SearchFree Toolbar, nogtBepaute, 4to
NpUHUMaETe YCINOBUA NULEH3MOHHOMO cornawenus Ask.com u xxenaete
yctaHoButb WebGuard ¢ Avira SearchFree Toolbar.

MpumeyaHue

Mepen ycraHoBkon Avira SearchFree Toolbar npn HeobxogmMmocTu yoanute yxe
YCTaHOBNEHHbIE NaHenn NHCTPYMEHTOB Novcka. B npoTuBHOM criyyae ycTaHOBKa
Avira SearchFree Toolbar 6ygeT HEBO3MOXHa.

» [lpn HeobxoammocTu akTuBMpynTe onuunio HasHaunuTb Ask.com nonckoBomn
CMCTEMOM MO yMon4yaHuio 1 Haxvute [anee.

BbiGopoYHasa ycTaHOBKa
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— Bo3HUKHET OKHO 8bIbopa uesesol narku.
» [loaoTBepanTe BblIOpaHHYHO Nanky HaxxaTuem KHonku [danblue.
- N -

Bbibepute gpyryto nanky HaxaTnem kHonku O630p, a 3aTeM NOATBEPAUTE
KHonkon [anblue.

—- OTKpOGTCFl AnanoroBoe OKHO YcmaHo8Ka KOMIMOHEHMOS:

v

Bkntounte nnu oTkNIOUNTE XKenaeMble KOMMOHEHThI, a 3aTeM NogTBepaAUTE
kHonkon [danee.

—- B cnegyrowem OkKHe Bbl moxeTe YCTaHOBUTb, H606XOD,VIMO Jin co3aaBaTb
MKOHKY Ha pa60l-|eM cTone nnnu HOBYIO rpynny nporpamMmm B MeEHHO nyCK.

» Haxmute Oanee.
I'Ipo.nonxceuvne: EbICTpaﬂ M nonb3oBaTesibCKad YCTaHOBKA

—- OTKprBaeTCﬂ aCCUCTEHT NNLEH3U.

ACCUCTEHT NULEH3UIN JaeT BO3MOXHOCTb 3aperMcTpnupoBaThbCs B Ka4yecTBe
KnueHTa 1 opopMuUTL NOAMNUCKY Ha pacchinky HoBocTen Avira. [1ns aTtoro
Heo6Xx0ANMO yKa3aTb NepCcoHasibHble AaHHbIE.

> Ykaxute Bawm gaHHble 1 noaTBepaonTe NX HaXXatnem KHOIMMKKU ODanee.

-+ B npouecce peructpauuy B crieqytoLeM okHe oTobpaxaeTcs pesyrnbrart
npoLecca akTMBauum.

—- Haxmute Oanee.
-+ ByoyT yctaHOBNEHbI KOMNOHEHTLI MPOrpamMMbl. ATan yCTaHOBKU byaeT
oTOOpaXkeH B ANANoroBOM OKHe.

-+ B cnegyowem aManoroBoM okHe MOXHO BblbpaTh, OyaeT nv OTKpbIT
nocre 3aBepLleHnst ycTaHoBkM thain Readme n noTpebyeTtcsa nv nepesanyck
KoMnbloTEpPa.

» [Mpn Heo6x0AMMOCTM NOATBEPANTE M 3aKPONTE OKHO YCTAaHOBKW, HAXaB
fomoeso.
— ACCUCTEHT yCTaHOBKM OydeT 3aKphbiT.

NpogomkeHue: BbiIGopoyHas ycTaHOBKA
ACCUCTEHT HacTpoek

-+ Mpun BoIBOpE NONb30BaTENbLCKOM YCTAHOBKN Ha creayoLlem atane
OTKpPOETCS NOMOLLIHMK YCTaHOBKU. B MacTepe koHdurypaumm MoxHo 3agaTb
BaXKHble NpeaycTaHOBKKU Ansa nporpammbl AntiVir.

» HaxmuTe B OKHe NpMBETCTBMSA MacTepa KoHdurypauumn flanee, 4ToObl Ha4aTb
KOHdpUrypauuto nporpaMmmel.

- B omnanorosom okHe Hacmpotka AHeAD, Bbl moxeTe BbibpaTbh YpOBEHb
ans obHapyxeHuna ans TexHonornm AHead. BeibpaHHas cteneHb 0OHapyXeHus
coxpaHsieTcs Ans HacTponkn TexHornormnm AHead ckaHepa (NpsiMOM NOUCK) 1
moaynst Guard (noctosiHHas 3awuTa) .

> Buibepute ypoBeHb 06HapyxeHust 1 HaxmuTe Janblue.

— B cnegytowem gnanoroBom okHe Bbibop OornoniHUmesibHbIX kKameaopuu
y2p03 MOXHO BblOpaTh KaTeropmm yrpo3 U HaCTPOUTb (PYHKLUK 3aLLnTbl
nporpammbl AntiVir.

» [Mpn HeOBXOAMMOCTM aKTUBMPYNTE OONONTHUTENBHbIE KAaTEropumn yrpos,
HaxmuTe [anbuie.

- Ecnun npu yctaHoBke Bbl Bbibpanu mogynb AntiVir Guard, nossutcs
ananoroBoe okHO Pexxum 3arycka modyrns Guard. MOXHO yCTaHOBUTb MOMEHT
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3anycka mogynsa Guard. Mogynb Guard OygeT 3anyckaTbCs Npu Kakgom 3anycke
KOMMNblOTEPA B YKA3aHHOM pEXUME.

MpumeyaHue
YKkasaHHbIV pexxum 3anycka moayns Guard coxpaHsieTcs B peecTpe 1 He MOXET
ObITb N3MEHEH NpU KOHGUIrypaLun.

> AKTMBMpPYNTE HeobOXoaMMble onuun, Haxxmnte [arnee.

-+ B ananoroBom okHe [Iposepka cucmembl MOXHO BKITHOUUTL UK
OTKMOYMTb ObICTPYO NPOBEPKY CMCTEMBI. BbbiCTpas npoBepka cucTembl
NpoBOANTCA MOCIe 3aBepLUeHNs KoHdUrypaumm u nepeg nepesarpyskomn
cuctembl, OyaeTt nponssefeHa NnpoBepka 3anyLeHHbIX NPOrpaMmM N CUCTEMHbIX
dannos.

» AKTMBMPYWUTE UNKN OeaKTUBUPYNTE OoNumio bbicmpasi rnposepka cucmemsl,
HaxxmuTte [anee.

- HaxmuTte Ffomosgo ans 3aBepLueHns KoHurypauuu.

» Haxmute Momoeso.

—+ 3agaHHble 1 BblbpaHHbIE HAaCTPOMKK ByayT COXPaHEHbI.
—

Mpn akTMBUpOBaAHHOW onunn bbicmpasi npoeepka cucmemMbsl OTKPbIBAETCA
okHo Luke Filewalker. CkaHep BbINONHAET OGbICTPYO NPOBEPKY CUCTEMBI.
MpogonxeHue: BbicTpasa n nonb3oBaTenbCckas ycTaHOBKa

-+ Ecnn B nomoLLHuKe ycTaHoBKM BbiGpaHa onuusi Mepesarpysutb
KoMnbloTep, OyaeT BbiNonHeHa nepesarpyska KoMmnbloTepa.

- lMocne nepesarpy3kn KOMMNblOTEpPa NokasbiBaeTcs dann Readme, ecnu B
MacTepe ycTaHoBKM bbina BolbpaHa onuus Mokasatb Readme.txt.

lMocne ycnewHow yCTaHOBKM B LieHTpe ynpaeneHus B O63op :: Cmamyc
MpoBepnTb akTyanbHOCTb NPOrpPaMmbi.

» [Mpn Heo6XOAMMOCTM BbINONHUTE OBHOBNEHUE, YTOBOLI aKTyannanpoBaTtb
dainn BUPYCHbIX CUrHaTyp.

» BbinonHute NOJHYHK0 NPOBEPKY CUCTEMDbI.

4.2 NameHuTb

Y Bac ecTb BO3MOXHOCTb 406aBNATb UMK YAanaTb OTAENbHbIE KOMMOHEHTbI
YCTaHOBNEHHON B AaHHbIN MOMEHT nporpaMmmel AntiVir (cMm. rmasy YcTtaHoBKa n
yaaneHue::YCcTaHOBOYHbIE MOAYN)

Ecnun Bbl xoTTE f06aBUTE UNK yoanuTb OTAEMNbHbIE KOMMNOHEHTbI
YCTaHOBMNEHHON NporpamMmebl, BOCMOMb3ynTeCh NyHKTOM Mporpammbi >
N3meHeHMe unu yaaneHue nporpamm B NMaHenu ynpasneHunsa Windows.

Bbibepute B cnucke nporpammy AntiVir n Haxxmmte U3MeHUTb. B okHe
npvBeTCTBUS NporpaMmmbl BbibepuTte NyHKT U3MeHUTb nporpammy. Bel npongete
yepes npoueaypy M3MeHeHNs1 YCTaHOBNEHHOW NPOrpaMmeil.

MpumeyaHue
Mocne ypaneHus Avira SearchFree Toolbar, npn HeobxogmMmocTu, yaansieTcs
Tarke WebGuard.
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4.3 YCTaHOBOYHbLIN MOOYIb

Mpw BEIGOPOYHON YCTAHOBKE UMW YCTAHOBKE M3MEHEHMI MOTYT BbITb BbIGpaHb,
AoGaBneHbl UNK yaaneHbl crieqyowme Mogynu :

— AntiVir Personal
OTOT MOAYNb COAEPXKUT BCE KOMMOHEHTbI, HEO6X0AMMbIE NS YCNELHON
ycTaHoBKM nporpaMmmbl AntiVir,

— AntiVir Guard
Mogynb AntiVir Guard paboTtaeT B poHOBOM pexxume. OH KOHTPONMpyeT U
Nno BO3MOXHOCTW BOCCTaHaBNMBaeT hannbl NPy Takux onepaumsx, kak
OTKpbITUE, 3aKpbITUE U KONMMPOBaHUe B pexmme peanbHoro spemexmn (On-
Access = npu goctyne). Ecnn nonb3oBaTtens Npon3BoanT onepauuio ¢
hannom (3arpyska, BbINOfHEHNE, KONMpoBaHue), nporpamma AntiVir
aBToMaTtuyecku nposepdeT cann. MNpn nepeMmeHoBaHUn annos
nposepka mogynem AntiVir Guard He BbinonHseTcs.

— AntiVir WebGuard (ons none3oBatenen Avira AntiVir Personal Edition
TOmnbKo B codeTaHum ¢ Avira SearchFree Toolbar)
Mpwn HaBurauumn B MIHTEpHETE Bbl NOsflyvaeTe AaHHbIe C cepBepa Yepes
cBol Be6-6pay3sep. Nonyyaemble ¢ Beb-cepBepa gaHHble (HTML-davinsl,
CKpUNTbI U n3obpakeHusl, pneL-aHMmauuns, BUAeoNnoTOKW, My3blka 1 np.)
nonagatT obbl4HO M3 KaLla Bpaysepa NpsiMO Ha BbINOSNIHEHNE B BEO-
Gpay3ep, n3-3a Yero NOCTOSAHHAsi NPOBEPKa, BbINOMHAEMas, Hanpumep, B
AntiVir Guard, HegocTynHa. Tak BUpPYCbl 1 BPeAOHOCHbIE NPOrpamMmmbi
nonagatoT B Bawwy cuctemy. Moagyne WebGuard siBnsietca Tak
HasblBaeMbiM HT TP-npokcn, KOHTPONUpPYOLWNUM UCNoNb3yemble Ans
nepegayn gaHHbix noptol (80, 8080, 3128) n npoeepsaOLLUM
nepegaBaeMble AaHHble Ha Hanu4Me BUPYCOB N BPEOOHOCHbIX MPOrpamm.
Mporpamma aBTOMaTMYeckn obpabaTbiBaeT NHMULMPOBaHHbIE hansibl U
3anpawmnBaeT nonb3oBaTenst 0 He0O6XoaNUMbIX LENCTBUSIX.

— Modynb 3awumsr om pymkum-rnipogpamm AntiVir
Sawuma AntiVir Rootkit npoBepseT, He YCTaHOBIEHO NN YXKe Ha BaLLEM
komnbtoTepe MO, koTopoe nocne NPOHNKHOBEHUS B KOMMLIOTEPHYHO
cUCTeMY He CMOXeT BbITb 0GHapyXeHO 0bbI4YHBIMKM MeTogaMu
pacno3HaBaHus BpegoHocHoro 0.

— Shell Extension
PacwupeHune o60onoukn co3gaet B KOHTEKCTHOM MEHIO MPOBOAHMKA
Windows (Bbi30B NpaBow knasuLen Mbiwin) NyHKT [poBepnTh BblibpaHHbIE
hannbl ¢ nomoLubto AntiVir. 9Ta cTpoka No3BONSET NPOBEPUTL OTAENbHbIE
ansnbl Unu nanku.

4.4 YpaneHue

Ecnu Bbl xoTuTe yaganutb nporpammy AntiVir co cBoero komnbtotepa,
BOCMONb3ynTechb NyHKTOM Mporpammbl > U3MeHeHUe unu yaaneHue nporpamm
B MNMaHenn ynpasneHna Windows.

Mporpamma AntiVir ynansietca cnegytowmm obpa3om (onmMcaHo Ha npumepe
Windows XP n Windows Vista):

» Ortkponte nyHKT meHtio Windows lMyck, MaHenb ynpaBneHus.
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» Cpenante asorHon Wwen4yok Ha Program Files (Windows XP: YcTaHoBKa u
yhaneHue nporpamm).

» BbiGepute B cnucke nporpammy AntiVir n Haxxmute YaanuTb.

-+ Bbl 4OmKHBI OyaeTe NoaATBEpAUTb, YTO AENCTBUTENBHO XOTUTE yaanuTb
nporpammy.

» [lloaTtBepauTe kHonkon [a.
—+ YaanstTca Bce KOMMNOHEHTLI NporpamMmel.
» HaxmuTte FoTOBO N4 3aBepLUeHUs AeNnHCTannsaumm.

-+ B HEKOTOpLIX Cryvasix MOXeT 0TO6pasnTbLCst OKHO C NPeasoKeHnem
neperpy3vTb KOMMbOTEP.

» [lloaTtBepamnTe kHonkon [a.

- Mporpamma AntiVir ynanena. KomnbtoTep npn He06xoanmMocTu
nepesarpyxaetcs. [1pu 3ToM BCe nanku, dannbl 1 3anMcun NporpaMmmel B peectpe
YHUUYTOXaOTCA.

MpumeyvaHue

Avira SearchFree Toolbar He yaanseTca BMecTe ¢ NporpammMon, a A0JKEH
AEeVHCTannMpoBaTbCsl OTAENbHO, COrMacHO ONUCaHHOM Bbilwe npoueaype. Ans
aToro Avira SearchFree Toolbar gomxkeH 6biTb akTuBnpoBaH B Firefox yepes Add-
On Manager (HegencteutensHo ans Internet Explorer). MNocne geMHctannauum
naHenb MHCTPYMEHTOB Nnoucka B Bpay3epe ncyesaer.

MpumeyaHue
Mocne ypaneHus Avira SearchFree Toolbar, npn HeobxogmMmocTu, yaansieTcs
Tarke WebGuard.
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5 0630p

rnaBbl cooepXXuTcsa 0630p PYyHKUMIA 1 ynpaBneHus nporpammbl AntiVir.
— Cwm. rnasy WHTepdenc un paboTa ¢ nporpammon
— Cwm. rnaBy 9710 genaetcs Tak

5.1 NHTepdoeinc n pabota ¢ nporpaMmmon

Bbl MOxeTe ynpaBnsaTe nporpammon AntiVir ¢ nOoMoLwblo Tpex af1eMeHToB
WMHTepdenca nporpaMmmeb!;

— UeHTp ynpasneHus: YnpasneHue nporpammon AntiVir n KOHTPOSb 3a HEN
— Hacrtpoiika: KoHdurypauusa nporpammel AntiVir

— FIMKTorpamma B CUCTEMHOM Tpee Ha NnaHemnn 3agav. OTKprBaeTCFI LUEeHTp
ynpasieHuna n JonoNnHUTE bHbIe q)yHKLl,I/IVI

5.1.1 LleHTp YnpaBneHus

LleHTp ynpaBneHus crny>xXuT Ans KOHTPOrs 3a COCTOSAHWEM 3alluUTbl Ballen
cucTeMbl U Ang ynpasneHnsa n paboTbl C KOMNOHEHTaMM 3aLWUTbI U PYHKLNAMN
nporpammbl AntiVir.

| Avira AntiVir Personal - Free Antivirus g ol

Dakn
Avira AntiVir Personal R}

| , AVIRA'

0630p il @ HacTpolia

b CTaryc

Ena JononHKTENEHD OEHOBNEHHE Cnpagka

G

CofkITHA

@ Antivir Guard Brnwuen OTENMYHTE

OTHETEI

@ = MNocneaHee o6HOBAEHUWE 22.03.2010 FAMYETHTE 0BHOBNEHHE

@ » Baw npoaykT aKTMBUpOBAaH A0: 01.09.2011 OEHOEHTE

@ MocnenHas nonHas npoeepka 22.03.2010 MposepHTE cHCTEMY.

OkHo LeHTpa ynpasneHus genutcsa Ha Tpu obnactun: MeHto, CTpoka MeHio n
OCHOBHOe okHO Bupa:

— MeHro: B MeHI0 LeHTpa ynpaBneHns MoXxHO Bbi3BaTb 06Lmne yHKLMM
nporpammbl 1 NOMYYUTb UHAOPMALIMIO O HEN.
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— HaBuraumoHHoe none: B HaBUrauMoHHOM Nofe MOXHO BbICTPO
nepekntYaTbCst Mexay oTAeNbHbIMU 3aknagkaMu LeHTpa ynpaBneHus.
OTpenbHble pasgensl cogepXaTt nHdopmaunio 1 YHKLUN KOMMOHEHTOB
nporpamMMbl, OHM PacnosioKeHbl B CTPOKE MeHI0 No obnactam 3agad.
Mpumep: Obnactb 3agad O630p - Pasgen Crartyc.

— Bwupa: B 3TOoM OKHe oToOpaxkaeTcd BKraaka, kotopas 6bina BbibpaHa B
HaBUrauMOHHOM nose. B 3aBMCMMOCTM OT BKNagku B BEPXHEN YacTu
OCHOBHOIO OKHa HaxoAATCsl KHOMKW, NpeAHa3HauYeHHble ANsi BbINOSHEHNS
dyHKUMI / genctBuin. B oTaenbHbIX BKagkax oTobpaxarTcsi CMcKu
AaHHbIX UM 00BbEKTOB: Bbl MOXETE COpTMPOBATb CMUCKU, LLESTKHYB MO
Most, N0 KOTOPOMY XXenaeTe NPoON3BECTN COPTUPOBKY.

3anyck 1 3aBeplieHue paboThl LeHTpa ynpaBneHus
EcTb Heckonbko cnocobos 3anycka LieHTpa ynpaBneHus:
— [BOWHBIM LLLENYKOM MO ApnbIKy Ha paboyem cTone
— C nomMoLbio nyHKTa B MeHto lyck | MNporpammel.
— Yepes Tray Icon nporpammsl AntiVir.

3aBepwnTb paboTy LieHTpa ynpaBneHns MOXHO C MOMOLLbI KOMaHAbl MEHI0
3aBepLwunTb B MeHo Dan unm LLEenYKoM MbILLKM N0 KPECTUKY B MPaBOM
BEPXHEM Yrry OKHa LieHTpa yrnpaBneHus.

PaboTa c LeHTpoM ynpaBneHus
HaBuraums B LeHTpe ynpaBneHus
> Buibepute B CTpoKe MeHIO 0bnacTb 3agav.

-+ OTkpoeTcs obnacTb 3agad, NOABATCS OMNONMHUTENbHbIE pa3gensi.
BbibpaH 1 oToGpa)kaeTcs B OCHOBHOM OKHE MEepPBbIN pasgen obnactu sagau.

» [1ns oToGpaxeHusi B OCHOBHOM OKHe MHbopMaLun o Apyrom pasgene
LLENKHUTE MO Hemy.

- nn -
> BuibepuTe pasgen ¢ NoMoLbo NyHKTa MeHto Bud.

MpumeyaHue

YnpaBneHue knaBnaTypon B MEHIO Bbl MOXETE BKHOUYNTL C NOMOLLbIO KNaBULLK
[Alt]. Ecnn HaBurauus BknoveHa, Bbl MoxeTe nepemeLyaTbCs B MEHIO C
nomMoLLbto KnaBuw Kypcopa. KHonkon Enter Bel moxeTe BblGpaTh BblAeNeHHbIN
MYHKT MEHIO.

[N OTKPbITUSA, 3aKPbITUS U HaBUrauMn B MyHKTax MEHIO LieHTpa ynpasreHus
MOXHO MCMONb30BaTb codeTaHns knaesumw: [Alt] + nogyepkHyTasi OykBa B MEHIO
U NyHKTE MeH0. YaepxumanTte knasuwy [Alt] HaxkaTon, ecnu Bbl 13 MeHI0
XOTUTE BbI3BATb MYHKT MEHIO UM NMOOMEHIO.

Tak Bbl moxeTe 06pa6OTaTb OaHHbIE NN 00BbEKTHI, 0To6pa>KaeMb|e B OCHOBHOM
OKHe:!:

» Bbigenute gaHHble nnm o6beKTLI, KOTopble X0TUTe obpaboTaTb.

UTo6bl BbIOENUTL HECKONBKO 3NEMEHTOB, yaepxusante knasuwy Ctrl nnm
Shift (BbIGOp HECKONBKMX pacnonoXeHHbIX APYr NOA APYroM 35IEMEHTOB) Noka
BblOMpaeTe 3neMEHTHI.

» LlenkHuTe No KHOMKe B BEPXHEWN YaCcTN OCHOBHOMO OKHa, YToOblI 06paboTaTh
00BbEeKT.
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0O630p LeHTpa ynpaBneHus

0630p: B O630p HaxoaaTcs Bce pasaenbl KOHTPONS 3a PyHKUMAMM
nporpammbl AntiVir.

Pasgen Ctatyc no3BongeT nerko onpeaenntb, Kakne Moaynv nporpaMmmel
aKTUBHbI, M NpegocTaBnsaeT MHAOOpPMaLUIo O NocrneaHEM BbIMOSTHEHHOM
obHoBneHnn. MoxHoO BMaeTb, 0bnagaeT nv nonb3oBaTesb AENCTBYHOLLEN
NUUEH3nen.

Pasgen CobbiTa no3sonseT nonyynts nHdopmMauuio o cobbiTusX,
CO3[aHHbIX MOAYNAMMU NPOrpaMmebl.

Pasgen OT4eThbl No3BonseT NonyyYnTs MHGOpMaLnio o pesynbTaTax
BbIMOJTHEHHbIX OENCTBUN.

NokanbHasn 3awumTa: JlokanbHas 3awmra coaepXXnT KOMMNOHEHTbI, C
NMOMOLLIbIO KOTOPbLIX Bbl MOXeTe npoBepuTb dhannsl Ha Baluem
KOMMbIOTEPE Ha Hannyne BUPYCOB.

Bo BknagkellpoBepka MOXXHO BbINOMAHATL MNPSIMOKM MOUCK, T.€. HacTpamBaTb
MOMCK No cOBCTBEHHOMY XenaHuio 1 3anyckaTtb ero. [NpegycraHoBNEHHbIN
nNpounb NO3BOMMT NPOM3BECTM NPOBEPKY C ONTUMarbHbIMU
cTaHgapTHbIMK HacTponkamu. C nomowbio BeibopoyHo npoBepkn
(HacTpowika He coxpaHsieTcsl) Bbl MoXxeTe HacTpouTb NnapamMmeTpbl
NpoBEpKU.

Bo Bknagke Guard nokasbiBaeTcs MHOpMaLMs O NPOBEPEHHbIX hannax,
a TaKke LONOSNHUTENbHbIE CTaTUYECKNE AaHHble, KOTOPbIE MOXHO
cbpocuTb B ntoboe Bpemst, 30ecCb Takke MOXHO MOCMOTpETbMans oT4eTa.
MoapobHasa nHdopmauusa o nocrnegHeM obHapyXeHHOM BUpyCce Unn
BPe4OHOCHOM NporpaMme Bbi3blBaeTCH "ogHMM LWen4vykom".

OnnamnH-3awmra: B pasgene OHnanH-3awmTa Bbl HageTe KOMMNOHEHTHI,
KOTOpble NO3BONAT 3aWMTUTL Bally cucteMmy oT BUpYCOB, BPE4OHOCHbIX
nporpamm 1 ceTeBbIX aTak.

B pasgene WebGuard nokasbiBaetcsa nHgpopmaumus o nposepeHHbix URL v
OOHapy)XeHHbIX BUpYycax, a Takke OOMONHUTESbHbIE CTaTUYECKUE OaHHbIe,
KOTOpble MOXHO cOpocuTb B Nto6oe BpeMs, 346eCb TaKKe MOXHO
npocmoTpeTb dhann otyeTa. lNogpobHasa nHpopmauus o nocrnegHem
oBGHapy>xeHHOM BMpYyCe U Bpe4OHOCHOW NporpamMmMe Bbl3biBaeTCs
"OOHUM LLEenykom".

YnpaBneHue: B pasgene YnpaBrneHne HaxogsaTca UHCTPYMEHTHI,
No3BONALLME N30NNPOBaTb NOAO3PUTENBHbBIE UMK 3apaXeHHble
BUpycamu hannbl, yNnpasnsaTb UMK, a Takke NnaHMpoBaTb perynspHbole
3apaun.

Bknagka KapaHTuH cogepuT anemMeHTbl MeHeoxkepa kapaHTuHa. [naBHoe
MEeCTO ANs annoB Ha KapaHTUHE UM NOO03PUTENbHbBIX hannoB, KOTopble
Bbl XxoTuTE NOMECTUTL Ha KapaHTUH. Kpome 3Toro BeiOpaHHbIN dhann
MOXXHO OTNPaBUTb MO ANEKTPOHHOW MOYTE B LEHTP UCCNenoBaHNn BUPYCOB
KomnaHun Avira.

B py6puke MnaHMpOBLIMK MOXHO CO3[laBaTb BbIMOMNHAEMbIE B
onpeneneHHoe Bpems 3a4ayn no nposepke 1 OGHOBIEHUIO , @ TaKKe
COrnacoBbIBaTh UMW YAAnsAThb CyLEeCTBYloLME 3a4auun.
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5.1.2 Hactpownka

B HacTpolikax MOXHO ycTaHaBnmBaTb napameTpbl nporpammbl AntiVir . MNocne
ycTaHoBkM nporpamma AntiVir umeeT cTtaHaapTHbIE HACTPOWKMK, NO3BONSAOLLNE
ONTUManbHO 3aWMTUTb Ball KOMMbIOTEP. TEeM HEe MeHee, Balla cuctema u
KOMMNbIOTEP MOTYT NpeabsaBnaTb 0cobble TpeboBaHus k nporpamme AntiVir, ns-3a
yero noTpebyeTcsa nHAMBUAyanbHas HaCTPONKa KOMMNOHEHTOB 3aLUUTbl
nporpamMmmb!.

Avira AntiVir Personal - Free Antivirus g m|

Avira AntiVir Personal a;

’ AVIRA

SKENEPTHLIA PEHM Scanner > [lpoeepka :-f/ Crpaewka

| = p Scanner

- thakinel - AononHHTENBHBIE HACTROMRKH
# P MNpoeepka

b OTueT () Bee thakins! MPOEEPHTE 3AMPYS04HEIE CRKTOPE

= @ Guard (%) BATOERIF CIMCOK PACIUMpEHKA MpoBEpKa CNAEH. 3arpys. CEKTOR0E
@ EB OfHoeneHHe

) PeAarTHPYEMLIA CIMCOK PaCIUMPEHHT
=] % Obwee

MOponyckate offline-dains

[]cneaceate no cosimkan

I Nomek pyTenT-nporpanm
CKAHHPOEAHHE DESCTPa

— MPOLECT CKAHHPOBSHMA -

PazpellaTh acTaHOBKY MPOBEPKH
MPHOPHTET CKAHHPOBaHHS!

I CPEAHHI B i

— ONHCAHHE

HacTponkn nmetoT CTpyKTypy Ananoroeoro okHa: KHornku OK nnu MNpumeHnTb
MO3BONAOT COXPaHUTb N3MEHEHUS B HACTPOWKax, kHornka OTMeHa OTMeHsieT
HaCTPOWKK, HaXKaB KHOMKY 3Ha4YeHns rno ymonyaHuio, Bel BepHeTe cTaHOapTHbIE
HacTpourku. B cTpoke MeHto crieBa Bbl MOXeTe BbiOpaTh pasnuyHblie pasgens!
HaCTpOEK.

BbI30B MEeHI0 HacTpoek
Bb

MoXeTe 3anyCcTuTb 60K HAaCTpoeK HecKonbkMMu cnocobamu:
— Yepes NMaHenb ynpasneHns Windows.

— C nomouubto LueHTpa 6e3onacHoctn Windows - HaunHas ¢ Windows XP SP
2.

— Yepes Tray lcon nporpammbl AntiVir.
— B UeHTpe ynpaBneHuns B nyHkTe MeHo [JononHutensHo | Hactpownku.
— B LUeHTpe ynpaBneHus ¢ NOMOLLbI KHOMKKM HacTporku.

MpumeyaHue

Ecnn Bbl oTKpbiBaeTe OKHO HACTPOEK C MOMOLLIbIO KHOMKN HacTporKu B LieHTpe
ynpaeneHus, Bbl nonageTte pasgen HacTpoek BKNaaKW, KOTopasi akTuBHa B
LeHTpe ynpasneHus. [ins Bbibopa oTAeNbHbIX MYHKTOB HACTPOWKN JOMKEH ObITh
BKITIOYEH pexuM aKcnepTa. B aTom cnyvyae otobpaxaeTcs gmanorosoe okHO, B
KOTOPOM Bbl AOMKHbBI BKIMIOYNTB PEXUM 3KCnepTa.
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PaboTa c HacTponkomn
PaboTa ¢ okHOM HaBuraumm noxoxa Ha paboty ¢ Windows Explorer:

» LllenkHuTe Mo CTPOKe B AepeBe KaTanoros AMs oTobpaxeHUs 3Toro pasgena
HaCTPOEK B AMarnoroBoM OKHe.

» LlenkHuTe no 3HaKy Nnoc nepen CTPOKOW AN TOro, YTobbl OTKPLINCA pasaen
HacTpoek 1 noapasaenbl oTobpasunuce B BUAE AepeBa kaTarnoros.

» [Insa Toro, 4ToObl CKpbITb NnoAapasaernobl, WernkHUTE No 3HaKy MWHYC nepen
COOTBETCTBYHOLLUMM pa3fesioM HaCTpPOEK.

MpumeyvaHue

[na aktmBaumm n geaktnBaumm Onunin NN HaXkaTus KHOMOK MOXHO
ncnonb3oBaTtb coveTaHus knasuw: [Alt] + noguepkHyTas 6ykBa B UMEHU dOyHKLMM
nnn o603HayYeHUn KHOMKMN.

MpumeyaHue

Bce pasgenbl HAcTponkn oTobparkatoTcsl TONbKO B peXxXume akcneprta. Bknrounte
pexunm akcnepTta ans otobpaxeHus pasgenos 6rnoka HacTporiku. Pexunm
aKcnepTa MoXeT ObiTb 3aluLLEH NapofieM, KOTOPbI HEOGX0AMMO yKa3aTb Npu
€ro BKINHYEHNN.

Ecnn Bbl xoTuUTe NpUHATE caenaHHble HACTPONKN:

» HaxmuTe kHonky OK.

> OkHO HacTpoek ByaeT 3akpbITo. HacTponkm yayT coxpaHeHbl.
-Ann -

» Haxmute KHonky MpUMeHUTb.

- HacTtponkn 6yayT coxpaHeHbl. OKHO HACTPOWKN OCTAETCHA OTKPbITbIM.

Ecnn Bbl xoTuTe 3aKpbiTb OKHO HACTPONKN 6e3 CoXpaHEHUS] UBMEHEHNIA,

> HaxmuTe KHonky OTMeHa.

-+ OKHO HacTpoWku ByaeT 3aKkpbITo. I3MeHeHUst HacTpoek He ByayT
COXPaHeHbI.

Ecnu Bbl xoTute YCTaHOBUTbL BCE HaCTpOVIKM no ymMoI4aHuto,
>  Ha)XMUTE KHOIMKY 3HaueHus no ymMmon4yaHuio.

—- Bce HaCTpOVIKI/I NPUMYT 3HA4YEeHUA No yMmon4aHuio. M3meHeHns B crimcke u
COo34aHHble nonb3oBaTtesieM CTPOKMU B TAKOM Cllydae He COXPaHAKTCA.

O6G30p onUUN HACTPOMKHK

Bbl pacnonaraete cnegylowmumMm onumnsiMm HaCTPONKK:
— CkaHep HacTponka npsimon npoBepku
Onuumn noucka

HenctBusa npm oGHapy>xeHnn Bupyca
Onumn NpoBepKN apxXMBOB
WcknoveHna ns npoBepkm
OBpUCTMYECKMIA NOUCK

HacTpoika oT4yeToB

— Guard HacTpolika NoOCTOSSHHOW 3aLLnTbl
Onumn noncka
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HenctBusa npy oGHapyxeHun Bupyca
NckntovyeHnsa nocTOAHHON 3aLnTbl
OBpUCTUKA NOCTOAHHON 3aLLMUTbI
HacTpoiika ot4eToB

— WebGuard: Hactponka moayns WebGuard
Onumu npoBepkn, akTMBaumsa u geaktusauusa mogyna WebGuard

Hencteus npn obHapyxeHun BMpyca

3anpeLueHHbIn gocTyn: Be6-omnbTpbl ANst M3BECTHLIX HexenaTenbHbix URL
(BpeaoHOCHbIe NporpamMmmbl, OULLNHE U T. 4.)

UcknioueHna ns nposepkn mogynem WebGuard: URL, Tunsl pannos, MIME-
TUMbI

Ospuctuka moayna WebGuard

HacTpoika oT4yeToB

— OOuwee:

PaclumpeHHble kaTeropum yrpo3 ans npoBepKN U NOCTOSTHHOW 3aLuUTbl

BesonacHocTb: Ctatyc O6HOBUTL, cTaTyc [lonHas npoBepka CUCTEMBI,
3awmTa npoaykra

WMI: AktneupoBaTtb WMI-nogaepxky
HacTtponka yBegoMneHmsi o cobbITUsIX
HacTpoika yHKUMn 0TYHETOB
HacTponka ncnosnb3ayemMbix nanok

O6HoBneHne: HacTpoika coeguHeHUs ¢ cepBEpPOM 3arpy3kn, HacTponka
O0BHOBNEHMSA NpOrpaMMbl

HacTtpoiika akycTu4eckux curHanoB npu obHapyxeHun Bupyca

5.1.3 3Hauok B Tpee

Mocne ycTaHOBKM Bbl yBUAMTE 3HAYOK nporpammbl AntiVir Ha naHenn 3agay
CUCTEMHOrO Tpes:

MukTorpamma OnucaHue
AntiVir Guard
E AntiVir Guard

3Ha4yokK B Tpee nokasbiBaeT ctatyc cnyx6 Guard .

Uepes KOHTEKCTHOE MEHI0 3Hayka B Tpee MOXHO ObICTPO Bbi3BaTb OCHOBHbIE
dyHKUMn nporpammbl AntiVir. [1ns BbI3oBa KOHTEKCTHOrO MEH0 Heo6xoanumMo
LLEeNKHYTb NpaBOoKr KHOMKOW MbILLM MO 3HAYKYy B Tpee.
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MyHKTbl KOHTEKCTHOIO MEHI0
— AxktnBauusa AntiVir Guard: Bkntoyaet nnu otkntoyaet AntiVir Guard.

— AktnBauusa AntiVir WebGuard: BkntovyaeTt unn otkntoyaet AntiVir
WebGuard.

— 3anyck AntiVir: OTkpbiBaeT LieHTp ynpaBneHus.

— Hactpownka AntiVir: OTkpbiBaeT Hactpowiku.

— 3anyck o6HoBneHus: 3anyckaet O6HOBMEHNME.

— CnpaBka: OTKpbiBaeT CNpaBOYHY OHJTANH-CUCTEMY.

— O nporpamme AntiVir Personal: OTkpbiBaeTca gnanoroBoe okHo ¢
MHdopmaumen o nporpamme AntiVir: nHbopmaumsa o nporpamme, Bepcun,
NNLEH3UN.

— Avira B UHTepHeTe: OTkpbiBaeT Beb-noptan Avira B IHTepHeTe. [ns
aToro Bam HeobxoauMo nmeTb AOCTYN K UHTEPHETY.

5.2 llaHernb NHCTPYMEHTOB

5.2.1 O630p

Mocne ycnewHon yctaHoBkn Avira SearchFree Toolbar nHterpupyetcs B Beb-
6pay3sep. Npu nepsom BbI3oBe Bpaysepa OTKPbIBAETCS OKHO cTaTyca, KoTopoe
COOEPXNT BaxkHble cBeaeHnsa 0 pyHKumn Toolbar.

Toolbar cocTouT 13 Nonsa noucka, norotuna Avira co ccbifikor Ha Beb-canT Avira,
OBYX oToOpaxeHui ctaTyca n meHio Onuun.

— MNaHenb MHCTPYMEHTOB NOUCKa
Mcnonb3ynTte naHenb MHCTPYMEHTOB MOMCKa, YTOObI ObICTPO M KOMGOPTHO
nyTewecTBoBaTb No MIHTEpHETY C NOMOLLbIO NONCKOBOW MaLUnHbl Ask.com.

— OTobpaxeHue ctaTyca
OTo6paxeHus cTtaTyca nokasbiBatoT ctatyc WebGuard n Tekywmi cratyc
obHoBneHust Avira AntiVir. OHM nomoratoT y3HaTb Kakue AeNCTBUS Bbl
AOMMKHbI BbIMOMTHUTL, NPY HEOBXOANMMOCTH, ANSA 3aUThl Ballero
KOMMbtloTepa.

— Onuum
C nomoLLb MEHI0 ONuUMKA Bbl MOXETE BOCMonb3oBaTbCa onumnsamn Toolbar,
yOoanuTb UCTOPUIO NOKCKa, 3anpocuTb MHdopMaLmMio 1 cripaBky no Toolbar
n yoanutb Avira SearchFree Toolbar npamo 4Yepes Beb-6pay3sep (TonbKo
Firefox).

5.2.2 WVcnonb3oBaHue

lMaHenb MHCTPYMEHTOB NOUCKa

C nomolLLbo naHenmu MHCTPYMEHTOB NOUCKA MOXXHO OCYLLECTBIIATbL NMOUCK B
MHTepHeTe OOHOIo UM HECKOJIbKMNX MPON3BOJIbHbLIX NOHATUM.

[na aToro BBeguTe NOHATUE B NMore Nomcka 1 HaxkmuTe KHomky Enter nnu
wenkHmte Mouck. MNMounckosas mawmnHa Ask.com npocmaTtpuBaeT NHTEpPHET n 0
BCEX COBMageHumsix coobLlaeT B okHe BGpayaepa.

Kak HacTpouTb Avira SearchFree Toolbar B Internet Explorer n Firefox B
COOTBETCTBMM C NINYHBIMW NPEANoYTEHNAMM, CM. B pasgene Onuum.

OToOpaxeHue cTartyca
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WebGuard

& WebGuard aKTUBMPOBaH.

Avira WebGuard BkNtoYeH, KOMMNbIOTEP 3aLUMULLEH.
&  WebGuard OeaKkTUBMPOBaH.

Avira WebGuard BbikntoveH. [poBepbTe CBOE NPUMOXeHUe U akTUBUPYnTe
WebGuard, 4Tobbl OHO ObINo 3aLuLLEHO.

CtaTyc o6HOBRNEeHUA

CnpaBa Haxoautcsa cooblieHne o ctatyce, KOToOpoe AaeT CnpaBKy O cTaTtyce
obHoBneHus Avira. 3aecb NOCpeacTBOM 3HAYKOB M COOBLLEHUIN Bbl MOXETE
y3HaTb, Kakne A4eNCTBUA, Npu HeobXxoanMoCTK, criegyeT NpeanpuHATL Ans
3allMThl BaLLIEro KOMMbOTEpa.

£4  ExenHeBHOE OGHOBMEHME OTKMIOYEHO.

HaBes Kypcop MbILKN Ha 3HAYOK, Bbl NONy4nUTE crneayollee coobLleHune:
Mporpamma Avira uMeeT camMylo NOCieAHIO BepCuio; Ball KOMNbIOTEP
3aLMLLeH.

» Hukakue oencTBus He TpebytoTcs.
&) O6HoBUTe nporpammy Avira.

HaBeas Kypcop MbilIKM Ha 3HAYOK, Bbl MOMAy4nUTE criegyollee coobuieHme: Bepecna
nporpammbiAvira yctapena. LLlenkHuTte 3gecb, YTOObI 3arpy3nTb HOBYHO
BEPCUIO U 3alUTUTb KOMNbLOTEP.

» [1ns obHoBneHus Avira AntiVir LLENKHUTE XXeNnTbI 3HAYOK UK TEKCT. OTO
NPONCXOANT COrnacHo npeaBapuUTeSibHbIM HacTporkam Avira AntiVir.

— Bo Bpems o6HoBNEHUs BblgaeTcsa coobuieHne UaeT oGHoOBNEeHume...

-+ Ecnu o6HoBNEHMEe 3aKOHYMNOCH YCNELLHO, NOSABNSAETCS 3eN1eHbl 3HA4OK C
cooblieHnem ExxegHeBHOe 0OHOBREHMe BbINOMHEHO.

(7] Mporpamma Avira HeJoCTynHa.

HaBes Kypcop MbIlK Ha 3HAYOK, Bbl NONy4nUTE crieayoLlee coobLieHne:
Mporpamma Avira HegocTynHa. YTo6bl rapaHTUpOBaTh 3alWuUTy
KOMNblOTEpa, yoeautechb, 4TO Balle NpUIIoXXeHne YCTaHOBIEHO U
BbIMOJNHAETCS.

» [Insa 3arpy3ku oHnamH-cnpaekn Avira WEnKHNTE XXeNTbIN 3HaYOK Un TEKCT.
Tam Bbl HangeTe ykasaHus No JarbHEenWwmm JENCTBUAM.

5.2.3 Onuuun

Avira SearchFree Toolbar coBmecTtum c Internet Explorer n Firefox n moxeT GbiTb
HacTpoeH B 06oux aTnx Gpaysepax B COOTBETCTBAM C BaALLMMU NINYHBIMM
npeanoyYTEHNAMU:

Onumn HacTpownku Internet Explorer
Onumn HacTponkn Firefox

Internet Explorer
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B Be6-6pay3sepe Internet Explorer B MmeHio Onummn 4OCTyNHLI cnegyowme onumm

ans HacTtpouiku Avira SearchFree Toolbar:
Onuuu Toolbar

Mouck

— MNowuckoBaa mawmHa Ask
B meHto MouckoBas MawmHa Ask MOXXHO BbIOpaTh, Kakyto MOUCKOBYHO
mMawwnHy Ask ncnonbsoBaTb A58 noucka. [OCTynHbI MOUCKOBbLIE MALUWHbI
CLWA, Bbpasunun, N'epmanumn, Ncnanuum, EBponbl, PpaHunmn, Ntanum,
Hupepnangos, Poccun n BennkobputaHum.

— OTKpbITb NOUCK B
B meHo onumii OTKpbITb MOUCK B MOXXHO BbIOpaTh, rae oyger

NnoKa3blBaTbCA pe3ynbTaT NONCKa — B TeKyLleM OKHe, B HOBOM OKHe U1J11

Ha HOBOM BKNnagke.
— MokasbiBaTb nocrneaHune 3anpocChbl NOUCKa

Ecnu akKTnBupoBaHa onuus MokasbiBaTb nocrnegHue 3anpocCbl NOUCKa ,

noa nonem BBoAa TEKCTa NaHen MHCTPYMEHTOB noucka byayT
oToOpaxaTbCsl BBEAEHHbIE Nepes 3TMM 3anpochl Nomcka.

— YaanuTtb nouck npu 3akpbIiTUM Gpaysepa

AKTMBUMPYITE onuuio YAanuTb NOUCK NpU 3aKpbITUM Gpay3epa, ecnu Bbl

He COXpaHAeTe yKe BbINOJIHEHHbIE NMONCKN N XOTUTE UX yOAlIUTb.

Opyrue onuun
— SA3bik Toolbar

B Asbik Toolbar Bbl MOXxeTe BbiOpaTb s13bIK, HA KOTOpoMm Avira SearchFree

Toolbar BeIBOAUT Ha 3KpaH MHopMaunio. JOCTYNHbI aHITUACKUIA,
HeMeLKMUI, NCNaHCKMIA, (bpaHLy3CKUIN, UTANbAHCKUIA U NOPTYranbCKUN
A3bIKN.

MpumeyaHue

YcTaHoBMneHHbIM No ymonyaHutio a3blk Avira SearchFree Toolbar cootBeTcTBYET,

€CIn 3TO BO3MOXHO, Ballien nporpamme. Ecnu Toolbar Ha Ballem s3bike
HegOoCTYrMeH, MO YMOMYaHUIO YCTaHABNUBAETCS aHITIMNCKUIA S3bIK.

— lMokasbiBaTb NOACKa3KM ANA KHOMOK

Heaktneupynte onunto NokasbiBaTb NOACKA3KU ANS1 KHONOK, eCrn

XOTUTE CKPbITb TEKCT psiioM Cco 3Ha4Ykamu Avira SearchFree Toolbar.
Ypanutb nouck
AKTMBMpPYNTE onumio YaannuTb NOMUCK, eCr HEOOXOOMMO HE COXPaHSITb YXKe
BbINOJTHEHHbIE MOUCKMU,
a cpasy yaansaTtb UX.
CnpaBka
Haxxmnte CnpaBka ansa nepexona Ha Beb6-canT ¢ 4acTo 3agaBaeMbiMuy
Bonpocamu (FAQ) no Toolbar.
YpaneHue

MoxHo yaoanutb Avira SearchFree Toolbar Takke npsamo B Internet Explorer:
YpaneHue B Be6-Opaysepe.

UHdopmauus

Haxmnte UHcpopmauums, 4tobbl y3HaTb, Kakas Bepcus Toolbar y Bac
yCTaHOBIeHa.
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Firefox

B Be6-6pay3epe Firefox B MeHto Onuum OOCTYNHbI Crieayowmne onuumn ons
HacTponkn Avira SearchFree Toolbar:

Onuuu Toolbar
Mouck

— MNowuckoBasa mawmHa Ask
B meHto MouckoBas mawmHa Ask MOXXHO BbIGpaTh, Kakyto MOMCKOBYHO
MawmHy Ask ncnonbsoBaTtb 458 novcka. [JOCTynHbI MONCKOBbLIE MaLUWHbI
CLWA, bpasunuu, 'epmanun, Ncnanmn, EBponkl, @paHumm, Utanuw,
Hunpepnangos, Poccun n BennkobputaHmn.

— MNokasbiBaTb NocrnegHue 3anpochbl Noucka
Ecnu akTnBuposaHa onums MokasbiBaTb NocnegHue 3anpochbl Ha
NOUCK, TO Ha)kaB CTPEeriKy Ha NaHenu UHCTPYMEHTOB Noucka, Bbl MOXeETe
MOCMOTPETb BBEAEHHbIE 40 3TOro 3anpockl novcka. BeibepuTte oanH ns
HWX, ECINM Bbl CHOBa XOTUTE NOCMOTPETb pe3ynbTaT noucka.

— Ypanutb NOMCK Npu 3aKpbiTUK Gpay3epa
AKTMBMPYITE onuuio YAanuTb NOUCK NpU 3aKpbITUM Gpay3epa, ecni Bbl
He COXpaHsieTe YXKe BbINOSHEHHbIE MOUCKU U XOTUTE MX yaanuTb.

— Pe3ynbTtatbl noncka Ask nokasbiBaroT, €Cnum B agpecHoe norsne
Opaysepa BBeAeHbI KNoYeBble CNOBa UM HeJencTBUTeNbHbIe
appeca URL
Ecnu aTa onuma akTMBMpoBaHa, Kaxabli pas, koraa Bbl BBOAUTE B
agpecHoe none Beb6-Opaysepa KnioveBLIe CNOBa UMM HEOENCTBUTENbHbIN
agpec URL, 3anyckaeTcs NOMCKOBLIN 3anpoc 1 oTobpaxaeTtcs pesynbTaT
nomcka.

Opyrue onuuu

— Sl3bikn Toolbar
B pasapene Asbiku Toolbar Bbl MOXeTe BbiGpaTh A3blK, HA KOTOPOM Avira
SearchFree Toolbar BbIBOANUT Ha 3KpaH MHdopmauuio. JOCTynHbI
@HIMUACKNIA, HEMELKUI, UCMAaHCKMUIA, OPaHLY3CKUIA, NTaNbSHCKUIA U
NnopTyranbCKUN A3bIKK.

MpumeyaHue

YcTaHoBMneHHbIM No ymonyaHuto A3blk Avira SearchFree Toolbar cootBeTcTBYET,
€CIn 3TO BO3MOXHO, Ballen nporpamme. Ecnun Toolbar Ha Baluem s3bike
HeJOCTYyMNeH, M0 YMOMYaHUI0 YCTaHaBNUBAETCS aHINIMNCKUI A3bIK.

— MNoka3sbiBaTb Ha3BaHUA KHOMNOK
Heaktneupynte onumto NokasbiBaTb Ha3BaHMA KHOMOK, ECNN XOTUTE
CKpbITb TEKCT psiAom co 3Hauykamu Avira SearchFree Toolbar.

Yaanutb nouck

Haxmute O4UCTUTBL UCTOPUIO NOUCKA, YTOObI YAanuTb BCE BBEAEHHbIE A0
aToro B noucke Avira SearchFree Toolbar 3anpocsil.

CnpaBka

Haxxmnte CnpaBka ansa nepexona Ha Beb6-canT ¢ 4acTo 3agaBaeMbiMuy
Bonpocamu (FAQ) no Toolbar.

YpaneHue

MoxHo yaoanuTb Avira SearchFree Toolbar Takke npsamo B Firefox: YoaneHue B
Be6-Opay3epe.

UHdopmauus
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Haxmute UHdopmauumsa, 4tobbl y3HaTh, kakasi Bepcusi Toolbar y Bac
yCTaHOBIeHa.

5.2.4 YpaneHue
Avira SearchFree Toolbar yoansetcsa cnegyrowmmMm obpasom (onmcaHo Ha
npumepe Windows XP 1 Windows Vista):
» OrtkponTte nyHKT meHto Windows Myck, MaHenb ynpaBneHus.

» Cpenante aBoriHon wenyok Ha Program Files (Windows XP: YcTaHoBKa m
yhaneHue nporpamm).

» Buibepute Avira SearchFree Toolbar plus WebGuard B cnuncke u WwenkHute
Ypanutb.

- MosiBATCA 3anpoc NOATBEPXKAEHUS, YTO Bbl AENCTBUTENBHO XOTUTE
yOanuTb NPOAYKT.

» T[loaTtBepamnte kHonkon [a.

- Mporpamma Avira SearchFree Toolbar plus WebGuard yganeHa.
KomnbloTep npu HeobxoanmocTu nepesarpyxaeTcs. [1pn aTom Bce nanku, gannsi
1 3anncu nporpamMmbl B peecTtpe YHUYTOXatlTCs.

YaaneHue ¢ nomolblo Be6-6pay3epa

MoxHo yaoanutb Avira SearchFree Toolbar npsamo B 6pay3sepe:
Ha naHenun NHCTPYMEHTOB NoMcKa OTKPOWTE CnpaBa MEHIO ONLUMUM.
Haxmunte Yoanutsb.

>
>
-+ Ecnun Be6-6paysep eLe OTKpbIT, MOSIBUTCA 3anpoc Ha ero 3akpbiTue.
» 3akponte Be6-6paysep u Haxxmnte OK.

-

Mporpamma Avira SearchFree Toolbar plus WebGuard yganeHa.
KomnbtoTep npu HeobxoanmocTu nepesarpyxaeTtcs. [1pu aTom Bce nanku, gannbi
1 3anucum NporpaMmMbl B peecTpe YHUYTOXaoTCS.

MpumeyaHue
Mocne ypaneHus Avira SearchFree Toolbar, npn HeobxogmMmocTu, yaansieTcs
Tarke WebGuard.

MpumeyaHue
Yutute, uto ans yaanexus Avira SearchFree Toolbar n3 Firefox, gomkeH 6b1Tb
aktmmpoBaH Toolbar B MeHegkepe OOMNONMHEHUN.

5.3 310 genaetcsa TakK

5.3.1 BbINoNHATL aBTOMaTUYECKOE OOHOBIIEHME

C nomouwpbto MnaHnposlmka AntiVir cosgaeTtcs 3agava, ¢ NoOMOLLbIO KOTOPOK
nporpamma AntiVir oOHOBRsieTCS1 aBTOMaTUYECKU:

» B ueHTpe ynpaeneHus Bbibepute BO BKIagke YnpaBrneHue ::
MnaHnpoBLLMUK.
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vi vy i vuwv

Q v
Haxmute nuktorpammy == Cosdams HO8bIU MPogusib ¢ MOMOUWbLIO
accucmeHma.

MNosiBUTCSA AnanoroBoe OKHO Mms u onucaHue 3adaydu.
Beegute umsi 1 onucaHme 3agaymn.
Haxmute Oanee.
MNosiBuTca amnanorosoe okHO Tun 3adayu.
Bbibepute O6GHOBRNEHME 13 Ccnncka.
Haxmunte Oanee.

MosiBnTCS AmManoroBoe OKHO Bpemsi 8birnonHeHusi 3adaqu.
Bbibepute Bpems nposedeHns o6HOBNEHNS.
— HemepneHHo
— ExepHeBHO
— ExeHepenbHO
— WHTtepBan
— OpgHoKpaTHO

MpumeyaHue

Mbl pekoMeHayeM BbINOMHATL PerynspHoe n Yyactoe aBToMatmyeckoe
obHoBneHve. PekoMeHa0BaHHbIN NPOMEXYTOK Mexay obHOBReHuaAMN: 24 .

>
>

v

>

—

B 3aBucumocTu oT BbiOOpa 3agante BpeMms.

Mpun HeobxoanMMocTK BbIGepuTE AONOMHUTENbHbIE ONUUK(B 3aBUCUMOCTM OT
TMna 3agaudn):

- 3anycx 3agayun, aaxe ecnun yCctraHoBJ1IeHHOe BpeMs 3anyCKa npoLwsno:

BrinonHaTCA 3agayn, CPOK BbINOJTIHEHNA KOTOPBLIX Y>Xe npowlesl, HO OHU
He Mornun 6bITb 3anyuleHbl B Ha3Ha4YeHHOe BpeMA, HanpuMmep, ecnn
KOMMbIOTEP Oblin BbIKMNIOYEH.

Haxmute Oanee.
MosiBuTCcs AnanoroBoe OKHO Bbibop pexxuma omobpaxkeHus.
Bbibepute pexxum otobpaxeHnsa 3agayu:
— MMWHMMU3MPOBAHO: TONBLKO NPOrpecc BbINOSHEHUS
— MakcMMn3npoBaHO: BCe OKHO 3aJauM.
— CKpbITbIW PEeXUM: HET OKHa 3agaun
Haxmute kHonky FoToBoO.

CospnaHHas Bamu HoBasi 3agaya NosiBUTCA Ha HadarbHOM CTpaHuue

BKNagkvn YnpaBneHue:: NpoBepkKa Kak akTuBnpoBaHHas (ranodka).
» [eakTuBupynTte 3agayum, KOTOpble He AOMKHbI BbIMOSTHATLCS.
Wcnonb3ysa cnegytowmne 3Hayku, Bbl MOXeTe 06pabbiThiBaTh 3aga4u:

0 B &

NMPOCMOTPETL CBOMCTBA 3a4auu
N3MEHUTL 3agavy
yoanuTb 3agady

3anycTuTb 3adady
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@

OCTaHOBUTb 3aga4vy

5.3.2 3anyctutb 0OHOBNEHME BPYYHYHO

CyLecTBYyeT HECKONbKO CNOCOOOB 3anyCcTUTb OOHOBNEHNE BPYYHYO: Mpu
BbINOMTHEHMM OOHOBMNEHUS BPYYHYHO NPOU3BOANTCSH OOHOBNEHME (haina BUPYCHbIX
CUrHaTyp 1 MOUCKOBOro Apmxka. OOHOBNEHNE NPOrpamMMbl BbIMOSHSAETCS NULWb B
TOM criyvae, ecnu B HacTponkax B Obuwee :: OBHOBNEHNE aKTUBMPOBaHa ONuus
3arpyxaTb U aBTOMaTU4eCKU yCTaHaBNUBaTb OOHOBNEHUA NPOrpaMMmbl.

3anyck Bpy4Hyto 06HOBNEHNst nporpammbl AntiVir npon3BoanTCS crneayrowmm
obpasom:

» LlenkHuTe npaBon KHOMKOW MblwK 3Ha4YoK AntiVir B Tpee Ha naHenu 3agad.
MosIBUTCS KOHTEKCTHOE MEHIO.
Bbibepute 3anyck oOHOBNEHUA.

+ v

MosiButcst gnanorosoe okHo Modysib 06HO8MIEHUS .
-nn -
B ueHTpe ynpaBneHus Boibepute Bo Bknagke O630p :: CocTosiHue.

vy

B o6nactu lNocrieOHee 0bHOBMIEHUE HAXMUTE CCbINKY 3anyCTUTb
oGHoBNeHue.

-+ MosiBuTCA Ananorosoe okHo Mogynb 06HOBMNEHMS.
- NN -

» B ueHTpe ynpaeneHus B MeHto OGHoBReHue Bbibepute KOMaHOy MEHIO
3anyck 06HoeeHUs.

— MosiBuTtcs ananorosoe okHo Mogynb o6HoOBNEHMS.

MpumeyaHue
Mbl pekoMeHayeM BbINONHATL perynsapHoe aBToMaTuyeckoe OGHOBMNEHME.
PekomMeHOOBaHHbIN NPOMEXYTOK Mexay obHoBNeHnamu: 24 .

MpumeyaHue
Bbl MOXeTe BbINONHUTE 06HOBMNEHME BPYYHYO Yepes LieHTp 6e3onacHocTn
Windows.

5.3.3 T[lposepka: NckaTb ¢ NOMOLLbIO NPOCOUIIS NMOUCKa BUPYChbI U
BpeagoHocHoe [10
npO(‘bI/IJ'Ib noucka Bkno4aeT B cebs Bce ONCKN N Nankun, KoTopbie HeO6XOLI,I/IMO
npoBepuThb.

CywiecTByeT Heckonbko cnocoboB NpoBeAeHMs MPOBEPKM Yepes npodusb
noucka:

— Wcnonb3oBaTtb NpeaycTaHOBEHHbIN NPoduib NOUCKa

Ecnu npegyctaHoBneHHble Npodunn cooTBeTCTBYIOT Bawwimm TpeboBaHusaMm.
— ApanTauus n ucnonb3oBaHne npodunga novcka (BbIbop Bpy4UHYHO)
Cosgatb nHameuayanbHbIi Npodub noucka.
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B 3aBMCUMOCTM OT onepaLmMoHHON cUCTEMbI A4 3anycka Npodunga noncka
AOCTYMNHbI pasnnyHble CUMBOSbI.

— Windows XP 1 2000:

» C nomolLLbio 3TOro CYMBOMA 3anyckaeTcs NpoBepka Yepes npodusib
nowcka.

— Windows Vista:

B Microsoft Windows Vista uepes LleHTp ynpasneHus OCTYnHbI
orpaHvyeHHble Npasa, Hanpumep, 4na ocTyna K nankam u dannam.
OnpepeneHHble AenNcTBUSA 1 JOCTyN K harnam gOCTYnHbl Yyepes LleHTp
ynpaBneHnsi NP1 HanMynumn pacliMpeHHbIX NpaB agMUHUCTpaTopa.
PacwwpeHHble npaBa agMMHMMCTpaTopa Bbl4arTCa NpodunemM noncka npu
Ka)xgoMm 3anycke.

’O C nomoLLpbo 3TOro CMMBONa 3anyckaeTcsl orpaHMYeHHas NnpoBepka Yepes
npocunb noucka. MNMpoBepsaoTcs TONLKO Te Nanku u dpannsl, 4OCTYN K
koTopbiM paspeLueH Windows Vista.

’Q C nomoLLbo 3TOro cMMBONa 3anyckaeTcs NpoBepka C pacLUUpeHHbIMU
npasamu agMuHucTpaTopa. [ocne noareepxaeHus 6yayT npoBepeHbl Bce
nanku un dannbl BbIGpaHHOro Npodunsa nomcka.

lMpoBepka ¢ NoMoLLLI0 NPOdUNA Noncka Ha BUpPYChl U BpegoHocHoe MO

>

v

>
>

—

B ueHTpe ynpaBneHus Haxmute BO Bknagke JlokanbHaa 3awmTa ::
MpoBepka.

MosaBATCA NnpegycTaHoOBEHHbIE NPOMUIIM NOUCKa.
BbibepuTe oauH 13 npegycraHoBNEHHbIX Npodunen noncka.
-Unn -

WMcnonb3ynTte npodunb noncka Beibop 8pyyHyIo.

Bbibepute cumson (Windows XP: » nnm Windows Vista: ’Q' ).
MosBuTcs okHo Luke Filewalker v 3anycTuTcst NPSAMOW MOWUCK.
Mo okoH4YaHWKM NpoBepku ByayT NokasaHbl pe3ynbTaThl.

Ecnu Bbl xoTuTe 3anycTnuTb Npodusb noucka:

>

>

B npodune novcka Bbibop BpyUHYH pa3BepHUTE OEPEBO KaTanoros
HACTONbKO, YTOObLI ObINM OTKPLITbI BCE AUCKOBOAbI , KOTOpPbIE HEOOXO0AUMO
NpoBepUThL:

OTMeTbTe Yy3rbl, KOTOpble HEO6XOAMMO NPOBEPUTL, MOCTaBUB (ONAXKOK B
none:

5.3.4 T[lposepka: Nonck Bupycos n BpeagoHocHoro MO nocpeacTsom
nepeTackMBaHus

LleneHanpaBneHHbI MOUCK BUPYCOB U BpedoHocHoro MO ¢ nomoLubto
nepeTacknBaHus:
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v LleHTp ynpaBneHuna nporpammbl AntiVir OTKpbIT.
» Bobigenute dann, KOTopbin HeO6X0ANMO NPOBEPUTD.
» [lepeTsHUTE NeBOM KHOMKOW MbILLKWN BblOEMNEHHbIN dhann Ha yeHmp

ynpasseHusl.
-+ MosiBuTCS OKHO Luke Filewalker n 3anycTuTcst NPSAMOW MOUCK.
-+ Mo okoH4YaHWK NpoBepku ByayT NokasaHbl pe3ynbTaThl.

5.3.5 T[lposepka: NckaTb C MOMOLLIbIO KOHTEKCTHOIO MEHIK0 BUPYChI U
BpegoHocHoe [10

MckaTb C MOMOLLbHO KOHTEKCTHOTO MEHH0 BMUPYCbl 1 BpeOAOHOCHOE Mno:

» LlenkHuTe NnpaBo KHONKOW MbIwK (Hanpumep, B nposogHunke Windows, Ha
paboyem ctone uun B oTkpbiTon nanke Windows) no cganny, kotopbii Bbl
XOTUTE NPOBEPUTD.

- MoaABUTCSA KOHTEKCTHOE MeHI0 npoBoaHuka Windows.

» B KOHTeKCTHOM MeHIo BbibepuTe NMpoBepuThb BbIOpaHHbIe ¢hannbl ¢
nomoubio AntiVir.

- Moasutcsa okHo Luke Filewalker v 3anycTuTCsa NPsIMON NOWUCK.
-+ Mo okoHYaHWM npoBepkn ByayT NokasaHbl pesynbTaThbl.

5.3.6 [lpoBepka: ABTOMaTUYECKMIN NOUCK BUPYCOB 1 BpegoHocHoro 0O

MpumeyaHue

lMocne ycTaHOBKM NporpaMmmbl B MaHUPOBLUMKE cO3aHa 3ajadva npoBepkn
lMonHasa nposepka cucmemebl: Yepes pekoMeHA0BaHHbIA NPOMEXYTOK BpEMEHMN
aBTOMAaTUYECKN BbINOMHAETCSA NOoMHas npoBepka CUCTEMBI.

Bkl co3pgaeTte 3agadyy, ¢ NOMoLLbLIO KOTOpoW Bbl 3agaeTe aBToMaTUYECKUIA MOUCK
BUpPYCOB 1 BpegoHocHoro [O:

» B LleHTpe ynpaBnenuns HaxmuTe BbibepuTe pasgen YnpaBneHue ::
MnaHnpoBLUUK.

@
HaxmuTe nuktorpammy =+
MNosBuTca gmnanoroBoe okHO MMs U onucaHue 3adayu.
BBeanTte umsa n onvcaHve 3agay.
Haxmunte Oanee.
MNosiBUTCSA AnanoroBoe okHO Tur 3adayu.
Buibepute ctpoky MpoBepka.
Haxmute Oanee.
MosiBuTcst ananoroBoe okHO Beibop ripogpurnis.
BbibepuTe npodunb 4nsa NnpoBepKU.
Haxmunte Oanee.
MosBnTCS AManoroBoe OKHO Bpemsi 8birnonHeHus 3adaqu.

vi vyl vyl vy v

Bribepute Bpemsi npoBeaeHUsi NPOBEPKM.
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— HemepneHHO
— ExepHeBHO
— ExeHepenbHO
— WHTtepBan
— OpgHoKpaTHO
» B 3aBucumocTu oT Beibopa 3agante Bpems.

» [Mpn HeobxoammocTu BbibepuTe SONONTHUTENBHYHO ONUMIO N3 Crieayrowmnx (B
3aBMCUMOCTU OT TMNa 3adayn):

— 3anyck 3agauu, faxe ecriv yCTaHOBIIeHHOe BpeMs 3anycka NpoLusno:

BbinonHsitoTCst 3a4a4m, CpoK BbINOMHEHUSI KOTOPbIX YK€ NPOLUEr, HO OHU
He Mornu 6bITb 3anyLeHbl B Ha3Ha4YeHHOe BpeMsi, HanpumMep, ecnu
KOMMbOTEP OblN BbIKMHOYEH.

» Haxmute Oanee.
—» MosaBnTCA AnanoroBoe okHO Bribop pexxuma omobpaxxeHusl.

v

Bbibepute pexxum oToOpakeHnsa 3agaqu:

— MUHMMU3UPOBAHO: TONBKO NPOrpecc BbINOSIHEHMS
— MakcumunanpoBaHo: BCE OKHO 3aauM.

— CKpbITbIN PeXUM: HET OKHa 3agaun

> Bbibepute onuuio Beiknoyumes KoMbromep, ecnvn Bbl XxoTute aBTomMaTU4eCKn
OTKIMIOYMTb KOMMNbIOTEP, KaK TONbKO 3adada 6yaeT BbiNOfIHEHA U 3aBepLUeHa.
Onums gocTynHa TonbKo B MUHUMU3MPOBAHHOM M MakCUMMU3MPOBAHHOM
pexxume oTobpaXkeHus.

» HaxmuTe kHonky FoToBo.

- CospgaHHas Bamu HoBasi 3agada NosiBUTCA Ha HadarnbHOM CTpaHuue
BKNadku YnpaeneHue:: lnaHUuposuwjuK akTUBMPOBAH (ranoyka).

> [eakTuBMpynTe 3a4a4u, KOTOpble HE AOIMKHbI BbIMONHATLCS.
Wcnonb3ysa cnepytowme cumBonbl, Bbl MoxeTe o6paboTath 3agaHus:

NPOCMOTPETL CBOMCTBA 3a4auun
N3MeHUTb 3agady
yAanuTb 3agady

3anycTuTb 3agady

DG B

OCTaHOBUTb 3aga4vy

5.3.7 Tllposepka: [MpAMON NOUCK aKTUBHbLIX PYTKUT-NPOrpamMmm
[nsi novcka akTUBHBIX PYTKUTOB UCMNOSb3YyNTE NpeABapUTENBHO ONpPeAeneHHbIN
npocunb noucka lMNouck pymkumoe u akmugHo2o epedoHocHoz2o [10.
[NpsAMON NOUCK aKTUBHbIX PYTKUT-NPOrpamm;

» Buibepute B LleHTpe ynpaBneHuna B pasgene JlokanbHasa 3awura ::
MpoBepka.
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> MoaBaTCA NnpegycTaHoOBSIEHHbIE NPO(UIMN NOUCKa.

» Bbibepute npegsaputenbHO onpeaeneHHbi npodune novcka Mouck
PYTKUTOB U aKTUBHOro BpeaoHocHoro 0.

» OTMeTbTe OOMOMNHUTENbHLIE Yy30nbl 1 Nanku, KOTopble Heobxoanmo npoBepuTb,
nocrtasmB Cb]’la)KOK B COOTBETCTBYIOLLEM MNOJie.

» Bbibepute cumson (Windows XP: - nnu Windows Vista: 'Q' )-
-+ MosiBuTCS OKHO Luke Filewalker n 3anycTuTcst NpSAMOW MOWUCK.
-+ Mo okoHYaHWM npoBepkn ByayT NokasaHbl pesynbTaThbl.

5.3.8 PearnposaTb Ha HangeHHble BUPYChl 1 BpegoHocHoe 10

[ns oTaenbHbIX KOMNOHEHTOB 3aLUMThl NporpaMmmel AntiVir B HacTporikax B
pasgene [elicmeue ripu 0bHapyXeHUU MOXHO YCTaHOBUTb, Kak MporpamMmma
AntiVir 6ygeT pearuposaTtb Npu oGHapyxeHun supyca nnm spegoHocHoro MoO.

[na komnoHeHTa Guard He cyLlecTByeT HacTpamBaeMblx onumi gencteus. Mpu
obHapyxeHun Ha pabo4veM cTorne NosBUTCS yBegomneHue. B yBegomneHnn Ha
pabo4dem cTone Bbl MoxeTe yaanuTb HangeHHoe BpegoHocHoe N0 nnn
nepenaTb BpeaoHocHoe MO ¢ nomoLubio KHomku NogpobHo ckaHepy ans
AononHuTensHon obpaboTkn Bnpyca. CkaHep coobuiaeT 06 oOHapyXeHuu B
OKHEe, B KOHTEKCTHOM MEHIO0 KOTOPOro AOCTYMHbI pasfnyHblie onuumn ans
obpaboTku cooTBeTCTBYIOLWErO (harina (cMm. ObHapyxeHue::CkaHep):

Onuuun gencTeus Ans ckaHepa:
— WHTepakTUBHbIN

B nHTEepakTMBHOM pexnme obHapyXeHHble CKaHepPOM OObEKTbI
noKasblBalOTCS B AManoroBOM OKHE. 3Ta HacTpoKrKa akTMBHA MO YMOYaHMIo.
Mpy npoBepke ckaHepoM Mo 3aBepLUeHNN NPOBEPKM BblaaeTcs
npegynpexaeHne co CnMckom obHapyXeHHbIX dannos. C noMoLLbIo
KOHTEKCTHOro MeHto Bbl MOXeTe BbiOpaTh AeNcTBUE 45 NOA03PUTENBHbIX
NN NHPMLMPOBaHHbIX hannoB. Bbl MoxeTe NpUMeHUTb BblOpaHHOe
Jencteue Ko BceM darnnam unm 3aBepLuntb paboTy ckaHepa.

— ABTOMaTMuecKumn

B aBTOMaTUyeckom pexunme npu obHapyxeHUn BUpyca unm BpegoHOCHOM
nporpamMmMbl aBTOMATUYECKM BbINONHSIETCS AeCTBME, KoTopoe Bbl
npeaBapuTenbHO BbiOpanu.

HoctynHble gencteus ansa , WebGuard:
— WHTepakTUBHbIN

B nHTEepakTMBHOM pexnme npu oGHapy>XeHUn BUpyca UnvM Bpe4OHOCHOM
nporpamMmmMbl OTOOpaXkaeTcs guanoroBoe okHO, NpeanararLliee Ha Bbloop
HECKONbKO AENCTBUN HaA NHPULMPOBAHHBIMK OObEKTaMn. DTa HAcTponka
aKTUBHA MO YMOMYaHUIo.

— ABTOMaTM4YeCKum

B aBTOMaTuyeckom pexunme npu oGHapyXeHUn BUpyca unm BpeaoHOCHOM
nporpamMmmMbl aBTOMaTUYECKN BbINOSHSETCS AelcTBMeE, KoTopoe Bbl
npeaBapuTenbHO BbiGpanu.
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B MHTepakTMBHOM pexume npu oGHapyXeHUN BUPYCOB UM BPEAOHOCHbIX
nporpamm B yBejoMneHun Bl MoxeTe BblibpaTh, 4TO Aenatb ¢
NHULMPOBaHHBIMK 06 bEKTaMM U NOATBEPAUTL CBOW BbIGOP.

Bbl MOXeTe BbIOpaTb 04HO U3 CreayoLnX AENCTBUIA:

MpumeyaHue

Bbi6op OOCTYNHbBIX OENCTBUIA 3aBUCUT OT ONEPaLIMOHHON CUCTEMBI, OT
koMrnoHeHTa 3awunTbl (AntiVir Guard, AntiVir Scanner, AntiVir WebGuard),
KOTOpbI coobLiaeT o HangeHHOM OObeKTe, U OT BPEAOHOCHOM NPOrpaMmbl.

DencTtBua ckaHepa n moaynsa Guard:
— Jleuntb
daiin 6yoeT BhblIeYeH.

9Ty onumo MOXHO BbiOpaTh, ecnu nedeHne arna BO3MOXHO.

— MomecTnTb Ha KapaHTUH

dain ynakoBbiBaeTCs B cneumanbHbin popmat (*.qua) n nepemellaeTcs B
nanky kapaHtuHa INFECTED Ha Balem XeCTKOM gucke, YTobbl UCKITUNTD
npsiMmon goctyn. dPannbl N3 3ToM Nankm MoryT ObiTb NO3AHEE BbINIEYEHbI UMK,
B CIly4yae HeobxoauMocCTu, oTnpaBneHbl koMmnaHmum Avira GmbH.

— Ypanutb

dann yganaetcs. NMpn 0OHapy>XeHUM YCTaHOBOYHOIO BUpYyca yaansieTca
3arpy304HbI CEKTOP. 3anMcbiBaeTCsl HOBbIWM 3arpy304HbI CEKTOP.

— MNepeumeHoBaTb

rnepeumeHyem ¢patin 8 *.VIR. MNMpsimon goctyn Kk aTomy channy (Hanpumep, ¢
NOMOLLbI0 ABONHOTO LLIENYKa) CTaHOBUTCA HEBO3MOXEH. Dalinbl MOryT ObiTb
no3xe BblNe4YyeHbl U NepenmMeHoBaHbl 0b6paTHO.

— MponycTtutb

Opyrve 0encTems He BbINONHATCS. VIHpUUnpoBaHHbIM dhann BCe eLle
akTuBeH B Bawwen cucteme!

MpeaynpexaeHue
OnacHocTb noTepu nHOpMaLUUn U HaHeceHMs Bpega onepaunoHHon cucteme!
Mcnonb3ynTe onunto MeHopuposams TONbKO B UCKNHOUYUTENBHbBIX CyYasix.

— Bcerpga urHopupoBaTb

BoamoxHble gencTteus npu obHapyxeHun mogynem Guard: Guard He
BbIMNOMHAET AanbHenLwmnx aencteun. Joctyn K cbanny paspelueH. Bece
cnenyoLwmMe goCcTynbl K 3TOMy (hanny paspeLleHbl U 40 nepesanycka
KOMNbloTEpa NNn oBHOBNEHUA (haina BUPYCHbIX CUrHaTYp COObLLEHNS
fonblue He NOCTynaoT.

— KonupoBaTb B KapaHTUH

HenctBusa npm oGHapy>XeHUn pyTKUT-Nporpammbl: Bupyc konvpyeTcs B nanky
KapaHTuHa.

— BoccTaHoBMeHue 3arpy3o4HOro cektopa | 3arpyska nporpammbi
BOCCTaHOBMEHUA

[ocTtynHble gencTens npu obHapy>KeHUN MHAPULMPOBAHHbLIX 3arpy304HbIX
cekTopoB: [N MHPMUMPOBAHHLIX AUCKET AOCTYMHbI ONUMM BOCCTAHOBEHWS.
Ecnu BoccTaHoBMEHUE ¢ NoMoLLbto nporpaMmmbl AntiVir HEBO3MOXHO, MOXKHO
3arpys3unTb cneyunanbHyo nporpamMmmy Ans obHapyXeHusa 1 yaaneHus BUpycos
B 3arpy304HOM CeKTope.
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MpumeyaHue
Mcnonb3dyemble AeNCTBMA HE MOTYT BbiTb MPUMEHEHbI K paboTatoLwum
npoueccam.

Dencteua moayna WebGuard:
— 3anpetuTtb AoCcTyn
3anpolueHHas Beb-cepBepoM CTpaHuLa Unn nepefaHHble AaHHble U annbl

He ByayT nepeHanpasneHbl Bawemy 6paysepy. B okHe Beb6-6pay3epa
oTobpaaeTcs nHdopmaumsa ob oTkase B JOCTYnNeE.

— MomecTnTb Ha KapaHTUH

3anpolleHHas Beb-cepBepoM CTpaHuLa Unu nepedaHHble AaHHble U dannbl
OyayT noMeLlleHbl Ha KapaHTUH. ®ann MoXeT 6bITb BOCCTAHOBIEH U3
MeHeXepa KapaHTMHa, ECNN B 3TOM BO3HMKHET HEOHBXOAMMOCTb, UNn ero
MOXHO OTNpaBUTb pas3paboTumKy - B LEHTP UccnegoBaHns BUPYCOB KOMMaHUN
Avira.

— Mponyctntb

3anpolweHHasa BebG-cepBepoM CTpaHULa Unn nepefaHHble AaHHble 1 annbl
He OyaoyT nepeHanpaBneHbl Bawemy 6paysepy moaynem WebGuard.

MpepynpexpeHue
Taknm o6pasom B Bawly cuctemy MoryT NpOHUKHYTb BUPYCbl 1 BPEAOHOCHbIE
nporpammbl. Beibuparite onumio MponycTUTb B UCKNKOYNTENBHBIX Cry4vasix.

MpumeyaHue
Mol pekoMeHayeM nomeLLatb Ha KapaHTUH NO4O03pUTENbHbIE hansbl, KOTopble
HEBO3MOXHO BbINIEYUTD.

5.3.9 KapaHTtuH: ObpalueHune ¢ annamm (*.qua) Ha KapaHTUHE

O6palleHune ¢ dannamm, NOMeLLEHHBIMN Ha KapaHTUH:
» B ueHTpe ynpaBneHus Bbibepute Bo Bknagke YnpasneHue :: KapaHTuH.

» [lpoBepbTe T1N hannos, 4ToObl Bbl Mornmn obpaTHo 3arpy3unTb Ha Baww
KOMMNbIOTEP NX OPUTMHAIbI.

Ecnu Bam Heobxogmma 6onee nogpobHasi MHpopmauums:

L

|

— MosiBuTcst ananoroBoe okHO Ceolicmea ¢ OONONHUTENBHOM MHdOopMaunen
o hanne.

Ecnu Bbl XoTUTE NpOBECTM NOBTOPHYO NPOBEPKY dharna:

MpoBepka danna Heobxoguma, ecnu dans BUPYCHbIX CUTHATYp NporpaMmmbl
AntiVir 6bin 06HOBMNEH M CyLLECTBYET NOA03PEHNE O NOXHOM cpabaTbiBaHun. [Npu
NOBTOPHOM NpoBepke Bbl MOXeTe NnoaTBepauTb NOXHOe cpabaTbiBaHWE U
BOCCTaHOBUTL hawn.

» Bobigenute dann n HaxmuTe

» Bbigenute dann n HaxmuTe £ .

- Mpun HacTponke NPSAMOro noucka ann npoBepsaeTcsi Ha BUPYChbI K
BpedoHOCHbIE NPOorpamMMbl.

—- Mocne NPOBEPKU NMNOABUTCA ananor Cmamucmuka 1POBEPKU, KOTOprI?I
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nokasblBaeT CTaTUCTUKY O COCTOSIHUM (hbaina nepepn noOBTOPHOW NPOBEPKON U
nocne Hee.

Ecnu Bbl xoTuTe yganutb dann:

y (B
> BblgenuTe dann n HaxmuTe G .

Anga 3arpy3ku cbanna Ha aHanm3 Ha Beb-cepBep B LEHTP UCCnegoBaHMIN BUPYCOB
KomMmnaHun Avira:

» OTmeTbTe dann, KoTopbi Bbl XoTUTe 3arpy3unTb.

@

Haxmute .

OTkpoeTcs ananor ¢ dopMynapomM ans Bawmx KOHTaKTHbIX AaHHbIX.
BBeauTe nonHble gaHHble.
Bbibepute Tn: NMoao3putenbHbin dann unu JloxxHoe cpabaTbiBaHue.
Haxmunte OK..

+r vYVvvivw

dain 3arpy>kaeTcsl B 3aapXvBMpoBaHHOM BUAe Ha BeG-cepBep B LIEHTP
nccregoBaHuiM BUPYCOB KOMNaHuu Avira.

MpumeyaHue

B cnegyowmx cnyvasix pekomeHayeTcs BbINOMHUTL aHanm3 ¢ MOMOLLbIO LIeHTpa
nccriegoBaHus BUPYCcoB KOMMNaHum Avira:

dBpuUcTUKa (Nnogo3putenbHbIn hann): MNpu npoeepke nporpamma AntiVir
pacnoaHana gann kak nogo3puTenbHbIi 1 oTnpaBuna ero B KapaHtuH: B
ANanoroBoM OkHe, NOSIBMBLLUEMCS B CBA3U C OBHapy>KeHMeM Bupyca, unu B panne
oT4eTa NpoBepkn BbINO peKOMEHAOBAHO BbINOMHUTL aHan13 danna ¢ NOMOLLbIO
LeHTpa nccrnegoBaHnsa BUpYCcoB KoMnaHuen Avira.

MpumeyaHue
Bbl MOXeTe oTnpaBuTb HE3aapXMBMPOBaHHbLIN dann pasmepom 0o 20 M6 nnn
3aapXMBMpPOBaHHbIN hann paamepom oo 8 M6.

MpumeyaHue
Bbl MOXXeTe OoTnpaBnTb TOMBLKO OAUH dhans.

OKCMOpPT CBOMCTB 06BbEKTA KapaHTUHA B TEKCTOBbIN (hans:

—+ OTKpOETCS TEKCTOBLIN (hann ¢ AaHHbIMKU O BbIOpaHHOM 06bekTe
KapaHTUHa.

» Bbigenute o0bekT KapaHTUHa N HaXMute

» CoxpaHuTe TeKkcToBbIV hann.
dannbl, NOMELEeHHbIe Ha KapaHTWH, MOTyT OblTb BOCCTAHOBIEHbI:
— cM. pa3gen: KapaHTuH: BoccTtaHoBneHne dainnoe B KapaHTUHE

5.3.10 KapaHTuH: BoccTaHoBneHne pannoB B KapaHTUHE

B 3aBucumocTu ot OﬂepaLLMOHHOVI Cuctembl anda BOCCTaHOBJ1IEHUA cba|7ma
OOCTYNHbI pa3find4Hble CUMBOJIbI.

— Windows XP 1 2000:

P o
G C nomoLLbto 3TOro 3Hauka chaiinbl BOCCTaHaBNMBAOTCSH B UCXOAHYHO
nanky.
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1] o
G C nomoLLbto 3TOro 3Havka annbl BOCCTaHABMMBAKOTCSA B BbIOpaHHYHO
BaMW narky.

— Windows Vista:

B Microsoft Windows Vista yepes LleHTp ynpasneHus OCTYnHbI
OrpaHUYeHHbIE MpaBa, HanpuMmep, AN AoCTyna K nankam v dannam.
OnpepeneHHble AencTBuSA 1 JocTyn K doarnam gOCTynHbl Yyepe3 LleHTp
ynpaBneHnsi Npu HanMynumn pacluMpeHHbIX NpaB agMUHUCTpaTopa.
PacwwpeHHble npaBa agMMHMMCTpaTopa Bbl4arTCa NnpodunemM noncka npu
Ka)KgoM 3anycke.

L]

' o
G C noMoLLbto 3TOro 3Ha4ka (bamnu BOCCTaHaBJIMBaAlOTCH B Bbl6paHHy|'O
BaMU nanky.

C'I'C MOMOLLbIO 3TOrO 3HaYKa dhaiinbl BOCCTaHaBNMBAOTCS B UCXOOHYHO
nanky. Ecnu gns goctyna k nanke Heo6xoAMMbl pacluMpeHHble npasa
agMuUHUCTpaTopa, TO NOSIBUTCA COOTBETCTBYHOLLIMIA 3anpoc.

BoccTaHoBneHue annos U3 KapaHTUHa:

MpeaynpexaeHue

OnacHocTb noTepu MHPOpPMaLUN N HAHECEHMS Bpeaa onepauyuoHHoOn cucteme!
Mcnonb3ynte dyHKumMo BoccmaHosumpb ebibpaHHbIl 06 BEKM TONbKO B
UCKIoUYUTENbHBIX cryvasax. BoccTtaHaBnmnBanTe TOMNbKO Te dhansibl, KOoTopble
MOryT 6bITb BblfledYeHbl NPy MOBTOPHOW NPOBEPKE.

v [MOBTOPHO NPOBEPUTL U BbINeYnTb hansi.
» B ueHTpe ynpaBneHus Bbibepute Bo Bknagke YnpasneHnue :: KapaHTuH.

MpumeyvaHue
OnNEeKTPOHHbIE MUCbMA U NPUNOXEHUS K HUM MOXHO BOCCTAHOBWUTb TOSBbKO Npw
(&

BKIMKOYEHHOM Onunn C pacwmpenunem *.eml.

Ecnu Bbl XO0TUTE BOCCTAHOBUTL (halil B €ro NPEXHIOW Nanky:

G

» OtmeTbTe dann n HaxmuTe kHomnky ¢ cumonom (Windows 2000/XP: ,

Windows Vista C'L ).
OT1a yHKUMA HeQOCTYNHA ANS ANIEKTPOHHBLIX MUCEM.

MpumeyvaHue
OnNEeKTPOHHbIE MUCbMA U NPUNOXEHNS K HUM MOXXHO BOCCTAHOBWUTb TOSBbKO Npw
@

BKIMKOYEHHOM Onunn C pacwmpenunem *.eml.

- Mosasutcs Bonpoc, XoTuTte N Bbl BOCCTAaHOBUTL dhain B €ro NPeXHo
narky.

» Haxmute Oa

-+ daiin 6yaeT BOCCTAHOBIEH B Narky, U3 KOTOPOW OH Obif MoMeLLEeH Ha
KapaHTUH.

Ecnu Bbl XoTUTe BOCCTaHOBUTL (hpain B onpedeneHHyto narky:
L ]
(>

- Mosasutcs Bonpoc, XoTuTe N Bbl BOCCTAaHOBUTL dhaiin B €ro NPeXHo

» Bblgenute ann n HaxmuTe
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narky.
» Haxmute Oa
> MosiBuTCcs cTaHaapTHOE OKHO Bbibopa nanku Windows.

» BbiGepute nanky, B KOTOPY0 HEOGXOAMMO BOCCTaHOBUTL (haiin, nogTBepanTe
BbIOOp.

—+ dain 6yaet BOCCTAHOBMEH B yKa3aHHYH Nanky.

5.3.11 KapaHTuH: NomecTuTb No4o3puTENbHBIN bann Ha KapaHTUH

Bbl MOXXeTe NOMeCTUTb NOO3PUTESbHLIN (harn Ha KapaHTUH BPYYHYIO:
» B ueHTpe ynpaBneHus Bbibepute Bo Bknagke YnpasneHnue :: KapaHTuH.

» Haxmute @

- MosiBuTCS cTaHaapTHOE OKHO Bbibopa dannoe Windows.

» BbiGepute HeobGxoamMMbIn chann v NOATBEPANTE CBOMN BbIGOP.

- dainn nepemMecTUTCA B Nanky KapaHTuHa.

dainnbl, NoMeleHHbIE Ha KapaHTUH, MOXHO NPoBepUTb ckaHepom AntiVir;
e cM. pasgen : KapaHTtuH: ObpalyeHue ¢ pavinamm (*.qua) Ha KapaHTUHe

5.3.12 MNpodunb noucka: JobasnTb nnu yaanutb TN danna n3a
npodunsa nomcka

OnpegenuTte, Kakue Tunbl hannos Heobxoammo ob6aBUTL B NPOBEPKY UMK
NCKITIOUMUTD U3 MPOBEPKN (BO3MOXKHO MpY BbIGOpE BPYYHYIO):

v B LleHTpe ynpaBneHus HaxmuTe B pasgene JlokanbHasa 3awura ::
lposepka.

» LlenkHnTe npaBon KHOMKOM MbILIKX NO Npochunto nouncka, kKotopeli Bel xoTute
obpaboTarts.

—- MoABNTCS KOHTEKCTHOE MEHIO.

v

Bbibepute cTpoky PannoBbin counbTp.

» Pa3BepHUTE KOHTEKCTHOE MEHIO, HaXKaB Ha ManeHbKuii TPeyrosbHUK Ha
NpaBoi CTOPOHE KOHTEKCTHOTO MEHIO.

> MosiBaTca nyHkTbI 1o ymondaHuro, lNposepume ece ¢halinibi n 1o 8bibopy.
» Bubibepute cTpoky Mo BbIGOPY.

> MosiBuTCs AnanoroBoe OKHO PacwupeHus ¢halifiog co CrNCKOM BCEX
TMNOB (hannos, KOTOpble OyAyT NPOBEPATLCA Yepe3 NpPodunb Nomcka.

Ecnu Bbl XOTUTE NCKAOYNTD TUMN (hannoB 13 NPOBEPKN:

» BbiGepute TMN annoB n HaxmMuTe YaanuTb.

Ecnun Bbl xoTute go6aeuTb TMn annoB B NPOBEPKY:

» OtmeTbTe TMN hannos.

» Haxmute lo6aBUTb 1 BBEOUTE pacluMpeHue hannos B None BeBoaa.
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MakcMmanbHas anvHa pacwmnpeHns He MoxXeT npesbiwaTtb 10 CUMBOSOB, He
CTaBbTe TOYKY Nepes pacumpeHneM. B kayecTBe 3aMeHUTenen aonyckaTcs
rpynnoeblie CUMBOSbI (* 1 ? ).

5.3.13 Mpodunb noncka: CosgaHune spnbika ons npoduns noucka

C nomMoLblo apribika NPAMOro noucka MOXHO 3arnyckaTb ero HenoCcpeacTBEHHO C
pabo4ero ctona, He oTKpbiBasi LieHTp ynpaeneHus nporpammbl AntiVir.

CospgaTb Apnblk k BbIopaHHOMY npodunto Ha paboyem cTone:

v B LleHTpe ynpaBneHus HaxmuTe B pasgene JlokanbHaa 3awura ::
lposepka.

» Bbibepute npodmnb noncka, ans Kotoporo Bel xoTnte co3natb ApnblK.

e

» HaxmuTte nukTorpammy .
-+ MosiBnTCSA ApnbIk Ha paboyem cTone.

5.3.14 CobbITns: PunbTpoBaTb COOLITUS

B ueHTpe ynpaeneHus B 0630p :: CobbiTnA MNokasbiBatoTcst cobbITUS,
BbI3BaHHble KOMMOHEHTaMK nporpammbl AntiVir (aHanorm4yHo yBeAoMIIEHMAM O
cobbITusIX onepaunoHHom cuctembl Windows). B KOMMNOHEHTbI NporpamMmmbl
BXOAAT:

— [Mporpamma o6HOBNEHMI
— Guard
— CkaHep
— MnaHnpoBLUKK
— WebGuard
— BpemeHHas cnyxba
OTobpaxatoTca cnegytowime Tunbl COObITUIA:
— WNudopmauns
— MpegynpexaeHue
— Owwnbka
— OGHapyxeHne
dunbTpaums otobpaxxaemblx COObITHIA:
» B ueHTpe ynpaeneHus Bbibepute Bo BKragke O630p :: BbIGepuTe CobbiTUSA.

» OTmeTbTe hrIaXXKOM NPOrpaMmMHbI€ KOMMOHEHTbI, YTOObI 0TOBpa3nTb CobbITUSA
aKTUBHbIX KOMMOHEHTOB.

- NN -

CHUMUTE hNaKOK C NPOrpaMMHBbIX KOMMOHEHTOB, YTOObI CKPbITb COOLITUS
[EeaKTUBUPOBAHHbLIX KOMMOHEHTOB.

» OTMeTbTe riaXXkoM Tunbl COBLITUN, YTOOLI OTOGPA3UTL UX.
- NN -
CHumMTE priaXoK € TUMOB COObITUIA, KOTOPble HEOHXOANMO CKPbITh.
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6 CkaHep

C nomoLLpbo ckaHepa MOXHO BbINOMNHATE LierneHanpaBneHHbI NOUCK BUPYCOB U
BPEeOOHOCHbLIX NporpamMmm (npsimon nouck). CyLecTByeT HECKONBbKO CNocoboB
npoBeAeHNsi NPOBEPKN Ha BUPYCbI:

MpoBepka Yepe3 KOHTEKCTHOE MEeHI

MpsMon NOUCK C NOMOLLbHO KOHTEKCTHOMO MEHI0 (MpaBas KnasuLla MbILLKK
- nyHKT MpoBepuTb BbiGpaHHbIe ¢hannbl ¢ nomowbio AntiVir)
pekoMeHAyeTCs B TOM criyyae, korga TpebyeTca npoBepuTb OTAENbHbIE
dannel 1 nankn B nposogHuke Windows. ELle ogHo npenmyLLecTso
3akKkroyaeTcs B TOM, YTO 4515 NPSMOro NoUcKa ¢ MOMOLLbK KOHTEKCTHOMO
MeHto aaxe He TpebyeTca 3anyck LieHTpa ynpasneHus.

MpoBepka ¢ nomouwbio Drag & Drop

INpun nepetackusaHum canna nnun nanku B oKHo nporpammel LieHTp
ynpasrieHns ckaHep nNpoBepdaeT dhann unium Kkatanor, a Takke Bce
uMeroLmMeca nogkatanorn. Ata npoueaypa pekomeHayetcs, ecnv Beol
XOTUTE NPOBEPUTL OTAENbHbIE (hanrbl 1 Nanku, KOTopble, HanpuMmep,
HaxoadaTcs Ha Bawem paboyem cTone.

lNposepka 4Yepes npodunb

OTa npouenypa pekomeHayeTcs, ecnu Bbl XoTUTe NpoBepuTb OTAENbHbIE
Ghannbl 1 Nanku, KOTopble, Hanpumep, HaxoaaTca Ha Bawem paboyem
ctone. Bbl He 4OMKHbI BbIGMPaTb 3TV Nanku U QUCKU Nepen Kaxxaon
NPOBEPKOMN.

MpsiMo NOUCK € NOMOLLLIO NNaHUPOBLLMKA

MnaHMpoBLLMK NO3BONSAET 3anyckaTb NPOBEPKM B 3a4aHHOE BPEMS.

Mpy noncke nporpamMmm-pyTKUT3arpy304HbIX BUPYCOB U NPU NPOBEPKE aKTUBHbIX
npoueccoB HeobxoauMbl cneunanbHble MeToabl. Bel pacnonaraete cnegyowmmm
OnMuUMAMM HACTPONKN:

lNonck pyTKMTOB C NOMOLLIO Npoduns noucka MNouck akmueHo20
8pedoHocHoeo 10

lMpoBepka akTUBHbIX NPOLLECCOB Yepe3 Npodunb noncka AKTUBHbIE
npouecchbl

Mownck 3arpy3o4HbIX BUPYCOB Yepes komaHay MpoBepka 3arpy304HbIX
3anucen B MeHo CepBuc
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Moaynb obHoBneHnA::O6HOBNEHuA

7 OOHoBNEHUS

O ekTMBHOCTL aHTUBMPYCcHOro MO HanpaMyo 3aBUCUT OT aKTyasribHOCTU
COCTOSsIHMSA NporpamMmmel, ocobeHHo VDF-danna n apwkka. [Ans BbINONHEHNSA
obHoBneHMst Moaynb 00HOBEHMs BCTpoeH B AntiVir . Mogynb o6HOBREHUs
OoTBeYaeT 3a To, 4ToObl Nporpamma AntiVir Bcerga Haxogmnacb Ha caMmoM
aKTyanbHOM YPOBHE 1 Morfa obHapyXuBaTb eXeQHEBHO NOSABMAIOLLMNECH HOBbIE
BMpYCbl. OTOT MOAyNb OOHOBNSAET cneayoLmne KOMMOHEHThI:

— VDF-cann:

VDF-chann cogepxnt obpasubl BpeAOHOCHbIX KOL4OB, UCMOMb3YEMbIX
nporpammon AntiVir npm noucke BUpYycoB n nevyeHuu ¢amnnos.

— Appo:

[MonckoBbIN OBUXOK COAEPXUT METOAbI, C MOMOLLIbIO KOTOPbLIX NporpammMa
AntiVir obHapyxuBaeT BUPYCbI.

— [MporpammHble annsl (O6HOBNEHNE NpoayKTa):

MakeTbl 0OGHOBNEHUN npoaykTa npenocCTtaBnAT B pacCrnopsXeHne oTaeribHble
nporpamMmmMHbli€ KOMMOHEHTbI.

Mpw BbINONHEHMM 06HOBNEHMI akTyanuanpyeTtcsa VDF-gann n nonckosbin
OBWXOK. B 3aBMCMMOCTM OT HAacTpoek Moay b OGHOBNEHWS OONONHUTENBHO
MOXET BbINOSMHATL OOHOBNEHWE Nporpammbl UK COOBLLIAET O AOCTYMHbIX
obHoBneHusix. MNMocne oOHOBNEHMSA NporpaMmmMbl MOXET NoTpeboBaTbCA
nepesanyck komnbtotepa. Ecnn obHoBnsieTca Tonbko dann VDF n nonckosbin
OBWXOK, Nepesarpyska He TpebyeTcs.

MpumeyvaHue

[na obecneyeHna 6e3onacHOCTM MOAyNb OOHOBNEHNSI NPOBEPSIET, HE ObIN NN
nameHeH hosts-cpann Windows B Ballem KOMMNblOTEPE, HE U3MEHUNW NN
BpefoHOCHble nporpammbl URL 06HOBNEHNS 1 HE NnepeHanpaBuiiv fin OHN
MoAyrb OBHOBMEHUSA Ha HexenaTenbHble CanTbl 3arpy3ku. Ecnn
OCYLLECTBIANUCb Manunynsumm ¢ hosts-gannom Windows, 310 6yaet BUaHo B
avine otyeta Moayns 06HOBNEHUS.

O6HOBNEHME aBTOMATUYECKN BbINOSHAETCA Yepes criefyowme nHTepaanbl: 24 .
24 . ABTOMaTU4YECKYI0 HACTPONKY MOXHO M3MEHUTb UMW OTKNIOYNTDL B
(HacTpowku::O6HoBNEeHnE).
B ueHTpe ynpaBneHus B NNaHUPOBLLMKE MOXHO co34aBaTh JONOSTHUTENbHbIE
3agaym obHOBMEHMS, KoTopble ByayT BbINOMHATLCA MOAYNEM OBHOBNEHNS B
3agaHHbIe NPOMEXYTKN BpeMeHU. Y Bac ecTb BO3MOXHOCTb BPYYHYIO 3aMyCTUTb
obHoBREeHue:

— B ueHTpe ynpaenenusi: B meHio O6HoBneHne n pasgene CocrtosaHne

— C NOMOLLbIO KOHTEKCTHOrO MEHIO 3Ha4YKa B Tpee

Bbl 3akaumBaeTe 06HOBNEHUS N3 MHTEPHET C BeG-cepBepa paspaboTumka. o
YMOMYaHUIO UCMOMb3YeTCH CYLLECTBYIOLLIEE CETEBOE COeMHEHME C cCepBepamm
3arpysku Avira GmbH. VI3amMeHUTb 3TO 3Ha4YeHne Mo yMONYaHUI0 MOXHO B
HacTponkax Obuee :: O6bHoBNEHME.
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8 YctpaHeHue npobrnem, cCoBETHI

B 9TOM MaBe Bbl HAAeTe BaXHbl€ YKa3aHWs No peLleHnto npobnem n coBeThbl No
paboTe c nporpammon AntiVir.

Cm. rnasy MomoLLb B CAOXHBLIX cnyyasax
Cwm. rnaBy ["opsiumne knaBuLwmn

Cwm. rnaBy LleHTp 6e3onacHocTn Windows

8.1 lNomoLub B cny4yae BO3HUKHOBEHUS Npobriem

3aecb Bbl HangeTe HopMaLumio 0 NpUYMHaAX BO3HUKHOBEHUS U crocobax
peLLeHns1 BO3MOXHbIX Npobriem.

— He pabotaeT yaT: He oToGpaxatoTca CoobLLeHMs Nonb3oBaTenei YaTa

Mpu nonbITKe 3anycTUTbL OGHOBIEHMEe NOSsIBNAETCH COO6LEeHne 0 TOM, YTO
coeduHeHue 6b110 pa3opeaHo nNpu 3azpy3ke ¢palna ....

MpuynHa: Balle MHTepHeT-coeAMHEHNe HeakTUBHO. [MoaToMy He yaanoch
yCTaHOBWTb COeanHEHNE ¢ BEG-cepBepOM.

> MpoeepbTe, paboTatoT nu gpyrne NHTtepHeT-cnyxobl (Hanp., WWW unu
Email). Ecnn oM He paboTaloT, BOCCTaHOBUTE MHTEPHET-COEANHEHME.

MpuumHa: MNpokcu-cepsep HEQOCTYMEH.

> MpoBepbTe, HE N3MEHUIICA N NOTUH AN perucTpauumn Ha npoKcu-
cepBepe, YCTaHOBUTE B Crnyyae Heobxoanmoctu Balum HacTponku.

MpuunHa: dann update.exe 6rnoknpyeTca Bawmm nepcoHanbHbIM MEXCETEBLIM
3KpaHoM.

> Y6eguTech B TOM, 4TO hann update.exe He 6nokmpyetcs Bawmm
nepcoHarnbHbIM MEXCETEBbLIM 3KPaHOM.

MNHaue:

> MpoBepbTe NapamMeTpbl B HAaCTpovikax (pexunm akcnepta) B ObLuee ::
OO0OHoBRNEHME.

Bupychbl n BpegoHOCHbIEe NPOrpaMMbl HEBO3MOXHO yAanuTb UMK
nepemMecTuUTb.

MpuumHa: ®ann 3arpyxaetcsa Windows 1 HaxoanTcsa B akTUBHOM COCTOSIHUM.

> O6HoBwuTe cBon npoaykT AntiVir.

> Ecnu Bbl ucnonb3yeTe onepaunoHHyto cuctemy Windows XP, oTknountTe BOCCTaHOBNEHWE
CUCTEMBI.

> 3anycTuTe KoMMbloTEP B 6€30NacHOM pexumve.

> 3anyctute nporpammy AntiVir n HacTpoiiky (pexum akcnepTa).

» Beibepute CkaHep :: [Nouck :: ®annsl :: Bce dannsl n nogTeepanTe Haxatuem OK.

> 3anyctuTe NpoBepKy BCEX NOKAIbHbIX AUCKOB.
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YcTpaHeHue npobnem, coBeThl

> 3anyctute KOMMbIOTEP B HOPMATIbHOM PEXUME.

> MpoBepbTe cucTEMY B HOPManbHOM PeXUME.

> Ecnu apyrvie BUpycbl He 0GHapYXXeHbI, BKMIOUUTE BOCCTAHOBIEHUE CUCTEMBI, eCcnit Bbl M
nonb3yeTech.

MKoHKa nokasbiBaeT, YTO NporpamMmMa OTKI04YeHa.
MpnumHa: Cnyx6a AntiVir Guard octaHoBneHa.

> B ueHTpe ynpaeneHus HaxxmuTe Bo Bknagke O63op:: CtaTtyc B obnactu
AntiVir Guard ccbinky AKTUBMPOBaTb.

MpuumHa: AntiVir Guard 6rnokupyeTtcsa 6paHgMmayapomMm.

> B HacTpolikax cBoero 6paHamayapa ycTaHoBUTE MOSIHOE paspeLueHne ans
AntiVir Guard. Mogynb AntiVir Guard paboTtaeTt NCKNIOUYNTENBHO C agpecom
127.0.0.1 (localhost). He yctaHaBnMBaeTcst COeOUHEHNE C MHTEPHETOM.

MNHaue:

> MepenpoBepbTe BMA 3anycka cnyxobl AntiVir Guard. 3anyctute cnyxoy:
Bbibepute Ha naHenu 3agaud "lMyck | Hactpowka | MNanenb ynpasneHus".
3anyctute apnbik "Cnyxobl" (B Windows 2000 n Windows XP oH HaxoguTcs B
nogavpektopuun "AgMmnHncTpuposanune"). Hangute 3anuck Avira AntiVir Guard.
HomxeH 6bITb onpegeneH Tun 3anycka "ABTo" n coctosHue "PabotaeTt"
3anyctute cnyx0y Bpy4Hyto. BbiGpaB COOTBETCTBYIOLLYIO CTPOKY, HAXXMUTE
kHonky "Iyck" MNpn BOZHMKHOBEHMM yBeAOMIIEHMS 00 onbKe NpoBepbTe ero.
Ecnn Bo3HukaeT coobuieHme o6 owmnbke, npoBepbTe TO, YTO NPEANOXKEHO
CUCTEMON.

KomnbloTep paboTaeT o4eHb MeAneHHO, KOoraa Al BbINOJIHAK pe3epBHOe
KONMUpPOBaHMWe OaHHbIX.

MpuumHa: AntiVir Guard Bo Bpemsa co3faHus pe3epBHOWN KOMuu nNpoBepsieT BCe
annel, ¢ KOTOpbIMU paboTaeT pes3epBHOE KONMMPOBaHWE AAHHbIX.

> B HacTpolikax BbiGepute (pexum akcnepta) Guard :: MNowuck :: UcknioveHus
1 BBEAUTE Ha3BaHWe npouecca NnporpamMmmMbl Ppe3epBHOIO KOMMPOBaHUS.

Mown 6paHgmayap coobwaeTt 06 AntiVir Guard u AntiVir MailGuard, kak
TONbKO 51 UX BKIIOYal0.

MpnumHa: Ceasb mexagy AntiVir Guard ocyLuecTBnsieTcsi N0 NPOTOKOSY MHTEPHETa
TCP/IP. bpaHgmayap OTCNEXMBaET BCE COEOUHEHUS, MPOUN3BOASILLMECH MO 3TOMY
NpOTOKONy.

> YcraHoBuTe nonHoe paspewenne ans AntiVir Guard. Mogynb AntiVir
Guard paboTtaet uckntoumtensHo ¢ agpecom 127.0.0.1 (localhost). He
yCTaHaBNMBaETCs COEAMHEHNE C UHTEPHETOM.

MpumeyvaHue
Mbl pekomeHayem Bam perynspHo npon3BoauTb OOHOBNEHWE NPOAYKTOB
Microsoft ans Toro, 4ToObl 3aKpbITb BO3MOXHbIE OpeLun B 6€30nacHOCTW.

He paboTtaeTt yaT: He oTOOGpaxaroTCA COOOLLEeHNA NoNb3oBaTenen yara,
Opay3ep 3arpyxaeTt AaHHble.
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OTa cuMTyaumsa MOXET BO3HMKaTh B YaTax, paboTtatowmx no HTTP-npoTokony ¢
napameTpom 'transfer-encoding= chunked'.

MpnumHa: WebGuard cHavana nofnHOCTbo NpoBepsSieT OTNpaBfieHHbIe AaHHbIE Ha
Hannyue BMpYycoB 1 BpeaoHocHoro MO, ToNbKo NOTOM AaHHble rpy3aTcs B Be6-
Opaysep. Npu nepegaye gaHHbIX ¢ nomoLbto r;r;transfer-encoding= chunked’
moaynbe WebGuard He moxeT onpefenuTb AnNnHy coobLLEHMA NN KONMYECTBO
OaHHbIX.

> B HacTpoinkax Beegute URL Beb-4aTa B kayecTBe UCKI0YEHUS (CM. HACTPOMKU:
WebGuard::Uckntoyenus).

8.2 opsiume knaBuLn

8.2.1

KomaHabl knaBuaTypbl (ropsyme KnasuLin) AaoT BO3MOXKHOCTb UCMOMNb30BaTb
anbTepHaTUBHYIO HaBUrauuio No NporpamMMe, Bbl3biBaTb OTAEMbHbIE MOAYNN U
3anyckatb 4eNCTBUS.

Hwxe npeacrasneH o630p AOCTYNHbIX KOMaHA KnaesumaTypbl. [ogpobHyto
MHopmaLmio 0 PYHKUMSX Bbl HangeTe B COOTBETCTBYHOLUUX pa3genax
CNpaBOYHOWN CUCTEMBI.

B ananoroBbix nonsix

Fopsauuve knaBuLIK OnucaHue
Ctrl + Tab HaBwuraums B LeHTpe ynpaBrneHus
Ctrl + Page Down Mepentun k cnegyrowemy pasgeny.
Ctrl + Shift + Tab HaBuraums B LeHTpe ynpasneHus
Ctrl + Page up Mepentn Kk NpeabiayLwemy pasgeny.
«— T — l Haswuraums no Bknagkam HacTpoek
CHayana ycTaHOBUTE KypCOp MbILLIKN Ha BKIMaaKy HAacTpOeEK.
Tab Mepexopn k crniegytoLle onumm / rpynne onuun.
Shift + Tab Mepexopn k npeaplayLlen onumm / rpynne onuun.
«— T — l MepekntoyeHre mexay onunsiMy B BbiAENEHHOM HUCNagatoLem

CMMCKe N1 B OAHOW rpynne onuumn.

MpoGen BkntoyeHune / BbiktoueHue onuumn, 06o3Ha4YeHHON Yek-00KcoM
(none c rano4kown).

Alt + nogyepkHyTas BbIGop onuuu unu BbINOSIHEHNE KOMaHAbI.
OykBa

Alt + l OTKPbITb BbIBpaHHbI PACKPbIBAIOLLMIACS CMINCOK.
F4

Esc 3aKpblBaeT pacKkpbiBaOLLMINCS CMUCOK.

OTMeHa koMaHabl 1 3aKpbIiTe OKHa.

Enter BbinonHeHne komaHabl akTUBHOW OLIMM NN KHOMKM.



YcTpaHeHue npobnem, coBeThl

8.2.2 B cnpaske

Fopsune
KnaBuLIn

Alt + INpoben
Alt + Tab

Alt + F4
Shift + F10
Ctrl + Tab

Ctrl + Shift +
Tab

Page up

Page down

Page up
Page down

OnucaHune

OTobpaXkeHne CUCTEMHOTO MEHHO.

MepekntoyeHne Mexay OTKPbITbIMU OKHaMM.

3akpbITMe OKHa.

OTob6paXkeHNe KOHTEKCTHOrO MEHHO CMPaBKy.

MepeiTn kK cneaytolemy pasgerny B HaBUraLMOHHOM OKHE.

MepeiTu K NpeabiayLlemMy pasgeny B HaBUraLMOHHOM OKHE.

Mepexopn k TeMe, pacnofioKEeHHOM B COAEPXKaHUN UMK CMIMCKE BbIlLe
TEKyLLENn.

Mepexop K Teme, pacnosoXXeHHOW B COAEPXXaHUN UNW CNIUCKE HUXe
TeKyLLEewn.

lMepemeLlleHne BHYTPU TEMBI.

8.2.3 B ueHTpe ynpasneHus

OOLee
Fopsauue knaBuwm  OnucaHue
F1 Bbizos Cnpasku
Alt + F4 3aKpbITb LIEHTP yNpaBneHus
F5 O6HOBUTbL BUA
F8 OTKpPbITb MEHIO HACTPOMKM
F9 3anycTnTb 0BHOBMNEHWE

Paspen lNMpoBepka

Fopsuue knaBuwm  OnucaHue

F3 3anyck NpoBepku € BbIGpaHHbLIM Npodunem

F4 CosgaHue spnbika Ha pabovem cTone ans BelGpaHHOro npoduns
Pasgen KapaHTuH

Fopsauue knaBuwm  OnucaHue

F2 lMoBTOpHasa npoBepka ob6bekTa

F3 BoccTtaHoBneHve obbekTa

F4 OtnpaBka 06bekTa
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F6
Enter
Ins

Del

Pazpgen NMnaHupoBLKK

Fopsayuve knaBuLIK
F2

Enter

Ins

Del

Pasgen OTtuer

Fops4yune knaBuwwn
F3

F4

Enter

Del

Paszpgen CoObiTuA

FopsAune KnaBuLIK
F3
Enter

Del

BoccTtaHoBneHne obbekTa B...
CeowcTBa
[obaenenne cdanna

YpaneHue obbekTa

OnucaHue

Mi3meHeHne 3agaun
CaoiicTtBa

[oGaBneHne HoBoW 3aaa4m

YpnaneHve 3agayun

OnucaHue

Mokasatb chann otyeta
MeyaTb (pavna otyeTa
OTob6paxeHue oTyeTa

YpaneHue otyeTa(oB)

OnwucaHue
OkcnopTnpoBaTb cobuTne(s)
MokasaTb cobbiTne

Ypanutb cobbitne(s)

8.3 LleHTp 6esonacHoctn Windows

- HayuHasa ¢ Windows XP SP 2 -

8.3.1 Obuwee

LleHTp 6e3onacHoctn Windows npoBepseT cTaTyc KOMMbIOTEPA NPUMEHUTENBHO
K acnektam 6e3onacHOCTH.

Ecnn obHapyxnBaeTcs npobrnema B 04HOM M3 3TUX BaXKHbIX MYHKTOB (Harnp.,
aHTMBUPYCHble 6a3bl ycTapenu), LieHTp ynpaBneHus otnpaBnseT yBegomneHue
06 3TOM 1 gaeT pekomeHaaumm onsi bonee Ka4eCTBEHHON OpraHM3auun 3amnTbl

CUCTEMBDbI.
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YcTpaHeHue npobnem, coBeThl

8.3.2 LeHTp obecneyeHuns 6esonacHoctn Windows u nporpamma AntiVir

AHTBMpYcHoe MO / 3awmnTta oT BpeAOHOCHbIX NporpaMmm

Bbl MOxeTe nonyunTb oT LleHTpa ynpaBneHus cnegyoLlyro MHopmauuio,
KacaroLLytocs 3aluTbl OT BUPYCOB.

AHTUBUpPYCHbIX Nporpamm HE OBHAPY>KEHO
AHTMBMpPYCHbIE 6a3bl YCTAPEIN

3awmTa ot Bupycos BKIMKOYEHA

BawumTta ot Bupycos BbIKIMKOYEHA

3awumTta ot Bupycos HE KOHTPOJIMPYETCA

3awwmTa ot Bupycos HE OBHAPYXXEHA

3710 coobuieHne otnpaenseTcs LleHTpom obecneyveHnst 6esonacHoctn Windows,
€CInn Ha KoMMbloTepe He ObiNo 0BHapY>XeHO aHTUBUPYCHBLIX NPOrpaMm.

# 3awura ot BUpYco @ HE HAI‘;I,EI,EHD 2

AHTHEMPYCHOE NpOrpamiHoe ofecnedeHte He obHADYEHD Ha KOMIBHITEPE, AHTHEHDYCHOE NpOrpanHHOS
ofiecneqYeHHE NOMOraET ALUMTHTE KOMABHITED 0T NOBOEXASHHA BHDYCAMH H NOH ADYIHY YIPOSEx
fiezonacHocTH, L enkHkTe "PeKoMEHAELMK" ANA NONYYEHMA CMMCKE BOZMOMHER ASHCTEMA, Kak
SHTHEHEYCHOS NDOFDaMMHOE oECNEYEHHE NOMOr 38T SSWHTHTE KOMOBHITEDT

MPMMEYEHHE: CHCTEMA Windows HE ONPEAENAET ECE SHTHEMPYCHEIE NPOrpatel,

[ PeroMeHAaLMH. ..

MpumeyvaHue

YctaHoBuTe nporpammy AntiVir Ha Baw koMnbloTep 4Nsi TOro, YTobbl 3aWNTUTD
€ro OoT BMPYCOB N WHbIX BPEOOHOCHLIX nporpamm!

AHTUBMpPYCHBbIe 6a3bl YCTAPENU

Ecnu Bl yxe yctaHosunu Windows XP Service Pack 2 unu Windows Vista, a
Tenepb ycTaHaBnuasaeTe nporpammy AntiVir unn yctaHasnmsaete Windows XP
Service Pack 2 nnn Windows Vista Ha cuctemy, B koTopou yxe bbina
ycTaHoBneHa nporpamma AntiVir, Oyget BbigaHo crnegyrowiee coobLueHne:

# 3awmura ot BUpYco © CPOK UCTEK | 2

*

MprnoseHke "dnkivir Deskhop” Morno wcTapeTe, LenkHMTe "PekoMeHAaumy’ ANA NonyYeHHa ciMcka
BOZMOMHEL: AEACTEMA, Kat aHTHEMDY CHOE NDOrDEMMHOE 0BECAEYEHHE MNOMOr&ET SAWHMTHTE KOMOBHITEDT

MPMMEYEHHE: CHCTEMA Windows HE ONPEAENAET ECE SHTHEMPYCHEIE NPOrpatel,

[ PeroMeHAALHH. .. ]

MpumeyaHue

YTto0bI LleHTp ob6ecneyeHusn 6esonacHoctn Windows nocumMtan nporpammy
AntiVir akTyanbHoI, nocne yctaHOBKe NporpammMbl 00s13aTeNbHO HEO6X0ANMO
npon3BecT o6HOBNEHME. Bbl MOXETe akTyanM3nmpoBaTb CBOK CUCTEMY,
npounsseaa OOHoBNeHMe.

3awwmrTa ot BupycoB BKITIOYEHA

Mocne ycTaHoBKM M nocnenytollero ooHoeneHust nporpaMmmbl AntiVir Bbl
nonyyuTte criegytolliee coobLieHuve:
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*

{4 3auyita o7 BHpYycOB © BKJNKYEHO =

Antivir Deskkop MMEET NOCNEAHHIH BEPCHHD, M CKAHMPOBSHHE Ha HANMHYME BMPYCOE EBKNHOYEHD, AHTHEMPYCHOE
NPOrpaMMHOE OBECNEYEHHE NOMOr3eT SalHMTHTE KOMNBHITED OT NOBPEXAEHHA BHPYCaMH M NPH ARYIHX
wrposax DE30NacHOCTH, Kak SHTHEMPYCHOE NPOrDaMMHOE ODECNEYEHHE NOMOr3ET SEWHTHTE KOMOBHITED?

Tenepb Bawa nporpamma AntiVir umeeT camyto nocrnegHtoo sepcuto n AntiVir
Guard akTuBeH.
3awwmra ot BupycoB OTKINHOYEHA

Cnepytolee coobuieHne nosiensieTcs npu geaktneauumn moaynsa AntiVir Guard
U octaHoBke cny6bl Guard.

# 3awmra o1 BUPYC © BbIK/IOYEHO | 2

MprnoxeHye "Ankivir Deskbop” oTKAHYEHD, AHTHEMPYCHOE NPOrpaMMHOE OAECNEYEHHME NOMOr3ET
ZAWMTHTE KOMNBHITED OT NOBNEYAEHHA EHMPYCAMK M MPH ApYrHx yrposax besonacHocTH, LenkHTe
"PeKoMeHAAUHMKH" ANA NONYHEHKA COMCKE BOSMOMHED: AEACTEMA, Kak SHTHEHMDYCHOE NDOrDaMMHOIE
afECNEYEHKHE NOMOrS3ET SAWHMTHTE KOMOBHITEDT

*

MPMMEYEHHE: CHCTEMA Windows HE ONPEAENAET ECE SHTHEMPYCHEIE NPOrpatel,

[ PeroMeHAALHH. ..

MpumeyaHue

AKTMBMpOBaTb 1 AeaktuupoBaTb Moaynb AntiVir Guard MoXHO BO BKIagke
O630p :: AKTMBMpPOBaTb NN geakTUBMpoBaThL cTaTtyc LleHTpa ynpasneHus. Ecnu
AntiVir Guard BknroYeH, Ha NaHenu 3agadv NoSsIBIISAETCS OTKPbIThIA KPACHbIN
30HTUK.

3awwmTa ot Bupycos HE KOHTPOINMUPYETCA

Ecnn Bbl nonyunte cneayowyto nHdopmauuio ot LleHTpa obecneyenuns
6esonacHocTn Windows, 3HaunT Bbl pelumnmn camocToaTeNbHO KOHTPONMPOBaTb
Bawe aHTnBuMpycHoe 0.

MpumeyvaHue
dyHkumna Windows Vista He nogaepkusaeTcs.

{4 3awmra ot BHpycoB © HE HABAKOAAETCA | =

Brl YKasanM, 4TO Ha KOMOBHITERE ZaMYWEHa SHTHEHPYCHaA NpOrpata, 38 KOTOROH Bbl CNEAMTE CaMH,
YTobbl 3AWHTHTE KOMOEHITER OT NOEPEXAEHHA EMPYCSMH M NPH APYrHx Yrposax DE30NacHOCTH,
yOEAMTECE, YTO YCTAHOENEHA NOCNEAHAA ESPCHA SHTHEMPYCHOM NPOrpaMel, M Y4T0 OHa ERINOAHASTCA,
F.ak SHTHEMDYCHOE NDOrDaMMHOE 0BEeCEYEHHE NOMOrSET SAWUHMTHTE KOMOBHITED?

[ PeroMeHAALHH. ..

MpumeyaHue

LleHTp o6ecneveHns 6esonacHoctn Windows nogaoepxmBaeTtcst NporpaMmon
AntiVir. Bbl MOXeTe BKMIOYMTb 3TY OMNLMIO B Nt060e BPEMS C MOMOLLIbIO KHOMKM
"PekomeHaaumn...".
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MpumeyaHue
Haxe ecnu Bbl ycTaHoBUNKN Ha cBoen cucteme Windows XP Service Pack 2 nnn

Windows Vista, Bam Bce paBHO TpebyeTcs aHTMBUPYCHOE peLLeHne. XoTs
Windows XP SP 2 koHTponupyeT Bawe aHTusmpycHoe IO, LleHTp obecneveHuns
6esonacHocTn Windows He nmeeT yHKUUIN aHTUBUPYCHON 3aLmThl. bes
AOMOSTHUTENBHBIX creynanbHbiX CPeAcTB 3awnThl Bawa cnuctema He 3awmileHa
OT BUPYCOB 1 BpeadoHocHoro MMO.
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9 Bwupycbl 1 gpyroe

9.1 Kareropum yrpos

Mporpammbl 4O03BOHA Ha nnaTtHblie Homepa (DIALER)

OnpegenexHble ycnyrn, npegnaraemMble B MHTEPHETE, ABMASIOTCA NNaTHbIMU.
OnnaTta B [epmaHunn ocyLlecTBAsieTca Yepes nporpaMmmMmbl KOMMYTUPYEMOro
goctyna ¢ Homepamn 0190/0900 (B AscTpum 1 LLsenuapumn yepes Homepa 09x0;
B epmaHumn cpegHecpo4vHo ycTaHaenmeaeTcs Ha 09x0). bygyun
yCTaHOBIEHHbIMY Ha Bawem komnbloTepe, NporpaMmMbl-gannepbl yCTaHaBNMBaoT
coefuHeHns ¢ aboHeHTamMK, UMELLIMMN KOMMEpPYECKNE HOMEPA, 3BOHKM Ha
KOTOpble TapuuUMpyoTCa No NpeMmnym-paspsaay.

MpeaocTaBneHne OHMNanH-KOHTEHTa C BbiCTaBMeHneM TenedoHHOro cyeTa
ABMSAETCA 3aKOHHBIM U MOXET ObITb NOMEe3HO nonb3oBaTensam. KayecTBeHHble
Aannepbl paboTatoT Tak, YTO Nonb3oBaTeNb Bcerga otaaeT cebe OTYET B TOM,
KaknuMu ycrnyramy OH NoSib3yeTCsl U CKOMbKO 3a HUX nnaTtut. OHK
yCTaHaBMMBAaTCA Ha KOMMbIOTEP TONBKO B TOM CIy4ae, ecnu nonb3oBaTernb
[AaeT Ha 3To cBoe cornacue. PakT cornacusi 4oMKeH ObITb OAHO3HAYHO U YETKO
onpefeneH. YCTaHOBINEHNE COeAMHEHUSI NporpamMM-AannepoB oTobpaxkaeTcs
KoppekTHo. KpoMe Toro, HagexHble gainepbl YeTKO MHAPOPMUPYIOT O pa3Mmepe
CYMMbl.

K coxxaneHuto, CyLLeCTBYIOT Aannepbl, KOTOPbIE C Liefblo obMaHa He3aMeTHO
yCTaHaBnuBaloTCs Ha KomnbloTepbl. OHWM 3aMEHSIOT, Hanpumep, cTaHgapTHoOe
coeanHeHne 4yepes MmogeM nosb3oBaTens uHTepHeT Ha ISP (Internet-Service-
Provider) n npu kaxxgom coeaAnHEHNN BbI3bIBAKOT AOPOrocTosiLLMe HoMepa
0190/0900. Tonbko npu cnegytoiem TenedoHHOM cHeTe Norb3oBaTenb
3amevaert, YTo nporpamma-gannep 0190/0900 Ha ero KOMNbLIOTEPE NPU KaXKAOM
NOAKMYEHNN K UHTEPHET Habmpan HoMepa-npemMuyMm, 4To NPMBENO K
COOTBETCTBYIOLLMM CUYETAM.

[ns ka4yeCTBEHHOW 3aLNTbI OT HEXenaTenbHbIX ,u,aﬂnepoa, Mbl peKkoMmeHayem
NOMEeCTUTb UcnosnbldyemMble MM HOMEpPa B qeprM CMNUNCOK.

Mo ymonuaHuto nporpamma AntiVir obHapyxmBaeT Hanbonee pacnpocTpaHeHHble
nporpaMmmbl-gannepobi.

Ecnwn B HacTpoiikax B pasgene [ononHuTenbHbIe KaTeropun yrpo3 BktoveHa
onums NMporpammbl 403BOHA Ha NnaTtHble Homepa (DIALER), Bbl nonyunte
yBegomneHme 06 obHapy>xeHMM akTMBHOCTU Takom nporpammbl. Tenepb y Bac
NosIBNSAETCA BO3MOXHOCTb, NErko yaansaTb HexenaTenbHble NporpamMmmMbl JO3BOHA.
Ecnu Bbl Bce e x0TuTe ncnonb3oBaTth Kakyt-nnbo nporpammy 403BOHA,
NOMeCTUTE e€e B CMNCOK, UCKITDYaeMbIX U3 NPOBEPKN OOBHLEKTOB.

Urpel (GAMES)
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Mbl coBCceM He NPOTMB KOMMbIOTEPHbIX UTP, HO COBCEM He 06A3aTenbHO UrpaThb B
HUX B pabo4dee Bpems (MoXeT bbITb, UCKtovasi 00eaeHHbIe nepepbIBbl). TEM He
MeHee, MHOrme COTPYAHUKN MOCBSALLAT Maccy cBoero paboyero BpemeHu
pa3nMyHbIM KOMMbIOTEPHBLIM UrPaM U pa3snevyeHnam. Yepes MHTepHET MOXHO
3arpy3uTtb Lenyo maccy urp. CyliecTByeT OrpoOMHOE KONMYeCTBO Urp No
3NEeKTPOHHOWM noyTe: MNonynsapHbl pasnuyHble Urpbl OT WaxmaT 40 "MOpPCKOro
605a": UIrpbl oTNpaBnaoTcs NapTHEPY NO SNEKTPOHHONM NoyTe, 3aTemM NapTHeEpP
AOIMKEH OTBETUTb Ha MUCbMO.

WccnepoBaHust nokasanu, YTo COBOKYMNHOE BpeMsi, MOTpayYeHHOe COTpyaHMKaMM
Ha Urpbl, JOCTUIIO B AEHEXHOM BblPaXXeHUN A0BOSbHO BHYLUNTENBHOM
BenUYMHbI. [103TOMY COBEpPLUEHHO MOHATHO CTpeMIieHne Bce 6onbLuero Yncna
paGoToaaTtenei orpaanTb paboyme CTaHUMM OT UFPOBOIO 1 pa3BrieKkaTenlbHOro
Mno.

Mporpamma AntiVir cnocobHa pacno3HaBaTb KOMMNbIOTEPHLIE Urpbl. Ecnn B
HacTpoukax B pasgene [JononHUTesbHbIe KaTeropum yrpos BKIKoYeHa onuus
Urpel (GAMES), Bbl nony4nte COOTBETCTBYIOLEE YBEAOMINEHNE MpU
obHapyxeHun nogobHbIx 06bekToB. Nocne Yero nrpbl, B NPSIMOM CMbICe CrOBa,
3aKaH4YMBalOTCH, TaK Kak y Bac nosBnaeTcst BO3MOXHOCTb YAANSATb UX OYEHb
nerko.

Mporpammbl-wyTkn (JOKES)

MporpaMmbl-LyTkn pa3pabaTbiBatoTCsl, HAaNpPUMep, ANs NOAHATUSA HACTPOEHUS.
OHwu, KaK NpaBuIio, He MOryT CAMOCTOATENbHO Pa3MHOXaTbCA U HE HAHOCAT
Bpeaa. MNocne 3anycka Takow NporpaMMbl KOMMbIOTEP AEMOHCTPUPYET YTO-
HWOyOb HEOObIYHOE HA MOHUTOPE, COMPOBOXAAsA 3TO 3ByKOM. B kauecTBe
NPUMMEepPOB NPOrpaMM-LLIYTOK MOXHO Ha3BaTb CTUpanbHy0 MallMHY B AMCKOBOAE
(DRAIN.COM) u MNMoxwpartenen akpaHa (BUGSRES.COM).

Ho, BHMMaHue! Bce cumnToMbI TakMx pa3BnekaTesnbHbIX NPorpaMmm MoryT ObiTb
TaKke MIMUTUPOBaHbI BUPYCaMU U TposiHaMU. B KOHLIe KOHLLOB, 9TX NporpaMmmel
MOryT NPOCTO UCNyraTb NONb30BaTENS, UIN MOTYT NOMOYb EMY CaMOMY CTaTb
WHMLMATOPOM OENCTBUN, MPUYMHSIOLNX Bpea.

AntiVir B cocTodHUM pacno3HaBaTh U YHUYTOXaTb Takne nporpammel, brnarogaps
BCTPOEHHbIM pacLUMPEHHbIM MOUCKOBbLIM U UOEHTUMUKALMOHHBIM PYHKLMSM.
Ecnu B HacTponkax B pasgene [JononHUTenbHbIe KaTeropum yrpos BKIoYeHa
onuus Mporpammbli-wyTkn (JOKES), nonb3oBatens n3seLlaetcs o6
0BGHapy>XeHUnN Taknx o6 BbEKTOB.

Puck BTOpXKeHusA B npuBaTHyto ccepy (SPR)

Mporpammel, BRusoLwmne Ha 6esonacHoOCTb Ballen cnctemsl, Bbi3bliBatoLLne
HeXXenaemyr NporpaMMHyH0 akTUBHOCTb, BTOPraroLimecst B npusaTtHyo cdepy,
MOryT BbITb ONAaCHLIMU U SIBIISIKOTCS HEXenaTenbHbIMA.

Mporpamma AntiVir pacnosHaeT nporpammbl kaTeropum "Security Privacy Risk".
Ecnu B HacTponkax B pasgene [ononHUTENbHbIE KaTeropum yrpos BKIoYeHa
onuus Security Privacy Risk (SPR), Bbl nonyynte cooTBEeTCTBYOLLIEE
yBegoMneHue npu obHapyxeHun nogobHbIX 06bEKTOB.

Backdoor-nporpammsi (BDC)
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[na opraHnsauumn XmweHnst 4aHHbIX NN MaHUMyNSUUn ¢ KOMMNbLITEPOM,
backdoor-nporpamma yganeHHoro agMMHUCTPUPOBAHUSA NPOHUKAET B CUCTEMY
yepes "4yepHbl xoa", 0 YeEM Mosb30BaTeSb, Kak NpaBuIio, gaxe He
poragbiBaetcs. Yepes NHTepHeT nnu JIBC kKnueHTCKasn YacTb Takon nporpaMmmel
MOXeT ynpaBnaTbCs TPETbUMU NNLAMMU.

AntiVir cnocobHa pacnosHaBaTb nporpammbl kateropum "Backdoor
Steuersoftware". Ecnu B HacTpoiikax B pasgene [JononHuTenbHble KaTeropum
yrpo3s BkrtoyeHa onuusa Backdoor Steuersoftware (BDC), Bbl nonyuute
COOTBETCTBYIOLLEE YBEAOMIIEHNE NPU OOHApPYXeHUM NOAOOHbBIX OO BEKTOB.

PeknamMHbie u WwinnoHckue nporpammsl (ADSPY)

I'Iporpamma, OEMOHCTPpUMpyKLan peknamMmHble MaTtepuarnbl, U1 nepegaroulasn
JNIYHble OaHHblIE MOoJib30BaTEN1A 6e3 ero cornacus u yBeaOMJ1EHNA TPETbUM
nuuam, MoxeT ObITb HexxenaTernbHOMN.

AntiVir cnocobHa pacnosHaBaTb nporpammbl kateropun "Adware/Spyware". Ecnm
B HacTponkax B pasgene [ononHUTenbHble KaTeropun yrpo3 BKOYEHa Onums
Adware/Spyware (ADSPY), Bbl nony4nte COOTBETCTBYIOLLEE YBELOMIIEHNE NPU
obHapyxeHuUn NogobHbLIX 0O BEKTOB.

HeoObluHble cpeacTBa cxkaTusa AaHHbIX (PCK)

dannel, cxaTble npn nomMmoLin HEeOObIYHbIX nporpamMmm-nakoBLUUKOB, MOTYT ObITb
OTHECEHbI K NoA03pUTENIbHbIM.

AntiVir cnocobHa pacnosHaBaTb nporpaMmmbl kKateropmm "HeolBblYHbIE
nakosLukn". Ecnn B HacTporikax B pasgene JononHuTenbHbIe KaTeropmum yrpos
BkMtoveHa onumst HeobbivHble nakoBwmku (PCK), nonb3oBarens nonyvaet
npegynpexgexHune B criydyae, ecnu obHapyXmnt nogobHble 06 beKThI.

dainbl ¢ ABOMHBLIM (CKPbITbIM) pacwuupeHnem (HEUR-DBLEXT)

McnonHsiemble dannbl, CKpbiBatloLLMe HacTodAwme pacwmperms damnnos. 3ToT
METOA COKpbITMS YacTO UCMOMb3yeTcsa BpeAoHOCHbIM [10.

MNporpamma AntiVir pacnosnaet "®annbl ¢ ABOWMHbLIM paclumpeHnem”. Ecnun B
HacTporkax B pa3gene [JononHUTesnbHbIE KaTErOpMM Yrpo3 BKITHOYEHa ONuns
dannbl ¢ ABOMHbIM pacwumnpeHuem (Double Extension files), nonb3oBatens
nony4yaeT yBeOMJIEHNE B Cryvae 0OHapy>XeHus1 Nog00OHLIX OO BbEKTOB.

DOunHr

DuULLINHF, U3BECTHBbIN Kak brand spoofing, asnseTcs cneunduyeckon dopmom
XULLIEHNSI AaHHbIX, HALENEHHON Ha peanbHbIX U NOTEHUManbHbIX KIMEHTOB
WHTepHeT-npoBangepoB, 6aHKOB, pa3fiMyHbIX CYX0 1 y4pexgeHun.

Uepes nepegadvy CBOEro afekTPOHHOro agpeca B MHTEPHET, 3anofiHeHne
opmMynATOp OHNaKH, BCTYMNfEHNe B HOBbIE rpynnbl Balwn gaHHble Yepes
"Internet crawling spiders" moryT 6b1Tb UCnonb3oBaHbl 63 Balwero paspeLleHus
ANs coBepLUeHNs HenpaBoOMepHbIX AENCTBUNA.

Mporpamma AntiVir cnocobHa pacnosHasaTthb "®uwmnHr". Ecnn B HacTponkax B
rpynne JononHUTEeNbHbIE KAaTeropun yrpo3 BKNOYeHa onuns @ULLIMHE
(Phishing), nonb3oBaTens nonyyaeT yBeAoMNEHNe nNpu obHapyXeHUn Takmx
0ObEKTOB.
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MpunoxeHune (APPL)

Mog APPL 0603HaueHbl NpUNoXeHus!, 3anyck KOTOPbIX MOXeT BbITb CBA3aH C
onpeaeneHHbIM PUCKOM, UMM NCTOYHUK UX MPOUCXOXOEHNSA He BHYLLAET A0BEPUS.

Mporpamma AntiVir cnocobHa pacnosHaeath "lMpunoxenne (APPL)". Ecnn B
HacTpoukax B rpynne JononHuUTenbHbIe KaTeropmm yrpos BKAYEHa onums
MpunoxeHnune (APPL), nonb3oBatenb nonyyaeT yBeaoMIEHNE Npu obHapyXeHnn
Takux OO bEKTOB.

9.2 Bupychbl 1 Bpe4OHOCHble nNporpamMmmel

PeknamHble nporpammbl

Mopa peknamHbIMKU NporpaMMammn NOHMMAIOTCS TakMe NPorpaMMbl, KOTOpbIE,
BbIMOJIHSSI CBOKO OCHOBHYIO (DYHKLMIO, eLLe U JEMOHCTPUPYIOT NONb3oBaTesNto
peknamMHble 6aHHepbl 1 BCbiBatOLLME pekiaMHble OKHA. QTN peknamHble
coobLleHunst nHoraa GbiBaeT 04YeHb CIOXKHO OTKMHYUTL UMK CKPbITb. Mporpammbi
B CBOeW paboTe OCHOBbLIBAOTCS HA NMOBEAEHMM NoNb3oBaTenel U SBNsTCS
npobrnemMaTuyHbIMK N0 COOGpPaxxeHMsIM 6e3onacHOCT!.

YTunutel agmuHuctpupoBaHusa (Backdoor)

C nomowbo yTUNMT aaMUHUCTPUPOBaHUS (3agHAs OBEPb, YEPHbIN XO4) MOXHO,
obxogs cuctembl 3awmtbl oT HCL, nony4nMTbe KOMNbIOTEP MOA CBOW KOHTPOJb.

Mporpamma, paboTatowasn B CKpbITOM pexvumMme, AaeT Nonb30BaTento NpakTUyYeckn
HeorpaHun4veHHble npaea. C nomoLubto backdoor-nporpaMm MOXHO MONYYNTb
OO0CTyN K NnepcoHanbHbIM AaHHbIM nonb3osaTens. OgHako, Yyalle Bcero atu
nporpamMmMbl UCNONb3YIOTCA ANA MHOULNPOBAHUS CUCTEMBI KOMMbIOTEPHBIMU
BMpPYyCaMM N YCTAHOBKN Ha Hee BPEOOHOCHLIX MporpamMm.

3arpy3o04Hble BUPYChbI

3arpy304HbI 1 rNaBHbIA 3arpy304HbIN CEKTOP XXECTKOro Ancka 3aboTnmeo
MHPUUMPYIOTCA 3arpy3o4HbIMU BUpYyCaMu. STU BUPYCbl USMEHSAIOT BaXKHYIO
NMHopmaLmio, Heobxogmmyo Ang 3anycka cuctembl. OgHO M3 NocNeacTBUN:
HEBO3MOXHOCTb 3arpy3ku onepaunoHHON CUCTEMBI. ..

Bot-ceTb

Moa Bot-ceTblo NoHMMaeTca yaaneHHo ynpasnsemas ceTb (B UHTEPHETE),
COCTOSILLAs U3 OTAENbHbIX NEPCOHaNbHbIX KOMMbIOTEPOB, CBA3bIBAOLLNXCA
mMexay cobon. KoHTporb ceTu AoCTUraeTcs ¢ MOMOLLbIO BUPYCOB UM TPOSHCKNX
nporpamm, MHOMUMPYIOLWKNX KoMMbloTep. OHM OXnaatT ganbHENLINX YKa3aHUN
3M10yMbILWNIEHHMKA, HE MPUHOCS Bpeaa UHMPMLUMPOBAHHLIM KOMMbIOTEPaM. OTK
CceTn MOryT npuMeHaTbesa ans paccbiikun CIMAMa nnm opranmnsauumn DDoS aTak.
Monb3oBaTenu y4acTBYIOLMX KOMMbIOTEPOB MOTMYT U HEe AorajbiBaTbCs O
npoucxoadwiem. OcHoBHOM noTeHumMan bot-ceTen 3aknoyaeTca B TOM, YTO Takue
ceTn MOryT 4OCTUraTh YNCIEHHOCTN B HECKOSBKO ThICSY 3M1EMEHTOB, Ybs
COBOKYMHas NponyckHas cnocobHOCTb MOXET NOCTaBUTb Nog, yrposy nobyto
cuctemy o6paboTkm 3anpoCcoB.
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JKcnnouTt

OkcnnonT (bpellb B 6€30NacHOCTM) - 3TO KOMMNbIOTEPHASA NMporpaMma unm CKpuT,
ncnonb3yLwmnn cneundryeckne yasBumMocTu onepaLMoHHON CUCTEMbI UK
nporpamMmmbl. QKCnnomnT (bpelwb B 6€30MacHOCTM) - 3TO KOMMbIOTEPHAsA NporpaMmma
WK CKPUNT, UCNONb3YOLWMIA cneundunyeckmne yassBMMoCcT onepaLmoHHON
CMCTEMBI UK NporpaMmbl. Tak B CUCTEMY MOTYT NPOHUKaTb Nporpammsl, €
MOMOLLIbIO KOTOPbIX MOTYT ObITb NMOMYyYeHbl paclUMPEHHbIE NpaBa 4OCTyna.

Hoaxes (aHrn.: hoax - o6maH, noXxb, MUCTUUKALIMA, LLYTKA)

YKe HeCKONbKO NeT Nofb3oBaTeniv MHTEpPHEeTa Nony4atoT coobLeHns 0 Bupycax,
pacnpoCTpaHALLNXCSA AKOObI C MOMOLLIbIO 3M1EKTPOHHOM MOYThLl. OTH
npegynpexaeHnsa paccoinatTcsa ¢ NPocbbor OTNPaBnUTb MX Kak MOXHO GonbLuemy
yncny gpysen n Konner gns Toro, YTobbl 3aWmnTnTh OT 3TOM "yrpo3sl” Bce
YerioBeYvecTBO.

JNoByLwikuM

Honeypot (MClopwovek mena) - ceteras cnyxba, (nporpamma nnu cepeep). 3ta
cnyx0ba nveet 3agady HabnwgaTb 3a ceTbto U mkenpoBaTh aTakn. OBbIYHbIN
Nonb30BaTeNb HE 3HAET MMEHW 3TOW CMYXObl, MOSTOMY HUKOTAA K HEW He
obpawaeTcs. Ecnu 3noyMbllWNEHHNK UccreayeT CeTb Ha Hanmume ysa3BMMOCTEWN,
OH MOXET BOCMOMb30BaTbCA yCryraMmu, NpeasioKeHHbIMU NOBYLLUKOKW, O YEM
MOMeHTanbHo ByaeT caenaHa 3anuck B nor-cannel, a Takke cpabotaet
curHanuaaums.

MakpoBupychbl

MakpoBupycChbl - 3TO ManeHbkue NporpamMmmbl, HanUcaHHbIE HA MakpPOA3bIke
npunoxeHun (Hanp., WordBasic gns WinWord 6.0), koTopble pacnpocTpaHsaioTcs
TOMbKO Cpean AOKYMEHTOB, CO34aHHbIX A5 3TOro NpunoxeHus. Noatomy oHm
eLle HasblBalTCsa JOKYMEHTHbIMW BUupycamu. [1ns Toro, 4tobbl OHM cTanu
aKTMBHbIMUY, TpebyeTcs 3anyck COOTBETCTBYHOLLErO NPUMOXEHUS U BbINOSIHEHWE
MHMUMPOBaHHOIO Makpoca. B oTnunymne ot "HopmarnbHbIX" BUPYCOB,
MaKpOBUPYCbl UHPULMPYIOT HE UCTONHSAEMble hannbl, @ JOKYMEHTbI, CO34aHHbIe
onpeaeneHHbIM NPUNOXKeHNEM-XO3MHOM.

dDapMUHr

dapMuHr - 3TO MaHUNyNsauMs XocT-channom Beb-6paysepa ans
nepeHanpasneHns 3anpoca Ha danbLlUMBbIA CanT. ATO NPOM3BOAHAsA OT
Knaccu4eckoro pmnHra. PapMmHr-mMmoLLEHHNKM CoaepaT cepBepa 6onbLumx
06BHEMOB, Ha KOTOPbIX XpaHATCA danbLumBblie Be6-cTpaHuLbl. PapMUHT MOXHO
Ha3BaTb OOLMM NOHATMEM pa3nuyHbix TUNoB DNS-atak. MNpu maHmMnynaumm xocT-
¢hannom ¢ NOMOLLLIO TPOSTHCKOW NporpamMmmbl Unv BUpyca npon3sBoguTca
MaHUNyNauns cuctemon. B pesynbTate cuctema cnocobHa 3arpyxaTb TOMbKO
danbcudmrumMpoBaHHble Beb-canTbl, Aaxe ecnv Bbl NnpaBunbHO BBOANTE agpec.

DOUnHr
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Phishing o3HavaeT "BblyXuBaHue" nnyHon nHdgopmaumm o nonb3osarene
NHTEpHeT. 3royMbILUNEHHWK OTNPaBNsAeT CBOEN XepTBe NUCbMO, B OTBET Ha
KOTOpoe HeoBX0AMMO BBECTU NNYHYIO MHCPOPMALMIO, NpeXae BCero aTo nMms
none3oBatens, naponu, PIN n TAN ansa goctyna k 6aHKOBCKMM cHeTam OHMNawH.
C nomMoLb0 NOXMLLEHHBIX AaHHBbIX MOLLEHHUK MOXET BblAaTb cebs 3a CBOK
XEepTBY U OCYLLECTBNATL AEUCTBUS OT MMEHWN HUYErO HE NO4O3PEBAOLLENO NMLa.
MoHATHO, 4YTO: BaHKM U CTpaxoBble KOMNAHWWU HUKOrAa He NPOCAT KITMEHTOB
npucnatb Homep kpeguTtHom kapTbl, PIN, TAN unu gpyrue naponu no Email, SMS
nnu no tenedoHy.

MonumopdHbIe BUpPYCHI

MonnmopdHbIE BUPYCHI - ICTUHHBIE MacTepa MacKUPOBKM U NePeBONOLLEHNS.
OHM N3MEHSAT CBOWM CODCTBEHHLIN NPOrPaMMHbIV KOA, a MO3TOMY UX OOBOJSIbHO
CNOXHO OBOHAaPYXUTb.

MporpaMmMHbIe BUpPYCHI

KomnbloTepHbIN BUPYC - 3TO Nporpamma, obnagaroLuasi cCnocobHOCTLIO nocne
CBOEro 3anycka caMOCTOSATENBHO NPUKPENNATLCA K APYrMM nNporpaMmmam,
NHPULMPYSA UX TakuMm 0Bpa3oM. Bupycbl pa3smMHOXaloTCs CaMOCTOSATENbHO, YTO
OTNIMYaeT ux OT florn4yecknx 6omM6 n TPOSHCKMX Nporpamm. B oTnuume ot vepss,
BMpYCYy Bcerga Heobxoanma nporpamma, BHyTpY KOTOPOM OH MOXET 3anucatb
CBOW BpefoHOCHbIN kof. OBbIYHO BUPYC HE n3MeHsieT paboTocnocoBHOCTb
nporpammbl, K KOTopown "npukpennsaeTca”.

PyTkut

PyTkuT - Habop NporpaMMHbIX CPEACTB, KOTOpblE YCTaHaBNMBAKTCA B CUCTEMY,
obecneyrBas COKpbITUE NOMMHAa 3N0yMbILLNIEHHUKA, MPOLECCOB M Aenasi Konum
AaHHbIX: TO €CTb, AenaloT Ux agMMHMCTpaTopa HeBUANMBLIM. Bbl nbiTaeTech
OBHOBUTL YK€ YCTaHOBMEHHYIO LUMMUOHCKYIO MporpamMmmy Unv yCTaHOBUTb
yaaneHHoe wnuoHckoe MMO.

CKpUNT-BUPYCHI U YepBU

3tn BUPYCbl O4E€Hb NPOCTbLI B HANMMCaHUN N PacnpoCTpaHAKTCA No SJ'IeKTpOHHOI7I
noyte rnobanbHO B TEYEHNE HECKOITbKNX YacoB.

CKpunToBble BUPYChl U YEePBU UCMONb3YIOT CKPUNTOBbIE A3bIKK (Javascript,
VBScript n gp.), 4to6bl 406aBNATL ce65 K HOBLIM CKPUNTaM UK
pacnpocTpaHAaTLCSA Yepes BbI30B (PYHKLMA OnepaunoHHOn ceTu. 3a4acTyro
WMHULUMPOBAHNE NPOUCXOA