
Avira Internet Security
ユーザー マニュアル



  

Avira Internet Security -   ( :12 Jun. 2013) 2 

 

 

Windows  Microsoft Corporation  

 

 

 

 

Avira Internet Security  

 

Avira Internet Security    

 



  

Avira Internet Security -   ( :12 Jun. 2013) 3 

 

1.  ........................................................................................ 8 

1.1  .............................................................................................................. 8 

2.  ...................................................................................... 10 

2.1  ............................................................................................................................... 11 

2.2  ....................................................................................................................... 13 

2.3 ............................................................................................. 15 

2.3.1  ..................................................................................................................................................... 15 

2.3.2  ................................................................................................................................... 15 

2.3.3  ........................................................................................................................................ 16 

2.3.4   ......................................................................................................................... 17 



  

Avira Internet Security -   ( :12 Jun. 2013) 4 

3.  .................................................... 19 

3.1  ............................................................................................................ 19 

3.2   ............................................................................................................... 20 

3.3  ................................................................................................................ 23 

3.4   ....................................................................................................... 26 

3.5  ................................................................................................ 31 

3.6  ............................................................................................................ 34 

3.7  ............................................................................................................ 37 

3.8   ................................................................................................... 37 

3.9  ................................................................................................................ 39 

4. Avira Internet Security  ......................................................... 41 

4.1   .................................................................................... 41 

4.1.1   ......................................................................................................................... 41 

4.1.2   ........................................................................................................................................... 46 

4.1.3  ..................................................................................................................................................... 47 

4.1.4   ....................................................................................................................................... 53 

4.2 Avira SearchFree Toolbar ................................................................................................... 54 

4.2.1  ..................................................................................................................................................... 55 

4.2.2 ................................................................................................................................................. 60 

4.2.3  ................................................................................................................................... 65 

4.3 ... ? .............................................................................................................................. 67 

4.3.1  ............................................................................................................................... 67 

4.3.2  ............................................................................................................................... 68 

4.3.3  ........................................................................................................................................ 70 

4.3.4  ........................................................................................................................................ 72 

4.3.5   .................................. 73 

4.3.6 Drag & Drop  ...................................................... 75 

4.3.7   .................................. 76 



  

Avira Internet Security -   ( :12 Jun. 2013) 5 

4.3.8  ............................................................................................ 76 

4.3.9  .................................................................. 78 

4.3.10  ................................................................................... 79 

4.3.11 *.qua  ............................................................................................... 87 

4.3.12  ...................................................................................................................... 90 

4.3.13  ......................................................................................................... 92 

4.3.14    .................................................. 92 

4.3.15    .............................................. 93 

4.3.16   .................................................................................................................................. 94 

4.3.17   .............................................................................. 95 

4.3.18 AntiSpam ....................................................................................................... 96 

4.3.19 FireWall   ........................................................................................... 97 

4.3.20  .................................................................................................................. 98 

4.3.21   ..................................................................................................... 101 

5. System Scanner ......................................................................... 104 

6.  .......................................................................................... 106 

7. FireWall ..................................................................................... 108 

8.  .............................................................................. 109 

9. FAQ  .............................................................................. 110 

9.1 ........................................................................................... 110 

9.2  .................................................................................................................. 118 

9.2.1   ...................................................................................................................... 118 

9.2.2  .................................................................................................................................................. 119 

9.2.3   .............................................................................................................. 120 

9.3 Windows   .................................................................................... 123 

9.3.1  ........................................................................................................................................................... 123 

9.3.2 Windows   Avira  ................................................................. 124 



  

Avira Internet Security -   ( :12 Jun. 2013) 6 

9.4 Windows   ........................................................................................ 128 

9.4.1  ........................................................................................................................................................... 128 

9.4.2 Windows   Avira  .............................................................................. 129 

10.  .............................................................................. 138 

10.1  ..................................................................................................................... 138 

10.2  ..................................................................................................................... 138 

10.3  ....................................................................................... 144 

11.  ........................................................................... 150 

11.1  ................................................................................................................................. 150 

11.2   ......................................................................................................... 150 

11.3  .............................................................................................................. 151 

11.4  ..................................................................................................................... 151 

11.5  ...................................................................................................... 152 

12. :  ................................................ 153 

12.1 System Scanner ................................................................................................................ 153 

12.1.1  .................................................................................................................................................. 153 

12.1.2  ........................................................................................................................................................... 167 

12.2 Real-Time Protection......................................................................................................... 169 

12.2.1  .................................................................................................................................................. 169 

12.2.2  ........................................................................................................................................................... 186 

12.3  ..................................................................................................................................... 188 

12.3.1  ..................................................................................................................................... 189 

12.4  ..................................................................................................................... 192 

12.4.1  ........................................................................................................................................................... 192 

12.4.2  ........................................................................................................................................................... 192 

12.4.3  ........................................................................................................................................................... 196 



  

Avira Internet Security -   ( :12 Jun. 2013) 7 

12.5 FireWall ............................................................................................................................... 196 

12.5.1 FireWall  ..................................................................................................................................... 196 

12.5.2 Avira FireWall ........................................................................................................................................ 197 

12.6 Web Protection .................................................................................................................. 233 

12.6.1  .................................................................................................................................................. 233 

12.6.2  .................................................................................................................................................. 246 

12.7 Mail Protection ................................................................................................................... 247 

12.7.1  .................................................................................................................................................. 247 

12.7.2  ........................................................................................................................................................... 257 

12.7.3  .................................................................................................................................................. 263 

12.8 Child Protection ................................................................................................................. 265 

12.8.1 Safe Browsing ....................................................................................................................................... 265 

12.9 Mobile Protection ............................................................................................................... 278 

12.10  ..................................................................................................................................... 279 

12.10.1  ..................................................................................................................................... 280 

12.10.2  .................................................................................................................................................. 281 

12.10.3 .............................................................................................................................................. 287 

12.10.4  ......................................................................................................................................... 290 

12.10.5 WMI .......................................................................................................................................................... 292 

12.10.6  .................................................................................................................................................. 293 

12.10.7  .................................................................................................................................................. 294 

12.10.8  ......................................................................................................................................... 294 

12.10.9  ............................................................................................................................ 295 

12.10.10  .................................................................................................................................................. 296 



  

Avira Internet Security -   ( :12 Jun. 2013) 8 

1.  

Avira 

 

 

 

 

http://www.avira.jp  

Avira  

 Avira   

  Avira   

 PDF  

   

  FAQ  

  

Avira  

1.1  

 

http://www.avira.jp/


  

Avira Internet Security -   ( :12 Jun. 2013) 9 

  

  

 

  

 

  

  

 Avira  

 

 

  

   

  

  

 

   

 

  

 



  

Avira Internet Security -   ( :12 Jun. 2013) 10 

2.  

Avira  

   

   

   

    

Avira 

 

   

 

 

 

 

 

  

 

 Avira 

 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 11 

2.1  

Avira : 

 / /   

 

 

  

System Scanner(  

) 

 Windows Vista   

 

  (  

) Real-Time Protection  

   ProActiv  (32  

) 

 

Mail Protection(POP3 IMAP  

SMTP ) 

 Avi

ra SearchFree Toolbar  

  

 HTTP ( 80, 8080, 

3128 ) Web 

Protection 

 

  

 Avira Free Android Security 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 12 

 

SMS  Avira Free 

Android Security Android  

 

  (  

)   

  

  

( ) Rootkits 

Protection 

(Windows XP 64 ) 

 

 

 VDF

 

   

 1

 

   (  

)  

 

  

 ( ) 

 

 FireWall 



  

Avira Internet Security -   ( :12 Jun. 2013) 13 

2.2  

 

 Pentium (1 GHz ) 

  (OS) 

 Windows XP SP (32 64 )  

 Windows 7 SP (32 64 ) 

 

Avira Internet Security  Windows 8  

 150 MB   

( ) 

 Windows XP 512 MB RAM 

 Windows Vista Windows 7 1024 MB RAM  

  

 Internet Explorer 6.0  

 ( ) 

Avira SearchFree Toolbar 

  (OS) 

 Windows XP SP (32 64 )  

 Windows 7 SP (32 64 ) 

  

 Internet Explorer 6.0  

 Firefox 3.0  

 Chrome 18.0  



  

Avira Internet Security -   ( :12 Jun. 2013) 14 

 

Avira SearchFree 

Toolbar

 Avira SearchFree 

Toolbar  

Windows Vista  

Windows XP  

 

Microsoft Windows Vista   

 

Windows Vista  

Windows 

Vista  

 

 

(OS)  

Avira Windows Vista  

 

  Windows 

Vista   

 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 15 

2.3  

2.3.1  

Avira   

  

 Avira 

 

 

 

Avira  

 

 

 

 

  Avira 

 >  

2.3.2  

Avira 

 

Avira 

 [ ] > [ ] 

  Avira  

Avira  [ ] 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 16 

2.3.3  

 Avira 

 

 

 

 

  

 

Avira 

 

  

 

 

 

 Avira 

 

 

 

  Avira   

 

 

 

 

  



  

Avira Internet Security -   ( :12 Jun. 2013) 17 

2.3.4   

Avira Internet Security  Avira Internet Security 

 

Avira Internet Security   

 

 

 

 

 

Avira Internet Security 

  

 



  

Avira Internet Security -   ( :12 Jun. 2013) 18 

 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 19 

3.  

Avira 

 

   

   

   

  

  

  

   

  

3.1  

 

 

 

  

 C:\Program Files   

 Avira  

 



  

Avira Internet Security -   ( :12 Jun. 2013) 20 

 

  

 

 >   

   

   

 

 Avira 

 

 

3.2   

 

 Avira 

 

  

  

    

 

   

 

 

 

  Avira 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 21 

  Avira 

 

  

 

   

 

   

 

  

  

 

Avira 

 

 

   

 

 

  

 OK  

  

  

  

  

 



  

Avira Internet Security -   ( :12 Jun. 2013) 22 

    

 

 

  

  

  Avira  

  

 

 

Avira 

 

  

 Avira 

 

 

  

  

  

 

 

 

  

 

Avira Avira 

HTTP  Port 

80  SSL  443 



  

Avira Internet Security -   ( :12 Jun. 2013) 23 

 

(FireWall)

 

3.3  

Avira  

 

 CD  

 

  

    

    

    

  Avira  

 

     

 Avira  

 

  

  

    

      

     



  

Avira Internet Security -   ( :12 Jun. 2013) 24 

 

 

 

  > 

  

  Avira Proactiv  Protection Cloud 

  >  > 

 Avira Community 

 

  Avira Community 

 Avira  

Avira Malware Research Center  

 

 ProActiv 

 Protection Cloud  

  

   

 

   

 

    

   OK 

 

   

 

  

  



  

Avira Internet Security -   ( :12 Jun. 2013) 25 

   

 

 

  Avira  Web  

   

 

    

   .KEY    

     

   

    

   

    

  Avira SearchFree  Avira 

   

  Avira SearchFree Toolbar Avira 

SearchFree Toolbar  Avira SearchFree 

Avira 

SearchFree search.avira.com  

 

 

Avira SearchFree 

Toolbar

 Avira SearchFree 

Toolbar  

    



  

Avira Internet Security -   ( :12 Jun. 2013) 26 

  Avira SearchFree Toolbar 

 

  Avira   

  

 

  Luke Filewalker   

  

  

 

 

 

  Avira 

 

   

   

    

3.4   

Avira  

 

 CD  

 

  

    



  

Avira Internet Security -   ( :12 Jun. 2013) 27 

    

    

  Avira  

 

     

 Avira  

 

  

  

    

      

     

 

 

 

 

>  

   

 

  Avira Proactiv  Protection Cloud  

 Avira 

 

 

  Avira Community 

 Avira  

Avira Malware Research Center  



  

Avira Internet Security -   ( :12 Jun. 2013) 28 

 

 ProActiv 

 Protection Cloud  

  

   

 

    

    

  C:\Program Files\Avira\AntiVir Desktop\  

   

  

  

 

    

   

  Protection Cloud 

Avira 

 

    

     

 

    

    

 



  

Avira Internet Security -   ( :12 Jun. 2013) 29 

    

   Avira  

 

    

 

  Avira  Web  

   

  

 Avira 

 

 

 

 

  

 Avira 

  

Avira 

 

  

 

Avira  

 

 

  

 

  



  

Avira Internet Security -   ( :12 Jun. 2013) 30 

 

Avira  

  

 

   

   

 

 

 

    

   

  Avira  

Avira  

    

    

    

 

    

     

 

    

    



  

Avira Internet Security -   ( :12 Jun. 2013) 31 

  

  Avira SearchFree  Avira 

   

  Avira SearchFree Toolbar Avira 

SearchFree Toolbar  Avira SearchFree 

Avira 

SearchFree search.avira.com  

 

 Avira SearchFree 

Toolbar

 Avira SearchFree 

Toolbar  

    

  Avira SearchFree Toolbar 

 

    

3.5  

Avira  

 

 CD  

 

  

    

    



  

Avira Internet Security -   ( :12 Jun. 2013) 32 

    

  Avira  

 

     

 Avira  

 

  

  

    

      

     

 

 

 

 

 > 

  

  Avira Proactiv  Protection Cloud 

  >  > 

 Avira 

 

 

  Avira Community 

 Avira  

Avira Malware Research Center  

 

 ProActiv 



  

Avira Internet Security -   ( :12 Jun. 2013) 33 

 Protection Cloud  

  

   

 

    

    

    

  OK  

   

 

   Avira Newsletter 

 

   

  Avira SearchFree Toolbar  Avira 

  

  Avira SearchFree Toolbar Avira 

SearchFree Toolbar  Avira SearchFree 

Avira 

SearchFree search.avira.com  

 

 

Avira SearchFree 

Toolbar

 Avira SearchFree 

Toolbar  



  

Avira Internet Security -   ( :12 Jun. 2013) 34 

    

  Avira SearchFree Toolbar 

 

  Avira 

 

 

  Avira   

  31  

3.6  

 

Avira  

   

 

    AHeAD AHeAD 

 

System Scanner   

Real-Time Protection   AHeAD 

 

   

    Avira 

 

  

 

  Avira FireWall  

 

   

Avira FireWall 



  

Avira Internet Security -   ( :12 Jun. 2013) 35 

 

 

   

  Avira Real-Time Protection  

Real-Time Protection 

  Real-Time 

Protection  

 Real-Time 

Protection  

 

 Real-Time Protection 

 

  

 

Real-Time Protection 

  

 

Real-Time Protection 

 

   

  Avira Web Protection  Safe 

Browsing   

 Safe Browsing 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 36 

   Safe Browsing  

   

  

 

      

  

 

 

    

 

    

   

     Luke Filewalker 

 Scanner   

  

 

  

 

 

  Avira 

 

   

   



  

Avira Internet Security -   ( :12 Jun. 2013) 37 

    

3.7  

 Avira  

 

 >   

Windows  

 

 Avira   

 

 

3.8   

 

 

 Avira Internet Security 

Avira 

 

 Real-Time Protection 

Avira Realtime   

 

A

vira  Avira 

Real-Time Protection  

 Mail Protection 

Mail Protection   



  

Avira Internet Security -   ( :12 Jun. 2013) 38 

 

 Mail Protection  

  

 

 

 Mail Protection 

 

 Avira FireWall  

Avira FireWall   

 

 Rootkits Protection 

Avira Rootkits Protection  

 

 ProActiv 

ProActiv 

 

 

ProActiv Avira Real-Time Protection  

 Protection Cloud 

Protection Cloud  

 

  

  

 

 Web Protection  

  



  

Avira Internet Security -   ( :12 Jun. 2013) 39 

 

  HTML 

Flash 

 

A

vira Real-Time Protection  

 

 

 Web Protection HTTP 

80 8080 3128

 

 

 Shell Extension 

Shell Extension Windows   

Avira  

 

3.9  

 Avira Windows  

 

Avira Windows 7  

  Windows   

    

   Avira  

   

   



  

Avira Internet Security -   ( :12 Jun. 2013) 40 

  Windows  

Avira FireWall 

 

   

   

   

   

 

   

  Avira 

 

 

Avira SearchFree Toolbar  

 Firefox Add-On 

Manager  Avira SearchFree Toolbar  

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 41 

4. Avira Internet Security  

Avira  

    

  Avira SearchFree Toolbar 

  How to...? 

4.1   

3  Avira  

  Avira  

 Avira  

    

 

4.1.1   

  Avira 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 42 

 

   

 3  

    

 

  

 

 

 

  PC PROTECTION -  Real-Time 

Protection. 

  

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 43 

 

Re

al-Time Protection  

  

  

   

  >  

 Avira   

  

 

  

  

    

   

 

   

 

  [Alt]  

 Return  

 

[Alt] + 

  

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 44 

[Alt] 

 

 

   

 Control  Shift 

 

  

 

  

 

 

 

  

 PC PROTECTION  

 

 System Scanner  

 

 

 

 Real-Time Protection 

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 45 

 

 

  

 INTERNET PROTECTION  

 

 

 FireWall FireWall  

 

 Web Protection  URL 

 

 

 

 Mail Protection Mail Protection 

   

 Mail Protection 

 

 CHILD 

PROTECTION

 

 Safe Browsing 

  

 

URL  URL 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 46 

 

 MOBILE PROTECTION Android  

 

 Avira Free Android Security  Android  

 

 

  

   Avira Malware 

Research Center  

 

  

  

  

 

4.1.2   

   

 

 

 Avira FireWall  

  

 

ON OFF 

  

 

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 47 

Avira  

 

  OFF   

    

 

 

  OFF 

 

4.1.3  

Avira   Avira 

 

 

  Avira 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 48 

 

 OK  

 

  

 

 

 

 Windows   

 Windows   - Windows XP Service Pack 2  

 Avira   

   >  

   



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 49 

 

 

 

 

 

  

 

 

Windows  

  

 

  

 

  

 

 

 [Alt] + 

 

  

 

  

 

 

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 50 

 

  OK  

   

 -  - 

   

    

 

   

   

 

   

   

 

 

 

 System Scanner   

   

    

   

    

  

 Real-Time Protection   

   



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 51 

   

  

   

    

  

 : 

  

  

  

  

  

  

 FireWall FireWall  

  

   

  

 :  Windows  

   

 Web Protection Web Protection  

  Web Protection  

  

  MIME  

URL  Web  

 Web Protection URL MIME  

 Web Protection  

  

 Mail Protection: Mail Protection  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 52 

  POP3 IMAP 

SMTP  

  

  

 Mail Protection   

 AntiBot  SMTP  

 Mail Protection  

   

  

  

  

 Child Protection: 

 Safe 

Browsing

  

 : 

 System Scanner  Real-Time Protection  

 ProActiv  Protection Cloud  

   

   

 Windows  

  

 WMI WMI  

   

  

  

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 53 

4.1.4   

 Avira  

: 

  

 

Avira Real-Time 

Protection FireWall  

 

Avira Real-Time 

Protection FireWall  

 Real-Time Protection FireWall 

 

Avira   

  

   

  

 Real-Time Protection : Avira Real-Time 

Protection /  

 Mail Protection : Avira Mail Protection /  

 Web Protection : Avira Web Protection /  

 FireWall  

 FireWall : Avira FireWall /  

 :    

 (  

/IP 127.0.0.1)  

 Avira Internet Security :   



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 54 

 Avira Internet Security :  

  : Avira  

  :   

 

   

   

 Avira Internet Security : Avira : 

 

 Avira Avira  

 

4.2 Avira SearchFree Toolbar 

Avira SearchFree Toolbar 2  : Avira 

SearchFree  Toolbar  

Avira SearchFree Toolbar  

(Firefox Internet 

Explorer)

 Avira SearchFree Toolbar 

 

Avira 

SearchFree Avira

 Avira  

Avira   

Avira

Avira 2 3 Toolbar 

Options  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 55 

  

Avira

 

  

Web 

Protection Avira PC

 

  

Avira 3

 

E

(Firefox Internet Explorer )  

  

Toolbar Options  

 

Avira SearchFree Toolbar 

 (Firefox Internet Explorer 

)  

4.2.1  

Avira SearchFree 

Avira SearchFree 

 

Enter Search  Avira 

SearchFree  

 

Internet Explorer Firefox Chrome  Avira SearchFree 

Toolbar Options  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 56 

 

Web Protection 

Avira  Web Protection  

 

 

 

  

 Web 

Protectio

n 

 

Avira Web Protection is active. Your browsing is protected 

   

 Web 

Protectio

n 

 

Avira Web Protection is off. Click to find out how to turn it 

on. 

  Avira    



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 57 

 Web 

Protectio

n 

 

 

You do not have Avira Web Protection installed. Click to 

find out how to protect your browsing. 

 Avira 

 

Web Protection is included for free with Avira Antivirus. 

Click to find out how to install it. 

 Web Protection 

 

  Avira Avira 
 

  

 Avira reported an error. Click to contact Support for 

help. 

   Avira  
 

 

Avira SearchFree  3 

Facebook Browser 

Security  

Facebook 

 

Facebook 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 58 

 

 

   

  

 

Browser Security 

 

  

  

 Firefox  Internet Explorer  

 

 Pop-up Blocker 

  

 Cookie Blocker 

 

 Private Browsing Firefox InPrivate Browsing Internet Explorer  

 

 Internet Explorer 7  8 

 

 Clear Recent History (Firefox) Delete Browsing History Internet 

Explorer  

 

Website Safety Advisor 

 

Website Safety Advisor  

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 59 

 

Website Safety Advisor  Avira  

 

  

 

  

 

   

 

   

 

   

 

  

 

Browser Tracking Blocker 

 

Browser Tracking Blocker  

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 60 

3  

   

   

  

4.2.2  

Avira SearchFree Toolbar Internet Explorer Firefox Google Chrome 

3   

 Internet Explorer  

 Firefox  

 Google Chrome  

Internet Explorer 

Internet Explorer Toolbar Options Avira SearchFree Toolbar 

 

Toolbar Options 

Search 

Avira Search  

Select Avira 

Search

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 61 

Open searches in 

Open searches in  

 

Display recent searches 

Display recent searches  

 

Auto clear recent search history when I close the browser 

Auto 

clear recent search history when I close the 

browser  

More options 

Select toolbar language 

Select toolbar language Avira SearchFree Toolbar 

 

 

 

 Avira SearchFree Toolbar 

 

 

Show button text labels 

Avira SearchFree Toolbar 

Show button text 

labels  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 62 

Clear History 

Clear 

History  

Help 

Help FAQs

 

Uninstall 

Internet Explorer Avira SearchFree Toolbar 

 

 

About 

About  Avira SearchFree Toolbar 

 

Firefox 

Firefox Avira SearchFree 

Toolbar  

Toolbar Options 

Search 

Select Avira search engine 

Avira search 

enigine  

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 63 

Display recent searches 

Display recent 

searches

 

 

Auto clear recent search history when I close the browser 

 

Display Avira search results when I type keywords or invalid URLs into 

the browser address bar 

 URL  

More options 

Select toolbar language 

Select toolbar language Avira SearchFree Toolbar 

 

 

 

 Avira SearchFree Toolbar 

 

 

Show button text labels 

Avira SearchFree Toolbar 

Show button text 

lables  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 64 

Clear History 

Clear 

History  

Help 

Help FAQs

 

Uninstall 

 Firefox  Avira SearchFree Toolbar 

  

About 

About  Avira SearchFree Toolbar 

 

Google Chrome 

Chrome   Avira Avira SearchFree 

Toolbar  

Help 

Help FAQs

 

Uninstall instructions 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 65 

About 

About  Avira SearchFree Toolbar 

 

Show/Hide the Avira SearchFree Toolbar 

  Avira SearchFree Toolbar 

 

4.2.3  

Avira SearchFree Toolbar ( Windows 7): 

  Windows   

   

  Avira SearchFree Toolbar plus Web 

Protection  

  

 

   

  Avira SearchFree Toolbar plus Web 

Protection Avira 

SearchFree Toolbar plus Web 

Protection  

 

 

Avira SearchFree 

Toolbar  

Firefox Internet Explorer : 

   



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 66 

   

   

  OK  

  Avira SearchFree Toolbar plus Web 

Protection Avira 

SearchFree Toolbar plus Web 

Protection  

 

 

Avira SearchFree Toolbar 

 

 

: 

Firefox 

  >  >  Avira : 

/  

Internet Explorer 

  >  Avira SearchFree 

Toolbar /  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 67 

Google Chrome 

  > : 

 

4.3 ... ? 

How to...?   Avira 

 Avira 

  

 

4.3.1  

Avira  

Avira .KEY    

Avira   

1  

Avira  

     

  Avira  

    

Avira  

    

 

 

 -  - 

 Avira    > 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 68 

 

Windows Vista  

 

  

    

   

  OK  

   

   

4.3.2  

Avira : 

  

  

   

E  

 

Avira Avira

 

 

 

  

Avira firewall

: 

HTTP 80( )



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 69 

SSL 443  

firewall

 

 

Avira : 

Avira : 

  Avira  

    

 :   

 :  

     

   

    

    

Avira  

   

Avira : 

    > 

 

    

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 70 

4.3.3  

Avira : 

   ADMINISTRATION > 

 

   

   

   

   

   

    

   

   

  : 

  

  

  

  

  

  

 

 : 2 . 

   

   (  

): 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 71 

  

 

  ( ) 

 

   

   

   : 

 :   

 :  

 :   

    

  ADMINISTRATION > 

(  

)  

   

: 

 

 

 

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 72 

4.3.4  

   

Avira  

    Avira   

    

   

    

-  - 

    

   

    

-  - 

    

 

    

 

 : 2 . 

  

 

 Windows  

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 73 

4.3.5   

  

  

  

  

 ( ) 

  

  

  

 

(OS)

 

 Windows XP: 

    

 Windows Vista: 

 Microsoft Windows Vista 

 

   

 

 

 Windows Vista 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 74 

  

 

  

   PC PROTECTION >System 

Scanner  

    

   1  

 - - 

   

 - - 

   

  (Windows XP  Windows Vista 

 )  

  Luke Filewalker   

   

  

    

 

 +   

 -   

  

 

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 75 

 (  ) 

 1 (  

 ) 

 (  ) 

  

     

   

   

 

   

 

  

 (  ) 

 1 (

 ) 

 (  ) 

4.3.6 Drag & Drop  

Drag  Drop  

  Avira   

   

  

  

  Luke Filewalker   

   



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 76 

4.3.7   

  

   

Windows

 Windows  

  Windows   

   Avira  

  Luke Filewalker   

   

4.3.8  

 

 

: 

 

 

   ADMINISTRATION > 

 

   

   

   

   

   

     



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 77 

   

     

   

   

   

  : 

  

  

  

  

  

  

   

   

( ): 

  

 

   

    

   : 

 :   

 :  

 :   

  

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 78 

 

    

  ADMINISTRATION > 

(  

)  

   

: 

 

 

 

 

 

4.3.9  

 

 

 

   PC PROTECTION > System Scanner 

 

    

   

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 79 

    

 

  Windows XP   Windows Vista

 

  Luke Filewalker   

   

4.3.10  

Avira 

Avira  

Real-Time Protection  ProActiv 

Real-

Time Protection:   

 

System Scanner  

 

 System Scanner  

 

 

System Scanner  

 

 

Syste

m Scanner  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 80 

 

 

  

Real-Time Protection  

 

  

 

System Scanner 

 System Scanner  

 > System Scanner  

 

System Scanner 

  

Mail Protection Web Protection  

 

 

 

 

 

 

 

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 81 

 

 

 

 

 

Avira Real-Time 

Protection Avira System Scanner Avira Mail Protection Avira Web 

Protection  

System Scanner Real-Time Protection ProActiv 

 

 

 

 

 

*.vir  

  

 

*.qua

 INFECTED 

  

Avira  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 82 

 

 

 

    

    

 

 

 

 

 

 

 

 

  

 

 

Real-Time Protection Real-Time Protection 

 

 

 

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 83 

 |  

 

 Avira 

 

 

 

 

ProActiv  Real-Time Protection 

 

 

  

ProActiv  

 

 

ProActiv 

 

 

 

 

 ProActiv 

 

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 84 

  

 

 

  

ProActiv  

Mail Protection  

 

 

 

.  

 

 

 

 

 

  

 

 

)   

  

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 85 

 

 

 

  

 

Mail Protection  

 

 

   

  

 

 

   

  

 

 

 

 

 . 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 86 

Web Protection  

 

Web  Web 

Web  

 Web 

 

 

Web  Web 

 

 Avira   

 

 

Web  Web 

Web Protection  Web 

 

 

 

 

 

 

 

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 87 

 

 

 

http://www.avira.jp/sample-upload 

 

HEUR/  HEURISTIC/ 

HEUR/testfile.*  

4.3.11 *.qua  

 

    >  

  

 

 

     

     

 

Avira 

 

 

     

http://www.avira.jp/sample-upload


 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 88 

   

 

  

 

 

     

   

 Avira Malware Research Center  

 

   

    

   

   

   

  HTML Text HTML & Text  

  OK  

   Avira Malware Research Center  

 

 

Avira Malware Research Center 

 

 

Avira 

Avira 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 89 

Malware Research Center  

 

 

Avira 

 

  

 

 20 MB  8 MB 

 

  

 

  

 

    

    

   

   

 

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 90 

  

    

    

quarantaene -  

    

 

 

4.3.12  

OS : 

 Windows XP: 

  

  

 Windows Vista: 

 Microsoft Windows Vista  

 

   

 

  

  

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 91 

: 

 

 

 

 

 

   

   ADMINISTRATION >  

 

 

*.eml E E

 

: 

  (Windows XP Windows 

Vista )  

E  

 

 

*.eml E E

 

   

   



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 92 

  

 

: 

     

   

   

  Windows  

 

   

   

4.3.13  

 

    >  

    

  Windows  

   

   

Avira System Scanner 

 *.qua  

4.3.14    

  

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 93 

   PC PROTECTION > System Scanner 

 

     

    

     

    

 

   

   

    

  

  

    

  

    

    

 

 10  

 (*  ?)  

4.3.15    

Avira   

 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 94 

   

   PC PROTECTION > System Scanner 

 

    

     

    

4.3.16   

Avira   >  

 Windows  

  

 

  

  

   

 Mail Protection 

 Real-Time Protection 

 Safe Browsing 

  

 System Scanner 

  

 Web Protection 

 

  

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 95 

  

  

 

     >   

   

 

 -  - 

  

 

    

 -  - 

  

 

4.3.17   

Mail Protection   

 

   INTERNET PROTECTION > Mail Protection 

 

   

  Mail Protection 

 

  Mail Protection 

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 96 

  

 

  

 

   

 

 

  Mail 

Protection  

 

Mail Protection >  >   

 

4.3.18 AntiSpam  

AntiSpam  

 

 

 

   INTERNET PROTECTION > Mail Protection 

 

   



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 97 

   

    

 

  

 

 

Mail Protection >  > AntiSpam 

 

 

 IMAP  

 -   

IMAP  

IMAP 

 

4.3.19 FireWall   

  

  

  

 

  

 

 TCP  UDP  

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 98 

(  ) 

 

 

 

  

 

  

 

 

 

 

Avira FireWall  

 

FireWall   

   INTERNET PROTECTION > FireWall 

 

    

    

4.3.20  

  

 Avira 

Backup  

 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 99 

Avira Backup  

 

 

 

  

   

  

 

 

  

 

Avira 

Backup

 

 >  

  

   PC PROTECTION > 

 

    

   1  

 - - 

   

 - - 

  



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 100 

     

 

 

 USB   

 

     

  Avira Backup  

 

 

  

     

 

 +   

 -   

    

 

  

 (  ) 

 1 (  

 ) 

 (  ) 

  

     

   



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 101 

   

 

    

 

  

 (  ) 

 1 (  

 ) 

 (  ) 

4.3.21   

  

   ADMINISTRATION > 

 

   

   

   

   

   

    

   

   

   



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 102 

 

  

   

   

  : 

  

  

  

  

  

  

 Plug&Play 

  

Plug&Play

  

Plug&Play  USB 

 

   

   (  

): 

 

 

   

    

   : 



 Avira Internet Security  

Avira Internet Security -   ( :12 Jun. 2013) 103 

 :  

 :   

 :   

    

  ADMINISTRATION > 

(

 )  

   

: 

 

 

 

 

 



 System Scanner 

Avira Internet Security -   ( :12 Jun. 2013) 104 

5. System Scanner 

System 

Scanner (

 )  

: 

  System scan 

 System scan(   - 

Avira )

  

  

 

 Drag Drop   

  

System 

Scanner

 

 

   

( )  

 

  

   

 

  



 System Scanner 

Avira Internet Security -   ( :12 Jun. 2013) 105 

rootkits   

 

: 

  

rootkits rootkits

 

     

    ...  

  



  

Avira Internet Security -   ( :12 Jun. 2013) 106 

6.  

 

 Avira 

   

Avira  

 

  

  

Avira  

 

   

 Avira 

 

   

  

 

 

 

 

 

 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 107 

 

 

 

 

 Windows 

 URL 

 

 

Windows  

 

2   

 

  

  

    

 Avira   

 >  



 FireWall 

Avira Internet Security -   ( :12 Jun. 2013) 108 

7. FireWall 

Avira Internet Security 

 

 

 Avira FireWall 

Windows 7  Avira Internet 

Security  Avira FireWall   



  

Avira Internet Security -   ( :12 Jun. 2013) 109 

8.  

 

  

  

 

  

 

  

  

 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 110 

9. FAQ  

Avira 

 

   

   

  Windows  Windows XP Vista  

Windows  Windows 7 Windows 8  

9.1  

 

    

   ... 

 

  

   

   

 Avira Real-Time Protection  Avira Mail Protection 

 

 Avira Mail Protection  

 Avira FireWall Avira FireWall  

VMWare Virtual PC 

 

 Avira FireWall  Virtual 

Private Network VPN  

 TSL Mail Protection  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 111 

 Web  

    

 

  

   

  ... 

 

  web 

 

  WWW  

 

 

 

  

 

update.exe  

 

  update.exe  

 

 

   PC Protection > 

 

 

 Windows  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 112 

  Avira  

  Windows XP  

    

  Avira   

  System Scanner >  >  >  OK 

 

    

   

   

  

 

  

Avira Real-Time Protection  

  PC 

Protection Real-Time Protection  

- - 

     Real-

Time Protection  

  

Avira Real-Time Protection 

 

  Avira Real-Time Protection 

 Avira Real-Time Protection 

 127.0.0.1  

 Avira Mail Protection  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 113 

 

  Avira Real-Time Protection   

 >  >  

 

Windows XP 

  

 Avira Real-Time Protection  

自動 開始  

   

  

Avira Real-Time Protection 

 

   Real-Time Protection >  >   

 

Avira Real-Time Protection  Avira Mail Protection 

 

Avira Real-Time Protection  Avira Mail Protection 

TCP/IP   

 

  Avira Real-Time Protection  Avira Mail Protection 

 Avira Real-Time Protection  

127.0.0.1  

 Avira Mail Protection  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 114 

Avira Mail Protection  

Avira Mail Protection 

Avira Mail Protection 

 

 

   Kerberos APOP  RPA 

 

 

   SSL TLS  Transport Layer Security 

 Avira Mail Protection SSL  

SSL   SSL ail Protection 

Mail Protection 

 Mail Protection 

Mail Protection >   

  Avira Mail Protection  

 >  >  

 

Windows XP 

  

 Avira Mail Protection  

自動 開始  

   

 >  >   > 

 Avira Avira 

 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 115 

 

SSL Secure Sockets Layer  TLS (Transport Layer 

Security)  POP3 

 

  Kerberos  RPA 

 

Avira  

 

  Microsoft 

 

Avira FireWall Avira FireWall  

VMWare Virtual PC 

 

Avira FireWall  (VMWare Virtual 

PC ) Avira FireWall  

Avira FireWall 

  

FireWall  

 

 

UDP  

  

  

Avira FireWall 

 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 116 

 

    INTERNET PROTECTION > FireWall 

 

   

   

 

    

    

   

  UDP  

   

  OK  

   IP  

 

 UDP 

 

  

Avira FireWall  

Virtual Private 

Network VPN  

: 

 VPN GRE 

 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 117 

Avira FireWall VPN  

VPN  

TSL Mail Protection  

Transport Layer Security 

(TLS: ) Mail Protection 

 

 

  SMTP  25  

Mail Protection  

   TLS   TLS 

 

  Mail Protection > Mail Protection 

 

Web 

 

HTTP 

 

Web Protection  Web 

 Web Protection 

 

  Web  URL Web 

Protection >  >  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 118 

9.2  

  ( ) - 

 

  

 

9.2.1   

 

 

Ctrl + Tab 

Ctrl + Page 

down 

  

 

Ctrl + Shift 

+ Tab 

Ctrl + Page 

up 

  

 

  

 

  

  

 

Tab   



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 119 

Shift + Tab   

Space   

 

Alt + 

 

 

 

F4 

  

Esc   

 

Enter 

 

9.2.2  

  

Alt + Space   

Alt + Tab  

Alt + F4  

Shift + F10   



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 120 

Ctrl + Tab   

Ctrl + Shift 

+ Tab 

  

Page up  

 

Page down  

 

Page up 

Page down 

 

9.2.3   

 

  

F1  

Alt + F4   

F5  

F8  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 121 

F9  

  

  

F2  

F3  

F4  

 

Ins  

Del  

FireWall  

  

Return  

 

  

F2  

F3  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 122 

F4  

F6  

Return  

Ins  

Del  

  

  

F2  

Return  

Ins  

Del  

 

  

F3  

F4  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 123 

Return  

Del  

  

  

F3  

Return  

Del  

9.3 Windows   

- Windows XP Service Pack 2 Windows Vista - 

9.3.1  

Windows  

 

 

 

 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 124 

9.3.2 Windows   Avira  

FireWall 

 

 

    

    

   

Avira Windows  

 

 

   

Avira FireWall  

 

 

Avira FireWall   Avira FireWall 

 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 125 

 

Avira FireWall 

 

  

Windows  

 

  

  

  

  

  

 

Windows  

 

 

 

Avira 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 126 

 

 

Windows XP Service Pack 2  Windows Vista 

 Avira Avira 

 Windows XP Service Pack 2  

Windows Vista  

 

 

Windows  Avira 

   

 

Avira 

 

 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 127 

Avira Avira Real-Time Protection 

 

 

Avira Real-Time Protection Real-Time Protection 

 

 

 

  Avira Real-Time 

Protection /  Avira Real-Time 

Protection 

 

 

 Windows 

  

 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 128 

 

Windows Vista  

 

Avira Windows   

 

  

 

Windows XP Service Pack 2  Windows Vista 

 Windows 

 

 

 

9.4 Windows   

- Windows 7  Windows 8 - 

9.4.1  

 

Windows 7 Windows  Windows 

  

 

 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 129 

Windows  

 

  >   

  

 

 

Windows  

 

Windows  

 

 

 

9.4.2 Windows   Avira  

  

FireWall Windows  

 

 Avira FireWall  

 Windows  Avira FireWall 

 

 Windows  

  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 130 

Avira FireWall  

Avira Windows 

  > 

 >  Avira 

FireWall  Avira FireWall 

  

Windows Avira FireWall  W 

 

 

  > Windows 

Windows 

Avira FireWall 

. 

Wi

ndows 

 

Avira 

  

 

Windows  Avira FireWall 

 

Avira FireWall  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 131 

 

 

Avira FireWall 

 

Windows  

 

 

Windows   Avira FireWall   

 Windows 7  

Avira FireWall 

 

Windows  Avira FireWall 

 

Avira 

 

 

Windows  

 

 Avira Desktop    



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 132 

 Avira Desktop  

 Avira Desktop  

 Windows 

 

 Avira Desktop  

Avira Desktop   

Avira Windows 

    > 

Avira Desktop  

 Avira 

Avira Real-Time Protection 

 

Avira Desktop  

Avira Real-Time Protection Real-Time Protection 

  

 

 

Avira  Avira Real-Time 

Protection  Avira Real-Time 

Protection 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 133 

 Windows   

Avira 

 Avira 

 

Real-Time Protection  

Avira Desktop  

Avira  Avira 

 ( Avira  Windows 

 )  

 

 

Windows  Avira 

 Avira  

Windows 

 

Windows  

  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 134 

 

 

Windows Defender 

Windows 8 

 

 

Avira 

 

Avira Desktop  

Avira Windows Action Center 

 

Avira 

 

 

 

Windows 8  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 135 

 

Windows  

 

 Avira Desktop  

 Windows Defender  Avira Desktop  

 Avira Desktop  

 Windows Defender  

 Windows Defender  

Avira Desktop  

Avira Windows 

    > 

Avira Desktop 

 Avira 

Avira Real-Time Protection 

 

Windows Defender  Avira Desktop  

Avira Real-Time Protection Real-Time Protection 

  

 



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 136 

 

Avira  Avira Real-Time 

Protection  Avira Real-Time 

Protection 

 Windows   

Avira 

 Avira 

 

Real-Time Protection  

Avira Desktop  

Avira  Avira 

 ( Avira  Windows 

 )  

 

 

Windows  Avira 

 Avira  



 FAQ  

Avira Internet Security -   ( :12 Jun. 2013) 137 

Windows Defender  

Windows Defender  Avira 

 

 

 

 

Windows Defender Windows  

Windows 

 

Windows Defender  

Windows   

Windows Defender 

 

 Avira 

Avira 

 

 

 
  



  

Avira Internet Security -   ( :12 Jun. 2013) 138 

10.  

10.1  

Avira Internet Security 

 

  

 

  

  

10.2  

 

 

 

 

 

Avira  

Avira 

 

 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 139 

Avira  

Avira 

 

 

APPL 

 

Avira Application (APPL)  

Avira 

 

  

  

  

 

 

Avira    

Avira 

 

 

 

0190 0900 



  

Avira Internet Security -   ( :12 Jun. 2013) 140 

 

09x0  09x0  

 

 

 

 

  

 

 

   

ISP   

 0190 0900  

 0190 0900  

 

0190 0900 

 

Avira  

Avira 

  



  

Avira Internet Security -   ( :12 Jun. 2013) 141 

0190 0900   

 

 

 

 

Avira  

Avira 

 

 

 

 

 

 

 

Avira  

Avira 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 142 

 

 

OK  

  Patience  

 

  

 

 

 

 

 

Avira   

Avira  

 

 

  

  

DRAIN.COM  

BUGSRES.COM  



  

Avira Internet Security -   ( :12 Jun. 2013) 143 

  

 

 

Avira  

 

Avira  

 

 

   

  

 

   Web 

 

Avira  

Avira 

 

 

  

 



  

Avira Internet Security -   ( :12 Jun. 2013) 144 

Avira    

Avira 

 

 

 

 

Avira   

 Avira 

 

10.3  

 

 

 

 

 

 

  

 

 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 145 

 

 

  

     

 

 

  

 

PC 

  

 Dos 

 

 

 

  

  

 

 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 146 

 

 

 

 

 

 

 

  

 

 

 

  

 

 



  

Avira Internet Security -   ( :12 Jun. 2013) 147 

  

 WinWord 6.  

WordBasic

 

 

  

 

 

 

Web Web 

 Web 

  

 Web  

  DNS 

  

  Web  Web 

 

 

  

 

PIN TAN  

  



  

Avira Internet Security -   ( :12 Jun. 2013) 148 

PIN TAN SMS

 

  

   

 

  

 

  

  

 

 

  

 

  

 

 Javascript VBScript 

  

 



  

Avira Internet Security -   ( :12 Jun. 2013) 149 

 

  

 

 

 

 

 

 

 

 

 

SEX.EXE  STARTME.EXE  

 

 

 

 

 PC   

  PC 

DoS

 



  

Avira Internet Security -   ( :12 Jun. 2013) 150 

11.  

 

   

    

   

   

   

11.1  

Avira 

  > Avira Internet Security  

 

11.2   

Avira  

  

http://www.avira.jp/premium-suite-support 

 

   > Avira Internet Security  > 

 

  . 

http://www.avira.jp/premium-suite-support


  

Avira Internet Security -   ( :12 Jun. 2013) 151 

 .  > Avira Internet Security  > 

 

  . 

   

 

   

 

   

11.3  

  

   

 

 WinZIP PKZip Arj 

 

virus-premium-suite@avira.jp 

  

 

 http://w

ww.avira.jp/sample-upload  

11.4  

Avira 

WinZIP PKZip Arj, 

 

virus-premium-suite@avira.jp 

mailto:virus-premium-suite@avira.jp
mailto:virus-premium-suite@avira.jp
http://www.avira.jp/sample-upload
http://www.avira.jp/sample-upload
mailto:virus-premium-suite@avira.jp


  

Avira Internet Security -   ( :12 Jun. 2013) 152 

  

 

11.5  

Avira  

 Avira 

 

 

 

 

vulnerabilities-premium-suite@avira.jp 

mailto:vulnerabilities-premium-suite@avira.jp


 :  

Avira Internet Security -   ( :12 Jun. 2013) 153 

12. :  

 

12.1 System Scanner 

System Scanner   

(  ) 

12.1.1  

   

(  )  

System 

Scanner : 

  

  

  

 

System 

Scanner ( )

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 154 

 

 

 

 

Avira

 

 

 

 

 

 

 

 " "  

 

 " " 

( )  

 

" " 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 155 

 

 

 

 

 

 

System 

Scanner

  

  

System 

Scanner  

 

  

  

  

(HSMS)

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 156 

 

Windows

 

 

 

 

 

 

Windows Vista  

  

 

3

 

skinpacks TuneUp utilities  

Vista Customization  

 

System 

Scanner  

 

 

   

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 157 

  

System 

Scanner

 

 

(mklink.exe )  

(junction.exe )  

 

System 

Scanner Windows  

 

 

" "

 

 

 

Windows XP 64 bit  

  

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 158 

  

 

  

 

 

 

 

 

"Luke Filewalker" " "  

"Luke Filewalker"  

  

 

 

System Scanner   

  

 

System 

Scanner OS

System 

Scanner  

System 

Scanner

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 159 

 

System Scanner  

OS  

 

 

 

System Scanner  

 

System Scanner  

 

System 

Scanner  (  

) 

 

 

System 

Scanner

 

 

System 

Scanner  

 

System 

Scanner  

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 160 

 

 

System 

Scanner

 

 

System 

Scanner

 

 Avira  

 

 

System 

Scanner

 

" " "

"  

 

 

 

System 

Scanner  System 

Scanner

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 161 

 

System 

Scanner  

 

System Scanner  

(

)   

 

System Scanner  

Avira  

 

 

 

 

 

 

 

! 

 

 

System 

Scanner  

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 162 

" " " "

 

 

 

System Scanner  

(

)   

 

System Scanner  

Avira  

 

 

 

 

 

 

 

! 

 

 

System 

Scanner ( )  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 163 

 

   

: 

 

 

System 

Scanner

 

 

(  ) 

 

  

 

 

 

System 

Scanner ( )

 

 : *.zip  *.xyz System 

Scanner  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 164 

 

 

 

 

( )  

( )  

 

System 

Scanner

 

 

 

 1  99  

20  

  

   

 

System 

Scanner  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 165 

 

System Scanner   (  

) 

System 

Scanner

 

 

 

 

6000  

 

 

 

 

 

 

 

  

  

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 166 

 

 

 

 

 

 

 

 

 
  

 

 (  ) 

Avira

 

 

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 167 

  

Avira  

( )  

 

& (AHeAD) 

AHeAD  

Avira Avira AHeAD 

( )  

  

 

 

 

 

 

 

 

12.1.2  

System Scanner   

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 168 

 

 (  

) 

 

System 

Scanner  

 

 

 

System Scanner  

 

 

System 

Scanner  

 

 

System 

Scanner  

Cloud 

Protection [ ]  

 

System 

Scanner  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 169 

 

 

( )  

12.2 Real-Time Protection 

Real-Time Protection  

 (  ) 

12.2.1  

 Real-Time Protection 

(=  System Scanner)  

" "

 

(  ) 

 

Real-Time 

Protection ( )

 

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 170 

 

 

 

 

 

 

 

 

 

" "

 

 

 

 

" " 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 171 

 

 

  

 

 

Real-Time 

Protection OS

 

 

Real-Time 

Protection  

 

/  

Real-Time 

Protection

  

 

  

  

( )  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 172 

 

 

 

 

  

 

 

 

 

Real-Time 

Protection   

 

 : 

 

 

Real-Time 

Protection  

(Real-Time Protection >  > 

)  

 

 

Real-Time 

Protection  

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 173 

 

 

 

 

 

 

 

 

  

 

 

Real-Time 

Protection

 

 

1 : 

 

 

 

10  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 174 

 (KB) 

 1000 KB  

 

Real-Time 

Protection  (  

) 

 

Real-Time 

Protection

 

" "

 

 

 

 

 

 

 

Real-Time Protection  

 

Real-Time Protection  

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 175 

 

Real-Time Protection  

Avira   

 

 

 

( )  

 

 

 

Real-Time 

Protection  

 

 

Real-Time 

Protection

 

 

 

" "

 

 

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 176 

 

 

 

Real-Time 

Protection

 

 

Real-Time 

Protection

  

 

Avira  

 

 

 

Real-Time 

Protection

 

" " "

"  

 

 

 

Real-Time 

Protection  Real-Time 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 177 

Protection

 

 

Real-Time 

Protection  

 

Real-Time Protection  

  

 

Real-Time 

Protection  

Avira

  

 

 

 

 

 

 

!  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 178 

 

Real-Time 

Protection  

 

 

Real-Time 

Protection   

Real-Time Protection  

 

  

Real-Time 

Protection

 

 

" " " " " "

 

 

 

Real-Time Protection  

  

 

Real-Time 

Protection  

Avira  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 179 

 

 

 

 

 

 

! 

 

 

Real-Time 

Protection  

 

 

Real-Time 

Protection  

Real-Time Protection  

 

 

  

: 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 180 

 

 

Windows

 

Windows  

(  

) 

 

Real-Time 

Protection (  )  

  Real-Time 

Protection

  

 

 (  

) 

 

: 

 

  

Real-Time Protection  

Real-Time 

Protection  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 181 

 

  

 

255  

128  

6000  

 

 

: [ドライブの文字]:\ 

(:)  

* ( ) ?  

( )  

C:\Program Files\Application\application.exe 

C:\Program Files\Application\applicatio?.exe 

C:\Program Files\Application\applic*.exe 

C:\Program Files\Application\*.exe 

Real-Time 

Protection

*  ( ) ?  

( ) / ( ) \ ( )  

. ( ), : ( )  

Real-Time 

Protection  : application.exe 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 182 

  

 

 

  CD DVD USB  

 

 

 

 

 

 

" " " "

 

 

 

 

 

Real-Time Protection   

Real-Time 

Protection  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 183 

 

  

  

 

6000  

 * 

( )  ? (1 )  

( )  

C:\Directory\*.mdb 

*.mdb 

*.md? 

*.xls* 

C:\Directory\*.log 

\  

 

( ) 20

  

C:\Program Files\Application\Name.log 

64  

*.log 
\computer1\C\directory1 

 

OS

: 

\Device\HarddiskDmVolumes\PhysicalDmVolumes\BlockVolume1\ 

C:\DynDrive  

 

OS Real-Time 

Protection  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 184 

 

  

 

 

 

 

 

 

: 

DOS (DOS  

8.3)  

 

: 

C:\Program Files\Application\applic*.exe\ 

 

 : 

 

Real-

Time Protection  

UNC UNC (

IP   

)

Real-Time Protection  

UNC Real-Time Protection : 

\\<Computer name>\<Enable>\ -  - \\<IP address>\<Enable>\ 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 185 

Real-Time Protection Real-Time 

Protection  

 : Real-Time 

Protection (Real-Time Protection > 

)  Real-Time 

Protection

 Real-Time 

Protection  

  > Real-Time 

Protection  

 

 (  ) 

Avira

 

 

  

 

 

  

  

Avira  

( )  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 186 

  

& (AHeAD) 

AHeAD  

Avira Avira AHeAD 

( )  

  

 

 

 

 

 

 

 

12.2.2  

Real-Time 

Protection

 (  

) 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 187 

 

 

Real-Time Protection  

 

 

Real-Time 

Protection ( )

 

 

 

Real-Time 

Protection  

 

Real-Time 

Protection

 

 

 n MB 

 

1  100 MB  

50 

kB  50 

kB 50 kB  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 188 

 

 

 

-  

 

 

100 

MB  

 

3  

 

12.3  

  

 

n  /  /  

 

 

( ) 

 (  

) 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 189 

 

 

(  ) 

12.3.1  

 

. (  ) 

 

( )  

 

 

 

 

 

Windows

 

 

 

 

 

(*)

(*)  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 190 

 

 

  

 

  

 

  (  SmartSurfer, 

Oleco )

 

 

 

 

Windows XP  Windows XP 

OS

 

 

  

  

 

  

Windows  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 191 

Windows   > 

  >  > LAN   

 

 

 

  

 

  

 

 

IP

 

 

 

 

 

  

 

(*)

(*)  

: 

: proxy.domain.com : 8080 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 192 

: 192.168.1.100 : 3128 

12.4  

Avira   >   > 

. (  ) 

12.4.1  

  

 

 : 

 

 

 

: 

  

 

 

 

  

 

12.4.2  

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 193 

 

 

 

6000  

  

 

 

 

  

 

 

 

 

 

( )

 

 

 

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 194 

 

 

: 

 * ( ) 

?  ( )  

  

 

 

 ( )  

 DOS (DOS  

8.3)  

 

 : 

C:\Program Files\Application\applic*.exe\ 

 

: 

 application.exe 

 \Program Files\ 

 C:\*.* 

 C:\* 

 *.exe 

 *.xl? 

 *.* 

 C:\Program Files\Application\application.exe 

 C:\Program Files\Application\applic*.exe 

 C:\Program Files\Application\applic* 

 C:\Program Files\Application\applic?????.e* 

 C:\Program Files\ 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 195 

 C:\Program Files 

 C:\Program Files\Application\*.mdb 

 

 

 

 

 

 

 

 

  

 

 

 

 

  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 196 

12.4.3  

  

 

 

 

  

 

 

 

( )

 

 

 

 

 

 

  

 

12.5 FireWall 

12.5.1 FireWall  

Avira Internet Security Avira FireWall  

 Avira FireWall 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 197 

12.5.2 Avira FireWall 

 >  FireWall Avira FireWall 

 

  

Avira FireWall  

( )

 (  )  

Avira 

FireWall

  (  ) 

 ICMP  

 TCP   

 UDP   

  

  

  

    

 > FireWall 

  

  

FireWall   

 

Avira FireWall   

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 198 

ICMP  

   

(ICMP)

 

 

ICMP  

CPU

ICMP  

ICMP  

  

 :  

:  

50 

ms  

ICMP  

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 199 

 :  

:  

50 

ms  

ICMP  

: /  

ICMP  

ICMP  

: /  

ICMP  

ICMP  

 

ICMP

 : 50  

ICMP  

ICMP /

 

TCP   

TCP  

FireWall  

TCP TCP

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 200 

 

TCP  

 

 

 50 5,000  

TCP  

IP

 

 50 5,000  

TCP  

IP

 

  

 

TCP

 

  

TCP

 

  

IP /

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 201 

 

TCP

 

UDP   

UDP  

FireWall  

UDP UD

P  

 

UDP  

 

 

 50 5,000 UDP

 

IP  

 50 5,000  

UDP  

IP

 

  

 

UDP

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 202 

  

UDP

 

  

IP /

 

 

UDP

/  

 

Avira FireWall  

 

 

 

 

TCP  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 203 

 

 

 Avira FireWall   



 :  

Avira Internet Security -   ( :12 Jun. 2013) 204 

 135  TCP  

  {135}   {0-65535} 

 0.0.0.0 (  0.0.0.0)  TCP 

 

 

 

: <empty>  

<empty> 0  

135  TCP  

  {135}   {0-65535} 

 0.0.0.0 (  0.0.0.0)  TCP 

 

 

 

: <empty>  

<empty> 0  

TCP  

{0-65535} {0-

65535} 0.0.0.0( 0.0.0.0) TCP

 

 

 

: <empty>  <empty> 0 

 

TCP  

 {0- 66535} {0-

65535} 0.0.0.0( 0.0.0.0) TCP

 

 

 

: <empty>  

<empty> 0  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 205 

 TCP  

{0-65535} {0-

65535} 0.0.0.0( 0.0.0.0) TCP

 

 

 

: <empty>  

<empty> 0  

TCP  

TCP /

 

IP  

IPv4 IPv6

 

IP  

IPv4 IPv6

 

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 206 

 

 

  

 /  

 

  

 

 

:  

 

:  

 

:  

 

 

TCP  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 207 

UDP   

 

 

 - 

 UDP  

{0- 66535} {0-

65535} 0.0.0.0( 0.0.0.0) UDP

 

   

 

: 

<empty> <empty> 0  

. 

UDP  

 {0- 66535} {0-

65535} 0.0.0.0( 0.0.0.0) UDP

 

 

 

: <empty>  

<empty> 0  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 208 

 UDP  

{0-65535} {53, 67, 68, 

123} 0.0.0.0( 0.0.0.0) TCP

  

  

 

: <empty>  

<empty> 0  

UDP  

UDP /

 

IP  

IPv4 IPv6

 

IP  

IPv4 IPv6

 

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 209 

 

 

 

 

 

  

 /  

 

  

 

 

:  

 

:  

 

:  

 

 

UDP  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 210 

ICMP  

  

 - 

 IP ICMP  

0.0.0.0 0.0.0.0 ICMP  

 

: <empty>  

<empty> 0  

  

ICMP  

ICMP /

 

IP  

IPv4

 

IP  

IPv4 IPv6

 

  

 /  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 211 

 

  

 

 

:  

 

:  

 

:  

 

 

ICMP  

IP  

  

 - 

 - 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 212 

 IP  

0.0.0.0 0.0.0.0 IPv4  

 

 

IP /

 

IPv4/IPv6 

IPv4  

IPv6  

IP  

IPv4 IPv6

 

IP  

IPv4 IPv6

 

  

  

 

Avira FireWall  

 

: IP, ICMP, UDP  TCP  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 213 

 

 

 

 

  

  

 

 

  

  

 

 

 

 

 

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 214 

  

 

  
  

 

 

 

 

  

  

 

  

:  4662 TCP  

4672 UDP  

TCP  

TCP

 

UDP  

UDP

 

VMWARE  

VMware  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 215 

IP  

IP  

  (IPv) 

IPv4  

IPv6  

IP  

IP

 

 

IP   

  (IPv) 

IPv4  

IPv6  

IP  

IP

 

  

 

 

IP  

IP  

  (IPv) 

IPv4  

IPv6  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 216 

IP  

IP

 

 

IP   

  (IPv) 

IPv4  

IPv6  

IP  

IP

 

  

 

 

Web  

 80 :  

80 TCP  

 

 

VPN  

IP VPN(Virtual Private Network) : 

UDP TCP

ESP(50) GRE(47) IP  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 217 

  (IPv) 

IPv4  

IPv6  

IP  

IP

 

  

 3389   (   

)  

 

 

 

VNC  

 5900 VNC(Virtual Network Computing)  

 

 

 

 

: IP  

137 139 TCP  

445 UDP  

 

 IP  

  ICMP  

  UDP  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 218 

  TCP  

 IP   

 

 IP  

 ICMP  

 UDP  

 TCP  

 IP   

 

(FireWall >  )  

 

  

OK   

  

 

  

  

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 219 

 

 

 

 Avira 

FireWall

 

 

  

 

 

 

 

 

Avira FireWall  

  

  

 

  

  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 220 

     

 

   >  > FireWall >  

 

    OK  

   >  > FireWall >  

 

 

  

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 221 

 

Avi

ra FireWall  

 

  

 

  

  

 

 

 

:  

  

: 

 

  

 

   

   

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 222 

  

/  

/  : 

  

  

  (DLL)   

 

FireWall  

 

 

   

/  

IP  

TCP  

UDP  

  

 

(  

)  

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 223 

  

  

 

 

 

  

  

  -  

  -  

 

  

 

  

 

 

   

 

 

(  )  

  

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 224 

  

 

 

 

 

 

 

 

 

 

 

 

 

  -  

  -  

 

  

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 225 

:   

 

 

 

 

 

 

 

 

IP TCP UDP  

 

IP  : 

IP  

IP

 

IP  

IP

 

TCP UDP  : 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 226 

IP  

IP

 

IP  

IP

 

IP  

IP

 

 IP  

IP

 

  

 

  

 

  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 227 

 

  

   

   

  

 

 

 

 

 

 Avira FireWall  

OK   

 

  

 

 

  

(  ) 

(  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 228 

)  

 

 

 

 

 

 

 

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 229 

 

  

  

 

OK  

  

 

  

(  

 

)

 

  

 

FireWall

: 

 

 

 

(  ) 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 230 

 

Windows  

Windows 

 

 

 

 

 

 

 

 

 

 

FireWall  

  

FireWall  

 

 

FireWall

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 231 

 

FireWall

/  

 IP  

FireWall IP /

 

  

  FireWall >  

 

 

 

 

 

 

 

 

 

(  ) 

 

 

FireWall

  

  

  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 232 

 

 

 

 

 

 

(  )  

 

(  )  

 

(  

)  

 

(

)  

 

(  )  

 

  

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 233 

 

 

 

( ) 

 

 

 

 

  

 

 

 

  

   

  

12.6 Web Protection 

 > Web Protection Web 

Protection   

12.6.1  

Web 

Protection

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 234 

Web 

Protection  

(  ) 

 

IPv6  

IPv6 Web Protection  

Windows 

8  

 

I-Frame(  

)  I-

Frame HTML  

 I-

Frame ( URL

)  I-

Frame  I-

Frame  I-

Frame

 I-Frame  I-

Frame  

I-Frame  

I-

Frame  I-

Frame I-Frame   

I-Frame  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 235 

 

Web 

Protection  (  

) 

 

 

 

 

 

20

 

Web Protection  

  

 

 

 

Web 

Protection

 

 

Web 

Protection

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 236 

 

/

 

 

Web Protection  

[ ]  

/  

Avira

  

 

/

Web Protection  

 

 

! 

 

 

 Web 

Protection MIME (

)   

/ URL  Web 

Protection

 (  ) 

Web Protection  / MIME  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 237 

MIME ( ) Web 

Protection  

 

Web 

Protection MIME

 .htm  

MIME  

 video/mpeg  

audio/x-wav  

 

 Web 

Protection

 

  

 

 

  

 

MIME Web Protection > 

 > 

MIME

 

  

 

(* -  ? - 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 238 

) MIME

 

MIME : : 

 テキスト =  

 画像 =  

 ビデオ =  

 オーディオ =  

 アプリケーション =  

MIME  

 アプリケーション/octet-stream = /octet-stream 

MIME (  *.bin, *.exe, *.com, *dll, *.class) Web 

Protection  

 アプリケーション/olescript = /olescript 

MIME (ActiveX script-files *.axs) Web 

Protection  

 .exe =  .exe ( ) Web 

Protection  

 .msi =  .msi (Windows  

) Web Protection  

 

MIME

 

 

 

 

Web  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 239 

Web URL

 

Web  

 Web  

URL  

Web   

Web  Web 

Protection URL  

 

 

Web  Web Protection >  > 

URL  

  

 

 URL URL   /  

 

 

Web 

Protection MIME ( ) U

RL(  

)  

MIME URL Web 

Protection  

 (  ) 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 240 

Web Protection MIME  

Web 

Protection MIME ( )

 

Web 

Protection MIME ( ) 

MIME ( ) Web 

Protection  

 

Web 

Protection MIME

 .htm  

MIME  

 video/mpeg  

audio/x-wav  

 

(* -  ? - 

) MIME

 

 

(Web Protection >  > 

MIME )

 Web 

Protection



 :  

Avira Internet Security -   ( :12 Jun. 2013) 241 

MIME

  

MIME : : 

 テキスト =  

 画像 =  

 ビデオ =  

 オーディオ =  

 アプリケーション =  

MIME : 

 オーディオ/ = Web 

Protection  

 ビデオ/クイックタイム =  (*.qt, 

*.mov) Web Protection  

 .pdf = PDF Web 

Protection  

 

MIME

 

 

 

 

Web Protection URL 

URL Web Protection  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 242 

 

Web Protection URL(  

)  www.domainname.com  

 

.domainname.com URL

 (.com  

.net)  domainname.  

 net - NET (www.domain.net)  

 

 

URL  * 

 

 

.domainname.* 

*.domainname.com 

.*name*.com ( ) 

 *name*  

 

 

URL Web 

Protection  

URL

(Web Protection >  > 

)  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 243 

URL Web 

Protection  

 

(  

) URL  

 

 

 

URL : 

 www.avira.com - - www.avira.com/* 

=  www.avira.com URL Web 

Protection www.avira.com/en/pages/index.php, 

www.avira.com/en/support/index.html, www.avira.com/en/download/index.html,  

 www.avira.de URL Web 

Protection  

 avira.com - - *.avira.com 

=   avira.com URL Web 

Protection .avira.com

 www.avira.com, forum.avira.com,  

 avira. - - *.avira.* 

=   avira URL Web 

Protection  

.avira  

 www.avira.com, www.avira.de, 

forum.avira.com,  

 .*domain*.* 

 domain URL Web 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 244 

Protection www.domain.com, www.new-

domain.de, www.sample-domain1.de,  

 net - - *.net 

=  net URL Web 

Protection www.name1.net, www.name2.net, 

 

 

Web 

Protection URL

  

 

Web 

Protection  

  

domainname.com  

 

 (  ) 

Avira

 

 

  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 245 

 

  

Avira  

( )  

  

(AHeAD) 

AHeAD  

Avira Avira AHeAD 

( )  

  

 

 

 

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 246 

12.6.2  

Web 

Protection

 

 

 

 

Web Protection  

 

 

Web 

Protection ( )

 

 

 

Web 

Protection  

 

Web 

Protection

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 247 

 n MB 

(n)

 1  100 MB  

50 

kB  50 

kB 20 %  

 

-  

 

 

100 

MB  80 

MB  

12.7 Mail Protection 

Mail Protection Mail Protection  

12.7.1  

Mail 

Protection

 Mail 

Protection  

bot Mail 

Protection  

Mail Protection  

Mail 

Protection  Mail 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 248 

Protection   

 : 

 

Mail Protection Mail 

Protection  

 

 Mail 

Protection POP3 IMAP  

Mail 

Protection  

POP3  

POP3  

 

POP3  

 (  

) 

 

POP3  

(  ) 

IMAP  

IMAP  

 

IMAP  

 (  

) 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 249 

 

IMAP  

(  ) 

(SMTP) 

 bot  

 

SMTP  

 (  

) 

 

SMTP  

(  ) 

 

  

  

 

IPv6  

IPv6 Mail Protection  

( Windows 

8 ) 

 

Mail 

Protection



 :  

Avira Internet Security -   ( :12 Jun. 2013) 250 

 (  

) 

 

 

 

 

 

 

Mail 

Protection  

" "

 

 

 Mail 

Protection  

 

" " Mail 

Protection

 

" " " "

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 251 

 

 

 

 

 

 

 

[ ]  

 

 

 

 

 

 

" " " " " "

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 252 

 

 

 

Mail 

Protection  

 

 

 

[ ]  

( )  

 

 

Mail 

Protection

 (  

) 

 

 

 

  500  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 253 

: 

Ctrl + Enter =  

 

 

 

  

500  

: 

Ctrl + Enter =  

 

 

 

 (  ) 

Avira

 

 

  

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 254 

  

Avira  

( )  

  

(AHeAD) 

AHeAD  

Avira Avira AHeAD 

( )  

  

 

 

 

 

 

 

 

AntiBot 

Mail Protection AntiBot bot-

net( )



 :  

Avira Internet Security -   ( :12 Jun. 2013) 255 

: bot-

net BOT( )

IRC

 

Mail 

Protection SMTP

 

 

 

(  ) 

 

Mail 

Protection (

 Mail Protection > )  

 

Mail 

Protection : 

Mail Protection  

SMTP

 Mail 

Protection SMTP

 

 

SMTP IP

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 256 

 

 SMTP  

 

 

 

 

 

 

 

 

 

Mail 

Protection : 

Mail Protection  

 Mail 

Protection  

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 257 

 

 

 

 

 

12.7.2  

 

 

Mail Protection  

( ). 

 

Mail Protection  

  

 

  

  Mail 

Protection  

 

 : 

* ?  

 

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 258 

Malware

 

 

(*@*.*)  

 

 

 

  

:  (  )  

 virus@avira.* / =  

: virus@avira.de, virus@avira.com, 

virus@avira.net,  

 *@avira.com = avira.com : 

info@avira.com, virus@avira.com, contakt@avira.com, 

employee@avira.com 

 info@*.com =  

com info : 

: info@name1.com, info@name2.com,... 

 

  

 

 

  

  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 259 

 

 

 

 

 

 

 (Up) 

  

 

 (Down) 

  

 

Outlook  

 MS Outlook  

 

  

Outlook Express (Windows XP)  / Windows 

Mail (Windows Vista, Windows 7)  

 MS Outlook 

Express Windows 

Mail  

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 260 

 

Mail Protection  Mail Protection  

 (  ) 

  

(   

,   )   

 

 

 

 

Mail 

Protection  

 

 

 

 

 

 

 

e e  

(  ) 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 261 

e Mail 

Protection ( (SMTP)

:  > Mail Protection > )   

 Avira Mail 

Protection  

 

Avira Mail 

Protection  

 

Mail Protection  

Avira Mail 

Protection  Avira Mail 

Protection Avira Mail 

Protection

BOT  Avira Mail 

Protection : "Avira Mail 

Protection  [ ] 

[ ] 

[ ]"  

 

 

 

e

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 262 

 

Avira Mail 

Protection

  

(  ) 

AntiSpam  

Mail Protection  

 

 

 

 

  [SPAM]  

[Phishing]   

 

 

 

 

Mail 

Protection  

  

" "  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 263 

: n  

n 

 

  

  

 

 

( Mail 

Protection >  > )   

 

  

 

Mail 

Protection (

 Mail Protection > )  

12.7.3  

Mail 

Protection

 (  

) 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 264 

 

Mail Protection  

 

 

Mail 

Protection ( )

 

 

 

Mail 

Protection  

 

Mail 

Protection  

 

 n MB 

(n)

 1  100 

MB

50 kB  50 

kB 50 kB  

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 265 

 

Mail 

Protection  

 

100 

MB  

 

3  

 

12.8 Child Protection 

Avira  CHILD PROTECTION  

 

 Safe Browsing  Windows 

 

 URL  

 

 

 Safe Browsing  

12.8.1 Safe Browsing 

Safe Browsing  

 

Safe Browsing CHILD PROTECTION  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 266 

Windows  

 

: 

 URL(  ) /  

 URL  

 

 

 

Avira URL

URL  URL  

 

 

5

 

Safe 

Browsing

 

 

( )

 

 

Safe Browsing Web 

Protection  

  

 

Safe 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 267 

Browsing Avira

Safe Browsing 

Safe Browsing  

 >  >  

: 

 Safe Browsing  

 Safe Browsing  

 Safe Browsing  

Safe Browsing  

  Avira   

 

 Safe Browsing Web Protection 

 

  Internet Protection  Web Protection 

Web Protection  

 Web Protection 

I  

 Safe Browsing  Safe Browsing 

 

 Safe Browsing I  

   Safe Browsing 

 Safe Browsing 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 268 

 Safe Browsing  

 Safe Browsing  

 Safe Browsing  

Safe Browsing  

 

  Avira  Windows 

  Windows  

 Safe Browsing  

  Avira  Safe Browsing  

  

 

   Safe Browsing  

    

 

  Windows  

 

   

   

 Avira Internet Security 3  

 

  

  

  

  

  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 269 

 

Safe Browsing Safe Browsing 

  

   

 

   

  

  

   Safe Browsing  

    

 

  

I  

  Safe Browsing  

 

  

 

    

  OK  

 

   

 Safe Browsing  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 270 

 

   Safe Browsing  

    

 

  

I  

  Safe Browsing   

  

 

 

 

   30 

 

  

 

 

 Safe Browsing  

   

 Safe Browsing  

Safe Browsing  

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 271 

 

"Safe 

Browsing" " " "

"  

Safe Browsing  

 "Safe Browsing" 

 

 

 

Safe Browsing 

(Safe 

Browsing )

   

,     

 

 

    

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 272 

 

 

 

 

 

 

 

  

 (  ) 

 

 

 

" "  

URL

 (  )  

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 273 

 

 

 

 

 

: 

 Safe Browsing  

   

  

  

  

  

(  ) 

URL  

 

 

URL  

   

URL  

URL   

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 274 

URL  

 

URL  

 .domainname.com 

URL  

(.com  .net)  

domainname.  

net  -

NET (www.domain.net)  

 URL  * 

 

 

 

URL  

 

 

URL: www.avira.com - : 許可 

URL: .avira.com - : ブロック 

 www.avira.com URL  

forum.avira.com URL  

  

 

. * URL  

 

: 

URL: *  . : ブロック 

URL: kids.yahoo.com - : 許可 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 275 

URL: kids.nationalgeographic.com - : 許可 

kids.yahoo.com  

kids.nationalgeographic.com URL URL

 

 

URL URL  

 

URL URL

 

URL  

 

 

 

 

 

 

 

URL  

 www.avira.com - - www.avira.com/* 

=  

www.avira.com URL www.avira.com/en/pages/inde

x.php, www.avira.com/en/support/index.html, 

www.avira.com/en/download/index.html,  

 www.avira.de URL  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 276 

 avira.com - - *.avira.com 

=   avira.com URL  

.avira.com : www.avira.com, 

forum.avira.com,  

 avira. - - *.avira.* 

=   avira URL  

.avira

: www.avira.com, www.avira.de, forum.avira.com,  

 .*domain*.* 

 domain URL : 

www.domain.com, www.new-domain.de, www.sample-domain1.de,  

 net - - *.net 

=   netを持つすべてのURLを包含します: www.name1.net, 

www.name2.net,  

: 

 Safe Browsing  

 Safe Browsing  

  

  

 

 

( )

 

5  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 277 

 

 

 

 

( )  

 

 

 

 

 

 

  

 

: 

 Safe Browsing  

 Safe Browsing  

  

  

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 278 

 

 

 

 

  

 

 : 

 : 

 

 : 

 

  

 : 

00:00  11:00  

: 

 Safe Browsing  

 Safe Browsing  

  

  

12.9 Mobile Protection 

Avira  

Android 

  Avira Free 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 279 

Android Security  SMS 

 SMS 

 

 

http://www.avira.com/android 

12.10  

Avira  

SMTP(Simple Message Transfer Protocol)  

 

: 

 

ESMTP  TLS 

(Transport Layer Security) SSL (Secure Sockets 

Layer)  

  

SMTP  

(IP )  

127  

: 

192.168.1.100  mail.samplecompany.com 

 

 

http://www.avira.com/android


 :  

Avira Internet Security -   ( :12 Jun. 2013) 280 

 

  

127  

 

(

)  

SMTP  

 

( )  

: 

 

: 

  

(*)

 

 

 

12.10.1  

 (  ) 

Avira  

 

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 281 

  

  

   

  

  

  

  

  

  

  

  

( ) (

)  

 

 

 

 

 

  

12.10.2  

ProActiv (  ) 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 282 

ProActiv  

 

 

" "

 : 

 

  

ProActiv

 ProActiv Real-Time 

Protection

  

( )  

 

 

 

 

 

ProActiv Avira  

 

Avira  

ProActiv Avira  

Avira Avira

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 283 

 

ProActiv 64 bit  

Cloud Protection(  ) 

Cloud Protection  

  

Cloud Protection  

 

Cloud Protection  

 

 

 

 

  

  

 

Cloud 

Protection  

 Cloud 

Protection  

Avira  

Cloud 

Protection

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 284 

 

 Avira 

ProActiv  

  

Real-

Time Protection  

 

 

 

ProActiv

 

Avira ProActiv  

 

OS  

Avira 

ProActiv  

 

 

 

 

 

 

 

" "

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 285 

 

OS  

 

" "

 

 

ProActiv

: 

 : 

 Real-Time 

Protection Real-Time 

Protection

 

 

 

ProActiv

 

 Real-Time 

Protection

 

ProActiv

 

  

: 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 286 

" " ProActiv

 

ProActiv

 " " Real-Time 

Protection  

 

 

 

 

 

 

Avira  

ProActiv

 

 

ProActiv

 

 

 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 287 

 

" "

 

 

" "

 

12.10.3  

Avira  

 

 

 

 

(*)

(*)  20  

  

 

 

(*)

(*)  

 

/  

(  ) 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 288 

Avira  

/

 

  

 

 

 

 

Real-Time 

Protection

/  

Avira Real-Time 

Protection /

 

Mail 

Protection

/  

Mail 

Protection /

 

FireWall

/  

FireWall /

 

Web 

Protection

/  

Web 

Protection /

 

Safe 

Browsing

/

 

 

/

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 289 

 

 

/  

  

 

 

 

 

 

  

Avira

 

(Avira

 

)

 

  

  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 290 

 

 

 

/

 

12.10.4  

(  ) 

 

 

USB CD/DVD  

Windows  

 Windows  

 

 

  

USB

 

CD DVD  

CD DVD  

 

 

CD

DVD  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 291 

 

Windows hosts  

Windows hosts  

 

 

 

 

 

 

Real-Time 

Protection  

 

'

'   

 

 

 

  

 

 

Windows XP 64 bit  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 292 

 

  

  

 

 

( )  

  

 

 

 

 

 

 

 

  

 

 Windows XP 64 bit 

 

12.10.5 WMI 

(  ) 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 293 

Windows Management Instrumentation(WMI)  

Windows Management 

Instrumentation(WMI) /

Windows

Windows  

Avira WMI (

)  

WMI

 

WMI  

WMI

 

12.10.6  

(  ) 

  

 n  

 

100  10000  

 

 n  

 

: 

1  90  30  



 :  

Avira Internet Security -   ( :12 Jun. 2013) 294 

 

  

 

20,000  

12.10.7  

(  ) 

 

 

 1  

300  

 

 n  

 

1 90  

30  

 

 

12.10.8  

(  ) 

 

  

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 295 

 

 - Windows XP  - 

 >  >   >  >  

" "  " "  

(TEMP, TMP) 

(TEMP, 

TMP)  

 

 

 

 

 

 

 

 

12.10.9  

(  ) 

System Scanner Real-Time 

Protection   

 

/ WAVE  

 

System Scanner System Scanner >  > 

.  Real-Time 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 296 

Protection Real-Time Protection >  > 

 

 

System 

Scanner Real-Time Protection  

PC ( ) 

System Scanner Real-Time 

Protection  

PC  

WAVE ( ) 

System Scanner Real-Time 

Protection WAVE  

WAVE  

WAVE  

 

 

 

 

 

 

WAVE  

12.10.10  

Avira  

/



 :  

Avira Internet Security -   ( :12 Jun. 2013) 297 

 

/  

  

 

 

 

  

 

  

 

 /  

 

ISDN

 

 (  > : 

) 

 

 



 :  

Avira Internet Security -   ( :12 Jun. 2013) 298 

 

 

 

 

 

 



株式会社アビラ
〒150-8512
東京都渋谷区桜丘町
26-1
セルリアンタワー15階

すべてのブランド名および製品名は、それぞれの保有者の商標または登録商標です。

このマニュアルは、細心の注意を払って作成されていますが、
デザイン上のもしくはコンテンツのエラーが含まれている可能性があります。

Avira Operations GmbH & Co. KG からの書面による事前の許可なしに、
本出版物を複製することは（たとえ一部であっても)、どのような形式であれ、禁止されています。

Issued Q2-2013

© 2013 Avira Operations GmbH & Co. KG.
All rights reserved.

www.avira.jp


	1. はじめに
	1.1 アイコンと強調表示

	2. 製品情報
	2.1 提供範囲
	2.2 システム要件
	Avira SearchFree Toolbar
	Windows Vista ユーザーの場合

	2.3 ライセンスとアップグレード
	2.3.1 使用許諾
	2.3.2 ライセンスの延長
	2.3.3 アップグレード
	2.3.4 ライセンス マネージャ
	Avira Internet Security ライセンス マネージャ



	3. インストールとアンインストール
	3.1 インストールの種類
	高速
	カスタム

	3.2 プレ セットアップ
	プレ セットアップ
	インストール

	3.3 高速インストール
	インターネット ベースのインストール
	インストール パッケージを使用したインストール

	3.4 カスタム インストール
	インターネット ベースのインストール
	インストール パッケージを使用したインストール
	製品の有効化
	オプション「既に有効なライセンスを持っている」を選択します。
	有効化完了後、継続、もしくはライセンス ファイルをロードします。

	3.5 テスト製品のインストール
	インターネット ベースのインストール
	インストール パッケージを使用したインストール

	3.6 環境設定ウィザード
	3.7 インストールの変更
	3.8 インストール モジュール
	3.9 アンインストール

	4. Avira Internet Securityの概要
	4.1 ユーザー インターフェイスと操作
	4.1.1 コントロール センター
	コントロール センターの開始と終了
	コントロール センターの操作
	コントロール センターの概要

	4.1.2 ゲーム モード
	4.1.3 環境設定
	環境設定へのアクセス
	環境設定操作
	環境設定オプションの概要


	4.1.4 トレイ アイコン
	コンテキスト メニューのエントリ


	4.2 Avira SearchFree Toolbar
	4.2.1 使用方法
	Avira SearchFree
	ステータスの表示
	ウィジェット

	4.2.2 オプション
	Internet Explorer
	Toolbar Options
	Clear History
	Help
	Uninstall
	About

	Firefox
	Toolbar Options
	Clear History
	Help
	Uninstall
	About

	Google Chrome
	Help
	Uninstall instructions
	About
	Show/Hide the Avira SearchFree Toolbar


	4.2.3 アンインストール
	ウェブブラウザを通したアンインストール
	アドオンでのアンインストール


	4.3 ...の仕方?
	4.3.1 ライセンスの有効化
	Avira 製品のライセンスを有効にする方法：

	4.3.2 製品のアクティブ化
	4.3.3 自動更新の実行
	4.3.4 手動更新の開始
	4.3.5 スキャン プロファイルを使用したウイルスとマルウェアのスキャン
	4.3.6 Drag & Drop を使用したウイルスとマルウェアのスキャン
	4.3.7 コンテキスト メニューを使用したウィルスとマルウェアのスキャン
	4.3.8 ウイルスとマルウェアの自動スキャン
	4.3.9 アクティブなルートキットに対象を絞ったスキャン
	4.3.10 検出されたウィルスやマルウェアへの対応
	System Scanner の操作オプション：
	Real-Time Protection の操作オプション：
	Mail Protection、Web Protection の操作オプション：
	System Scanner、Real-Time Protection のアクション（ProActiv 検出ではありません）：
	ProActiv コンポーネントの検出の Real-Time Protection の操作（アプリケーションの疑わしいアクションの通知）：
	Mail Protection 操作：受信メール
	Mail Protection の操作：送信メール
	Web Protection の操作：

	4.3.11 隔離されたファイル（*.qua）の処理
	4.3.12 隔離内のファイルの復元
	隔離内のファイルの復元:
	ファイルを本来の場所へ復元:

	4.3.13 疑わしいファイルを隔離に移動
	4.3.14 スキャン プロファイルのファイル タイプの修正または削除
	4.3.15 スキャン プロファイルのデスクトップ ショートカットの作成
	4.3.16 フィルタ イベント
	4.3.17 電子メール アドレスをスキャン対象から除外
	4.3.18 AntiSpam モジュールの学習機能
	4.3.19 FireWall のセキュリティ レベルの選択
	4.3.20 手動でバックアップを作成
	バックアップ ツールを使用したデータの保存：
	バックアップ プロファイルの変更：
	新たなバックアップ プロファイルを作成する場合：

	4.3.21 自動データ バックアップの作成


	5. System Scanner
	6. 更新
	7. FireWall
	8. バックアップ
	9. FAQ、ヒント
	9.1 問題が発生した場合のヘルプ
	エラー メッセージ ライセンス ファイルが開けませんが表示されます。
	エラー メッセージファイルのダウンロード中、接続に失敗しました ... が、アップロードを開始すると表示されます。
	ウィルスとマルウェアの移動や削除ができません。
	トレイ アイコンのステータスが無効です。
	データ バックアップを実行すると、コンピュータが極端に遅くなります。
	ファイアウォールが、Avira Real-Time Protection および Avira Mail Protection を、起動後すぐに報告します。
	Avira Mail Protection が機能しません。
	チェックリスト
	全般

	Avira FireWall をホストマシンにインストールし、Avira FireWall のセキュリティ レベルを中または高に設定した場合、仮想マシン（VMWare、Virtual PC など）で使用できるネットワーク接続がありません。
	Avira FireWall のセキュリティ レベルが、中、または高に設定されていると、Virtual Private Network（VPN）接続がブロックされます。
	TSL 接続を介して送信した電子メールが、Mail Protection にブロックされました。
	Web チャットができません。チャットのメッセージが表示されません。データはブラウザに読み込まれています。

	9.2 ショートカット
	9.2.1 ダイアログ ボックス内
	9.2.2 ヘルプ内
	9.2.3 コントロール センター内で
	全般
	スキャン セクション
	FireWallセクション
	隔離セクション
	スケジューラ セクション
	報告セクション
	イベント セクション


	9.3 Windows セキュリティ センター
	9.3.1 全般
	9.3.2 Windows セキュリティ センターおよび Avira 製品
	FireWall
	ファイアウォール 有効／ファイアウォール オン
	ファイアウォール 無効／ファイアウォール オフ
	アンチウィルス ソフトウェア／悪意のあるソフトウェアに対する保護
	ウィルス対策がありません
	ウィルス対策の有効期限が切れています
	ウィルス対策オン
	ウィルス対策オフ
	ウィルス対策が監視されていません



	9.4 Windows アクション センター
	9.4.1 全般
	9.4.2 Windows アクション センターと Avira 製品
	ネットワーク ファイアウォール
	Avira FireWall 報告：オンの状態です。
	Windows ファイアウォールと Avira FireWall ではいずれもオフの状態であると報告されます。

	Windows ファイアウォール はオフになっているか、正しくセットアップされていません
	ウィルス対策
	Avira Desktop 報告：最新の状態です。ウィルス スキャンは、オンの状態です。
	Avira Desktop 報告：オフの状態です。
	Avira Desktop 報告：最新の状態ではありません。
	Windows は、このコンピュータ上でウィルス対策ソフトウェアを見つけることができませんでした。
	Avira Desktop の有効期限が切れています。

	スパイウェアおよび不要ソフトウェアからの保護
	Avira Desktop 報告：オンの状態です。
	Windows Defender と Avira Desktop の報告：いずれもオフの状態です。
	Avira Desktop 報告：最新の状態ではありません。
	Windows Defender は、最新の状態ではありません
	Windows Defender は、オフの状態です




	10. ウイルスなど
	10.1 ウィルスなど
	10.2 脅威カテゴリ
	アドウェア
	アドウェア／スパイウェア
	アプリケーション
	バックドア クライアント
	ダイヤラ
	二重の拡張子ファイル
	詐欺的なソフトウェア
	ゲーム
	ジョーク
	フィッシング
	個人のプライバシーを侵害するプログラム
	通常とは異なるランタイム圧縮

	10.3 ウィルスとその他のマルウェア
	アドウェア
	バックドア
	ブート ウィルス
	ボットネット
	エクスプロイト
	詐欺的なソフトウェア
	デマウィルス
	ハニーポット
	マクロ ウィルス
	ファーミング
	フィッシング
	ポリモフィック ウィルス
	プログラム ウィルス
	ルートキット
	スクリプト ウイルスとワーム
	スパイウェア
	トロイの木馬
	ゾンビ


	11. 情報とサービス
	11.1 連絡先
	11.2 テクニカル サポート
	11.3 疑わしいファイル
	11.4 誤検出の報告
	11.5 フィードバックの送付

	12. リファレンス: 環境設定オプション
	12.1 System Scanner
	12.1.1 スキャン
	検出アクション
	アーカイブ
	除外
	ヒューリスティク

	12.1.2 報告

	12.2 Real-Time Protection
	12.2.1 スキャン
	検出時のアクション
	その他のアクション
	例外
	除外を特定する場合にはその他の情報も考慮してください:

	ヒューリスティック

	12.2.2 報告

	12.3 更新
	12.3.1 ウェブサーバー
	ウェブサーバー
	プロキシ設定


	12.4 バックアップ
	12.4.1 設定
	12.4.2 除外
	以下の点に注意願います:
	例:

	12.4.3 報告

	12.5 FireWall
	12.5.1 FireWall の設定
	12.5.2 Avira FireWall
	アダプター ルール
	ICMP プロトコル
	TCP ポート スキャン
	UDP ポート スキャン
	受信ルール
	UDPデータ トラフィック監視用の事前設定ルール
	ICMPトラフィック監視用の事前設定ルール
	IPパケット用の事前設定ルール
	送信ルール
	ルール管理用のボタン

	新規ルールの追加
	可能なルール
	可能な受信ルール
	可能な送信ルール
	ボタン

	アプリケーション ルール
	標準の表示
	上級環境設定
	上級設定での特定アプリケーション ルール
	ボタン

	上級アプリケーション ルール
	ルールオプション
	ボタン

	信頼済みベンダー
	ボタン

	設定
	ポップアップ設定


	12.6 Web Protection
	12.6.1 スキャン
	検出アクション
	ブロックする要求
	例外
	ヒューリスティク

	12.6.2 レポート

	12.7 Mail Protection
	12.7.1 スキャン
	検出時のアクション
	その他のアクション
	ヒューリスティック
	AntiBot

	12.7.2 全般
	例外
	スキャン除外

	キャッシュオプション
	フッター
	アンチスパム

	12.7.3 レポート

	12.8 Child Protection
	12.8.1 Safe Browsing
	Safe Browsing の有効化
	Safe Browsing ロールの割り当て
	ロール プロパティの変更
	ロールの追加または削除
	役割 のプロパティー
	使用時間
	許容使用時間


	12.9 Mobile Protection
	12.10 全般
	12.10.1 脅威カテゴリー
	12.10.2 上級保護
	ブロックするアプリケーション
	除外するアプリケーション

	12.10.3 パスワード
	12.10.4 セキュリティ
	12.10.5 WMI
	12.10.6 イベント
	12.10.7 レポート
	12.10.8 ディレクトリ
	12.10.9 音声によるアラート
	12.10.10 アラート



