Avira Management Console

AMC server configuration for managing online remote computers

HowTo

(X, AVIRA



(X, AVIRA

Table of Contents
1. General ...cccieieieieieenieceeneecencencencsncancancascancanes 3
2. Network layout plan ......ccccceeceeveccnncrneceneccreecenne 3
3. Configuration .......cccceecrveccrnecinneccnneccnneccrnecennens 4
3.1 POrt forwarding .....ccccceeceeeeerecerecnercsnercsneessnnsssnnssssssssssnssesnssnns 4
3.2 AMC coNfigUration....cccieeeeecerccnercsnencnnencseeensnnsssenssssesnssesnsnnns 4

4. Install the AMC agent on the remote computer.. 9
4.1 Installation via AMC........cocuirveinneinnecnsernnecsnnessnnesssesessessneees 9
4.2 Manuall installation .........ceeeeneinneinniinnennncncncnnecncecnneen. 9

5. Install and configure the Avira products via
AMC ...oeeniiiirinnicinetneicetaneeicessseesessssesscssssennes 12

AMC server configuration (Status 03-12-2013) 2



(X,AVIRA

1. General

This document contains the entire configuration to set up correctly an AMC server
and manage remote computers over the Internet. The remote computers are neither
connected to a local network, or a VPN connection.

2. Network layout plan

The following diagram displays a scenario, where the remote computers of a branch
office are only connected to the Internet. They are neither connected to the local net-
work nor a VPN. The task is to manage these computers and install the current Avira
products, without using any virtual network or VPN connection.
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3. Configuration

Before installing any Avira product or AMC agent on the remote computers, you have
to configure first the AMC server and enable port forwarding on your network devices.

Note

If your AMC server is directly connected to the Internet with a public IP address,
you do not need to make any port forwarding, you only have to open the ports on
the FireWall.

3.1 Port forwarding

If your AMC server does not have a public IP address, you have to redirect some
ports to the AMC server to allow the AMC agent installed on the computer to commu-
nicate with the AMC server. Forward the following ports on your network devices:

7000
7010
7030
7080

Note
It is recommended to create some FireWall rules to restrict access to the AMC
server from the Internet.

3.2 AMC configuration

The following steps allows you to manage the remote computers from your AMC
server.

e Log in to the “Avira Management Console*

Go to “Security Environment®, and create one or more computer groups where you
will define the specific configuration. It is recommended to create only one child
group where you can customize the configuration of Avira products. Therefore, go
with a right-click on Security Environment > New > Group, then write the name of the
group (“Remote_computers”)
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Create new group -

Please input the name for the new group |I|

Postes_dstants | [ cancel |

e Right-click on the new group and select Configuration > AMC Agent > Configure

JEy Postes_distante
I Metwork neighl Reset srror state
Events Views »
L E:!pr:.l‘t: : Installation 3
! Configuration | — - — -
+ User Managemd Configuration ’ AMC Agent L Configure
| Info Center Commands ¢ Avira AntiVir Server 3 (UNIX) r Send now
| AviraUpdate M| | Automatic update v Avira AntiVir Workstation 3 (UNIX) ’ Reset to parer

Uncheck the “Inherit configuration“ box and select the ,Pull“ mode in the ,General
configuration® panel. The “Pull* mode configures the agent installed on computers to
get the configuration from the AMC server.

With the option “Pull interval®, you can define the period of the communication bet-
ween the AMC agent and the AMC server. The “Pull interval® is preconfigured by
default to 60 minutes.

Configuration =2

. 1 General configuration

@ General cenfiguration

i Registration
£] Communication

Regstration delay ) 2 | second(s)

Events
[V Drep Events
® Info O Info & Warring

Event commit interval &0 2| second(s)

Server communication
Opush @ pul Pulinterval | 31 2! minute(s)

[[]5et error state on critical events
[[] Get product installation packages from AUM

Description
Delay bafore the agent regeters 1 the AMC server on computer starup (in
seconds)

Dt coniusation Tl [ |
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Click afterwards on the “Communication panel.
If your AMC server is connected to your local network, the IP address of the server is
displayed in the fields.

General configuration
- B e e

= Event Manager URL [ httos:41192. 163. 100.99: 7010 |
Server URL [ hus: 192, 168. 100.99: 7000 |
Update
Update URL [ htp: /192, 168.100.99: 7080 |
551 Configuration
[CIRequest server authentication

o Wabdate common Name (Server name)
Desaiption
D ibert contiuaaton Senivo | ()

Replace the private IP address with a public IP address of your main branch or a
public IP address of your AMC server.

£ General configuration

i AMC Entities
£} Communication

Event Manager LRL lhﬂps:ffﬁz. 146.210.2:7010 |

Sarver URL [ hrams:fis2. 196.210.2:7000 |

Update
Update URL [ htp:f62.146.210.2: 7080 |

5L Configuration
[ IRequest server authentication

] Valiclate common name (server name)

Description

If you have a dedicated update server with AUM installed you can add the URL
induding the port to this server here (e.g. http:/f10.20,30,40: 7080 or

hittp: {fupdatesaryer: 7080)

[l inhert corfiguration Send now Arruder

Then, click the Send later button.
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Note

You can encrypt the communication between the AMC agents and AMC servers.
To do so, click on the “Request server authentication“. Apply before the use enc-
ryption, then check your certificate and test it.

e Repeat the predefined step to create and configure the computer group called
“‘New computers®. If this group already exists, move the existing computers else-
where and repeat only the last configuration. The “New computers® group gets
unknown computers with agents installed

e Right-click on “Remote_computers® and select Automatic update > Inherit settings
from parent node to disable inherit configuration of updates sent by the AMC ser-
ver to computers

e Right-click again on ,Remote_computers® group and select Automatic update >
Disabled. Now, updates from the AMC server are disabled for all computers in the
‘Remote_computers® group

[- Wim Portables
|£|;| Postes_distant=

B Network neighbo Reset error state

o Events Vicns b

N REPD_”:S i Installation 3

¥ Configuration 1 A

Wy User Managemer Configuration ]

7 Info Center Commands 4

Avira Update Mar Automatic update b Inherit settings from parent node
Seeh | v| Disabled
Create report Use 192,162.100.99 for updating
i v Use update test server
1P Addrece filker

e Click on “Configuration then select “Server Settings® and check “Minimize GUI
refresh® box. Click on OK and confirm the restart of the AMC server service.
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[ Cotpdiy igronit ke rizataan cormenanned

el
[ Mirimize: GUT refesh

[ A Reset ervor states.older than bourts)

Description

This option sctates an addtonal command in the Security Environment conbest
m Frce Agent synchronization’. Pull apents can be refreshed mmedately
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4. Install the AMC agent on the remote computer

The installation of a AMC agent via the AMC server is easy, but since the remote
computers are not connected with the AMC server through a local network or VPN,
the AMC server cannot access the remote computers. In this case, the best solution
is to install the AMC agent manually on the computer.

4.1 Installation via AMC

If the computers are connected to your local network, you can install the AMC agent
from the AMC server. To do so, use the standard method.

Keep in mind that the computers must be placed in the “Remote_computers” group to
get the correct agent configuration.

4.2 Manuall installation

If a computer is not connected via a local network or VPN, you have to install the
AMC agent manually. The installation files for the AMC agents are available on the
AMC server at the following path:

e Windows 2003
C:\Documents and settings\All users\Application Data\ Avira\Avira Security Ma-
nagement Center Server\Agent

e Windows 2008 / 2012
%programdata%\Avira\Avira Security Management Center Server\Agent

« Awira b Avira Security Management Center Server » Agent v O

&
Mom Modifié le

m Avira_Management_Console_Agent

wents réces L1 Avira_Mana ;:m:n'r_{pnsul:_M.j{DS}{_ﬁ;gm.tgz 20052012 13:46
ements L1 Awrg_M.g.n.:;:m:n'r_Ce;hnsnlq_Unlx_.'-'A.gtnt.l:gr 2111 11 1639 Fi

& -;.' installa gl:nt 14512520102 Q7 Fi
= installzrmc agen!.iss 110272013 12:4¢ Fi
ts ® | SMCExecute

| uninstallsmeagent.iss 14/12/2012 07:28 Fi
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Copy the following files to the remote computer:

Avira_Management_Console_Agent.exe
installagent.bat

installsmcagent.iss

SMCExecute.exe

Before launching the installation, please edit the installsmcagent.iss file and define
the parameters below.

Note

Do not edit the file directly on the server, but only the copy which will be used on
the remote machine.

® serverip=<public IP address of main branch office>
® cvmgrip=< public IP address of main branch office>
® updateuri=http://<public IP address of main branch office>:7080

® smcdisplayname=<name of the computer displayed in AMC console.
Leave at « EMPTY » to keep the hostname of the computer>

® pullmode=true

] installsmcagent - Bloc-notes Illi-

Fichier Edition Format Affichage 7

[InstallShield Silent] ~
Version=v7.00
File=Response File

[File Transfer]
OverwrittenfReadOnly=HoToall

[{F3493E2F-B147-4EDD-9AE2-5DEDBBT 76232} -Parameters )
serverip=62.146.218.2
serverport=7000
evmgrip=62.146.218.2
evmgrport=7ale
updateuri=http://62.146.218.2:7080
agentport=7838
smcdisplayname=Poste Agence 26
networkname=EMPTY

guid=EMPTY

setupconfig=EMPTY
productconfig=EMPTY

logdir=EMPTY

pullmade-truq
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Execute the file installagent.bat with administrator rights.

The installation will complete after a few seconds. In case of a successful installation,
the computer will be displayed in the AMC console under the group “New Computer®.

4 iy Security Environment
b dig WORKGROUP
b oy Slege
¢ oim Portables
gy Postes_distants
4 ﬂ_j MNew computers
4 5 Poste_Agence 26
1§ AMC Agent

Subsequently, move the computer into the provided group “REMOTE _
computers®.

4 Wiy Security Envirenment
I g WORKGROUP
[ ﬂ; Siege
3 ﬂg Portahles
A |;E|;| Postes_distants
4 "5 Poste_fgence 26
% AMC Agent
diy New computers

Note

After all AMC agents have been installed and all computers have been moved
in the group “Remote_computers®, it is recommended to delete the group “New
computer*.
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5. Install and configure the Avira products via AMC

The installation of the Avira products via remote desktop will be performed as usual.

4 i Postes_distant
4 5 Poste_Agt

Reset ermor state

B AMC A Views [
& New computy Installation » AMC Agent ’
] ik h
B Network neighbg Configuration * Awira AntiVir Server 3 (UNEX) *
# Events
N, Reports Commands ¥ Avira AntiVir Workstation 3 (UNEX) ¥
~ Configuration Automatic update L3 Avira Professional Secunty 13 (Windows), EN L
W) User Managemer Search Avira Server Security 13 (Windows), EN ¥
ﬂ ||-|fn cEnter - — :. - .. e .... - - — I T i
Create report Avira Professional Secunty 13 (Windows), FR k Copy files
Auvira Update hMai A . 1 —
User permissions Products Install
IP Address filter | Uninstall

Configuration
It is recommended to define a schedule for the updates, so that remote hosts can

download the new updates in regulated intervals.

To do so, right-click on the ,Remote_computers® group and select Commands > Avira
Professional Security > Start update.

Choose the display mode and click on Schedule this command button.

Configure the schedule task, then click on Next and Finish.

Now, the remote computers will be updated at regular intervals.
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