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SAP Requirements

SAP Platforms

SAP NetWeaver 6.40 with Support Package 7 or higher; for ABAP Engine with
SAP_BASIS 640 Support Package 11 or higher;

for J2EE Engine with Support Package 13 or

SAP NetWeaver 2004s (7.0)

OS System Requirements

Operating Systems Linux/Unix (32 bit/64 bit):

Red Hat Enterprise Linux 5 Server; Red Hat Enterprise Linux 4 Server; Novell SUSE
Linux Enterprise Server 10 - 10.2; Novell SUSE Linux Enterprise Server 9; Debian
GNU/Linux 4 (stable); Ubuntu Server Edition 8; Sun Solaris SPARC 9; Sun Solaris
SPARC 10

Operating Systems Windows (only 32 bit):
Windows 2000 Server, SP4 empfohlen
Windows 2000 Advanced Server, SP4 empfohlen

Windows 2003 Server
Windows Server 2008 (nicht fur Core-Setup)

Java specific Configuration with SAP NetWeaver 2004(s)
and KMC

Configuration via the Visual Administrator

Please, proceed the following steps:

* Define the scanner group
* Define the Virus Scan Provider
» Define the Virus Scan Profile
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Define the Scanner Group

A scanner group combines multiple virus scanners of the same type. You need the
Groups in order to specify virus scan profiles later. SAP does not supply any scanner
groups.

In the Visual Administrator, choose the cluster Virus Scan Provider.

/"y ¥isual Administrator - [J2E\Server 0 1_40901'Services' ¥irus Scan Provider] - |ﬁ| |5|

Connect View Tools Help

IDENETEE
&% [#[o] | [Raresho]

=
g ::Dg 8Dnﬂgurator | | Virus Scan Groups :
og Viewer ] BTG .
4 \emory nfo b [Groups| :

B Message Info

44 Wigration Service

4 Maonitoring

’a} F4 Provider

4 PDF Manipulation Module - Low Encryption
44 Parformance Tracing
4 Pyl

43 pribridge

4 Remote Object Container
4M Runtire Info Provider
5 sAML

4 Secyre Storage

4 Security Provider

’a} Session Failover

£ Shell Administration

4 SLD Data Supplier

4M 551 Provider

A e CATTRingfservice

4 Telnet Provider

4 Timeout

4 Transaction

5 TREX Service

4 UME Provider

’a} User Storage

4 yirus Sean Provider

£ vizualComposer-Development Server
4M b Container

43 weh Dynpro Runtime
4 Weh Services Container
4 yeh Services Security
4 }ML Form Module

4 Start service Virus Scan Provider " ) m

If the service is not started, click the Start button (or right-click on Virus Scan
Providers and select Start)
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Create a scanner group by pressing the New button on the tab Groups.

/"y ¥isual Administrator - [J2E\Server 0 1_40901Services'¥irus Scan Provider] = Iﬁ' |5|

Connect View Tools Help

D ETES
R | [Rotrosny

[

g Log Configurator | |wirus Scan Groups :
Log viewsr : Groups :
43 Mermory Info ] o :

B Message Info

4 Migration Service

’a} Monitoring

4 P4 Provider

£ PDF Manipulation Module - Low Encryption
’a} Perfarmance Tracing

4Pl

4 pribridg e

4M Remote Object Container

43 Runtime Info Provider

B oML :
4 Serure Storage ] mput =

g gggirgl; F'Fr;i‘\rioc\lfirr Specify the name of the new Group

M Shell Administration [ird] |

4 5.0 Data Supplier ]

£ 550 Provider : Cancel
4 {eia CATTPingis ervice :

’a} Telnet Pravider H
4 Timeaut

4 Transaction
4 TREX Senvice

48 UME Provider

4 User Storage

4 virus Scan Provider
’a}\u"\sua\Cumpnser—Develnpmem Sener
4 \wieh Container

4 wigh Dynpro Runtirne

’Q‘WE[} Services Coniainer

4 \weh Services Security

New | | Remove i
4L Form Module |
4 Start service Virus Scan Provider " @ m

Specify the name of the new group (AVIRA) in the dialog box and confirm your entry
with OK.

The group names are case sensitive. You have to use the same names later in the
KMC.



Select the node for the newly created group.

/"y ¥isual Administrator - [J2E\Server 0 1_40901Services'¥irus Scan Provider]

Connect View Tools Help
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=l %]

|o]u)[=]|[w]|[e|

EIL]

| [retresny

F LCICETTSTIY mUapeET

43 Locking Adapter

4 Log Configurator

4 |og Viewer

43 Mermory Info

B Message Info

4 Migration Service

’a} Monitoring

4 P4 Provider

£ PDF Manipulation Module - Low Encryption
’a} Perfarmance Tracing
44 Pl

4 pribridg e

4M Remote Object Container
43 Runtime Info Provider
4 cAML

4M Secure Storage

4 Security Provider

4™ Session Failover

4 Shell Adrministration

4 5.0 Data Supplier

4 551 Provider

4 {eia CATTPingis ervice
’Q‘Telnet Provider

4 Timeout

4 Transaction

4 TREX Senvice

4 UME Provider

4 User Storage

4 virus Scan Provider

’a} WisualZomposer-Development Server
4 \wieh Container

4 wigh Dynpro Runtirne
’a} Weh Services Container
4 \weh Services Security
4 ML Form Module

[

| virus Scan Groups

Groups
44 AWIRA

A

[] Defautt

Name A1 |

Description ‘Avira WEA Group |

< Start service Virus Scan Provider

) |

- Activate the Default option on the Settings tab to set the group as default.

- Enter a description of the group in the Description field.

- To save you entries, press Set.

You do not have to make any configuration on the Parameters tab at this point.



Define a Virus Scan Provider

- Choose the cluster Virus Scan Provider in the Visual Administrator.
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On the Provider tab page, select the Virus Scan Adapter node and press the New
button, to create a new virus scan adapter.

/"y ¥isual Administrator - [J2E\Server 0 1_40901Services'¥irus Scan Provider]

Connect View Tools Help

~=lolx]

DI EE

R

| [Rotesn

F LCICETTSTIY mUapeET

43 Locking Adapter

4 Log Configurator

4 |og Viewer

43 Mermory Info

B Message Info

4 Migration Service

’a} Monitoring

4 P4 Provider

£ PDF Manipulation Module - Low Encryption
’a} Perfarmance Tracing
44 Pl

4 pribridg e

4M Remote Object Container
43 Runtime Info Provider
4 cAML

4M Secure Storage

4 Security Provider

4 Session Failover

4 Shell Adrministration

4 5.0 Data Supplier

4 551 Provider

4 {eia CATTPingis ervice
’Q‘Telnet Provider

4 Timeout

4 Transaction

4 TREX Senvice

4 UME Provider

4 User Storage

4 virus Scan Provider

’a} WisualZomposer-Development Server
4 \wieh Container

4 wigh Dynpro Runtirne
’a} Weh Services Container
4 \weh Services Security
4 ML Form Module

[

Wirus Scan Providers 1

| | & Providers '

H #% Virus Scan Adapter :

# Virus Sean Server :
mput

|| Runtime | Propertes | Anstonaiito |

|

Specify the name of the new Virus Scan Adapter

[mara]

< Start service Virus Scan Provider

@]

Specify the name of the new provider (AVIRA) in the dialog box and confirm your
entry with OK. The entered name is automatically saved with the prefex “VSA ”.

The names are case sensitive. You have to use the same names later in the KMC.
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Select the node for the newly created provider.

/"y ¥isual Administrator - [J2E\Server 0 1_40901Services'¥irus Scan Provider] = IEIIﬂ
Connect View Tools Help

olo| a]|n][e]
EIE) | Refresho

% Log Configurator :| | virus Scan Providers
4 Log Viewer A | s Providers
S Mermary Info 9 s virus Scan Adapter
B Message Info : B yga mVIRA
4 Migration Service i A Virus Gean Server
’a} Monitoring kY
4 P4 Provider
£ PDF Manipulation Module - Law Encrypti
’a} Perfarmance Tracing
44 Pl
4 pribridg e
4 Remote Object Container : p
43 Runtime Info Provider §§ : Description |A\tira Antivir VA |
g SAML : i
Secure Storage 5 i
4 Security Provider i Group |A\HRA |
4™ Session Failover ': i
4 Shell Adrministration
4 5.0 Data Supplier
4 551 Provider
4 {eia CATTPingis ervice
’Q‘Telnet Provider
4 Timeout
4 Transaction
4 TREX Senvice
4 UME Provider
4 User Storage
4 virus Scan Provider
’a} WisualZomposer-Development Server
4 \wieh Container
4 wigh Dynpro Runtirne
’a} Weh Services Container
4 \weh Services Security

D

i

[C] Defautt

Name |44 |

Init. Intenval thours) [0 |

Max. Instances |1 0 |

Adapter Path | ivEAantivirvsa.di |

SET

actvate || Deacivae | New

4 Start service Virus Scan Provider . "@"

(]

On the Settings tab, activate the Default option, to set the provider as default.
Default: This adapter is selected if no other VSA is specified.

Name: Name of the virus scan adapter. The name entered is automatically saved
with the prefix “VSA_”.

Description: Description of the current adapter.

Group: The drop down list shows the available groups to which you can assign the
current adapter.

Init. Interval: The time interval (in hours) for the NetWeaver to end VSA and restart
it.

Values:

0 restart only when the Virus Scan Service ends/starts, or when the Virus Scan
Provider is deactivated/activated.

1 for test environments. Advantage: the configuration is read hourly, without having
to end the servlet engine.



(K

AVIRA

Max Instances: The maximum scan instances allowed to the VSA by NetWeaver.

Default: 10.

In order to save you entries in the Settings tab, select Set.

You do not have to make any configuration on the Parameters and Trace tab at this

point.

In order to activate the Virus Scan Provider, mark it and choose Activate. It will be

marked as active.

/"y ¥isual Administrator - [J2E\Server 0 1_40901Services'¥irus Scan Provider]

Connect View Tools Help

~=lolx]

DI EE

EIL]

¥ COCRITY AUdpmer

’a} Log Configurator
4 | ng Viewer

4 Memory nfo

ﬁ Message Info
4 Wigration Service
4 Manitoring

4M P4 Provider

43 PDF Manipulation Module - Low
4 Perfarmance Tracing

4 Pyl

43 pribridge

4 Rernote Object Container

£ Runtime Info Pravider

2 Sl

4 Secyre Storage

4 Security Provider

’a} Session Failover

£ Shell Administration

4 SLD Data Supplier

4M 551 Provider

A e CATTRingfservice

4 Telnet Provider

4 Timeout

’a} Transaction

54 TREX Service

4 UME Provider

’a} User Storage

4 yirus Sean Provider

£ vizualComposer-Developmer
4M b Container

43 weh Dynpro Runtime

4 Weh Services Container

4 yeh Services Security

4 1ML Form Module

Lk Providers

| Rt | Propertes | Aastonaiito |

Wirus Scan Providers 4

@ *&. Yirus Scan Adapter
Lhiga AVIRA
# Virug Sean Server

| nit.Interval hours) [0

[C] Default

Name |54 AR

Description |

Group | AVIRA_VSA

Max. Instances |1 0

Adapter Path |C:lVSAIantiwrvsa.dll

SET

- || scwee | Deactate || new | Remove |

< Start service Virus Scan Provider

) |
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Define a Virus Scan Profile

- In the Visual Administrator choose the cluster Virus Scan Provider.

- On the Profiles tab create a new virus scan profile by choosing the New button.

- Type the name for the new profile (AVIRA) and confirm that with OK. The entered
name is automatically saved with the prefix “Z_".

- Mark the node of the new profile.

/" ¥isual Administrator - [J2E\Server 0 1_40901"Services\Yirus Scan Provider] ;Iglﬂ

Connect View Tools Help

[e]o][=]|[0]|[@]
FINE]

Cluster | Global Configuration | :

COTRITTO AT H

%}. Log Cugnﬂgurator = r Groups r Providers erﬁIes |

% Log Viewer | | virus Scan Profiles 4 i

4 Memory Info | | 4 Profiles 4 settings

5 Message Info QU7 AVIRA

4 Migration Service : 8 yizualcomposer : [¥] Default

4 Monitoring 3 A webdynpro_FileUpload 1

4 P4 Provider i

4 PDF Manipulation Mod

’a} Perfarmance Tracing £ L

g PMI §§ : Description [fvira VSA |
pribridge H :

4M Rermote Object Gontain

43 Runtime Info Provider

4 cAML

4M Secure Storage 5 i

g Security Provider : : Linkage | All steps successful -|
Session Failaver v =

44 Shell Administration |Gruup - " AVIRA_VSA - | | ADD

4 51D Data Supplier : 3

4 S5L Provider

4 {eia CATTPingis ervice

’Q‘Telnet Provider

4 Timeout

4 Transaction

4 TREX Senvice

48 UME Provider

4 User Storage

4 yirus Scan Provider

| Refreshi{)

Runtime |/ Praperties | Additional Info_|

Parameters |

Name

[ Use reference | -

[e5 AVIRA W3A
*oup ! - MOVE UP

MOVE DOVWN

DELETE

43 visualComposerDevel
4 \wieh Container

4 wigh Dynpro Runtirne
’Q‘WE[} Services Confaine
4 \weh Services Security
4 ML Form Module

Deactivate New

B Dl

4 Start service Wirus Scan Provider . "6" |

Activate the Default option on the Settings tab, to set the profile as default and
eventually adjust the values described in the table below.

Default: When activated, the profile will be automatically selected.
Name: Name of the new profile.
Description: Description of the new profile.

Use reference: Leave this inactive. When activated, the other input fields would be
hidden.

10
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As a virus scan profile can use another virus scan profile as a reference profile, it is
possible to operate multiple applications using the same virus scan profile. To create
a link to an existing reference profile, proceed as follows:

- Activate the option Use reference.

- Select a reference profile form the drop down list.
74 Avira AntiVir Virus Scan Adapter Avira GmbH

- To transfer the selection for the fields Group and Profile, choose Add.

- Configure the list with the buttons MOVE UP, MOVE DOWN and DELETE.

When checking for viruses, the list is processed from top to bottom with the linkage
from the Linkage field.

- To save the profile, press Set.

To activate the profile, select it and choose Activate.

11
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Check the Configuration

- You can use the test applet provided by SAP NetWeaver, to check the functionality
of the Virus Scan Service.

- Open an Internet browser and type the following address:

http://[Server IPAdresse]:[Instanz-Port]/vscantest

f‘ ¥irus Scan Provider - Windows Internet Explorer

_1#] x|
j #2|% ILwe Search 2=

[
h

);
52? i (& virus Scan Provider | |

w SAP NetWeaver™

Test site of "Virus Scan Provider' J2EE service:

@ B - @ - ik Page - -'.:(_-‘;}Tgn\sv »

Bl

This site is the main entry for various test serviets. The term in the brackets means the transaction code of the corresponding ABAP application in SAP Web Application
Server ABAP.

« Virus Scan Provider objects (WSCAN)
« Test servlet (WSCANTEST)

SAP Notes:

There are the SAP MNotes:

e A general antivirus overview is in note 786179 It has also an attachment VSA-SDK.ZIP, which contains a test "Virus Scan Adapter” (vssap).
« Virus Scan Provider related changes are in note 848189.

[ - |
l_ l_ l_ l_ ’_ ’_ |U:J Local intranet LRTL A

Click the link to Test servlet.

12
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MEIES
j 1% ILwe Search P~

f‘ http:/ /localhost:50100/vscantest /servlet /YsiTestScan - Windows Internet Explorer

@\’-_: - I@, http: flocalhost: 50100 vscantest fserviet/vsiTestScan

52? ke ’_,éhttp:,I’,I’Ioca\host:SU1ElEl,ivscantest,fservlet,stlTestScan

| @vmv@vlﬁw&agev-@mu\s' ?

|
L] H - L]
Virus Scan Provider' Scan-API Test
Object to Be Checked
Test data
| EICAR Anti-Virus TestFile =l
File on the Application Server
Scanner Selection
& Virus Scan Profile
Y [defau =]
Scanner Grou
o I(defau\t) -
e Virus Scan Provider
I(defau\t) -
General Settings
Action ICheck Only 'I
Execute the action |
back
c) SAP AG, 2005
|
|Done ’_’_’_’_’_ ’_ |‘:J Local inkranet A% ~ g

- Select the EICAR Anti-Virus Test File under Object to Be Checked.
- Select the (default) profile under Scanner Selection.

- Leave selected the option Check Only under General Settings.

- Press the button Execute the action.

- The test should report the detection of the EICAR test file.

13
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{ flocalhost:50100/vscantest/servlet /¥siTestScan - Windows Internet Explorer o |ﬁ| |5|
= ™ & hitpefflocalhost: 50100 vscantest fservletfvsiTestScan =| [#+ | X | Juive Search P
G- 5
52? ke @http:,I’,I’Ioca\host:SU1ElEl,ivscantest,fservlet,stlTestScan | @ @ E - déﬁ © QEGUE @ @TQD‘S .
B
L] H - L]
Virus Scan Provider' Scan-API Test Result
Exception: The virus "Eicar-Test-Signature” was found in C:\WINDOWS\TEMP\jvsilib2!
back
c) SAP AG, 2005
|

Done ’_’_’_’_’_’_Pj Local intranet

% v g

14
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Integration with the Enterprise Portal and the Knowledge
Management Center

- Open an Internet browser and connect to the SAP NetWeaver Portal as
administrator.

- Go to the menu System Administrator/ System Configuration.

- On the left panel, select under Detailed Navigation the item Knowledge
Management/ Content Management.

f‘ Content Management - SAP NetWeaver Portal - Windows Internet Explorer =] x|
S . . < -
@\_‘: - |g, http: fflocalhosk: 50100/ portal j T XK IL\ve Search o
>

5 v B v o= v hPage v () Todls v
=
RS - - T

System Administration

52? e & Cortert Management - SAP NetWeaver Portal

Transport | Monitering | Permissions | System Configuration | Porial Display | Support | Federated Portal | Mavigation

Content Management | History, Back Forward
[4]r] 1
I Detailed Navigation =l I Content Management EF
= System Landscape Actions, History,  Mode, Help,

= System Landscape Overview

* Keystore Adminigtration Content Management

Topic Area:
* UME Configuration Configurstion The con ion of Content includes serveral areas. you can connect to different data =ources u=ing
= Service Configuration LContent Mansgement repository managers, set up various services and fiters, and customize the user interface.
* [ Knowledge Management Subareas Subareas
- Form-Bazed Publishing Form-Bazed Publishing
= Index Administration Global Services Settings for form-based publishing applications
= Collaboration Protocols .
) Global Services
+ [ Universal Worklist & Workflow Repository Fitters T e ey e e
= Web Dynpro Console Repository Managers =
Repository Services Protocols
I Related Links E User Interface Used for accessing content and metadata
Repostories Utilties Repository Fiters
Companent Moritor Manipulate the content, properties, and presentation of documents
= System Administration Reports Repository Managers
Provide uniform access to internal and external data sources
Portal Favorites
I lﬁl Repository Services

Provide functionality for individual repositories
User Interface
Configuration of the user interface

Utilties:
Provide auxiliary functions, for example, caches and connection pools

/4. Error on page. ’_’_’_’_’_ ’_ |‘:J Local inkranet "\ 100% = 2

15
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- On the right panel, go to the Mode menu and select Advanced.
- Under Topic Area, select Global Services, then scroll down and select Virus
Scanner Profiles.

¥ Content Management - SAP NetWeaver Portal - Mozilla Firefox - Iﬁllﬂ

File Edit Yew History EBookmarks Tools Help

6 T c }( (ot ||j ‘http:J‘,l’lucalhust:SDIDD)’irj,I’pUrtal

@ Mozt Yisited

Welcome Administrator,

[ 1

Jawva Developer

Advanced EGearch

Guided Procedures Content Administration User administration Systemn Administration

|

| System Configuration | P

Content Management | Histary , Back Forward
[4]] .|
I Detailed Havigation E I Content Management Ij
= System Landscape Actions ,  History ,  Modey  Helpy
= System Landscape Overview:
= Weystore Administration Topic Area: Virus Scanner Profiles +
= UME Configurstion Configuration Scanner Profiles consist of & Group andfor anather Prafile
= Service Configuration LContent Management

Topics
ScanProfiles

Lizlabal Senices
Wit Seanner

O Knowledge Management
= Content Management

Frofiles
= Inclex Administration Related Areas
Collaboration Topics i
= . Y¥irus scanner Groups
SearProfies (7] Wirus Scanner Gn?u 5
¥ O Universal Worklist & Workflowe WirLis Scannet Groups

Related Areas

= WiED e Cemesls Wirus Scanner Groups

I Related Links =

- Repositories
» Component Monitor
= System Administration Reparts

I Portal Favorites @

[& There are no tems to display

l 0

| Done

16
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Click on the link to Virus Scanner Groups.

¥) Content Management - SAP NetWeaver Portal - Mozilla Firefox == x|

File Edit Wiew History EBookmarks Tools  Help

‘; - e x BT I |:] ‘http:J‘,I’Iocalhost:SDIDD;’irj,I’portaI
__________ / \ ) : Helo | Log Off E'!':’

| Google , /

Maost Yisiked

Content Management | History Back Forward

el A
I Detailed Havigation

I Content Management E

= System Landscape Actions ,  History ,  Mode, Helpy
= System Landscape Cwervisw
= Heystore Administration

Topic Area: ScanGroups Any configuration change requires that vou restart the senvlet engine.

= LME Contiguration Configuration E.  GroupMame & List Of Providers =
= Service Configurstion LContent Management O | Meateecrou vsa nai
MoATeetroun T

Lislobal Services

¥ O Knowledge Mansgement
= Content Management

Mims Seanner

L

Profiles

= Index Administration Wirus =[z][=]=] page 1 11
= Collaboration LScanner
Groups

P [ Universal Worklist 8 Wiotkfiow
Topics
ScanGroups (2

= Wb Dynpro Console

I Related Links =

= Repostories
- Compaonent Wonftor
= System Administration Reports

I Portal Favorites E

(& There are no items to display

4] | 3

< 2]

| Done

17
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Press New to create a new Scan Group.

¥ Content Management - SAP NetWeaver Portal - Mozilla Firefox - Iﬁllﬂ

File Edit Yew History EBookmarks Tools Help

6 = c }( i ||j ‘http:J‘,l’lucalhust:SDIDD)’irj,I’pUrtal 3_:'7'_? - I

@ Mozt Yisited
=]
, Help | Log off

Systemn Administration

- | Google >

Welcome Administrator, e

,—| Fdvanced Search

Jawva Developer Guided Procedures Content Administration User administration
Tr | K

| System Configuration | P

Content Management | Histary , Back Forward

[4]] .|
I Detailed Havigation E I Content Management Ij

= System Landscape Aotionz 4 History ;- Modey  Heloy
= System Landscape Overview
= Keystore Administration Topic Area: SCanGroups Any configuration change requires that you restart the senvlet engine
= UME Configuretion Lonfiguration E.  GroupMame = List Of Providers =
- i i Content hi a it

Service Configuration Ly 012:1 ! ;a;a ement O T g
~ [J Knowledge Management clobal Semices ]

Witus Seanner
= Content Management L’m SAPTestGrou WER_S8PD

* |noiex Administration Wirug EEEE Page 1 41
. a Ls
Colaboron e

¥ O Universal Worklist & Wiorkflow

. Hew "ScanG "
= Wb Dynpro Console Topics ew Scanbroups

ScanGroups (2

Group Mame: * |AVIHA |
List Of Providers: * [ysa, aviral |

- Repositories

» Component Monitor
= System Administration Reparts

Related Links =

I Portal Favorites @

[& There are no tems to display

q B ' 2

| Done

- In the field Group Name write AVIRA and in the List of Providers write VSA_AVIRA.

The values are case sensitive. You have to use the same names as in the Visual
Administrator.

18
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Confirm with Ok.

Content Management - SAP NetWeaver Portal - Mozilla

fox ==l x|

File Edit Wiew History EBookmarks Tools  Help

‘; e x BT IC] ‘http:J‘,I’Iocalhost:SDIDD;’irj,I’portaI

v| Google

Hel | Log 0ff E'!':’

Maost Yisiked

Systemn Configuration

Content Management | History Back Forward
el A
I Detailed Havigation I Content Management E
= System Landscape Actions , Histary ;, Mode, Helpy
= System Landscape Cwervisw .
= Keystore Administration Topic Area: [ "2vIRA" has been saved. b wil be activated when wou restart the serviet enging
* UME Configurstion Lonfiguration SCanGroups Any configuration change requires that you restart the sendet engine.
= Service Configuration LContent Management " .
= O3 Knwiedge Mansgement Lilobal Semices B Group Mame = List Of Providers =
Wi Scanner
= Content Management Y oiles O AWIRA WA _AVIRA
= Inclex Administration Wirus O Moo feeGroun wEa_nai
LScanner

= Callaboration Sroupe EEEE Page 1 /2

P [ Universal Worklist 8 Wiotkfiow
= Wb Dynpro Console

Topics
ScanGroups (3

I Related Links =

= Repostories
- Compaonent Wonftor
= System Administration Reports

I Portal Favorites E

(& There are no items to display

4] | 3

< 2]

| Done
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Select Virus Scanner Profiles in the Topic Area.

¥ Content Management - SAP NetWeaver Portal - Mozilla Firefox - Iﬁllﬂ

File Edit Yew History EBookmarks Tools Help

is - c }( i ||j ‘http:J‘,l’lucalhust:SDIDD)’irj,I’pUrtal ﬁ:‘,‘? - I
@ Mozt Yisited
RS - - T

| Google

Welcome Administrator, e
—

[ 1

Jawva Developer

Advanced EGearch

Guided Procedures

System Configuration

Content Management | Histary , Back Forward
[4]] .|
I Detailed Havigation E I Content Management Ij
= System Landscape Actionz,  History ,  Modey Helpy

= System Landscape Overview

= Keystore Administration ScanProfiles Any configuration change requires thatyou restart the seniet engine

Topic Area:
= UME Contiguration Lonfiguration E.  Profie Mame = Iz Active = Iz Default = Iz Reference = Logical OR = Reference Profie = Scanner G
= Service Configuration LContent Management O
Mcifes o Mot set McAfeeGr
~ [J Knowledge Management L&lobal Senices ]
Wiz Scanner
= Content Management e — SAPTest o o Mot set SAPTeHG

= Inclex Administration EEEE

. Topics
Collaboration ScanProfiles (2
¥ O Universal Worklist & Wiorkflow

Related Areas
= WiED e Cemesls Wirus Scanner Groups
See Also:
ScanGroups (3]

I Related Links =

- Repositories
» Component Monitor
= System Administration Reparts

I Portal Favorites @

[& There are no tems to display

l 0

| Done

20



Activate the checkbox in front of SAPTest and click Edit.

) Content Management - SAP NetWeaver Portal - Mozilla Firefox

Tools  Help

File Edit Wiew History Bookmarks

AVIRA

=l=|x]

CS - c X (R ||:] ‘http:J‘,I’Iocalhost:SDIDD;’irj,I’portaI

77 -

v| Google F =

2] Most visited

Welcome Administrator,

L 1

£dvanced Search

Java Developer Guided Procedures
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4
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Edit "5APTest"

g Object remains locked until you click OK or Cancel

ls Active: O
Is Default: O
Is Reference: O
Logical OR: Ces Mo (hlot set

Reference Profile: [0 o -
Scanner Group: SaPTestGroun ™

B

Logical OR & Reference Profile & Scanne

Mot set et fet

Mot set SAPTe:

Description: [52P test profie

Package Name: * - [com sapportals wom service antivirus

S|

| javascripkivoid{0);

- Deselect the checkbox for the option Is Default and press OK.

- To create a new profile, click New.
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In the field Profile Name write AVIRA.

- Select the checkboxes for the options Is Active and Is Default.

- The option Is Reference must remain inactive.

- For the option Logical OR activate the value Not set.

- Reference Profile must remain Not set.

- From the Scanner Group drop down list select AVIRA.

- The field Description is optional.

- Type in the Package Name: com.sapportals.wcm.service.antivirus
- Press OK to save the profile.

- To activate the Virus Scan Service, return to the Topic Area, select Global Services
and click Edit.
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L| Wirus Scan Provider T...
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Lzlobal Seriges
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Application Property
Global Service (131

Audit Log Service (17
Availability Stetus Service
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Cache Service (1

Content Bxchanoe Service
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Crawlar Service (11
External Facing Extension
Setwice (11
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Help 4

Virug 5can Service + Cieating and deleting configuration objects requires that yeu restart the servlet engine.
Scans Byte-Streams or Files for Yiruses Using the SAP WSI-Library

View “antivirus"

Active: &+

Check \Write: &

Clean Yiruses: &

Postive List:

File Caurit: *

hdaximum File Size (MBY * [qpog

Wemary Count: * 10

hemary Limit (KB * 100

Repositories: Mame
Hlot et |
BEEA -

Yirus Scan Profile: o Mot set

Path for Temporary Files:

(+ denotes advanced options)

Done
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Make the necessary settings (see table below) and press OK.

Virus Scan Service + Creating and deleting configuration objects requires that you restart the senvlat engine.

Scans Byte-Streams or Files for Wiruzses Using the SAP YWSI-Library
Edit "antivirus™

E Object remains locked until you click Ok or Cancel

Active: o+
Check Wiite: &
Clean Wiruzes: o
Posttive List: O
File Count: *
Mszimum File Size (MBY. *

Memory Limit (KB *

Repositories:
H hlame =

attachmert
Bluserhome

caf

collakboration
caollaboration sessions
crt

dizcussiongroups

OOooooomD

documents

(ZI=N=]=]"Poge 48 syo ay Obiects

wiruz Scan Profile. o I AR ,l

Path for Temparary Files: |C: WNDOWSETEMP|

[+ denotes advanced options)

- Restart the servlet engine, to activate the settings.
Active: Select the checkbox to activate the Virus Scan Service in KMC.

Check Write: Specifies if the virus scan should occur only at download, or at upload,
too.

Clean Viruses: When active, the antivirus tries to clean infected files.

Positive List: \When active, the virus scanner checks ONLY the selected
repositories.

File Count: Maximum number of files to be scanned simultaneously. (default: 10)

Maximum File Size (MB): Maximum size of the files to be scanned. Bigger files
cannot be loaded in the Knowledge Management, for safety reasons. It depends on
the File Count and Path for Temporary Files.

For example, if you set the maximum size to 1000 MB and the File Count is 10, the
temp directory should be 10 GB.
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Memory Count: Sets the number of memory blocks available to the scanner.
Default: 10.

Memory Limit (KB): Sets the maximum size of the memory space allowed for
the files being scanned. Default: 1000.

Repositories: When Positive List is active, the virus scanner checks ONLY the
selected repositories. Otherwise, the scanner checks all repositories, EXCEPT the
selected ones.

Virus Scan Profile: Select the profile to be used (AVIRA).

Path for Temporary Files: Specifies the temporary folder for the files to be scanned
(C:\Windows\Temp). If this option is left empty, the default value of the Java engine is
used (java.io.tmpdir).

Environment Variables VSA LIB and VSA DEBUG

Used environment variables (Windows)

VSA_LIB:

Refers to the antivirvsa.dll

The variable isc reated automatically

VSA _DEBUG

Refers to the path of the debug log file of the VSA

vVvvVvVyYVYyY
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