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1. Basic Knowledge about the Firewall

A firewall works with network protocols like e.g. TCP, UDP, IT, etc.

A simple example for the building up of a connection is also called handshake
procedure. This example shows how a communication between two computers in the
Internet is build up.

» Computer A sends a package with the information that it wants to build up a
connection to computer B

» Computer B answers that it is ready

» Computer A confirms the answer of Computer B

* The connection between Computer A and B is now build up and the data
interchange can begin.

2. Explanation of the terms

TCP:
The Transmission Control Protocol (TCP) is an agreement (protocol) about the way
in which computers interchange data.

UDP:

The User Datagram Protocol (UDP) is a minimal connectionless network protocol. In
order to send the data with UDP to the right program on the target computer, so-
called ports are used. Therefore the port number of the service which contains the
data is also sent. Additionally UPD offers an integrity check by sending a check sum.
Thereby an incomplete transmission can be detected.

Flooding:

Flooding is a kind of overflow in a network caused by packages. Flooding can
paralyze the data transmission in a network (or of a single computer) as the
computer or the network is overflowed by a mass of requests and cannot react
anymore. You can compare that to a traffic jam on a freeway.

Ports:

A port can be compared to a house number. The difference is that a house, here a
computer can have several numbers. A port is a part of an address which assigns the
arriving package to an application.

Example:

Port 110 is responsible for the service POP3 and guarantees the access to the email
server. Special applications use port numbers which are assigned firmly by IANA and
are generally known. Usually the ports are numbered from 0 to 1023 and are called
Well Known Ports. Producers of applications can register ports for their own
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protocols if necessary, similar to domain names. The registration of the ports offers
the advantage that an application can be identified according to the port number, but
only if the application uses the IANA registered port. The rest of the ports from port
number 49152 to 65535 are so called Dynamic and/or Private Ports. You find further
information on the following website:

http://www.iana.org/assignments/port-numbers

Port scan:

Port scans are executed in order to spy out free ports on the computer.

If a computer provides a server service to others, it opens a TCP/IP or UDP port or
both or several ports. A web server has to open the port 80. A port scan finds out
which ports are opened on the computer. In order to see which ports are actually
opened on your computer you can execute a test on the following website:
http://www.port-scan.de/index2.php

IP:

In order to get connected to a computer the Internet Protocol (IP) identifies it with a
definite IP address. In case you send a letter to a friend you have to write the street
and the city on it. The IP address has the same function.

Host File:

Sometimes the host file is used to block known web servers by entering the local
host (127.0.0.1), so that all requests are sent to the own system. The specialty of this
method is that the blockage is valid in the whole system and is not limited to the
browser as web filters are. Furthermore you can use these filters against some
malware programs if they are trying to get commands from already known servers.

URL:

Uniform Resource Locators (URL) are a kind of Uniform Resource Identifiers (URLS).
URLs identify and locate a resource via the used network protocol (e.g. HTTP or
FTP) and the location of the resource in the computer networks.

As URLs are the first and most frequent kind of URLs the terms are often used as
synonyms.

In colloquial language URL is frequently used as a synonym for Internet addresses
like e.g. www.avira.com.

Slide-Up:
A slide-up is a small window which appears slowly top right or down right on your
screen and disappears after an interaction or after some time.


http://www.avira.com/
http://www.port-scan.de/index2.php
http://www.iana.org/assignments/port-numbers
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3. Configuration Possibilities

3.1 Security Level

First you have to decide which security level you want to use. A security level which
is too high might cause a dysfunction of some system functions. Using a security
level which is to low you run the risk that not all accesses to your computer are
blocked.

In general, we can say: In case the PC is not connected to a local network and no
network-compatible device (e.g. network printer) is located near the PC, the security
level can be “High”. That means the computer is invisible in the network. Furthermore
connections form outside are blocked and flooding and port scan are prevented.

This is the default setting after the installation of the Avira Premium Security Suite.

In case the PC is located in a network environment or the PC should access to
network devices like e.g. network printer, the security level should be set on

“‘Medium”. “High” might block the network printer or not recognize it as the firewall
does not know that a printer is available.

Please, proceed as follows:

. Start the Avira AntiVir Control Center

I ] 3
o P PP AVIRA
Pasixise a Configuration E Online help
v Status
Events A Antivir Guard Activated Deactivate
Reports
@ & Online protection Enabled
‘@ Last complete system scan Not performed Sean system now
@ Last update 8/26/2009 Start update
:':I Your evaluation license is activated  9/2472009 Buy now I

You can start it by a left double click on the umbrella symbol. The tray icon is located
in the task bar, down right next to the system time.



@

=
——
=
=

. Open the register "Online protection”
B

File Wiew Extras Update Help
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ﬂ Configuration E Help

ﬁ E Overview
1] Local protection

=
¥ | online protection
v MailGuard

Scarned emails:

| Twpe | FroméTo | Subject | Date/Time |

WebGuard

irewal

Administration

[ Display Statistios

The register is opened by a left mouse click on the register “Online protection”. The
register “Online protection” is located on the left side of the Control Center.

. Open firewall settings
g
Eile Wiew Extras Update Help

AVIRA

3! Dverview _ @Dnnhgyahnn EHelp
— =4
L1] Local protecti I~ Security le

6] ————— Block al High security level ) System . ]
: > oo | Gkt Carmputer nat visible in the lﬁ Application Layer Gateway Sarwc_ 1
MailGuard netwark. . [Ed ArivirwiebGuard Service 1
wiehGuard - High E‘onr;:eecdtlons fram outside are 3 Antiviuz Mailscanner Service 1
i Floading and Portscan are = Generic Host Process for win32 ! 1

v Firewall H .

- i Medium prevented,
all |
21 St it | - Low

s | Tools | r~ Transfer

0 Bis.

Download Upload
Current: 0 B/ 0 B
Total: 359 ME 177 MB

A click on “Firewall” on the submenu of “Online protection” opens the configuration of
the Avira Firewall. This menu appears on the right side in the main window of the
Control Center.
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. Adaption of the Security Level of the Firewall

By clicking and keeping hold of the security level controller you can adapt the
security level. The possible levels are “Low”, “Medium”, “High”, “Custom” and “Block
all”.

You can find a description of the levels directly on the right side of the controller.

Please, choose the level “Medium”, in case any problems with network printers,
removable hard disk or similar network connections should occur.

3.1.1 Block all

All network connections are blocked.

vira Premium Security Suite _ I =
Avira P i 5 ity Suiki . | .4

Eile Wiew Extras Update Help

H11Avira Premium Security Suite S AVIRA

@' Overview 51':1 Configuration E Help
2 i - Security le
gl ncalprotectinn il 75 ocul AR = Application | Connections |
. - L iBlock al Block all traffic =) System 2
Online protection e Alinetiok Coatnections are E Application Layer Gateway Servic 1
MailGuard el blocked, Antivir webGuard Service 1
webcuard - High [ Antivirus MailS canner Service 1
[ Gereric Host Process for Win32 ! 1
»" Firewall 2
- | Medium
e sarinismation - ilow

= - G
(T, | Tools ll Janel

il 0 Bls-

Download Upload
Current: 0 Bfs 0 Ble

Total 371 ME 183 ME

3.1.2 Custom

You can choose user defined rules in the configuration (view chapter 3.2
Configuration).



=
——
=
=

e

(%, Avira Premium Security Suite — = x|
Eile Wiew Extras Update Help

U - = o AVIRA'

ﬂ Overview _
'] Local protection I Security level

a Configuration E Help

Application | Cunnecliunsl
A‘ - - I - i Block &l Cusztom security level = Spstem | 10
¥ | Online protection I - s [T Application Layer Gateway Servic 1
MailGuard e il Antivir webGuard Service 1
webGuard ~ High Antivius MailScanner Service 1
Generic Host Process for win32 ! 1
v Fi Il
ke & - i Mediom
— el
¥~ | Administration [ - ilow
’\‘ Toaols r Transfer
: .|g] | A R
Download Upload
Current 0 Bis 0 Bfs
Total: 436 MB 220 MB

3.1.3 High

The computer is invisible in the network and the connection coming from outside are
blocked. Flooding and port scan are prevented.

(%, Avira Premium Security Suite — = x|
Eile Wiew Extras Update Help

AVIRA

ﬁ Overview éﬂ'h

=y ﬂ Configuration E Help

1] Local protection ~ Security level

- Application | Connections |
6:. T - i Block all High security level = Spstem | 1
: - = e Computer not visible in the ™1 Application Laper G ateway Servic 1
MailGuard network. Antivir webGuard Service 1
Cornections from outside are = Antivi i 7
webGuard B i High Elockad. Amtlvu.us_ MailSzanner Service 1
= Flooding and Portscan are [ Generic Host Process for win32 ! 1
v Firewall -
ki - i Medium prevernted,
21 St i - ilow

8 o
T Tools | Transfer

949 ks

Download Upload
Current: 0 B/ 0 B
Total: 469 ME 244 MB

3.1.4 Medium

In comparison to the firewall setting “High”, the computer is visible in the network and
receives TCP and UDP requests. These requests are refused. TCP and UDP
packages which are received unexpectedly are not attended and accepted. Flooding
and port scan are prevented.

-8-
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(£, Avira Premium Security Suite N = ] B3
File View Extras Update Help

7e

a . LN % — i 3
fifAvira Premium Security Suite B o o AVIRA
Overview =] i i
J Configural, Hel
@ =1 ﬂ onfiguration E Help
LY i - Securiy |
= | Local protection Bt - - Application | Connecliansl
~ i Black al edium security level [ System Ll
Online protection | Suspicious TOP and UDP packets = application Layer Gateway Servic 1
Mailiuard UEan are discarded Artivir webGuard Service 1
webGuard < Pk F‘Wd""tg gnd Portecan are [T Antivitus MailScanner Service 1
= I RIEREREE [ Generic Host Process for win32 ! 1
v Firewall
| ) u _|_/' Medium
; Administration T Lo

| [ Transter
Rt i i i o i

Download Upload
Current: 0 B/ 0 B/
Total: 481 ME 255 MB

Also using the level “Medium”, problems with the network can occur. In this case you

should change the level to “Low”.
The preset level is more distinctive in the security level “Medium”. That means with
“‘Medium” some TCP and UDP package requests are recognized and forwarded

automatically. Others are refused.

3.1.5 Low

Also the level “Low” offers you the protection of the Avira Firewall. Flooding and port
scan are not prevented, only detected. These are the most frequent methods for
finding vulnerabilities on your computer.



AVIRA

(£, Avira Premium Security Suite — = x|
Eile Wiew Extras Update Help

#11Avira Premi ity Sute™ e —— ;
vira Premium Security Suite ™ ame- AVIRA
@ Overview 5-1\ ﬂ Configuration E Help
— =
Application | Connections |
Z - | EBlock al Low security level ) System 1
Online pratection - i Floading and Portscan are Iﬁ Application Layer Gateway Servic 1
MailGuard el detected. Antivir webGuard Service
webGuard - | High [ Antivius MailScanner Service 1
™ Generic Host Process for w/in32 ! 1
v Firewall .
I - i Medium
I‘ Administration o ilow
@ T [ r~ Transfer

|8 46 kB

Download Upload
Current: 0 Bfs 0 B/s

Total: 493 MB 267 MB

In case these settings are not enough for you or you have to activate different ports
for an application, you can find more configurations in chapter 3.2 Configuration.

3.2 Configuration

Click with the right mouse button on the tray icon in the task bar and choose the point
“Configure AntiVir”. You also have the possibility to start the configuration via the
Avira Control Center by opening the Control Center and by clicking on
“Configuration” top right or by pressing F8, or via Extras —> Configuration.

In the configuration you can find the button “Firewall” on the left side. Activate the
expert mode in order to have access to all possible settings. Here you can configure
the adapter rules, the application rules, trusted vendors, general settings and popup
settings.
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=100 ]
F1#Avira Premium Security SUIte =5 a0 o o AVIRA
¥ Expert mode Adapter rules Help
EI Scanner =] ,ﬂ My Computer
" Guard EH;I Local Area Connection (Active)
- MaiGuard @ ICMP protocol
-- \WebGuard ‘E TCP Port Scan
B- B3 UDP Part Scan
Adapter rules L[j Incoming Rules
Application rules @5 Outgoing Rules
Trusted vendors
Settings
i 2 @ Popup sektings
-- Backup
- General Add rule ] Flemove ruls] [ Fiule up ][ Fule down ] [ﬁename IUIE]
=
l — Description l
Default values ] [ Ok, ] [ Cancel ] [ Apply

3.2.1 Adapter rules

Each hardware entity which is simulated by software or each hardware entity (e.g. a
network interface card) is seen as an adapter (e.g. Miniport, Bridge Connection, etc.)
The Avira Firewall shows the adapter rules for all adapters which exist on your
computer and for which a driver is installed.

A predefined adapter rule is dependent on the security level. You can change the se-
curity level via the Avira Control Center like it is described in chapter 3.1 or change
the adapter rules as you want. After you have changed the adapter rules the control-
ler of the firewall is placed on the security level “Custom”.

3.2.1.1 Incoming Rules
Incoming rules help to control the incoming data traffic with the Avira Firewall.

Example:
You want to add the IP address 10.40.30.20.

If you click on “Add rule”, a window opens with different predefined rules. There you
choose “IP” and confirm with “OK”.

In your “Incoming rules” you can find the point “Incoming IP rule”. Choose this point.
You can also rename it. You can now enter the IP and its mask into the marked box
below and enable or block it. You can also decide if the package should be written
into the log file or not.

-11 -
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J#7Avira Premium Security Suite > o . . AVIRA
W Expert mode Adapter rules Help
- Scanner Elﬂil Lacal Area Connection {Active) ;I
' Guard E} ICMP protocol
42 MalGuard 588 TCP Port Sran
webiGuard @ UDP Port Scan
E| : Firewall E|Lf_§ Incoming Rules
. 53 Adapter rules - Monitor established TCP traffic
= application rules ,E' Mornitor established UDP traffic
@ Trusted vendars E Da not discard ICMP based on IP address
[ Settings 3 Deny all 1P packets
E {xd Popup settings ¥ Incoming IP rule x|
-2 Backup i
8 General Addle || Remove rule] [ Rule up [ Rule dawn ] M
Allow IP packets from address 0.0.0.0 with mask 0.0.0.0 ;I
Don't log when packet matches rule.
=
I — Description I
Default values ] [ Ok ] [ Cancel I [ Apply

3.2.1.2

Outgoing rules

Outgoing rules help to control the outgoing data transfer by means of the Avira
Firewall. You can define an outgoing rule for the following protocols: IP, ICMP, UDP

and TCP. In order to enter settings for the “Outgoing rules” you can proceed in the

same way as for the settings of the “Incoming rules”.

Examples:

e Peerto Peer

In case you should use e.g. interchange systems, file systems or file sharing
systems, you can use the default templates. You only have to enable the needed

TCP and UDP ports.

-12 -
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¥ Expert mode

Scanner

Guard

MailGuard

‘webauard

Firewal
B Adapter rules
= application rules
a Trusted vendors
[ Settings
*..[m5 Popup settings

Backup
[#-424 General

=8

E3 Adapter rules

4 b

= ¢ My Computer
E'W Local Area Connection {Active)
B 1MP protocal
B TCP Part Scan
55 uop Port Scan
§7 Allow Peer-To-Peer netwnrk
=] @ Incoming Rules
: Monitor established TCP traffic
- mManitor established LIDP braffic

B Do not discard ICMP based on IF address LI
fdd e ] Remove rule] [ Fule up ] [ Fule down ] [ﬂename rule]
Allow P2P program on TCP port 4662 and UDF on port 4672, ;I

— Description

Dafaultvalues] [ (0] ] [ Cancel I [ Apply

. VMware

In case the Internet access should not be possible out of your VMware, you have to

enable it via the following template.

R Avira Premium Security Suite

=10 x|

#fAvira Premium Security SUIte ™ o . _

[V Expert mode

Scanner

Guard

MailGuard
WwebGuard

Firewall

B3 Adapter rules
= application rules
@ Trusted vendors
E Setkings

-

E} Adapter rules

A e

=i d Iy Computer

E!P Local Area Connection (Active)
E ICMF protocol
B 1P Port Scan
B3 UDP Port Scan
B allow Pesr-To-Peer network
Conns ans

Allow Y ]
EI&B Incoming Rules
: B Monitor established TCP traffic

=2 Popup settings 9 Monitor established UDP traffic =l
Backup : =4 : ; ; ; -
General Add ule ] Remove rule] [ Fule up ] [ Rule down ] [Bename rule]
Allove Wk ware machine communication. ;I
— Description
Default values ] [ akK ] [ Cancel ] [ Lpply

-13 -
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3.2.2 Application rules

This list contains all users in the system. If you are logged on as administrator, you
can choose a user and set a rule for him. If you don’t have administrative rights the
list only shows you the currently logged on users.

=10
¥ Expert made [= Application rules Help
- Scanner T T
H Application rules Far user: ANAXPEM\Administrator =
-2 Guard RE I \ J
-- MailGuard Application | Mode | Action |
-2l WebGuard a Teambiewer Remote Control Application Privileged Deeny.
= Firewall @ Firefax Eilkered Allow
&3 Adapter rules &) Mozila Thunderbird Filtered Allow
application rules
@ Trusted vendors
E Setkings
E Popup settings
g Backup
B2 General — &pplication details
G Mame:  Team¥iewer Remote Control Application
Path; Ci\Documents and Settings|Administratoritem. ..\ TeamViewer  exe
[ Add application ] [ Femove e ]
— Description
Ya
Default values ] [ oK ] [ Cancel ] [ Apply

Example:

Thereby an administrator can make sure that a web browser doesn’t receive Internet
access or that a chat program is not executed.

3.2.2.1 Add application

If you click on the button “Add application”, a new window opens with the programs
that are installed on your computer.

E-]'@ General

— Application details
a MName: Team¥iewer Remote Control Application
Path: CiiDocuments and SettingshAdministratoritem, . \Teamviswer, exe

[ Add application ] [ Remove rule l

— DESCTIpLTnT
Wz

Defaultvalues] [ ak. ] [ Cancel ] [ Apply

-14 -
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By a simple click the application is marked and can be added to the list via the button
“Add”.

Avira Premium Security Suite

Add application to firewall rules list

L J I/

Recently used applications:

Application name =
R antivirus Control Cenker

“, Canfiguration Panel

E Firewall MT service process
Antivirus Syskem Tray Tool
E Ankivirus On-Access Service
E Antivirus Mailcanner Service
@ Antivie WebGuard Service
WS Helper Tool

checkk application j

— Application details
MName: Antivirus Control Center

Description:  antivir Deskkop

Path: C:\Program Files\aviralank., \avcenter exe

[ Add ] [ Cancel ] [ Browsze for other applications ... ]

3.2.2.2 Application settings

Here you can change the mode from “Filtered” to “Privileged”. In the mode “Filtered”
the adapter rules and the application rules are checked. In the mode “Privileged” only
the application rules are checked.

Furthermore the action can be changed from “Allow” to “Deny” or “Ask”. If you
choose the action “Ask”, you are always asked before executing a program if you
really want to start the program. In case of the action “Deny” the program is blocked
by the Avira Firewall.

-15-
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ira Premium Security Suite ) = |EI|1|

E X . 4 -‘h — s
FffAvira Premium Security Suite S o o AVIRA
¥ Expertenmodus = Anwendungsregeln 5 Hilfe
El zcan;er Anwendungsbezogene Regeln Fir den Benukzer: I\-'MXPSPSDE'!,.C\dministrator j
(] 13K
-- MailGuard Anwendung | Madus | Bkrion
" ‘WebGuard —@ Avira Security Managerent Center Internet Updatef Privilegiert zulassen

Firewall € Inkernet Explorer Gefilkert zulassen

-8 Adapterregeln @ Firefax Gefilkert zulassen
-2 anwendungsregeln

@ Wertrauenswirdige Anbie
=2 Einstellungen

-m8 Popup-Einstellungen
Backup

Allgameines

— anwendungdetails
a. Mame: Avira Security Management Center Internet Upd...
(d Pfad: Ci\ProgrammelAviralavira Inkernet Update Managerium. exe

[ Anwendung hinzufiigen ][ FRegel entfermen ]

— Beschreibung
Wz

| | B

[ Standardwerte] ’ ok ] ’ Abbrechen ] ’ Obemehmen

3.2.3 Trusted vendors

In the menu “Trusted vendors” a list of reliable software producers is shown. You can
add or remove producers to or from the list by using the option “Always trust this
vendor” in the popup window of the network event. You can allow the network access
of application which are signed by the listed vendors by default. Therefore you
activate the option “Automatically allow applications created by trusted vendors”.

3.2.3.1 Trusted vendors for user

This list contains all users in your system. If you are logged in as administrator, you
can choose a user and see and modify his list of trusted vendors. If you aren’t a user
with privileged rights, the list only shows you the logged in user.

-16 -
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HiAvira Prernlum Secur_lnt_!Smtt

R, Avira Pre Security Suil

=10

(<,

¥ Expert mode &7 Trusted vendors E Heln
A 2 Trusted vendars for user: InNAXPEN\,ndministrator =l
B2 Guard

" Malcuard | ¥ sutomatically allow applications created by trusted vendors |
B ‘WebGuard

Firewall
B3 Adapter rules
=) application rules
@ Trusted vendors
-[m0) Settings
E Popup settings

- Backup
421 General

Yendars

--‘d Microsoft Corporation

_-»3 Skype Technologies 54
_-d Sun Microsystems, Inc.
_-.3 Infineon Technologies AG
=9 Lexmark International, Inc.
= ATI Technologies Inc.

:.@ Creative Technology Lid
:.zl WMware, Inc,

<

ol

Remove

— Description

The list shaws all providers classified as trusted.

Default values ] [ 0K

] [ Cancel ] ’ Apply

Automatically allow applications created by trusted vendor

@

=

If this option is activated, applications with a signature of known and trusted vendors
get automatically an access to the network. This option is activated by default.
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JffAvira Premium Security Suite ™ o . P AVIRA
V' Expert mode &) Trusted vendors E Help
" seanner Trusted vendors For user: ANAxPENYAdDministrator j
B2 Guard
" Mailiuard | ¥ automatically allow applications created by trusted vendors |
[ webGuard
E| Firewall S S
. = P.dapter. rules = Micrasaft Carparation
- Apca re =2 Skype Technolagies 54
% H":" foges _-@ Sun Microsystems, Inc,
=R = Trfineon Technologies &G
E Popup settings ]
Backup =9 Lexmark International, Inc,
g General _JJ ATI Technologies Inc.
| Q Creative Technology Lbd
-
»

Bemove

— Description

The list shows all providers

classified as trusted.

[ Default values ] ’ QK

| [ canee ||

Apply

l

We recommend you to keep this option activated, as we have the contact data of
these vendors. The vendors are licensed software enterprises. Therefore the vendors

are categorized as trusted vendors.

3.2.3.3 Vendors

The list shows all vendors who are categorized as trustworthy.
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0 0 “‘h_ - o -
Jf7Avira Premium Security Suite’ ™ o . . AVIRA
V' Expert mode &) Trusted vendors E Help
- Seanner Trusted vendars For user: ANAXPEN\Administrator j
Guard
Mailzuard | ¥ automatically allow applications created by trusked vendors |
WebGuard
Firewall Vendars i
& Adapter. rules = Micrasaft Carparation
% Application rule =2 Skype Technolagies 54
3 . _-@ Sun Microsystems, Inc.
Sethi
=5 settings q :@I Infineon Technologies AG
E Popup settings ]
Backup _ﬁ Lexmark International, Inc.
g G :d ATI Technologies Inc.
eneral
% Creative Technology Lbd
ﬁ WMware, Inc, -
«| ]

— Description

The list shows all providers classified as trusted.

Defaultvalues] ’ ak ] ’ Cancel ] ’ Apply

3.2.3.4 Remove

The marked entry is removed from the list of trusted vendors. In order to remove the
marked vendor definitely from the list, press “OK” or “Apply” in the configuration win-
dow.

a, Avira Premium Security Suite 5 IEllzl

#I7Avira Premium Security 5}1}&6 o o AVIRA
¥ Expert made &) Trusted vendors E Help
ann;er Trusted vendors For user: InNnXPEN\,Administrator j
e
MailGard | ¥ Aukomatically allow applications created by brusked vendors |
‘WebGuard
Fireveall e -
& Adapter. rules = Microsoft Corporation
& Application rue _-Q Skype Technologies SA
: _-d Sun Microsystems, Inc,
/23 Popup settings = Infineon Technolggles bl
Barkup =9 Lexmark International, Inc,
=9 ATI Technalagies Inc.
General
:d Creative Technology Lbd
Q WMware, Inc, -
La| ]

— [les rripl‘inn

The list shows all pravidars classified as trusted.

Defaultvalues] ’ ak ] ’ Cancel ] ’ Apply
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3.2.3.5 Reload
The changes are cancelled. The last saved list is loaded.

-lEix]

I#1Avira Premiur SUtENr oy o o o AVIRA
¥ Expert mode &) Trusted vendors E Help
Zz‘z‘:;er Trusted vendors For user: IANAXPEN'l,Administrator j
\I\.qvai:f:ardd | ¥ sutomatically allow applications created by trusted vendors |
‘ebiGuar
Firewall Vendars i
& Adapter rules = Micrasaft Carparation
& Application rules _-n{J Skype Technologies 54
@ Tr'UStE"j verdars =3 Sun Microsystems, Inc.
% EZ:LI;gssettings _.d Infineon Technologies &G
__ Backup _-.3 Lexmark International, Inc.
g ceneral :;d ATI Technologies Inc.
%d Creative Technology Lbd
:‘,jd Whware, Inc, bt
oJ Tl

i

— Description
The list shows all providers classified as trusted.

Defaultvalues] ’ ak ] ’ Cancel ] ’ Apply

Tip:

If you remove a vendor from the list and click on “Apply” the vendor is removed for
good. You can’t reload it. But you have the possibility to add the vendor again to the
list of trusted vendors via the option “Always trust this vendor” in the popup window of

the network event.
The firewall prioritizes application rules: If you create an application rule and the

vendor of the application is part of the list of trusted vendors, the application rule is
applied.
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3.2.4 Settings

3.24.1

* Block forever

Automatic rule timeout

A rule which has been created for a portscan is kept automatically.
* Remove rule after n seconds

A rule which has been automatically created, e.g. for a portscan, is removed after the
given time. This option is activated by default.

Firewall
B Adapter rules

rTTrerre— Ll
o PP P AVIRA
¥ Expert mode =5 Settings E Help
[ Scanner 2 5
H — Aubomatic rule timeout
E-5g Guard € BlockF
=8 MailGuard ocLTorever
E-4=d webGuard = Remove rule after I 1,200 E seconds
=]

— Advanced options

Application rules
@ Trusted vendors
E Settings

E Popup settings

Windows Host File is NOT LOCKED, Lock now

¥ stop Windows Firewall on startup

.. Backup — Motifications ——————————————— Application rules
g General ¥ Bort scan " Advanced settings
¥ Elooding ’7(:' Basic settings
¥ &pplications blocked
¥ IP blocked

I — Description I

Defaultvalues] ’ ak ] ’ Cancel ] ’ Apply

3.24.2 Advanced options
. Windows Host file is NOT LOCKED
If this option is on LOCKED, the windows host file is write protected. A manipulation

of the file is no longer possible. For example malware is not able to redirect you to
undesired websites. This option is set on NOT LOCKED by default.

We recommend you to set the Windows host file on LOCKED. If you should use ap-
plications which access to the host file, like e.g. Spybot Search & Destroy, set the op-
tion on NOT LOCKED.
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FFAvira Premium Security Suite” ™ e . o AVIRA
V¥ Expert mode == Settings E Heln

- Scanner 5 <
H Guard — Aukomatic rule timeouk

MailGuard ™ Block Forever
WebGuard & Remove rule after IW seconds
Firewall
B8 Adapter rules — Advanced options

~[=] Application rules windaows Hast file is NOT LOCKED, Lock now
@ Trusted vendors

=0 Settings W Stop Windows Firewall on startup
E Popup settings

ackup — Motifications ————————————————— — Application rules
General ¥ Port scan (™ Advanced settings
¥ Elooding (¥ Basic settings
¥ applications blocked H
¥ IP blocked
— Descripkion
’ Default values ] ’ 0] ] [ Cancel ] [ Apply
. Stop Windows Firewall on startup

This option deactivates the Windows Firewall on startup. This option is activated by
default as the use of two firewalls at the same time might cause problems. Two
desktop firewalls interfere with each other.

3.24.3 Notifications

Here you can choose in case of which events you want to receive a notification from
the firewall.
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Scanner
Guard
MailGuard
WebGuard
Firewall

B Adapter rules

i
JifAvira Prem o o o AVIRA
¥ Expert mode =5 Settings E Help

— Aubomatic rule timeout
" Block Forever

£+ Remove rule after

I 1,200 E seconds

— Advanced options

= application rules
Trusted vendors
@ Settings

E Popup settings

Windows Host File is NOT LOCKED, Lock now

¥ stop Windows Firewall on startup

Backup — Motifications —————————————————— Application rules
g General ¥ Bort scan " Advanced settings
¥ Elooding ’7(:' Basic settings
¥ &pplications blocked
¥ IP blocked

l — Description I

Defaultvalues] ’ ak ] ’ Cancel ] ’ Apply

. Portscan

If you activate this option you receive a desktop notification in case a portscan has
been detected by the firewall.

Portscan are not always malicious, but can be a sign of a possible attack on your
system.

. Flooding

If you activate this option you receive a desktop notification in case a flooding attack
has been detected by the firewall. Flooding attacks can overflow your network with
mounds of data and paralyze your network.

. Applications blocked

In case an application should try to build up an external connection which you have
not allowed in the firewall or which is not privileged, the connection is blocked by the
Avira firewall and you receive a desktop notification. This notification informs you
about the application and why it has been blocked.

. IP blocked

If this options is activated you receive a desktop notification in case the firewall has
refused the data traffic from a certain IP address. We recommend you to deactivate
this option as there are a lot of undesired IP address requests in the Internet. There-
fore you would receive lots of desktop notifications.
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3.2.4.4 Application rules

With these options you set the configurations for the application of the firewall.

e
= . : ...fh —e a_
#ffAvira Premium ¢ rity Suite o o AVIRA
¥ Expert mode =5 Settings E Help
[#-4=4 Scanner : :
£ — Aubomatic rule timeout
g Cuard € BlockF
=8 MailGuard ocLTorever
E-4=d webGuard = Remove rule after I 1,200 E seconds
E| Firewall
. --E3J Adapter rules — Advanced options
-~ application rules windows Host file is NOT LOCKED. Lock now
@ Trusted vendors
..[mD) Settings ¥ Stop Windows Firewall on startup
E Popup settings
Backup — Motifications —————————————— — Application rules
w0 General ¥ Bort scan " Advanced settings
¥ Elooding % Basic settings
¥ &pplications blocked
¥ IP blocked
I — Description
[ Default values ] ’ QK ] ’ Cancel ] ’ Apply
. Advanced settings

If you activate this option, you have the possibility to administer different network ac-
cesses of an application individually. That means you create a special application
rule for an application. You can administer the traffic of an application individually or
you only monitor the application.

. Basic settings

If you activate this option, you can only set one action for different network accesses.
Usually this is enough to allow or to block applications.
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3.2.5 Pop-up settings

3.2.5.1 Pop-up settings

. Inspect process launch stack

If this option is enabled, the process stack inspection allows a more accurate control.
The firewall assumes that each process in the stack which is trustworthy is the one
whose child process enables the access to the network. Therefore, a popup window
is opened for each process in the stack which is untrustworthy. These options are de-
activated by default. We recommend you to keep the default settings as you would
receive a flow of pop-ups otherwise.

. Allow multiple pop-ups per process

If this option is activated, a pop-up window is opened each time an application tries to
build up a network connection. Alternatively you are informed only on the first con-
nection attempt. This option is deactivated by default. We recommend you to keep
the default settings. So you receive only one pop-up window per process.

. Automatically suppress pop-up notification while Game Mode

If this option is activated, the Avira Firewall automatically changes to the game mode
in case an application is executed in full screen mode on your system.

In the game mode, all defined adapter and application rules are applied. The network
access is temporarily allowed to applications for which no rules with actions (allow or
refuse) are defined. So no pop-up windows with questions about the network event
are opened. We recommend you to activate this option if you play games (online
games) on your computer, so that you are not disturbed by irritating pop-ups during
the game.
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Scanner

Guard

MailGuard

WebGuard

Firewall
B Adapter rules
= application rules
Trusted vendors
@ Settings

1 SE

ap
g General

— Popup settings
[~ Inspect process launch stack

I allow mulkiple popups per process

[T automatically suppress popup
niotifications while in Game Mode

=15
JFfAvira Prem S o o AVIRA
V' Expert mode == Popup settings E Help

— Allow privileged
% Always enabled
i Always disabled

i Remember last used state

— Remember action for this application
% Always enabled

" Always disabled
™ Enabled for signed applications

— Show details
¢ Show details on demand

© Always show details

™ Remember last used state

' Remember last used state

l Drescription I

Defaultvalues] ’ ak ] ’ Cancel ] ’ Apply

3.2.5.2

. Always enabled

Remember action for this application

The option “Save action for this application” in the dialogue windows “Network event”
is activated by default. The option “Always enabled” is activated by default.

. Always disabled
The option “Save action for this application” in the dialogue windows “Network event”
is disabled by default.

. Enabled for signed applications

The option “Save action for this application” in the dialogue box “Network event” is
automatically activated for the network access by signed applications of certain
vendors. The vendors are: Microsoft, Mozilla, Opera, Yahoo, Google, Hewlet Pack-
ard, Sun, Skype, Adobe, Lexmark, Creative Labs, ATI, nVidia.

. Remember last used state

The option “Save action for this application” in the dialogue box “Network event” is
enabled in the same way as for the last network event.

In case the option “Save action for this application” has been activated for the last
network event, the option will also be active for the following network event. In case
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the option “Save action for this application” has been deactivated for the last network
event, the option won’t be active for the following network event.

R,Avira Premium Security Suite

J#fAvira Premium Security Suite =

= g g

¥ Expert made

- Scanner
B2 Guard

-2 MailGuard
4= wehGuard
B4 Firewal

B Adapter rules
-[=) application rules
Trusted vendors
@ Settings

@ Popup settings

Backup
el General

[ Popup settings

— Popup sektings
I Inspect process launch stack

I allow mulkiple popups per process

[T Automatically suppress popup
niotifications while in Game Mode

— dllow privileged ———————
¥ Always enabled
i Ahways disabled

" Remember last used state

— Remember action for this application
* Always enabled

™ Always disabled
(™ Enabled for signed applications

= Remember last used state

— Show details
¢ Show details on demand

= Always show details

{” Remember last used state

— Description

I Default values ] ’ (] 3

] ’ Cancel ] ’ Apply ]

We recommend you to keep this option, so that all actions about the connections of
the applications are automatically saved.

Here you can configure which detailed information in the box network event is import-

3.2.5.3 Show details
ant to you.
. Show details on demand

The details are only shown on request in the box network event. That means the de-
tails are shown after a click on the button “Show details” in the box network event.

. Always show details

The details are always shown in the box network event.

. Remember last used state

The display of detailed information is administered in the same way as for the previ-
ous network event. In case detailed information has been shown, the same informa-
tion will be displayed for the following network event. If the detailed information hasn’t

-27-



(<,

AVIRA

been displayed, the detailed information will also be blanked for the following network
event.

a Avira Premium Security Suite r = |EI|1|

= = . RN .\h S a.
#FfAvira Premium Security Suite S o o AVIRA
V¥ Expert mode = Popup settings Help
B2 Scanner — Popup settings ————————————————  — allow privieged —————————
E-Gd Guard I™ Inspect launich stack
- Malcuard Inspect process launch stac i+ Always enabled
.. WebGuard I allow mulkiple popups per process 7 Always disabled
El- Firewall

[ automatically suppress popup " Remember last used state

-5 Adapter rules notifications while in Game Mode

= application rules
@ Trusted vendors

— Remember action for this application — Show details
~[m2) Settings . * Always enabled ¢ Show details on demand
."Ec e ™ Always disabled = Always show details
g General (™ Enabled for signed applications {” Remember last used state

= Remember last used state

l — Description I

Defaultvalues] ’ u] ] ’ Cancel ] ’ Apply

3.2.5.4 Allow privileged

Here you can configure the settings for the option privileged.

. Always enabled

The option “Allow privileged” is activated by default in the box network event.
. Always disabled

The option “Allow privileged” is deactivated by default in the box network event.

. Remember last used state

The option “Allow privileged” is used as it has been before in the box network event:
If the option “Allow privileged” was activated for the last network event, it will also be
activated by default for the next network event.

If the option “Allow privileged” was deactivated for the last network event, it will also
be deactivated by default for the next network event.
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¥ Expert made == Popup settings E Help
& Zzz:;er — Popup settings —————————— | — Allow privileged
Mailcuard [" Inspect process launch stack (% plways enabled
wehbGuard I allow mulkiple popups per process i Always disabled
E| : Firewall [ ati sl Sbrraes aanin i Remember last used state
i B3 Adapter rules notifications while in Game Mode
= application rules
@ Trusted vendars — Remember action For this application — Show detals —————
E ettings % Always enabled ¢ Show details on demand
Fo
'ul:' " Always disabled © Always show details
g General ™ Enabled for signed applications ™ Remember last used state
' Remember last used state
Drescription
Default values ] ’ ak ] ’ Cancel ] ’ Apply
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4. General information about parental control

Avira Premium Security Suite offers a parental control function to filter undesired or il-
legal Internet offers. You can assign different roles to different users. A user role is
configurable and contains forbidden or allowed URLs (Internet addresses) and forbid-
den content categories. Powerful URL filter lists are used to block Internet contents
according to certain categories. In these URL filter lists URLs are categorized de-
pending on the content of the websites into content groups.

The URL filer lists are updated every day, adjusted and extended. They support
European languages (English, German, French, Italian, Russian ...). The roles child,
young person, adult are preconfigured with the corresponding forbidden categories.
In order to configure the parental control, you have to activate it first. If this option is
enabled, all the web pages requested by the user while navigating the Internet are
scanned on the basis of the role assigned to the registered user in the parental con-
trol function. In case of a forbidden website the website is blocked and a note ap-
pears in the browser.

Example:

If a blocked page is requested, the following browser window appears.

%) INFORMATION: Access to this page has been denied! - Mozilla Firefox =1

File Edit ‘Miew History Bookmarks Tools Help

<rﬁ ~ [ = @ ﬁ ||_| hktp: f e lokalisten. def |"| P| 'iGuogle i\l

P Getting Started L:,' Latest Headlines

= ; . - s
/IfAvira Premium Security Suite 5 _amee . . o AVIRA

Information

Access to this page has been denied.

The computer administrator has forbidden access to pages of this type.

Reguestad LIRL: hittp:fasne lolkalisten del

Genarated b AntiVir WebGuard 9.0.5.0
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In order to activate the parental control, go to the configuration of AntiVir and activate
the expert mode. Choose the WebGuard on the left side. You can open the windows
by clicking on the plus in front of WebGuard. The parental control is the third point.

Choose it and activate it on the right side.

-l
#ffAvira Premium ¢ S o o AVIRA

IV Expert mods &= Parental control ¥ Heln
[#-424 Scanner
&0 Guard —Parental control
__ MailGuard ¥ Parental control enakble
EI ‘WebGuard — User selection

@ Sean Isupport j Lser | Rale

g Parental control {Default) child
Repart Administratar Child

Ela Firewall

B Adapter rules

.[= application rules

A Trusted vendors —Roles

(a2 Settings | Eranae Child

i..[85] Popup settings ) foung person
563 Backup (Maximum 30 char acters) Adult
[]--g General

— Description
The button can be used to add the selected user to the list of protected users.
[ Default values ] ’ ak ] ’ Cancel ] ’ Apply

4.2 User selection

You find all users of the system in the top down box. Choose a user and click on

“Add”-

The user appears on the right side with the default setting “Child”. You can change

the role by a simple click.
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AVIRA

¥ Expert mode

]~ Scanner
7= Guard

-2 MailGuard
=1-4=)] webGuard

+ @ Scan

# Parental control
r Report

Firewall

EJ adapter rules
Application rules
Trusted vendors
i E Settings

..... [®5) Popup settings

[ Backup
- General

0-(-[-E

&= Parental control

¥ belp

— Parental control
¥ Parental control enakble

— User selection

Isupport j Lser | Role

(Defaulty Child

Administratar Child
— Roles

| [ crenge | [0
‘foung person
{Maximurm 30 characters) Adult

— Description

The button can be used to add the selected user to the list of protected users.

Defaultvalues] ’ ak ] ’ Cancel ] ’ Apply

Example:

4.3.1 Properties of the role

You can add a new role or you can change the given roles.

The role “child under 16” should be added.

-32-

In order to add new roles, enter the role name in the free box. 30 sign are given for a

Click on “Add”. The new role appears in the right box. In order to configure the role
“Child under 16”, choose the role and click on “change”.

Here you can add URLs and block the access to URLs which belong to certain
categories.
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Example:

www.google.com and URLs of the category Pornography, Erotica/Sex and Sects
should be blocked.

Properties ] x|
Properties of the role
Please select the required role properties 'Child under 16,
Y
Control access ko the Following LURLs:
LIRL | Rule
wnana, goolge, com Block

add URL: (Maximum |
512 characters)

pdd || Delete |

¥ Elocking access ko URLs in the Following categaries:

[W]Parnography ﬂ
[w]Erokica | Sex
[ ]5wirwear | Lingerie

ok || Concel || Hep |

The categories are provided by a huge data base of the enterprise Cobion.
Furthermore, the web filter accesses to a data base of the consumer protection
central Hamburg. If you should find a website which belongs to a category, you can
categorize it via the following link and have it checked:
http://filterdb.iss.net/urlcheck/url-report.asp.
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5. Changing the update intervals

The update of the virus definitions are predefined in the scheduler with an interval of
two hours. You can change this setting in case a different time or a more frequent
update should be necessary.

. Start the Avira AntiVir Control Center (view page 5)
. Start the AntiVir Scheduler

Click on the button “Administration” on the left side of the AntiVir Control Center.
Click on the button “Scheduler”. In the main menu of the Control Center appears now
the scheduler menu, where all update and scan jobs are shown. The daily update
and the daily complete system scan are preconfigured. The complete system scan is
deactivated by default.

=
File Wigw Extras Update Help
JIAvira Premium Security Suité ™ _awer o o o AVIRA
’—ﬁ Overview s s = 3 ° ? "
| % a® @8 D o ] o
g | Local protection : - : - T
g | Name “| Action_| Frequency | Display mode | Enabled | Status
@ — _ )}3 Complete System Scan Scan Daily at 1200 h M aximized r. Feady
NG I ecion B Two hourly updates Update  Interval evem 2 hour(s] Minirmized I Feady

. Administration

Quaranting

v’ Scheduler

| E Tools i
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5.1 Changing of an update job

Click with the right mouse button on “Two hourly update” and choose “Edit selected
job” in the context menu.

Now the assistant for creating and changing jobs appears. You see the name and the
description of the job. Here you can change the description as you like.

Wizard to create and change a job N 5[
Mame and description of the job
Please enter the name and the description of the job., R'
AVIRA' | Bya
= -
m click
This assistant will help wou to plan and configure recurring jobs like scans, backup on the
job and updates of wirus definition file and search engine. button
“NeXt”

Mame of the job: the

Description of the job:

Ipdates Ankivir every bwa hours From the Inkernet,

Mest » ]’ Cancel

window for the selection of the type of job appears. Here the correct type “Update
job” is already entered. Simply click on “Next” in order to configure the time of the job.
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Wizard to create and change a job i ﬂ
Type of job
Please select the bype of the job,
I
¥ou can carry out either a time dependent scan of viruses and unwanted
programs, an execution of a backup job or an update.
Please select the type of job that should be created:
’ < Back I Mest > ] ’ Cancel ]
Wizard to create and change a job i ﬂ
Time of the job
Please select when ko schedule this job,
I
& job can be scheduled immediately, on a one-off basis, at login and at different
interyals.,
Please select when ko schedule this jobs:
IIIIIII Drayis) 02 Hourds) 00 Minute{s}ﬁ frin. 15 minuteds))
[+ start job while connecting ko the Internet (dial-up)
[~ Repeat job if time has expired
< Back l Mest » ] ’ Cancel

®

=

By a click on the first box you can change the configuration from “Interval” to “Daily”.
In next box you can choose the desired update time. By activating the box
underneath you can choose if the update should be started while connecting to the
Internet. If the update should be repeated because the computer was not online at

the desired time, please, activate the second box.
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Time of the job
Please select when ko schedule this job.

S AVIRA

& job can be scheduled immediately, on a one-off basis, at login and at different
inkervals,

Please select when ko schedule this job;

IDaiI';.f - I

12:00 j o'clock

[+ start job while connecting o the Internet (dial-up)

[¥ Repeat job if tirme has expired:

¢ Back I Mest > ]’ Cancel

Click on “Next”, in order to get to the selection of the display mode.
Yizard to create and change a job i ﬂ
selection of the display mode
Please select the display mode of the scheduled job, a

U S i

& job can be executed in different display modes,

Display mode:

rinimized

Please click on "Finish" to save the data.

< Back I Finizh ]’ Cancel ]

Click on the selection box and you can choose one of the following display mode:
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. Invisible: The update is executed without any notification

. Minimized: The update is executed in the background and confirmed by a
slide-up.

. Maximized: The update is displayed in a large window

Choose the desired mode and finish the configuration with a click on “Finish”.
The procedure for a scan job is similar. Here you only have to choose “Scan job”
instead of “Update job”.

You find further information:

. In the online help of the program (Taste F1)
. In the manual:

http://www.avira.de/documents/products/pdf/en/man_avira_premium_secrity %Z20suite_en.pdf

. In our knowledge base:

http://www.avira.de/en/support/kbsearch.php

. In the FAQ (frequently asked questions)

http://www.avira.de/en/support/fag.html
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